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Security Culture and Organizational 
Resilience in the Context of Cyberwarfare: 

the Case of Romania 

This article examines the relationship between Cyber Warfare, security culture, and organizational 
resilience in Romania through the interaction of the legal framework, institutional architecture, 
and public governance practices. In the context of expanding hybrid conflicts and the convergence 
of technical, strategic, and cognitive threat dimensions, security culture can no longer be treated 
as a secondary issue, but as a condition for organizational and state resilience. Methodologically, 
the study relies on qualitative research combining doctrinal analysis, legal-institutional analysis, 
and a case study of Romania, drawing on relevant national legislation, the European Union 
acquis, institutional documents issued by DNSC, ENISA, and NATO, as well as relevant academic 
literature. The central argument is that Romania’s recently developed normative and institutional 
architecture, particularly Law no. 58/2023, G.E.O. no. 155/2024, the operationalization of SNAC, 
and integration with NIS2 mechanisms, creates premises for strengthening security culture and 
resilience, without automatically guaranteeing the internalization of security behaviours.
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Introduction

Over the past decade, cyber warfare has profoundly altered the way states 
perceive the relationship between security, conflict, and the functioning of 

public institutions. Unlike traditional cyber threats, which are primarily associated 
with criminal activities or the technical protection of networks, cyber warfare is 
part of a broader strategic framework in which digital operations can be used for 
espionage, disruption of critical services, coercion, foreign influence, and the erosion 
of public trust in democratic institutions (Lin 2012).

An analysis of threats attributed to APT (Advanced Persistent Threat) groups 
illustrates the high degree of sophistication of cyber operations carried out by 
various state actors. Thus, the APT43 group (alias Kimsuky), supported by North 
Korea, has become a symbol of this evolution, carrying out complex espionage 
and strategic intelligence-gathering activities in the diplomatic, technological, and 
defense sectors (Mishra 2025).  This malicious group combines advanced persistence 
techniques with the exploitation of legitimate operating system tools, bypassing 
conventional detection methods and targeting government institutions, think tanks, 
research centers, and critical information infrastructure in EU member states (MS), 
the United States, Japan, and South Korea.

A similar trend can be observed in the capabilities of the Russian group Curly 
COMrades (Lyons 2025), which uses virtualization technologies to hide malicious 
code within an isolated environment, drastically reducing the likelihood of detection. 
This offensive innovation demonstrates the creative use of legitimate technologies 
for hostile purposes and marks a shift in the defensive paradigm: simple endpoint-
level detection becomes insufficient in the face of threats that exploit virtualized 
architectures and dynamic persistence mechanisms.

This transformation has direct consequences for security culture. In the classical 
paradigm, cybersecurity was frequently treated as a technical specialty. In contrast, 
in the current paradigm, it has become a matter of governance, organizational 
behavior, inter-institutional coordination, and societal resilience. Several reports 
highlight the fact that a mature cybersecurity culture involves not only rules and 
controls, but also values, attitudes, practices, and learning mechanisms that influence 
the actual behavior of organizational actors (Huang and Pearlson 2019).

In the case of Romania, this evolution is particularly relevant. The transition from 
a fragmented approach to cybersecurity toward a more coherent model of crisis 
governance and cyber alerting is indicated by:

 Recent legislative developments, such as Law No. 58/2023 on Romania’s cybersecurity 
and cyber defense, and Government Emergency Ordinance (G.E.O.) No. 155/2024 
establishing a framework for the cybersecurity of networks and information systems 
in the national civilian cyberspace (Romanian Government 2024);
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 Institutional developments such as the establishment of the National Cyber 
Security Directorate (DNSC), the operationalization of the National Cyber Alert 
System (SNAC), as well as integration into the mechanisms of the Directive 
(EU) 2022/2555 - NIS2 (EUR-Lex 2022) and the European Cyber Crisis Liaison 
Organisation Network (EU-CyCLONe).

However, the existence of a more robust regulatory and institutional architecture 
does not automatically solve the central issue of resilience: the way in which rules, 
procedures, alert mechanisms, and inter-institutional cooperation are transformed 
into stable practices, organizational reflexes, and public trust. This is, in essence, the 
issue of security culture.

This paper begins with the following research question: To what extent and through 
what mechanisms does Romania’s regulatory and institutional framework 
for cybersecurity contribute to the development of a security culture and 
organizational resilience in the context of cyber warfare?
In relation to this question, the article formulates three working hypotheses:

- Hypothesis 1: Normative clarity and the formal distribution of competencies 
enhance coordination capacity in cyber crises. 
- Hypothesis 2: Alert mechanisms, inter-institutional cooperation, and public 
communication can foster the internalization of security behaviors.

- Hypothesis 3: In the absence of implementation indicators and systematic data on 
compliance and institutional learning, the effect of the legal framework on security 
culture remains plausible but only partially demonstrable.

Given the circumstances described, this article proposes, on the one hand, a 
conceptual reordering of the relationship between cyber warfare, security culture, 
and organizational resilience, and, on the other hand, it offers a structured analysis 
of the Romanian case, placing domestic regulatory and institutional developments 
within the context of the EU – NATO convergence and of the recent European 
requirements regarding the management of cyber incidents and crises.

1. Conceptual framework

Conceptual clarity is essential for any scientific analysis of cybersecurity. In the 
absence of a rigorous definition, terms such as “cyber warfare,” “security culture,” 
and “organizational resilience” tend to be used metaphorically or interchangeably, 
which affects both the coherence of the argument and the possibility of empirical 
evaluation.

1.1. Cyber Warfare
According to several reports, Cyber Warfare is not reduced to the mere existence 
of cyberattacks. It involves the use of cyber capabilities within a strategic logic 
of conflict, particularly by states or actors sponsored by various countries and 
governments, to produce negative political, military, economic, or psychological 
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effects on an adversary. Analyses of cyber conflicts highlight precisely the difficulty 
of separating the technical dimension of the attack from its strategic purpose and its 
effects on the political order and institutions (Sutton and Tompson 2023).
For this article, Cyber Warfare could be defined as the set of offensive, defensive, and 
influence operations conducted in and through cyberspace to impair the operational 
capacity, decision-making, trust, or resilience of a state, certain institutions, or 
critical information infrastructure. It takes place in the information environment, 
with actors and targets in both the physical and non-physical domains, and the level 
of violence may vary depending on the circumstances (Taddeo 2012). This definition 
allows for the inclusion of both the technical and the cognitive and institutional 
dimensions.

1.2. Security Culture
The concept of Security Culture must be distinguished from mere formal compliance. 
The relevant reports in the field specify that a security culture involves a set of shared 
values, beliefs, attitudes, and behaviors that influence the way in which members of 
an organization understand risks, respond to rules, and participate in the protection 
of digital assets. Recent models emphasize the link between culture and behavior, 
with education, leadership, group norms, communication, and reward systems 
directly influencing security conduct. 
Security culture is defined in Romania by the National Defense Strategy Guide for 
the period 2015-2019. This document defines security culture as the totality of those 
values, norms, attitudes, or actions that determine a society’s understanding and 
assimilation of the concept of security and its derivatives (national, international, 
and collective security; insecurity; security policies, etc.) (Presidency 2015). Thus, 
relevant actors (institutions, organizations, and citizens) perceive cyber risks, 
prioritize security, and act consistently to prevent, report, and manage incidents.
For this article, it is also important to highlight the existence of a Cybersecurity 
Culture, which is represented both by the norms and values that members of an 
organization hold regarding cybersecurity and by the way these are manifest in their 
behavior (Sutton and Tompson 2023).

1.3. Organizational Resilience
The concept of Organizational Resilience is frequently used in security discussions, 
but often without being operationalized. It is described in recent academic literature 
as a multifaceted capability that includes anticipation and preparation, endurance 
and response, recovery, and subsequent learning. 
According to the definition provided by the British Standards Institution (BSI), 
organizational resilience is the ability of an organization to anticipate, prepare for, 
respond to, and adapt to sudden changes and disruptions in order to survive and 
thrive (Hilio 2025). In the case of Cyber Warfare, this entails flexibility, agility, and 
innovation in the face of challenges, as well as maintaining essential functions during 
a cyber incident, recovering within a reasonable timeframe, and integrating lessons 
learned into future policies, procedures, and architectures.
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1.4. The Relationship Between Concepts
The relationship between the three concepts can be formulated as follows: Cyber 
Warfare represents the conflict environment and the type of strategic pressure; 
Security Culture represents the socio-organizational dimension through which 
actors perceive and internalize risk; Organizational Resilience represents the actual 
capacity to cope with disruption. In this context, security culture is not synonymous 
with resilience, but it constitutes one of the essential prerequisites for achieving it.

2. Methodology

The article employs a qualitative methodology structured around three 
complementary methods: doctrinal analysis, legal-institutional analysis, and case 
study. This methodological approach is appropriate because the research does 
not aim to statistically measure individual behaviors, but rather to examine the 
relationship between norms, institutions, coordination mechanisms, and security 
concepts within a specific national context.

The doctrinal analysis aims to define key concepts and situate them within the 
specialized literature on Cyber Warfare, Security Culture, and Organizational 
Resilience. The legal-institutional analysis examines the relevant legislation and 
documents that define competencies, alert mechanisms, and the coordination 
architecture at the national and European levels. The case study applies these 
frameworks to Romania, with a focus on the DNSC, SNAC, the Cyber Security 
Operational Council (COSC), the National Center for Cyber Security Crisis 
Management (CNGCSC), and integration with the European mechanisms provided 
for by the NIS2 Directive.

The analyzed corpus includes national legislation, administrative norms and 
methodologies, European documents, institutional sources from ENISA (ENISA 
2026), DNSC (DNSC 2026) and NATO (NATO 2026b), as well as academic works 
relevant to security culture and resilience. From a research design perspective, 
Romania is treated as a “most likely case” for analyzing how legal and institutional 
consolidation can create the conditions for the maturation of security culture, 
without this automatically proving the existence of a fully empirically validated 
causal relationship.

To avoid speculative claims, this paper employs an explicit set of analytical criteria 
to assess the contribution of the regulatory and institutional framework to the 
culture of security and resilience: the clarity of roles and responsibilities; the 
existence of alert and escalation mechanisms (DNSC 2025); the capacity for inter-
institutional coordination; the integration of public communication; the inclusion 
of exercises, planning, and learning; the alignment with European and Euro-Atlantic 
mechanisms.
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The limitations of the research stem from the fact that the scientific study did not 
include interviews, sociological surveys, sets of quantitative indicators, or systematic 
comparisons across multiple countries. For this reason, conclusions regarding 
the effects on security culture are formulated cautiously, in terms of “institutional 
premises,” “enabling mechanisms,” or “conditions of possibility,” rather than as 
definitive empirical demonstrations.

3. The European architecture of cyber resilience

In recent years, the European Union has shifted from an approach centered 
predominantly on technical cooperation to a more complex architecture for 
managing cyber incidents and crises (ENISA 2026). In this evolution, ENISA, the 
EU Network of Cyber Security Incident Response Teams (CSIRTs Network), and, more 
recently, EU-CyCLONe have become central elements of a multi-level governance 
framework oriented not only toward technical response, but also toward strategic 
coordination and shared situational awareness (EUR-Lex 2022).

The NIS2 Directive is particularly relevant, as it contains provisions that structure 
cooperation among EU MS around clearer obligations regarding risk management, 
incident notification, coordination, and preparedness. Article 16 of the NIS2 
Directive establishes the role of EU-CyCLONe in the strategic coordination of 
large-scale cyber incidents and crises, complementing the more technical role of the 
CSIRTs Network.

This technical-strategic duality is important for the subject under study. It suggests 
that cyber resilience can no longer be reduced solely to the technical capability 
of detection and remediation (EUR-Lex 2024), but it also entails institutional 
mechanisms for interpretation, decision-making, communication, and cooperation 
across different levels of governance. From this perspective, the European model 
offers a useful framework for understanding how cybersecurity is progressively 
integrated into the broader logic of democratic and institutional resilience.

Furthermore, European initiatives regarding crisis exercises, the cybersecurity 
reserve, and cross-border interoperability point to a significant doctrinal shift: 
the focus is shifting from securing infrastructure to preparing public systems for 
continuity, cooperation, and recovery. This shift has direct consequences for EU MS, 
including Romania, as it compels national institutions to develop mechanisms that 
are compatible both technically and procedurally.

4. The Regulatory and Institutional Framework in Romania

4.1. From fragmentation to coordination
At the national level, recent developments point to a consolidation of the 
cybersecurity and defense architecture. Through G.E.O. No. 104/2021 (Art. 3(o) and 
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Art. 17)  (Romanian Government 2021), the role of the DNSC in managing cyber 
crises during peacetime was strengthened, and the institutional foundations were laid 
for the operation of a national cyber security crisis management center.
Law No. 58/2023 has further developed this framework, establishing an integrated 
institutional framework for the management of cyber risks, incidents, and crises. From 
the perspective of this study, the law’s significance lies not only in the introduction 
of obligations and competencies, but also in the formalization of a logic of strategic 
coordination among different institutional levels (Romanian Parliament 2023).
The role of the COSC, its relationship with the DNSC, and the Supreme Council for 
National Defense (CSAT) (CSAT 2026), as well as the mechanisms associated with 
cyber alert levels, indicate an attempt to overcome the traditional fragmentation of 
responsibilities. In analytical terms, this can be interpreted as a favorable condition for 
a security culture, as clarity of responsibilities and the existence of a decision-making 
chain reduce organizational ambiguity and increase the predictability of the response.

4.2. Operationalization of the SNAC
The implementation of the National Cyber Alert System, pursuant to DNSC Order 
No. 180/2024 approving the Methodology on cyber alert levels and procedures for 
action in cyber alert situations (DNSC 2024) is one of the most relevant aspects 
of the topic addressed in this article. The SNAC is not merely a technical tool for 
risk reporting, but also a mechanism with cultural and organizational potential, 
as it connects technical analysis, institutional decision-making, and public 
communication.
From the perspective of security culture, the relevance of SNAC stems from three 
elements: the standardization of the response through alert levels and associated 
action plans; the inclusion of private and sectoral actors in the logic of alerting 
and preparedness; and the public communication dimension, which creates the 
possibility of transitioning from exclusively technical governance to one that 
addresses social behaviors and perceptions.
However, it is important to make the following methodological clarification: the 
fact that the SNAC is designed to contribute to awareness and coordination does 
not automatically demonstrate its actual effect on security culture. In the absence 
of data regarding the public’s understanding of alerts, the level of compliance 
among targeted actors, or the impact of exercises and notifications on behavior, the 
appropriate conclusion is that SNAC establishes a mechanism with the potential 
to foster a security culture, not that it has already demonstrably produced societal 
maturation.

4.3. Integration with European mechanisms
An important aspect of the Romanian case is synchronizing the national architecture 
with the mechanisms outlined in the NIS2 Directive. G.E.O. No. 155/2024 and its 
subsequent approval by Law No. 124/2025 (Romanian Parliament 2025) consolidated 
this synchronization by establishing DNSC as the national authority for managing 
cyber crises in peacetime and as the contact point for EU-CyCLONe.
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In 2024, Romania demonstrated the practical application of this framework by 
activating the relevant procedures in the context of election security. In this context, 
the DNSC operated simultaneously in coordination with:

 ENISA, for strategic support and information-sharing tools; 
 EU-CyCLONe, where the network level was escalated to Warning Mode, 
activating dedicated channels and operational cooperation; 
 the ENISA Network of Liaison Officers (NLO Network), for briefings and 
information requests;
 EU CSIRTs Network, where the transition to Alert Cooperation Mode was 
discussed, and relevant technical data was shared.

This example is significant because it highlights the shift from mere legislative 
transposition to the operational use of cooperation channels.
From an analytical perspective, these aspects support the idea that resilience is not 
merely an internal attribute of the state but also the result of being part of a broader 
cooperative framework. In this sense, the culture of institutional security must also 
be understood as a culture of interoperability, information sharing, and shared 
reflexes for action (Cheng 2023).

From the same perspective, EU-NATO convergence complements the European 
dimension of cyber resilience. For Romania, NATO’s relevance lies not only in the 
strictly military dimension but also in the civil–military integration of planning, 
exercises, and strategic risk assessment. Mechanisms such as the Cyberspace 
Operations Centre (CyOC), the NATO Integrated Cyber Defence Centre (NICC), 
and the NATO Cooperative Cyber Defence Centre of Excellence (CCDCOE) provide 
a useful framework for lessons learned, exercises, and doctrinal interoperability, 
while initiatives such as the Defence Innovation Accelerator for the North Atlantic  
(DIANA 2026) and the NATO Innovation Fund (NATO 2026a) indicate that 
technological innovation and cooperation with the civilian sector are becoming 
part of the broader ecosystem of defense and digital resilience (NATO 2025). In this 
sense, this convergence reinforces the idea of resilience as a product of multi-level 
cooperation, not just national capability.

4.4. Democratic oversight and constitutional legitimacy
The case law of the Constitutional Court of Romania (CCR) (CCR 2026) establishes 
a clear framework: the security of networks and information systems is no longer 
a purely technical field, but one of general interest, closely intertwined with 
national security.
This issue is relevant not only from a legal standpoint but also from a conceptual 
one. In Decision No. 17/2015 (CCR 2015), the Constitutional Court of Romania 
draws a clear political and institutional line: the coordination of cybersecurity at 
the national level must be exercised by a civilian body, under democratic control, 
not by intelligence, law enforcement, or defense agencies.
The choice of who coordinates cybersecurity at the national level matters for 
the security culture for at least two reasons. First, legitimacy and public trust can 
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be affected by perceptions of the institutions coordinating security. Second, a 
democratic security culture cannot be built sustainably outside the requirements of 
normative clarity, proportionality, and the protection of fundamental rights.
Therefore, the constitutional and conventional framework is not external to resilience 
but is part of its conditions. Resilience built through opaque, disproportionate, or 
insufficiently controlled measures can generate reactions of distrust that weaken the 
very security culture it claims to strengthen.

5. The impact on security culture 
and organizational resilience

Cyber warfare has effects that extend beyond the strictly technical realm of securing 
networks and information systems, influencing security culture, institutional 
coordination, and organizations’ ability to function under pressure and in stressful 
conditions. In this context, organizational resilience must be understood not only 
as the ability to ensure operational continuity but also as the capacity to anticipate, 
absorb, adapt to, and integrate the lessons learned from cyber incidents, hybrid 
campaigns, and disruptions encountered at the strategic level. In Romania’s case, 
recent legislative and institutional developments suggest a shift from a predominantly 
technical approach to one of strategic governance, in which security culture becomes 
the connecting variable between norms, institutions, and organizational behaviors.

5.1. From technical protection to organizational security culture
One of the main consequences of cyber warfare is the shift in emphasis from 
exclusively technical protection toward organizations’ ability to react coherently and 
adaptively under conditions of persistent stress. Sophisticated attacks, supply chain 
exploitation, and influence campaigns show that vulnerability stems not only from a 
lack of technical controls but also from deficiencies in coordination, communication, 
and institutional learning. From this perspective, a security culture entails more than 
formal compliance: it involves organizational reflexes, clear decision-making, and 
the transformation of rules into repetitive and internalized practices.

5.2. Institutional architecture and its impact on resilience
In Romania, Law No. 58/2023, G.E.O. No. 155/2024, the operationalization of the 
SNAC, and the integration with NIS2 mechanisms create important conditions for 
strengthening organizational resilience. This framework reduces fragmentation, 
clarifies roles, and introduces a logic of alerting, escalation, and coordination that can 
standardize the institutional response in crisis situations. However, the relationship 
between institutional architecture and security culture must be framed cautiously: 
the existence of procedures and competencies is a necessary condition, but not 
sufficient proof that organizations have internalized stable security behaviors.

5.3. The Societal and Cognitive Dimensions of Security Culture
The impact of cyber warfare is not limited to institutions but extends to how society 
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perceives risk and reacts to digital crises. In practice, the most significant effects 
occur when cyber incidents are accompanied by disinformation, information 
pressure, and the erosion of trust in institutions (Maftei 2025). In this context, the 
public communication component associated with SNAC is important because it can 
support faster and more proportionate responses, without, however, automatically 
transforming cybersecurity into a mature societal culture. The outcome will depend 
on the continuity of communication, institutional credibility, and the public’s ability 
to interpret risk signals (Fomnya 2024).

5.4. The skills, the human factor, and the challenge of the Artificial Intelligence era
Another major effect of the transformation of the security environment is the 
growing importance of digital skills. The accelerated integration of Artificial 
Intelligence (AI) into operational and decision-making processes compels 
organizations to simultaneously manage classic cyber risks and risks associated with 
the interaction between people, data, and automated systems (Palma 2026). In this 
context, resilience depends not only on technology but also on having personnel 
capable of understanding the limits of automation, critically using digital tools, and 
maintaining human control over sensitive processes (Maftei 2024).

5.5. Implications for Romania
For Romania, the impact of cyber warfare on security culture and organizational 
resilience must be understood at the intersection of governance, administrative 
capacity, and professional training. The recent regulatory framework, the role of the 
DNSC, the functioning of the SNAC, and European interoperability provide a more 
robust coordination infrastructure than in the previous phase, but its lasting effect 
depends on recurring exercises, evaluation, continuous training, and the integration 
of lessons learned into institutional practices.
Consequently, strengthening the security culture cannot be treated as an automatic 
result of legislative reform, but rather as a continuous process of operationalization, 
coordination, and learning. This process requires clear planning mechanisms, 
the distribution of responsibilities among public and private actors, and the 
transformation of legal norms into verifiable organizational routines.

In practical terms, developing organizational resilience requires the consistent 
implementation of crisis planning, the regular conduct of interagency exercises, 
the integration of lessons learned into procedures, and the strengthening of 
public communication during alerts. At the same time, responsibility does not lie 
exclusively with central authorities but must be shared among competent public 
institutions, operators of essential services, private organizations, and actors involved 
in professional training.
In this context, a culture of security functions not merely as a regulatory 
requirement, but as a social and organizational practice, dependent on the continuity 
of institutional operations, the clarity of the decision-making chain, and the ability 
of relevant actors to cooperate under conditions of pressure and uncertainty. 
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Precisely for this reason, the essential step for Romania is not merely to strengthen 
the legal framework but to transform it into an effective mechanism for adaptation, 
coordination, and resilience.

Conclusions

This analysis shows that Romania is in a phase of significant regulatory and 
institutional consolidation in the field of cybersecurity and cyber defense. 
Recent legislative and administrative developments indicate the existence of a 
clearer architecture for European alerting, coordination, and interoperability 
compared to the previous period, particularly through the role of the DNSC, the 
operationalization of the SNAC, and integration into the mechanisms associated 
with the NIS2 Directive.

The answer to the research question is, however, nuanced. Romania’s regulatory 
and institutional cybersecurity architecture contributes to the development of a 
security culture and organizational resilience by clarifying roles, standardizing 
alerts, strengthening coordination, and connecting to European and Euro-Atlantic 
cooperation networks. However, these developments must be interpreted cautiously. 
They create solid premises for strengthening security culture, but do not, by 
themselves, equate to demonstrating full internalization of security behavior at the 
organizational and societal level.
The main finding of the scientific study is, therefore, conditional. Romania has 
more robust legal and institutional foundations for strengthening resilience, but 
the lasting effects of this framework remain dependent on the implementation and 
transformation of norms into stable institutional practices.

The study also suggests that organizational resilience should be viewed within 
a broader framework than that of technical security. It includes institutional 
coordination capacity, public communication, European and Euro-Atlantic 
interoperability, as well as the preparation of a workforce capable of operating in 
an environment characterized by the convergence of cyber threats, information 
pressure, and the widespread use of AI.

In terms of public policy, four priority areas emerge. The first of these relates to 
the development of maturity indicators for security culture and organizational 
resilience in the public sector and in critical sectors. The second priority area 
concerns the strengthening of national exercises and interoperability with European 
and NATO mechanisms, with the integration of lessons learned into the regulatory 
and operational cycle. The third priority area is the one of strengthening public 
communication and digital literacy, with a focus on prevention and proportionate 
response. The fourth one involves adapting professional training to the new risks 
associated with the use of AI, automation, and human-system interaction in critical 
processes.
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Therefore, the main challenge for cybersecurity and cyber defense in Romania is not 
merely the development of superior technical capabilities, but transforming these 
into an institutional and organizational culture robust enough to support resilience 
in a persistently contested strategic environment.
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