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Mechanisms of Disinformation
Amplification in Hybrid Warfare: The Case
of the Conflict in Ukraine

Master’s student Rafal ROMANSKI*

*The Jézef Goluchowski University of Applied Sciences, Poland
e-mail: romanski@goluchowski.edu.pl

Abstract

This article presents an interdisciplinary analysis of disinformation amplification mechanisms within the context
of contemporary hybrid warfare, with particular emphasis on the armed conflict in Ukraine. The study aims to
identify and characterize the complex processes that amplify false narratives, influencing both social perception
and the informational environment. The main research question posed is: What disinformation amplification
mechanisms are employed under conditions of hybrid warfare, and how do they affect the shaping of public
awareness and conflict perception? The methodology combines qualitative content analysis, source triangulation,
and network analysis of selected case studies, including manual analysis of hashtags and discussion groups. These
include instances of denialism related to the Bucha massacre, heroic mythology (the “Ghost of Kyiv”), false flag
operations (Zaporizhzhia Nuclear Power Plant), amplification on TikTok and Telegram, the functioning of botnets,
and #IStandWithRussia campaigns. The findings indicate that disinformation is not a one-off communicative
act but an iterative structure supported by three interrelated domains: propaganda communication, cognitive
psychology, and algorithmic technologies. In conclusion, the research question is addressed, and five strategic
action areas are proposed: media literacy education, cooperation with digital platforms, international coordination,
support for independent media, and the development of cognitive resilience within society. The article contributes
anovel theoretical framework in the form of a “hybrid tripartite model” (communication-perception-algorithms),
which may serve as a useful analytical tool in future studies of disinformation in conflict situations.

Keywords:
disinformation; hybrid warfare; TikTok; propaganda; social perception;
informational narratives; content analysis; fake news; algorithms; campaigns.

Article info
Received: 2 May 2025; Revised: 30 May 2025; Accepted: 3 June 2025; Available online: 27 June 2025

Citation: Romanski, R. 2025. "Mechanisms of Disinformation Amplification in Hybrid Warfare: The Case of the Conflict in Ukraine””

Bulletin of *Carol I” National Defence University, 14(2): 7-32. https://doi.org/10.53477/2284-9378-25-13

oren s © ,Carol I” National Defence University Publishing House
This article is an open access article distribted under the terms and conditions of the Creative Commons Attribution (CC BY-NC-SA)



R. Romaniski
N0.2/2025 (vol. 14)

https://doi.org/10.53477/2284-9378-25-13

ith the onset of the Russian Federations armed invasion of Ukraine in
WFebruary 2022, an intensified and coordinated disinformation campaign was
observed, constituting an integral component of modern hybrid warfare operations
(Bryjka 2022). In such a framework, military actions are tightly synchronized with
political, cyber, and propaganda operations, forming a cohesive system of strategic
pressure. In the academic literature, hybrid warfare is defined as “a combination of
conventional military and non-military actions that are synchronized to maximize
operational effects” (Surdyk 2022, 88-90). Within this context, disinformation
emerges as one of the key subversive tools used to destabilize the adversary and
consolidate internal support.

Particular significance is attributed to contemporary digital communication,
whose architecture, based on social media and dynamic content platforms, enables
the instantaneous dissemination and repeated replication of messages across
various formats (Allcott and Gentzkow 2017). This form of amplification results
in a heightened propaganda potential for each generated narrative. Consequently,
disinformation content not only spreads rapidly but also, due to recipients’ cognitive
mechanisms, it becomes entrenched and more impactful over time (Bryjka 2022).

To accurately define the phenomenon of disinformation, it is necessary to adopt an
interdisciplinary approach that incorporates technological, social, and psychological
dimensions. Interactions among these elements give rise to complex amplification
mechanisms, understood as structures that allow for the repeated exposure of
recipients to identical or thematically aligned false messages, ultimately leading to
their deep internalization (NATO Review 2024).

Given the growing strategic importance of disinformation as a tool of hybrid warfare,
the study poses the following research question: What disinformation amplification
mechanisms are employed in hybrid warfare conditions, and how do they influence the
shaping of public awareness and conflict perception?

This study draws upon extensive empirical material, including selected case studies
of representative propaganda narratives embedded in the media environment of
the conflict, as well as literature from the fields of communication studies, social
psychology, and security sciences.

The article proposes an expanded theoretical framework designed to illustrate the
multilayered nature of the phenomenon under investigation. Special attention
is devoted to analyzing how state-controlled and social media platforms shape
propaganda narratives; how recipients’ cognitive mechanisms contribute to the
internalization of false content; and how digital algorithms accelerate and intensify
the circulation of such narratives within the information space. The subsequent
sections of the article also examine the impact of these mechanisms on public
awareness and political attitudes, particularly in the context of armed conflicts and
the destabilization of the international communication order (Darczewska 2015).
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Theoretical Framework

The theoretical framework adopted in this study focuses on three fundamental and
interrelated pillars that condition the amplification of disinformation within the
environment of contemporary information warfare. These include: communication
and propaganda, cognitive psychology, and algorithmic mechanisms operating
within digital media (Auswartiges Amt 2024).

In the first dimension—the communicative one—disinformation is interpreted as
an integral component of broader information operations, encompassing both
political and propagandistic messaging (Allcott and Gentzkow 2017). The aim
of such operations is to dominate the information space through the systematic
replication of selected messages across multiple media channels, utilizing techniques
of content multiplication. In the context of hybrid warfare, state-controlled media,
such as television networks and news agencies, as well as affiliated communication
networks, construct narrative messages based on selectively chosen “facts” and
visuals aligned with a particular political agenda. It has been noted that the use of
tactics aimed at discrediting press reports and disseminating disinformation has
long been a fundamental tool of propaganda employed by the Russian Federation
(Reuters 2024a). A key mechanism here remains the construction of a coherent
propaganda narrative, whose impact is reinforced by its repetition and presence
across multiple parallel information sources. Such content often utilizes emotionally
charged language and powerful symbols—phrases like “the community against the
enemy” or “external threat”—which directly target intuitive group responses. Over
time, propaganda aims to impose an alternative version of reality in which one’s
own military activity is relativized, morally whitewashed, while the opposing side’s
actions are demonized and distorted (Pomerantsev and Weiss 2014).

The second pillar of the theoretical framework is cognitive psychology, which
examines how human mental processes and enduring cognitive dispositions both
facilitate the spread of disinformation and impede its correction. Individuals routinely
employ heuristics, mental shortcuts that simplify complex judgments by relying on
readily available cues, such as assuming that widely shared claims are credible or that
sources with authoritative trappings must be reliable. While these heuristics conserve
cognitive effort under uncertainty, they can lead to systematic errors when exploited
by disinformation actors who engineer repeated exposure to falsehoods, thereby
fostering a misleading sense of familiarity (the illusory truth effect). When heuristics
interact with cognitive biases—systematic deviations from rational judgment driven
by motivational and emotional factors—the result is an environment in which false
narratives gain undue plausibility. For example, confirmation bias directs attention
toward congenial information and away from contradictory evidence; availability bias
causes overestimation of events that are most easily recalled; and motivated reasoning
prompts individuals to counter-argue unwelcome facts while accepting supportive
falsehoods. Emotional framing through fear, anger, or pride further diminishes
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analytical scrutiny, allowing disinformation to embed itself in memory and resist
even explicit corrections (Lewandowsky et al. 2022).

Beyond these universal vulnerabilities, stable individual differences in cognitive style
critically modulate susceptibility to disinformation. Dogmatism, defined as rigid,
closed-minded certainty in one’s beliefs, predisposes individuals to accept congenial
false narratives and reject corrective evidence without reflection. In contrast, those
high in actively open-minded thinking (AOT) habitually question their assumptions,
fairly evaluate opposing viewpoints, and revise beliefs when warranted, thereby
mitigating common biases. Likewise, a strong need for cognition (NFC)—the
inclination to engage in and enjoy effortful, analytical deliberation—encourages
deeper scrutiny of dubious claims rather than reliance on intuitive shortcuts. An
emergent protective dimension, epistemic sophistication, captures appreciation for
the provisional, complex, and evidence-based nature of knowledge; epistemically
sophisticated thinkers demand robust corroboration, recognize uncertainty, and
resist simplistic or conspiratorial explanations. Empirical evidence from Mustatd and
the academic team demonstrates that lower dogmatism combined with higher AOT,
NEC, and epistemic sophistication significantly enhances accuracy in distinguishing
true from false security and defence news among Central and Eastern European
audiences. These findings underscore the fact that educational interventions aimed
at cultivating open-minded, analytical thinking and a nuanced understanding
of knowledge can materially strengthen psychological resilience to manipulative
information in hybrid warfare contexts (Mustatd et al. 2023).

The third component comprises algorithmic mechanisms of digital media
platforms, which significantly shape the distribution and amplification of content.
Recommender algorithms, particularly those used by social media platforms,
automatically promote content with high engagement potential. This results in a
preference for sensational or controversial materials, regardless of their factual
accuracy. Platforms such as TikTok, Facebook, and Twitter foster the creation
of information bubbles and filter bubbles, which limit content diversity and
expose users primarily to information aligned with their previous preferences.
Research conducted by Ciampaglia and Menczer has shown that algorithms not
only accelerate the spread of false content, owing to its emotional appeal, but
also reinforce existing biases, leading to the formation of closed informational
environments known as echo chambers (Ciampaglia and Menczer 2018). An
experiment conducted by NewsGuard demonstrated that a newly created TikTok
account can quickly become flooded with disinformation, often presented without
clear distinctions between factual reporting and manipulation. Moreover, in highly
polarized online communities, even neutral content can be distorted and infused
with false contextual layers. Finally, the coordinated activity of botnets and troll
networks artificially boosts the number of likes and shares, thereby increasing the
visibility of disinformation narratives within the digital ecosystem (Ciampaglia
and Menczer 2018).



BULLETIN

OF "CAROL I" NATIONAL DEFENCE UNIVERSITY

The application of such an integrated approach enables a deeper understanding not
only of the causes behind the emergence of disinformation in the context of hybrid
warfare but also of the mechanisms that drive its rapid dissemination. Each of the
components discussed does not operate only independently, but also synergistically,
exerting mutual influence and leading to a reinforcement effect (Pomerantsev and
Weiss 2014).

Particular emphasis is placed on the fact that digital media algorithms have the
capacity to massively replicate messages engineered by propaganda apparatuses,
thereby granting them high visibility and influence within the information space.
This type of exposure triggers specific cognitive responses in recipients, resulting
in the deeper entrenchment of disinformation narratives, the polarization of public
opinion, and significant challenges in objectively evaluating the content being
consumed.

The described feedback loop among communicative, algorithmic, and psychological
structures clearly underscores the need to conceptualize disinformation as a
complex systemic phenomenon—one that requires interdisciplinary analysis and
multidimensional counterstrategies.

Methodology

The study employed a qualitative research design based on the analysis of selected
case studies. Several representative examples of propaganda narratives that emerged
in the media landscape during the ongoing conflict in Ukraine were selected. Among
the cases analyzed were narratives involving Russian denialism with anti-Soviet
undertones, constructs of “pro-Ukrainian” wartime mythology, as well as organized
disinformation operations conducted through social media platforms (OHCHR 2025).

The primary research method applied was content analysis, complemented by
comparative discourse analysis. In the initial phase of the study, sources and
communication channels responsible for disseminating selected narratives were
identified. The analysis encompassed both traditional media, such as state television,
news portals, and press agencies, and social media platforms, including Twitter/X,
Telegram, TikTok, and YouTube. The study examined not only original content
but also derivative versions such as translations and audiovisual adaptations. This
enabled the identification of patterns of message multiplication and dissemination.

The analysis involved systematic tracking of specific hashtags associated with
selected narratives on the identified platforms. In the case of the Bucha massacre,
hashtags such as #BuchaFake, #KievStaged, #RussianTruth, and #NatoPropaganda
were observed for their frequency and co-occurrence. For the #IStandWithRussia
campaign, key hashtags like #IStand WithRussia, #IStand WithPutin, #ISupportRussia,
and #PutinIsRight were monitored.

11
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The study identified and analyzed content from a variety of social media groups
and pages. This included official state media accounts (e.g., Russian TV channels
on YouTube, official Kremlin Telegram channels), pro-Kremlin news aggregators
(e.g., fabricated Facebook pages mimicking legitimate media, Telegram channels
like “War on Fakes” or “Truth from Moscow”), anonymous forums (e.g., discussions
on 4chan related to false flag operations), and viral user-generated accounts on
platforms such as TikTok and Twitter/X. The identification process involved
searching for keywords related to the conflict and specific narratives (e.g., “Bucha
massacre denial,” “Ghost of Kyiv myth,” “I stand with Russia”). Once initial accounts
or groups were found, a snowball sampling technique was applied, following links,
shared content, and user mentions in order to discover interconnected networks.

In this study, approximately 50-70 Telegram channels, 80-100 Facebook groups/
pages, and numerous individual accounts on Twitter/X and TikTok were analyzed.
This qualitative immersion in the data allowed for the observation of content
dissemination patterns, user engagement, and narrative evolution over time. In the
case of the #IStandWithRussia campaign, specific groups such as “The West United
for Russia” and “International Supporters of Russia” on Facebook were identified
as actively participating in content dissemination. Observation also revealed that
many viral tweets originated from “small accounts” (under 500 followers) that
rarely mentioned Russia before March 2022, suggesting their deliberate creation or
repurposing for the campaign.

Empirical data were collected between 2022 and 2023 through continuous, ad-hoc
monitoring of the identified platforms and media. This involved daily observation
of trends, capture of screenshots and video segments of key disinformation content,
and recording specific post characteristics (e.g., date, platform, associated hashtags,
type of account). The identification of “derivative versions” (translations, audiovisual
adaptations) was a process of comparing visual elements and keywords across
different language versions of platforms or, where applicable, through reverse image
searches. In the case of TikTok, analysis involved observing how “emotionally
recontextualized” content was created, noting the use of suggestive captions, dramatic
soundtracks, or voiceover commentary that altered the original meaning of authentic
materials. This required careful, frame-by-frame observation of video content.

In subsequent stages, the method of data triangulation was employed. This involved
comparing information drawn from different types of sources: press materials,
reports by disinformation monitoring organizations, and findings from academic
literature. This approach made it possible to verify the reliability of the analyzed
narratives by comparing propaganda content with results from investigative
journalism and reports published by independent research institutions.

The analysis was also contextualized within both historical and geopolitical frameworks.
The historical context accounted for established patterns of Russian wartime
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propaganda, while the geopolitical context influenced how disinformation messages
were formatted. Empirical data were collected between 2022 and 2023, allowing for
the observation of narrative evolution in response to the changing dynamics of the
conflict. Quantitative analysis on a broad scale was deliberately excluded in favor of
detailed qualitative descriptions and interpretations of selected cases, enabling the
capture of the complexity and fluidity of the phenomena under study.

Throughout the research process, a critical distance toward the materials
under analysis was maintained, applying principles of objective evaluation and
multiperspectival interpretation, including both Russian and Ukrainian narratives.
Particular attention was paid to the reliability and transparency of sources. The study
drew primarily on data from reports issued by renowned research institutions and
organizations specializing in counter-disinformation efforts, such as EUvsDisinfo,
Atlantic Council’s DFRLab, and the Institute for Strategic Dialogue—as well as from
reputable international media outlets, including Reuters, Associated Press, and The
Guardian (Reuters 2022).

Case Study:

As a preparatory step toward the detailed analysis of selected cases, the following
table presents a comparative overview of their key parameters: type of narrative,
primary sources of dissemination, amplification mechanisms, and dominant
cognitive mechanisms on the part of the audience.

The Bucha Massacre: Denialism and the Propaganda of Amplified Falsehoods

One of the first spectacular and symbolically significant instances of disinformation-
driven propaganda during the Russian invasion of Ukraine was the discovery of
civilian bodies on the streets of Bucha, a Kyiv suburb, in March 2022. Visual materials
released by the Ukrainian side—including photographs and video footage—
documented the bodies of murdered residents, many with tied hands and visible
execution-style wounds, clearly indicating their defenselessness at the moment of
death (Lajka and Seitz 2022).

In response to the publication of this evidence, Russian state authorities and
pro-Russian media immediately contested its authenticity. The Kremlin’s narrative
was framed around the claim that the footage was a “monstrous fabrication”
designed to discredit the Russian Army (Reuters 2024a). Kremlin spokesperson
Dmitry Peskov, citing Russian state television, described the materials as a “tragic
but well-staged media spectacle” Russian news broadcasts repeatedly aired edited
clips allegedly showing victims moving their fingers or changing position on camera,
implying that the events had been staged. These materials were widely disseminated
by state media and pro-Kremlin social networks (Lajka and Seitz 2022).

The denialist narrative spread in the form of a media cascade. Disinformation was
disseminated through multiple channels—beginning with official state media,

13
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TABLE NO. 1
Comparative Overview of Disinformation Cases in the Context of Hybrid Warfare
Citis R Main source of | Amplification | Cognitive
yp dissemination mechanisms | mechanisms
Russian state Media Illusory truth
Denialism (war media, effect,
Bucha (2022) ; ; cascades, bots, ’
crime denial) government - confirmation
agencies bias
Grassroots, reb/el:ir:};n Recency
Ghost of Kyiv Mobilizing myth social media bl;‘ d,' effect, halo
latforms el effect
p adoption
Pio Kieilin Multilingual Fear
Zaporizhzhia Fear/Disaster T — broadcasts, heuristic,
Nuclear Plant narrative Tele arr’l dramatization availability
gt graphics bias
. Disinformation | Cr0SS-Platform Authority
False flag Provocation citation, S
(nuclear threat) narrative BEUHORS on shadow heuristic,
4chan/Twitter moral panic
sources
4 For You ;
TikTok Virallemotional | _ ofi'tll‘;"kviml algorithm, no N:l‘::)lfl}; :::S’
(2022-2023) narrative g ’ moderation, ;
user accounts = impact
virality
Telegram R&“{';J;jt:;g, Belief
Telegram Dispersed/unsuperv channels labelin perseverance,
(2022-2023) ised narrative (Russia, & in-group
3 networked o
Ukraine) cognition
users
. Hashtag ;
. . Coordinated : Confirmation
#IStandWithRussia PFO'K\;,eeztﬁAmp social media iigﬁzgfg’ bias, illusory
Campaign networks, truth effect,
propaganda influencers networks; bots, olarization
"whataboutism" | P

followed by bloggers and online commentators, and culminating in numerous
social media accounts across platforms such as Facebook, Telegram, and YouTube.
Within a short period, many pro-Russian accounts—including automated bots—
began simultaneously publishing identical video segments and images containing
manipulated content. Content analysis revealed consistent use of denialist hashtags,
including #BuchaFake, #KievStaged, #RussianTruth, and #NatoPropaganda, across
a variety of platforms. These hashtags were frequently present in posts from official
Russian diplomatic accounts on Twitter/X, as well as on Telegram channels such as
“War on Fakes”, and in Facebook groups such as “Russia’s True Story”. Observation
of these channels—encompassing over 30 different pro-Kremlin Telegram channels
and 50 Facebook groups/pages—revealed synchronized posting patterns, often
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occurring within minutes of official Kremlin statements. This rapid and identical
dissemination of content from seemingly disparate sources, including accounts
displaying bot-like characteristics (e.g., high posting frequency, repetitive content,
minimal individual engagement), strongly suggested a coordinated campaign.
The narrative was subsequently translated into foreign languages and adopted
by pro-Russian media outlets and activists operating in Western Europe, thereby
expanding its reach and facilitating its internationalization (Reuters 2022).

From the perspective of social psychology, this case illustrates the effective use
of the illusory truth effect. The repeated exposure to identical content—the same
video sequences and commentary quoted by multiple sources—reinforced the
perceived credibility of the message. Repetition contributed to the internalization
of these narratives, even when the content was demonstrably fabricated. The
emotional intensity of the message, marked by dramatic visuals and a victim-
centered narrative, further enhanced its impact on audiences inclined to embrace
a “both-sides” framing (Lajka and Seitz 2022).

It is important to note, however, that the Ukrainian side and independent
Western media simultaneously presented counter-evidence undermining the
Russian narrative. One such example includes satellite imagery published by
the Maxar company, which showed civilian bodies on the streets of Bucha long
before Russian troops had withdrawn, directly contradicting claims of staging.
Nevertheless, the sheer volume of disinformation, the coherence of the Russian
narrative, and the selective trust of certain audiences toward preferred sources
meant that corrective information failed to reach all segments equally, especially
those susceptible to anti-Western messaging (Lajka and Seitz 2022).

In conclusion, the Bucha case exemplifies a mechanism in which state propaganda
efforts were intensified by digital technologies (recommendation algorithms and
content multiplication) and psychological factors (repetition effect and selective
perception). The attempt to discredit evidence of war crimes proved partially
effective among audiences who rely exclusively on Russian information sources,
even though, in most international settings, this narrative was unambiguously
identified as disinformation. As analyses indicate, such denialist narratives are
particularly effective within organized propaganda ecosystems, where content is
automatically disseminated and commented upon, further deepening polarization
and antagonism between pro-Russian communities and other social groups
(Lajka and Seitz 2022).

The “Ghost of Kyiv” Myth - Pro-Ukrainian Disinformation

One of the most intriguing cases of pro-Ukrainian narrative that achieved global
recognition was the myth of the “Ghost of Kyiv” In the early days of the Russian
invasion of Ukraine in February 2022, social media platforms such as Twitter and
Telegram began circulating stories about an anonymous Ukrainian fighter pilot
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who had allegedly shot down multiple Russian aircraft while defending the nation’s
capital. This figure was quickly shaped into a symbolic guardian of Kyiv, embodying
the courage, determination, and resilience of the Ukrainian people in the face of
armed aggression (Enlargement EC 2022).

Information about the “Ghost of Kyiv” spread rapidly, reaching viral status in both
Ukrainian and international information spheres. Screenshots of tweets, video game
footage mistakenly attributed to the pilot, memes, and visual materials—including
T-shirts and merchandise featuring the silhouette of the “ghost”—were widely shared.
Even former Ukrainian president Petro Poroshenko posted a tweet confirming the
pilot’s existence, further enhancing the myth’s perceived credibility.

After several weeks, however, the Ukrainian Armed Forces acknowledged that the
“Ghost of Kyiv” was not a specific individual but a symbolic construct, designed
to boost public morale during wartime. This narrative—much like many Russian
propaganda creations—was consciously and deliberately crafted with the approval
and active participation of state structures. Ukrainian authorities allowed the
myth to circulate as a tool to reinforce national unity, a sense of agency, and public
readiness for continued resistance.

The denialist narrative spread in the form of a media cascade. Disinformation was
disseminated through multiple channels—beginning with official state media,
followed by bloggers and online commentators, and culminating in numerous
social media accounts across platforms such as Facebook, Telegram, and YouTube.
Within a short period, many pro-Russian accounts—including automated bots—
began simultaneously publishing identical video segments and images containing
manipulated content. Content analysis revealed consistent use of denialist hashtags,
such as #BuchaFake, #KievStaged, #RussianTruth, and #NatoPropaganda, across
multiple platforms. These hashtags were frequently found in posts from official
Russian diplomatic accounts on Twitter/X, as well as on Telegram channels like
“War on Fakes”, and in Facebook groups such as “Russia’s True Story”. Observation
of these communication channels—including more than 30 pro-Kremlin Telegram
channels and approximately 50 Facebook groups or pages—demonstrated highly
synchronized posting patterns, often occurring within minutes of official Kremlin
announcements. This rapid and uniform dissemination from seemingly unrelated
sources, many of which exhibited characteristics typical of inauthentic behavior
(e.g., high posting frequency, duplicated content, minimal original engagement),
strongly indicated a centrally coordinated campaign. The narrative was later
translated into several foreign languages and adopted by pro-Russian media actors
and activists operating in Western Europe, significantly amplifying its reach and
facilitating its international diffusion (Euro News 2022).

Elements of the communication network—including independent media, bot
accounts, and digital content creators—replicated a coherent message centered on
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emotional heroism. Communication analysis reveals that cognitive mechanisms such
as the repetition effect and the recency effect played a particularly important role in
this process. Each new post about the “Ghost of Kyiv” renewed public interest in the
existing narrative. New TikTok and Twitter accounts quickly introduced additional
content that appeared to confirm the pilot’s existence (EU DisinfoLab 2022).

Despite the official debunking of the myth in April 2022, when real fallen pilots
were identified and it was confirmed that no individual matching the “Ghost of Kyiv”
description had existed, the narrative re-emerged cyclically in public discourse.
Every new report of Ukrainian air force success revived the myth, assigning it fresh
symbolic value. Even after the revelation of its fictional nature, content related to the
“Ghost of Kyiv” continued to circulate, indicating a strong emotional attachment to
the symbol and the influence of the belief perseverance effect (Euro News 2022).

In this case, the mechanism of narrative amplification was rooted in a dynamic social
network. The narrative campaign moved from official state channels to independent
creators and then to a wide base of individual users. Although initially intended to
mobilize and inspire national defense, the case also highlights the dual nature of
amplification: even positive, patriotic narratives can serve disinformation functions
if they spread without verification or epistemic reflection (Euro News 2022).

The “Ghost of Kyiv” case also demonstrates that propaganda in hybrid warfare does not
necessarily carry overtly negative informational content. It may be based on intentional
overinterpretation that, on one hand, mobilizes audiences, and on the other, blurs the
line between factual reporting and wartime mythology. In the long term, this myth
not only bolstered societal morale but also illustrated how easily information about a
single event, such as the alleged downing of four MiG fighters, can spread unchecked
when embedded within a desirable narrative framework (Reuters 2024b).

It is also worth noting that such narratives, despite their “positive” character, can
paradoxically undermine trust in fact-checking institutions. Following the myth’s
debunking, the message of “devastating success by the Ukrainian air force” remained
active in the media ecosystem, as confirmed by numerous fact-checking studies. At
the same time, some audiences perceived the correction as a symbolic “defeat” of the
positive myth, which may have reduced their motivation to verify future information
(Euro News 2022).

False Flag Operations — Fabricated Nuclear Provocations

During the course of the armed conflict on Ukrainian territory, numerous narratives
emerged invoking the concept of so-called false flag operations—that is, suspicions that
one party was planning a provocation in order to blame the adversary for a violent or
catastrophic event. One of the most prominent examples of such a narrative involved
accusations by the Russian side claiming that Ukraine—allegedly supported by the
United States—was planning a terrorist attack on its own territory. According to this
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narrative, the presumed target of such a provocation was the Zaporizhzhia Nuclear
Power Plant, whose destruction would ostensibly serve as a pretext to accuse Russia
and secure international support (US Department of State 2025).

In response, the Ukrainian side and allied expert organizations proposed an
inverted scenario: namely, that the Russian Federation might be manipulating visual
documentation (e.g., photographs of damaged infrastructure) or fabricating reports
of alleged shelling in order to incite panic within the international community. These
counter-narratives were reinforced by screenshots and sensational articles circulated
by pro-Russian media. Such content was then disseminated a masse through
communication platforms such as Telegram and by accounts identified as trolls or
automated bots (EEAS 2025a).

The amplification mechanism behind this disinformation relied heavily on the
bandwagon effect and the phenomenon of simultaneous distribution. False reports
were posted concurrently on multiple platforms—including Twitter, Telegram, and
online forums—creating an illusion of ubiquity and public concern. Numerous
unverified reports about a supposed plot involving “American nuclear charges”
surfaced across digital media. Through consistent resharing, these stories rapidly
achieved broad reach. Replication of the same messages—often near-identical
in wording—occurred primarily within pro-Russian networks, reinforcing and
multiplying their impact (US Mission OSCE 2024).

Semantic and cognitive analysis of this phenomenon reveals the use of the authority
heuristic—a psychological mechanism whereby information originating from
multiple “independent” sources is perceived as more credible. In practice, this
meant that even channels known for disseminating disinformation, such as 4chan,
Twitter bot accounts, or local pro-Russian media, gained a semblance of credibility
simply by repeating the same narrative. The very presence of identical information
in numerous locations endowed it with perceived authority, regardless of its actual
veracity (Zanders 2023).

Western and Ukrainian media outlets, as well as fact-checking institutions, responded
to these messages by intensifying counter-narratives—publishing materials designed
to expose the alleged provocation plans. This contributed to a spiral of media
escalation, in which each new accusation or detail sparked additional commentary
and reactions, heightening emotional tension and deepening informational chaos
(EEAS 2025a).

Crucially, this case underscores the insight that the goal of disinformation campaigns
is not always to convince the public of a particular claim. Often, the primary objective
is to induce cognitive disorientation. Fear-mongering around so-called “nuclear
terrorism” enabled the construction of a narrative of systemic threat on Ukrainian
territory. On one hand, it served to disorganize civil society, and on the other, it
provided rhetorical justification for the Russian Federation’s military actions.
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According to findings published by the Atlantic Council, accusations regarding
planned false flag operations were actively disseminated on digital platforms such
as Twitter and 4chan as deliberate fabrications aimed at inciting fear and shifting
the blame for potential threats onto Ukraine'. Even though many users identified
such claims as untrustworthy, their pervasive presence in public discourse led to a
tangible information blur, in which the boundary between truth and manipulation
became increasingly difficult to discern (EEAS 2025a).

TikTok as a Source and Engine of Disinformation

Since early 2022, the TikTok platform—previously associated primarily with
entertainment content—has transformed into one of the key arenas of information
warfare. A particularly important role in this process has been played by the “For
You” recommendation algorithm, which, based on a user’s activity and interaction
history, generates a continuous stream of tailored video content. The structure of
this algorithm has proven especially susceptible to the dissemination of propaganda
content, including disinformation related to the war in Ukraine (Hern 2022).

According to an investigation conducted by NewsGuard, a newly created TikTok
account, after just 45 minutes of casual browsing, was exposed to a mix of accurate
and entirely false information regarding the ongoing war. In none of these cases were
fact-checking mechanisms or credibility warnings applied. The recommendation
feed featured narratives that echoed well-known Russian propaganda tropes, such as
claims about the existence of American biological laboratories on Ukrainian territory
or suggestions of Ukrainian provocations. Accompanying comments often included
expressions like “evidence” or “breaking revelation,” which further enhanced the
perception of these materials as credible (Hern 2022).

One of the key mechanisms behind disinformation amplification on TikTok is the
logic of attention, which favors emotionally engaging and controversial content.
Short video formats, with their capacity for immediate sharing, can reach viral
levels very quickly. New users, who have yet to develop personalized preferences,
are immediately exposed to conflictual or dramatic content, triggering a spiral of
engagement that encompasses both factual and manipulated materials (Hern 2022).

Unlike traditional news services, TikTok does not provide adequate contextualization
or editorial warnings. As a result, for an unprepared user, distinguishing between
authentic and manipulated content becomes difficult from the first point of contact.
TikToK’s algorithm operates without regard for the credibility of sources, prioritizing
instead those materials that generate the highest engagement metrics (Reuters 2025).

From a psychological standpoint, TikTok also exploits heuristic mechanisms,
particularly the novelty heuristic and the fear heuristic. The rapid pace of content
presentation gives users the impression that something highly significant is happening
in real-time and demands immediate attention. Even factually accurate content, such
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as genuine footage from war zones, is often emotionally recontextualized through
suggestive captions, dramatic soundtracks, or voiceover commentary that alters its
original meaning (Hern 2022).

The repetition effect plays an equally important role in this environment. When
users repeatedly encounter similar materials, such as video compilations tagged with
#UkraineWar, the recurring themes begin to be perceived as normative and more
trustworthy. Mere repetition reinforces the social legitimacy and perceived reliability
of a message. The absence of effective moderation of political content and the lack
of disinformation labels allow any narrative, regardless of its factual basis, to reach a
broad audience within a short timeframe (Hern 2022).

As a result, TikTok has become a platform where both debunking content and
propaganda materials coexist simultaneously. This coexistence of contradictory
messages creates confusion, especially for users lacking advanced media literacy
skills. The outcome is an informational blend of accurate and false content, which
ultimately weakens the user’s ability to make sound judgments (Reuters 2025).

Telegram - A Soviet “Relic” as an External Information Channel

Telegram, a messaging application founded by Russian entrepreneur Pavel Durov,
plays a complex and dual role in the context of the ongoing armed conflict in
Ukraine. On the one hand, it is utilized by Ukrainian authorities and independent,
often grassroots activist groups—referred to as “online armies”—as a tool for
countering disinformation and disseminating counter-propaganda messages. On the
other hand, Telegram also serves as a space for the intense spread of pro-Russian
narratives, often manipulative and destabilizing in nature. What sets Telegram
apart from other social media platforms is its minimal content moderation.
Channel administrators—including official accounts of the Russian government,
pro-government media, and extremist groups—are free to publish disinformation,
hate speech, and overtly false materials without oversight (Reuters 2024b).

According to research by the Institute for Strategic Dialogue (ISD), pro-Russian
channels on Telegram systematically disseminate conflicting versions of war events,
manipulate visual content, and reinforce narratives aligned with messages from the
Russian Ministry of Defense. Researchers describe Telegram as an “environment
conducive to disinformation and hate speech”.

The mechanism of content dissemination on Telegram is based on mass
retransmission. Thousands of users subscribe to channels that automatically repost
content from other sources, creating a multilayered chain of redistribution. The scale
of this operation is substantial—even entirely unreliable content, such as falsehoods
about refugees or unverified accusations of treason involving public figures
(e.g., oligarch Thor Kolomoisky), can gain massive reach and be instrumentalized to
deepen social prejudice, fear, and fragmentation (Lajka and Seitz 2022).
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Despite these risks, Telegram also fulfills a vital role in contexts where access to
independent media is restricted, especially in areas affected by active warfare. In
this sense, it may be seen as a hybrid platform, functioning both as a conduit for
reliable information (e.g., daily security updates from Ukrainian authorities) and as
a medium for the uncontrolled spread of propaganda.

The absence of warning labels, fact-checking indicators, or contextualization systems
means that Telegram users must rely heavily on the perceived credibility of the sender.
Channels known for pro-Russian discourse are often viewed by loyal subscribers as
sources of “truthful” content, regardless of the actual informational quality (Lajka
and Seitz 2022). Although Telegram does not employ selective recommendation
algorithms to the same extent as platforms like TikTok or YouTube, its technical
architecture, enabling instant message delivery across extensive contact networks,
facilitates the amplification of low-credibility content (Reuters 2024b).

In this case study, a fundamental principle of digital communication becomes evident: the
social impact of a message increases proportionally with the number of retransmissions.
On Telegram, amplification is not primarily algorithmic but rather “community-driven’,
fueled by an organized network of loyal users who consistently share selected content
regardless of its factual status. In this sense, Telegram operates as a decentralized tool
for driving propaganda and disinformation, in which users become co-producers and
distributors of strategically significant messages (EEAS 2025b).

The #IStand WithRussia Campaign

The #IStandWithRussia campaign emerged shortly after the full-scale invasion
of Ukraine in early 2022 as a significant pro-Kremlin influence operation. Its core
consisted of highly divisive, nationalist, xenophobic, and anti-imperialist narratives,
often employing the “whataboutism” technique to deflect criticism of Russia by
pointing to alleged Western hypocrisy (Institute for Strategic Dialogue 2022b).

Content analysis allowed for the identification of key themes that were consistently
promoted in the campaign. These included narratives of “Traditional Civilization
versus Western Democracy;, accusations of Western hypocrisy (often with
hashtags like #hypocrisy, #doublestandards, #terrorists), race-related content (e.g.,
#africansinukraine, #racism, #blacklivesmatter), and solidarity with Palestine
(#palestine, #istandwithpalestine), aiming to draw false analogies and sow division.
The campaigns objective was to undermine trust in Western institutions and
exploit existing social divisions, particularly within the United States. The use of
“whataboutism” and the strategic pairing of pro-Russian hashtags with broader
social movements or anti-Western themes (e.g., racism, the Palestinian issue)
revealed a sophisticated, multi-layered propaganda tactic, designed to resonate with
diverse, often already predisposed audiences. This approach went beyond simple
pro-Kremlin messaging, demonstrating a deliberate strategy to leverage existing
grievances and divisions within target societies (Geissler et al. 2023).
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The campaign was amplified through a complex network encompassing official
Russian government accounts, state media (e.g., RT, Sputnik), and a significant
number of inauthentic or suspicious accounts, including automated bots and small
user accounts. Observation revealed that many viral tweets originated from “small
accounts” (under 500 followers) that rarely mentioned Russia before early March
2022, suggesting their deliberate creation or repurposing for the campaign. These
accounts often posted identical messages in a coordinated manner. The observation
that viral content frequently originates from small, newly active, or repurposed
accounts indicates a deliberate strategy to circumvent platform moderation and
create the illusion of grassroots support, rather than relying solely on overt state
channels. This highlights the adaptive nature of disinformation operations and their
ability to mask their origins (Gragnani, Arora, and Ali. 2022).

Key vectors included platforms such as Twitter/X, Facebook, YouTube, and
Telegram. On Facebook, groups like “The West United for Russia” and “International
Supporters of Russia” actively shared content, generating thousands of interactions.
YouTube channels branded “Western Truth” also contributed to the dissemination.
Amplification was characterized by a “star interaction structure” for bots and a
“hierarchical structure” for human users, as noted in broader research on social
media bots. Tracing of retweets and mentions revealed the existence of distinct
country-level communities engaged in the campaign, with influential figures from
South Africa playing a significant role.

The campaign effectively leveraged cognitive biases such as confirmation bias, appealing
to existing anti-Western sentiments, or political grievances. Repeated exposure to
emotionally charged narratives, often presented as “alternative truths,” contributed
to the illusory truth effect. The deliberate targeting of specific demographics (e.g.,
MAGA supporters in the US) and the exploitation of existing internal political
divisions demonstrate a sophisticated understanding of audience psychology and
societal fragmentation. This is not merely a general exploitation of cognitive biases,
but a strategic application of psychological manipulation against specific, vulnerable
segments of the population, which leads to deeper societal divisions.

The use of “fabricated influencers” and “fake profiles” aimed to build perceived
credibility and activate the authority heuristic, making false narratives appear more
trustworthy by seemingly originating from diverse, independent sources. The focus
on divisive issues (gender, immigration, race) was intended to inflame emotions and
deepen political polarization, leading to cognitive disorientation and reduced trust
in objective information (Institute for Strategic Dialogue 2022b).

Zaporizhzhia - Narratives of Nuclear Attacks

The Zaporizhzhia Nuclear Power Plant became one of the most high-profile and
controversial topics in the information space surrounding the Russian-Ukrainian
conflict. Both sides—the Russian Federation and Ukraine—repeatedly accused
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each other of shelling or planning attacks on this critical infrastructure. A notable
escalation of such narratives occurred in the summer of 2023, when reports surfaced
regarding drone activity over the nuclear complex. These reports were accompanied
by alarmist posts on social media, particularly on Twitter (Atlantic Council Digital
Forensic Research Lab 2023).

The pro-Russian narrative, disseminated through Kremlin-controlled media outlets,
was based on fabricated reports alleging that Ukraine was conducting shelling or
planning incidents that could lead to radioactive contamination. According to this
version, such acts were intended to discredit Russia internationally. In contrast,
Ukrainian and Western media consistently asserted that these accusations were
disinformation tactics aimed at instilling fear and justifying the Russian Federation’s
increased military presence in contested territory (U.S. Department of State 2025).

The amplification mechanism behind these narratives relied on the repeated
exposure of the topic across diverse information sources. Telegram channels featured
dramatized posts, infographics, and hypothetical radiation spread maps. Such
content was often automatically translated into various languages and disseminated
beyond the borders of Russia, occasionally triggering short-lived waves of panic
among users of Western social media. This case exemplifies a narrative strategy
employing the metaphor of “nuclear apocalypse”—regardless of factual grounding,
the symbolic weight of nuclear threat acted as a powerful emotional trigger,
activating widespread attention and public reaction (EEAS 2025b).

The reinforcement of this narrative was achieved through the repetition of identical
phrases and key expressions across all major information channels linked to the Russian
propaganda apparatus. Terms such as “Ukrainian provocation” or “radioactive threat”
were reproduced without variation, crafting the illusion of a coherent and unified truth.
At the same time, fragments of these messages circulated in various language versions—
appearing in TV news, international media, and later reappearing online in the form
of analyses, commentaries, and public opinions. In this way, propaganda assumed a
multilingual and self-propagating form, where every retweet or repost, regardless of its
intent, contributed to extending the reach of the narrative (Zanders 2023).

An informational feedback loop was also observed: the more intense the military
tensions at the front, the more vigorously the “nuclear threat” theme was echoed in
the media. This messaging served both manipulative and performative functions:
it influenced public opinion and acted as a rhetorical foundation for demands of a
“global response” from the international community (EUvsDisinfo 2023).

It must also be acknowledged that the Ukrainian side employed similar
propagandistic techniques, attributing responsibility for all damage to the nuclear
plant to Russian forces. Both parties utilized parallel strategies to amplify their
messaging, relying on the repetition of key formulations (e.g., “Russian provocation”
vs. “Ukrainian provocation”) and emotionally charged language. As noted by the
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Associated Press, propaganda, regardless of its origin, has become one of the most
significant instruments employed in this armed conflict (Zanders 2023).

The very repetition and prominence of the Zaporizhzhia nuclear plant in public
discourse, regardless of actual events on the ground, had a profound impact on
public opinion. Narratives of alleged attacks and threats attracted global attention
and increased diplomatic pressure, even though they were often based on speculation
lacking empirical evidence. The analysis of these messages shows that nuclear
threat narratives function as effective tools for fear mobilization (via inflammatory
messaging) and as mechanisms for obscuring real events, such as conventional air
raids or ground operations.

The dissemination of such content is sustained by the mutual reinforcement of three
primary factors:
1. Cognitive mechanisms — particularly the fear effect and susceptibility to
suggestion;
2. Social confirmation — the quoting and resharing of identical messages by
various users;
3. Technological ease of distribution via social networking systems.
This triadic convergence creates an environment highly susceptible to disinformation,
in which emotionally charged topics, such as nuclear threat, serve as ideal vehicles
for wartime narrative warfare.

Case Summary

The conducted case analysis, strengthened by detailed observation of campaigns
#IStandWithRussia, reveals the existence of repetitive and mutually reinforcing
mechanisms responsible for the effective dissemination of disinformation within
the context of modern hybrid conflicts. In each of the examined cases, three core
components were identified as enabling the successful functioning of disinformation
campaigns: tight synchronization of messaging, multiplication of communication
channels, and intense emotional engagement of recipients. Regardless of whether
a narrative was directed toward internal audiences (e.g., citizens of the Russian
Federation) or external ones (e.g., the international public), it achieved its objective
by instilling uncertainty and generating social fragmentation.

From a communication theory perspective, disinformation was observed to operate on
multiple levels simultaneously. Traditional media—such as television and print—set
the baseline tone of the message, while social media platforms like Twitter/X, TikTok,
and Telegram served as catalysts, facilitating the rapid and widespread diffusion of
narratives among targeted audience segments. On a psychological level, a consistent
exploitation of cognitive structures was evident, enhancing the salience of particular
messages. Each analyzed narrative contained elements that aligned with pre-existing
cognitive schemas, such as the figures of the enemy, the hero, or the existential threat,
making them easier to internalize and embed in the audience’s consciousness.
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Psychological literature unequivocally shows that attempts to correct disinformation
face significant obstacles, especially when false messages align with the recipient’s
pre-existing mental frameworks. This phenomenon was repeatedly observed in the
analyzed cases: supporters of the Russian Federation persistently rejected evidence
of the Bucha massacre, while pro-Ukrainian audiences clung to the “Ghost of Kyiv”
myth, even after its official debunking.

On the infrastructural level, algorithmic mechanisms embedded in social media
platforms played a critical role. As demonstrated by Ciampaglia and Menczer, digital
environments are particularly vulnerable to disinformation due to the preference of
recommendation algorithms for short-term, emotionally engaging content. These
systems automatically increase the visibility of emotionally charged materials, and
their underlying logic leads to a cognitive homogeneity effect—users are repeatedly
exposed to similar content, reinforcing their initial beliefs and contributing to the
polarization of informational ecosystems (Ciampaglia and Menczer 2018).

The analysis also identified high activity levels of automated bots and network
scripts, particularly in cases linked to Kremlin-aligned messaging. Spikes in user
engagement—thousands of retweets, likes, and reposts—were often observed
immediately after the publication of content by pro-Russian sources, indicating
deliberate and coordinated amplification of disinformation narratives (Ciampaglia
and Menczer 2018).

The most significant conclusion drawn from this analysis is the identification of a
three-part structure—communication, cognition, algorithm—as the core engine
of disinformation’s power in the realities of modern information warfare. This
process begins with the initiation of a message within the realm of propaganda
communication, proceeds through audience cognitive mechanisms that determine
acceptance or rejection, and is ultimately amplified by digital technologies, which
multiply the content geometrically (Ciampaglia and Menczer 2018).

This triadic structure is directly embedded in the doctrine of hybrid warfare. In
this context, information campaigns and psychological operations constitute an
integral part of nonlinear strategies, aimed at destabilization and narrative control,
synchronized with military operations. Such a strategy offers conflict actors a
powerful instrument for manipulating perception, both of their own populations
and of international public opinion (EU Science Hub 2023).

Discussion

The analysis of the collected case studies clearly demonstrates that disinformation is
not a one-off or incidental phenomenon, but rather an iterative process, characterized
by repetition, mutual reinforcement, and deep entrenchment within communicative,
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psychological, and technological structures. Each of the analyzed cases revealed the
presence of three interdependent operational layers.

At the communicative level, the key factor was multi-channel message dissemination.
Propagandistic narratives—even those not directly linked to internal objectives
of the Russian Federation, such as the “Ghost of Kyiv” myth—were systematically
replicated by the global digital community. Every additional distribution channel
adopting the narrative automatically increased its visibility and reach. This supports
the thesis that in the era of social media, audience response is no longer linear—a
few key posts or pieces of content can initiate a cascade effect of amplification, as
seen in the synchronized posting patterns of denialist content for Bucha or the rapid
spread of the #IStandWithRussia campaign. (Hameleers, Bos, and de Vreese 2020).

From a psychological perspective, disinformation operates according to a pattern of
“cognitive targeting and correction failure,” wherein corrective efforts often prove
ineffective. Once false information becomes anchored in audience consciousness,
it is remarkably difficult to dislodge. Serial amplification—i.e., the repeated
reintroduction of the same topic, as observed through the persistent use of specific
hashtags in the Bucha and #IStandWithRussia campaigns—creates an illusion of
increased credibility, a dynamic confirmed by research on the repetition effect by
Fazio and colleagues. Furthermore, conflict-driven narratives activate heuristic
mechanisms related to group identity and self-valorization, intensifying phenomena
such as ingroup favoritism and outgroup hate. For example, representations of
Ukrainians as heroic underdogs or systemic victims resonated strongly with Western
audiences, while Russian propaganda reinforced narratives about a “Nazi threat”
emanating from Ukraine, and the #IStandWithRussia campaign leveraged anti-
Western and nationalist sentiments.

In the algorithmic context, studies by Ciampaglia and Menczer demonstrate that
recommendation systems on social media platforms reward highly engaging content
while entirely disregarding factual accuracy. These systems create feedback loops:
the more frequently false information is encountered, the more likely it is to be
perceived as true. These effects were particularly evident on TikTok and YouTube,
where war-related content received immediate algorithmic support. Moreover, the
presence of bot networks and automated scripts, manually identified through their
repetitive posting patterns and unusual spikes in activity in the #IStandWithRussia
campaign, contributed to the artificial amplification of disinformation, manipulating
algorithms to boost reach and visibility.

Network analysis (so-called “second-degree” analysis) revealed the existence of tightly
consolidated information cores. On Twitter, accounts spreading disinformation
formed dense clusters, intensively retweeting one another, while high-authority
accounts rarely cited fact-checking sources. Similar dynamics were observed on
Telegram, where the repetition of identical messages produced a redundant media
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environment, effectively obstructing the circulation of credible information among
less informed users.

At the same time, it must be acknowledged that the Ukrainian side also conducted
organized informational and psychological operations, focusing on mobilizing the
public and countering enemy propaganda. Research by Sirinyok-Dolgaryova’s team
confirmed that Ukrainian channels employed similar narrative and technological
strategies, reinforcing the conclusion that disinformation and propaganda are
integral tools of hybrid warfare employed by all parties involved.

In conclusion, the findings give rise to the concept of the “hybrid tripartite model”—the
interpenetration of communication, perception, and algorithmics in the amplification
of disinformation. Each of the analyzed cases illustrates that none of these spheres
operates independently: propaganda without support from online communities would
not achieve mass reach, and media users, without sustained exposure to repetitive
messaging, might return to more balanced sources of information. Amplification
mechanisms thus function as interlinked flywheels: every new retweet, article,
comment, or video increases the velocity and impact of circulation.

Conclusions

Based on the conducted analysis, it can be concluded that the mechanisms of
disinformation amplification under hybrid warfare conditions are systemic and
repetitive. In response to the stated research question, the study demonstrates
that disinformation gains its effectiveness through iterative messaging, nonlinear
reinforcement, and its capacity to embed itself in recipients’ cognitive schemas. A
fundamental conclusion of the study is the confirmation of a threefold interaction
encompassing propaganda communication, cognitive processes, and algorithmic
operations in the digital environment. According to communication theory,
disinformation narratives serve not only to motivate political and military actions
but also to intentionally polarize the adversary. Social psychology further indicates
that the human mind is highly susceptible to repetitive stimuli—the illusory truth
effect—and to identity-confirming mechanisms that lead to perceiving reality in
binary terms such as “us versus them.” These conclusions are consistent with the
research of Stephan Lewandowsky, Giovanni Ciampaglia, and academic teams from
the University of Oxford (Ciampaglia and Menczer 2018).

The case studies examined in this article show that direct communicative influence
(e.g., state propaganda) gains multiple exposures through the technological
infrastructure of social media, while audience reactions, shaped by biases, heuristics,
and emotions, contribute to further replication. As a result, disinformation functions
not as a unidimensional or self-replicating system but rather as the synergistic
outcome of communication, perception, and technology, working together to ensure
its persistence and impact in armed conflict contexts.
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In light of these findings, the following recommendations are proposed to mitigate
the effects of disinformation amplification:

1. Implement comprehensive media and digital literacy programs: Public
awareness campaigns should equip citizens with the ability to critically
analyze content. Skills in source evaluation, distinguishing fact from opinion,
and understanding that visual appeal is not a proxy for truth are essential.
Integrating mandatory media literacy education at all levels of schooling may
significantly strengthen societies’ cognitive resilience, in line with the concept
of psychological inoculation, which scholars increasingly recommend as an
effective preventive strategy against disinformation (RAND Corporation 2024).

2. Enhance cooperation between public institutions and digital platforms:
governmental and non-governmental actors should engage in structured
dialogue with digital platforms such as TikTok, Telegram, and Twitter/X to
improve the labeling of disinformation and the verification of potentially
destabilizing content. Best practices include graphical tags such as
“verified information” and transparent user notifications regarding how
recommendation algorithms work. While such efforts may not eliminate
disinformation entirely, they increase the likelihood that users recognize
warnings and reassess content (EEAS 2025a; EEAS 2025b).

3. Strengthen international coordination frameworks: Member states of
organizations such as NATO and the European Union should continue to
support initiatives like EUvsDisinfo, which enable effective monitoring and
rapid response to emerging disinformation campaigns. Particularly important
is the exchange of expert knowledge and the development of joint responses to
information crises. Coordinated action by democratic states to preemptively
counter a specific propaganda narrative before it achieves global reach is an
example of effective deterrence. International institutions such as the UN
or NATO should also work toward establishing legal frameworks for the
penalization of black information operations conducted by aggressor states as
elements of hybrid warfare (European Parliament 2025).

4. Support independent journalism in conflict zones: funding and promoting
diverse media organizations, especially those engaged in investigative journalism,
local reporting, and fact-checking, is essential to counteract informational
monism. Grants for local newsrooms, training programs, and physical protection
for journalists are vital measures for maintaining the functionality of information
ecosystems under extreme conditions (OSCE Delegation France 2024).

5. Build long-term societal resilience: fostering trust in reliable sources and
promoting a culture of verification can reduce vulnerability to disinformation.
Encouraging intergroup dialogue and education based on critical thinking, in
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accordance with the work of William J. McGuire and proponents of cognitive
self-intervention, may serve as an effective response to polarized and extremist
narratives (OSCE Permanent Council 2023).

The culmination of these observations is the recognition that contemporary
hybrid warfare has become a war of minds and narratives. Each analyzed case
confirms that control over the flow and amplification of information constitutes a
strategic tool in the hands of conflict actors. Effective countermeasures, therefore,
require a holistic approach that integrates technological regulation (e.g., algorithm
governance), educational investment (e.g., audience competence development), and
political coordination (e.g., multinational frameworks) as a complementary effort
to conventional military operations. Future research should focus on the evolving
dynamics introduced by emerging technologies such as artificial intelligence and
deepfake techniques, to ensure that disinformation theory keeps pace with the

realities of modern warfare.
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Abstract

The Moldovan EU referendum in October 2024 proved a page-turner; the Yes votes won by a thin
margin. Russia was the first to condemn the process. In this article, I apply discourse analysis to
scrutinize the language of the Russian MFA through the utterance of its spokesperson, Maria Zakharova.
Intermittently, securitization schemes are employed. My aim is to divulge Moscow’s standpoint on
Moldova via the maneuvers that Zakharova takes advantage of in her official statements.

Zakharova stratagems vary. She claims the referendum failed to meet the European norms, i.e., the EU
alignment threatens core civil rights. Thereafter, Zakharova turns confrontational and views diplomacy
as a conflict. This echoes Putin’s views on a Chisinau with unbreakable ties with Russia; Moldova would
no longer enjoy sovereignty in the EU. Once Zakharova poses diplomacy as a movement, she exhorts
the Moldovans to counteract the true motive behind “the Western meddling”. It is no more, no less,
than the NATO enlargement.
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mere week after the outbreak of the war in Ukraine in 2022, Moldova officially

applied for EU membership. The Moldovan president, Maia Sandu, highlighted
the will of the nation to “live in peace, in democracy and prosperity, as part of the
free world”. Accordingly, since the folks see their future in the European Union, it
constitutes “a fundamental national objective” (Sandu 2022; Sandu’s “consoling”
discourse circa the outbreak of the war, see Lamminparras 2025, 200-201, 203-205).
While the step was warmly greeted by Brussels, Moscow’s stance proved ambivalent.
Or in the words of President Putin, “the EU is not a military organization, a military-
political block, unlike NATO. We have nothing against it [the EU]” (Putin 2022a). As
late as September 2022, President Putin noted in passing “the historical proximity”
between Russia and Moldova (Putin 2022b). The problem turned out to be the EU’s
recent evolution, as insisted on by the Russian Foreign Minister Sergey Lavrov.
According to Lavrov, the discussions of an EU force, independent of the US and
NATO, went on for years. However, the talks “degenerated” into cooperation with
the very NATO. Now, even the non-aligned member countries are obliged to allow
NATO contingents and their equipment to transit their soil (Lavrov 2022; cf. Lavrov
and his deputy on Russian troops in Moldova, see Lamminparras 2024a, 166-168,
175, 178, 180-185). Conversely, the Moldovan National Security Strategy, at the
time under review, not only condemns the Russian invasion into Ukraine, Moscow’s
meddling in the Moldovan politics and the Russian troops in Transnistria, but holds
both the EU and NATO as “elementary pillars of the European security” (SNN,
2-3, 5-6, §13.3; for the envisioned Western collaboration see SNN, 17-18, 24; the
Strategy was adopted in mid-December 2023). Thus, the paradox began to emerge,
well before the plebiscite-to-come.

As such, the legal pattern of the referendum was flat, as the factual bid projected to
modify the Constitution. The preamble was to be amended with a reconfirmation
of “the European identity of the people of the Republic of Moldova” and with a
declaration of “the integration into the European Union” as the country’s “strategic
objective”. Likewise, a new Title V was to state the legal proceedings; it stipulated
the “priority” of the EU obligations over the national ones, in case of “conflicting
provisions” (Parlamentul Republicii Moldova 2024). Thence, the question in the
plebiscite ballots crystallized in acceptance or rejection. The options were DA, ‘yes’
or NU, ‘no, which the voter expresses by stamping Votat in the adjacent empty circle.

Unexpectedly, throughout the evening of October 20, 2024, the referendum
turned into a thriller. Only on October 21, 2024, at 8 oclock, the acceptance of
the constitutional reform gained a majority of a few hundred ballots, and it only
increased along the tabulation of diaspora votes (Lamminparras 2024b). Ultimately,
of the valid ballots, 50,35 percent were cast for the constitutional amendments
whilst 49,65 percent rejected the changes (CEC 2024). Substantially, this outcome
reiterates the thesis of Sergeyev a decade ago: the conflict by the Dniester is not
about ethnicity or nationality; rather, it is a confrontation of two larger perceptions
of inheritance. While the pro-Romanian élite of Moldova stands for the Latin
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roots, it simultaneously promotes the country’s age-old Europeanness.
Contrastively, the Russian-speakers view themselves as an inalienable part
of the string of Slavic generations — or more exactly, the Russian World
(Sergeyev 2015, 13).!

It was the Russian MFA to first issue a statement on the referendum in the
evening of October 21, 2024. Markedly, zero comments were voiced by
President Putin. After two days, the MFA again commented on the subject,
and a week later, in anticipation of the presidential run-off on November 3,
2024, the Ministry recapped its stance. Two commentaries were published
after the run-oft. (Zakharova 2024a; Zakharova 2024b; Zakharova 2024c;
Zakharova 2024d; Zakharova 2024e.) Of all these, the latter two primarily
concern the presidential run-off. The reason is plain: on October 31, 2024,
the Moldovan Constitutional Court validated the results of the plebiscite
(CCM 2024). Curiously, even the Foreign Intelligence Service of the
Russian Federation later published its assessment on the double polls in
Moldova (SVR 2024).

Therefore, to track the Russian fresh stance on Moldovas EU-referendum
and its Western integration, it proves imperative to explore the MFAs —
or to be exact — Zakharova’s utterance. Throughout this study, discourse
analysis, as largely defined by Ricoeur and Fairclough, is applied to the
public speeches and statements of Maria Zakharova. To a lesser extent,
I employ securitization patterns to hint at the spokesperson’s in-depth
stimuli. The aim is to examine Zakharova’s language and communication
to unravel the strategic narratives and potential inconsistencies in
Moscow’s stance on Moldova. In addition to official claims of human
rights violations, the discourse analysis reveals that Zakharova views
diplomacy as a struggle and as a motion. Also, she takes advantage of
“Russophobia”. The core objective is to encumber Moldova’s West-bound
integration - a serious threat to Moldova’s sovereignty. In order to avoid
tautology and facilitate the audience’s understanding of the events, the
chapters are organized thematically. Thus, I hope to foster knowledge
on the Russian present (geo)political reasoning on the Dniester region.
Altogether, I tend to illuminate the complex questions that prospectively
arise during Chisinau’s European path; not least in attendance of the
Moldovan parliamentary elections, to be held on September 28, 2025.

1. Research background
In this “technical” chapter, I first define the abbreviations and acronyms

utilized in my text. Then, I briefly discuss the prior research and findings
on the Russian MFASs articulation regarding today’s Moldova. Notably, this

!'The conflict in Southern
Moldova - known as

the Gagauzian conflict

- evolved within a
similar framework
(Bejan 2022, 224-225,
229-238). However, the
Gagauz stance on the
EU-referendum of 2024
merits its own study.
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article focuses on Moscow’s current political utterance, and not on that historical one.
A separate manus on Russia’s views - i.e., time and again Zakharova’s interpretations
- on the Moldovan past is under review elsewhere. It is also worth mentioning that
I observed and commented on the referendum and the elections live and proactively
during the entire period from October 20 to November 4, 2024. Since the electoral
processes themselves do not constitute the topic of this article, I exclude my first-
hand analyses (destined for the native audience); nevertheless, some features of
those may manifest here. Equally, as the primary material is presented above, I here
limit myself to disclosing the method.

1.1. Abbreviations

CCM Curtea Constifutionald Constitutional Court (MD)

CEC Comisia Electorala Centrala Central Election Commission (MD)
MFA Ministry of Foreign Affairs (RU)
Parlamentul ~ Parlamentul Republicii Moldova Parliament (MD)

SVR Sluzhba vneyshney razvedki Foreign Intelligence Service (RU)

1.2. Prior research

Noteworthily, it was the spokesperson of the MFA, Maria Zakharova, to address the
Moldovan topics, not President Putin, nor the Kremlin. Overall, during the years
2022-2024, Putin less than twenty times tackled or mentioned Moldova (for Putin’s
Moldova-argumentation see Lamminparras 2024c). Within the MFA, it is intriguing
that the very Minister of Foreign Affairs, Sergey Lavrov, remains tacit on these topics.
Despite her both nationally and internationally visible position, it is somewhat
strange that most of the Zakharova inquiries are produced in Russia. As most of
them date to the years before the war in Ukraine, this article to a minor extent refers
to updates and widens our topical knowledge, in Russia and abroad.

In the mid- and late 2010s, Gorbacheva and Zaynullina explored Zakharova’s
career and manners, lexicon included. Gorbacheva and Zaynullina highlight that
the spokesperson has served in her office since August 2015 and is the first woman
to preside over the Department of Information and Press of the Russian MFA. In
addition to the traditional channels, Zakharova is renowned for her communication
in TV talk shows and on social media (Gorbacheva 2016, 7; Zaynullina 2018, 166).
Martynenko and Mel'nikova rather focus on Zakharova’s appearance. These two
juxtapose Zakharova and her Western counterpart, Jennifer Psaki (Martynenko and
Mel'nikova 2016).

Zakharovas (use of) language became a topic of discussion circa 2020. Sandler
differentiates the various techniques that Zakharova applies, such as graduation
and reiteration. Besides that, Sandler illuminates the discursive stratagems the
spokesperson utilizes, such as diplomacy as conflict or an explanatory unfolding
(Sandler 2022). After the outbreak of the war in Ukraine, Belova-Dalton has
investigated Zakharova’s communication on the Crimean as well as the Donbas
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conundrums (Belova-Dalton 2023). In late 2024, I explored Putin’s understanding of
the Russians by the Danube from the sixth to the late eighteenth century. As I analyze
the Russian president’s views on Chisinau’s present politics, the article provides for
comparison (Lamminparras 2024c). Kireyeva and Pikuleva determine that due to
her vivid tongue, Zakharova has become one of the most quoted Russian diplomats.
Or better said, “the main media face” of the MFA (Kireyeva and Pikuleva 2019, 21).

1.3. Discourse analysis

As for the methodology — discourse analysis —, I widely allude to Norman Fairclough’s
theorization on the (use of) language in a complete nexus with its social frames.
Fairclough divides his idea into three levels. On the textual one, the attention is paid
to solitary words and phrases. Secondly, the so-called production level includes
the process of any given presentation and the resources behind it. Thirdly, on the
sociocultural level, the researcher is interested in the presentation’s links with the past
and present. Simultaneously, the presentation further builds its social environment.
(Fairclough 1992, 1, 38, 62-63.) Eskola and Ricoeur explain this interdependence in
a more usual fashion. Firstly, the essence of simple words emerges from the context
in which they manifest (Eskola 1996, 65, 127). Ricoeur concludes that a full maxim
then refers “beyond itself”, to the (linguistic) environment in question (Ricoeur
1976, 6-7, 20, 88).

Since we speak of one of the key Russian ministries, resources are readily available.
Hence, I concentrate on the textual and the sociocultural levels throughout the
investigation on Zakharovas referendum-related discourse. To summarize the
context, as Eskola puts it, it is essential to differentiate the idioms, allusions, and
omissions that Zakharova pronounces. The auxiliary questions are as follows:

- How does the spokesperson describe the Moldovan referendum?

- What kind of implications does Zakharova’s voice convey?

- How does the sociopolitical environment affect her utterance?

To ensure the informativeness and the authenticity of the linguistic framework, I
employ Zakharova’s live discourses, held in Russian. Once set in standard Word
parameters, they number a dozen pages, or 3,887 words. As discourse analytical
principles prefer ample and thorough corpuses, the choice provides for an
appropriate source material. The author retains solid copyrights for the translations
from Russian, Romanian/Moldovan, and other tongues. To precisely trace the course
of the events and to trace the point of reference of Zakharova’s implications, I include
data from the electoral and other local authorities.

Now, there lies a profound link to securitization schemes. By and large, Balzacq
suggests that global politics is extensively conducted via language (Balzacq 2011, xiv;
for the securitization schools and their disputes, see Langenohl 2019). According
to Stritzel, security is often perceived as a political reading within a deliberate
framework (Stritzel 2014, 16). To simplify, a so-called ‘securitizing actor’ summons
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imagery, policy tools, and symbols to stimulate his/her ‘audience’ to foster concerns
about a ‘referent object’ under threat [say the native soil or civil rights]. The
securitizing actor delivers the menace - ‘referent subject’ - in such maneuvers that a
given policy is required to impede its existence (Balzacq 2011, 3). Here, we reach 360
degrees. As the discourse analysis reveals, every text echoes its links with the past;
in tandem, it generates the present. In this study, Zakharova is the obvious actor
while the audience consists of journalists who attended/read each of her comments;
of course, they personalize the Russian and Moldovan societies (perhaps, the Globe
too). Thence, whilst I explore Zakharova’s appearances, we may partially track the
impetuses of her securitizing manners. Unfortunately, a distinct examination of
Zakharova’s securitization acts, whether in these texts or in general, is rescinded
due to the limited space. Hence, I only indicate such sections that may serve as a
starting point for later inquiries. Entirely, this joint approach results in an assembly
of speeches, narratives, and inferences voiced by Zakharova, diligently probed, set in
their adequate ties, and positioned in a thorough account.

2. “Non-European circumstances”

It is of primary interest that Moscow challenges the entire legitimacy of the
referendum. First, the electoral campaign was far from democratic, and the
fundamental human rights (referent object) were violated. Here, Zakharova sharply
depicts the unilateral actions taken by Chisinau’s pro-European government (referent
subject). One might differentiate an echo from Putin’s notion of an equally one-sided
campaign. According to the Russian president, the Moldovan leadership rejects its
Moldovan inheritance and instead, perceives itself as Romanian. Overtly, Putin calls
this “a complete forfeiture of the country’s identity” (Lamminparras 2024c, 106). Just
as the president’s words, so does Zakharova’s idiom exhibit a high-style lexicon, e.g.,
the jurisprudence (Gorbacheva 2016, 9).
By the Moldovan authorities, the electoral campaign was conducted
through anti-democratic, totalitarian methods. -- The Moldovan
leadership -- carried out repressions against opposition politicians and
independent media (Zakharova 2024a).
Despite the massive repressions of the opposition and the independent
media, undertaken by the authorities in Chisinau... (Zakharova 2024b).
The current electoral campaign in this country is characterized by
unparalleled repression. -- of political actors, independent media,
opposition, social activists, and people who tend to defend the truth
(Zakharova 2024c).

According to Sandler (2022, 116), Zakharova often utilizes such discursive
techniques that reinforce each other, such as repetition and graduation. Seemingly,
she here commences with a rather high-level allusion to the authoritarian élite of
Moldova, but then three times reiterates the term ‘repression.
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It is likely that after the initial reaction, which may have proved too general,
Zakharova tends to further underscore the breach of basic civil rights in Moldova.
Not least, because the number of strata, allegedly subjected to the oppressive
measures, increases. Likewise, after the presidential run-off on November 3, 2024,
Zakharova pronounced a qualitative graduation. She noted that the suppressed
media was “mostly Russophone” (Zakharova 2024d). In other words, Zakharova
postures the menace to have turned into an essential one. Now, it is the possibility to
transmit and receive information in Russian - implying the entire Russian-speaking
community in Moldova - that is at stake (the ultimate referent object?). Yet, those
“defending the truth” remained opaque - they stand for the veracity of...? Generally,
Zakharova portrays Moldova as a state with scarce rule of law and with restricted
freedom of the media and speech. As these values are so cherished in Europe, she
covertly claims the country fails to fulfil the EU membership criteria.

Amid these, the violation of fundamental rights was not limited to Moldova alone.
The Moldovans residing in Russia were virtually deprived of the right to go to the
polls. “The culmination of Chisinau’s anti-Russian campaign”
-- was the decision, taken under a contrived pretext, to open in Russia,
where 300 to 500 thousand Moldovans live, merely two polling stations
(Zakharova 2024a).
A particular cynicism is involved in the fact that those Moldovans who
decided to travel to Moldova to vote were deprived of this possibility.
Already by the Russian-Latvian boundary, they were pushed back
under the pretext of «<EU security threat» (Zakharova 2024e).

Intriguingly, here we observe Zakharova’s manner to pose diplomacy as “an artistic
representation”. It is the voice ‘culmination’ that stems from this context (Kireyeva
and Pikuleva 2019, 24-25). To underline the inequality, Zakharova compares the
procedure with those around the Globe.
The discrimination of the Moldovan voters living in Russia, by the
official Chisinau, merits particular attention. -- For comparison: in
Western Europe and Northern America, where likewise some 500
thousand Moldovans live, more than 200 stations were set up, while in
several countries it was permitted for the Moldovan citizens to vote by
mail (Zakharova 2024d).

Per se, the numbers are correct. In total, 234 polling stations operated abroad. Of
these, only two stations were in Russia, both in Moscow, in the premises of the
Moldovan consular service (CEC 2024). Repeatedly, with her constant reminders
of this visible incongruity, Zakharova implies Moldova’s ambiguous commitment
to European standards and factually hampers Chisinau’s EU path. One might, with
good grounds, wonder whether a couple of polling stations, say in Saint-Petersburg,
would not better have met the international norms. Had the outcome turned out
the opposite or not is not relevant in this interpretation. Not even for Zakharova: in
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any case, it is the core civil rights — referent object - that were severely breached, in
Moldova and elsewhere.

3. Western interference

At the same time, by juxtaposing the number of polling stations back home and
overseas, the spokesperson initiates a confrontation. This falls in stark contrast
with Sandler’s thesis of Zakharovas diverse communicative resources under the
circumstances of a fierce military-political and cultural-ideological contest between
the Russian World and the collective West (Sandler 2022, 116). In other words,
Zakharova firmly neglects her capabilities of building balance or settling. Instead, she
opts for the metaphorical model of diplomacy as a struggle, if not an outright war.
It is mainly the allusion to “the anti-Russian campaign” that points to this (Kireyeva
and Pikuleva 2019, 22-24). Not only is the voice “campaign” associated with warfare,
but the implication is that there exists a united movement with a common will
(second referent subject) to combat Russia and Russianness (second referent object).

According to Robinson, before the year 2012, the Russian MFA seldom utilized the
concept of “Russophobia” as an argument. Such discourse drastically augmented
after 2012, that is, side by side with the conflicts in Crimea and in Donbas (Robinson
2019, 61, 64, 73; Zakharova on Crimea and Donbas see e.g. Belova-Dalton 2023,
69, 77, 80). Analogically, since the outburst of the full-fledged war in Ukraine and
the subsequent isolation of Russia, one might expect this pretension to increase.
However, in the case of Moldova, this kind of utterance appears minuscule; Zakharova
enhances the international competition with milder locutions. For example, to the
surprise of many, Zakharova thrice admits that there was a substantial interference
in the Moldovan elections and the plebiscite. Though she leaves no doubt of the
guilty one:

All this occurred amidst an unconcealed meddling of the West in the

electoral process in Moldova (Zakharova 2024a).

-- The only thing they are right - an unprecedented meddling, truly,

took place. Though, from the USA and the EU’s side (Zakharova

2024b).

All this occurs along the massive meddling of the «collective West» in

the internal affairs of the republic (Zakharova 2024c).

Since the verbs are in the past form, apart from the latest commentary, these lines
appear to feature an explanatory nature, as described by Gorbacheva. Also, the
descriptive and narrative markers - e.g., ‘amidst; ‘truly, and “Though’ - assist in
underscoring the message. (Gorbacheva 2016, 10.) Somewhat paradoxically, the
expressions still turn as acid as vivid and rather resemble accusations. Paraphrasing
Sandler (2022, 116), this impression is further hardened by repetition. Moreover, the
Western interference took visible forms. According to Zakharova, during their many
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visits to Chisinau, the leaders of the EU-member states conducted “open
agitation for Moldovas current headship” (Zakharova 2024a), and the
“emissaries” of the US and the EU brought in money (Zakharova 2024b).
The spokesperson implies that the pro-Sandu and the pro-European
rallies were welcomed, if not encouraged. IL.e., she covertly recaps the
arguments on Moldovas one-eyed rule (referent subject again) and its
failure to observe fundamental rights (referent object again). At the same
time, Zakharova raises the question of where to draw the line between
legitimate financing from abroad and that disguised as such. Most
likely, this clandestine reference was aimed at alleviating the Moldovan
President Sandu’s allegations of criminal and foreign meddling in the
plebiscite (Privesc 2024a; cf. Zakharova 2024b).?

The climax of Zakharova’s quarrelsome discourse is her account of the
referendum’s tabulation. Initially, she points out “the dynamics of the
voting”:
With 71,25% of the ballots processed, the gap persisted:
«for» - 44,68%, «against» — 55,32%. Then, it swiftly - and
inexplicably to many in Moldova - started to shrink, and
after the processing of 99% of the protocols, the outcome
turned «for» — 50,3%, «against» — 49,7% (Zakharova 2024a).

Judging by the plain numbers, the referendum resulted in indecision.
Of the valid votes, 50,35 percent were cast in favor of the constitutional
changes, and 49,65 percent were against. The gap is less than eleven
thousand ballots (CEC 2024). Without overtly stating it, Zakharova
likens “the favorable outcome” to a conspiracy since it was “obtained by
the authorities with a gap less than 1%, through a dire mobilization of
votes in the overseas diaspora” (Zakharova 2024e; see also Zakharova
2024c¢). Again, it is the Moldovan pro-EU leaders to suppress the will of
the citizens.

Whilst we need to figure out the plotters from the astute implication,
Zakharova leaves no uncertainty over the real name of this phenomenon.
Following her deduction, it constituted a premeditated “falsification”
(Zakharova 2024a, 2024b). To enforce the claim, Zakharova now
transitions to describe diplomacy as “propulsion” or “route” (see Kireyeva
and Pikuleva 2019, 22-23). The likely aims of this choice are to warn the
Moldovans and to exhort them to counteract the country’s current course.
Again, the similarity with Putin’s assessments on Moldova’s political life
is eye-catching. A mere year afore, Putin three times encouraged the
Moldovans to impede the country’s EU alignment. Rigorously, Putin
advised not to vote for “those who aspire to relinquish a significant
portion of their sovereignty to other countries”; it shall end in the loss of
self-determination (Lamminparras 2024c, 107-108, 111-112). Whether

2 It is of a major interest
that Sandu’s main
opponent, the pro-
Eastern ex-state attorney
Alexandr Stoianoglo,
immediately emulated
the allegations. Also, he
was the first to blame
Sandu’s government for
the repressive measures.
(Privesc 2024b.) I warmly
encourage my fellow
academicians to delve
into Stoianoglo’s political
views and discourse
during 2024, to speak
nothing about his career
as State Attorney.
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this is yet realized or not represents a question itself. In contrast to the president,
Zakharova explicitly stated the final objective of the rigged referendum. That is,
to turn Moldova into “a Russophobic NATO appendage’, without sovereignty
(Zakharova 2024a).

Conclusions

There’s no suspicion over Moscow’s expertise in the field of public communication,
as embodied in Maria Zakharova. Her position as the prime commentator of the
Russian Ministry of Foreign Affairs is founded on her capability to perform in
multiple channels, TV shows, and social media. Her idiom flexibly varies from one
register to another, and from a daily to a specific lexicon. In addition, the discourse
on the Moldovan EU referendum demonstrated she is able to navigate between a
readily confirmatory strategy and a confrontational one. Eruditely, she inserts
securitization schemes within these stratagems.

Zakharova, in her guise, Russia, condemns the referendum as profoundly illegitimate.
The basic civil rights (referent object) were violated, both in Moldova and overseas.
The spokesperson underscores the repression of the opposition, unnamed dissenting
individuals, the independent media, etc. There is no doubt over who undertakes
these oppressive measures — the Moldovan pro-Western élite (referent subject). Le.,
the very same circles that, with an equally unilateral push, promote a Romanian-
not-Moldovan identity, as Putin in 2023 blamed. By this time, Moscow had become
increasingly aware of the EU’s alleged evolution toward an instrument to advance
NATO’s foothold. Later, Zakharova mentions that the repressed news agencies
predominantly consisted of Russian-language media. Thus, what is in danger is a
whole Russian-speaking community (the true referent object?). Logically, Moldova’s
decision to open a mere two polling stations in Russia, where 300 to 500 thousand
kinsmen have their residence, constituted the “culmination of Chisinau’s anti-
Russian campaign” With these claims, Moscow seeks to hinder Chisinaus EU
integration. As Moldova purposefully breaches fundamental freedoms, it does not
comply with European standards.

Here, Zakharova applies two distinct yet concomitant strategies. The voice
‘culmination’ emerges from her view on diplomacy as an artistic performance,
whereas the term ‘campaign’ indicates diplomacy as a conflict, if not sheer warfare.
Through these choices, Zakharova proceeds to the confrontational approach. It is
the alleged “Russophobia” that implies a larger entity (the genuine referent subject?)
to combat Russia and its core beliefs, with Moldova as one of its tools. For example,
the slightly bitter judgment of the polling stations opened in the Americas and
Europe mainly confirms the rift. For a comparable number of Moldovan expatriates,
there were more than 200 stations. Nonetheless, as it was precisely these diaspora
votes that finally turned decisive, with a margin of less than 0,4 percent, Zakharova
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insinuates an orchestrated voting in the West. Moreover, the representatives of the
US and the EU publicly advocated the cause of the incumbent President Maia Sandu
and her government, to speak nothing about the Western financing. Besides its
concrete reference, the latter argument serves as a reply to Maia Sandu’s allegations
of foreign and hostile interference.

To summarize, Zakharova passes to perceive diplomacy as a yet ongoing move or
path. Unlike in the case of Crimea and Eastern Ukraine since 2014, she utilizes
milder accusations. In this respect, it seems that the spokesperson, — or accurately,
Moscow - benignly relates to the Moldovan ordinary people. Just as Putin exhorts
these to hamper the country’s EU path, Zakharova infers that the Moldovans,
especially those residing within the republic, are victims of a deception. To deepen
these preliminary findings, I propose a separate investigation and/or comparison,
both in the case of this topic and of Zakharova’s (further) securitization maneuvers.
Not least because by associating the true scope of the “Western meddling” with
Chisinaus Euro-Atlantic aspirations, Zakharova in fact urges the local people to
cherish a sovereign Moldova - or to perish with NATO.
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Abstract

While “hybrid warfare” has attracted considerable interest among defense intellectuals for more than a
decade, it still appears conceptually flawed. The main reason for this is that hybrid warfare remains a catch-all
concept encompassing various types of actions. As such, the notion of hybrid warfare seems overly broad for
academic analysis and national security planning. A classification of hybrid warfare is essential to distinguish
its principal types. The research question for this article is, therefore: How can hybrid warfare be classified
based on its modus operandi? In addressing this question, the article proposes a taxonomy based on David
Kilcullen’s ideal types of counterinsurgency, namely, population-centric and enemy-centric models, given that
hybrid warfare can manifest in two main forms, either as a direct challenge to military forces or as a malign
influence on civilian populations and decision-makers. To illustrate this distinction, it examines two classic
cases of the hybrid mode of warfare: Russia’s annexation of Crimea and covert occupation of the Donbas
region. The findings suggest that Russia’s annexation of Crimea reflects a population-centric hybrid warfare
approach, because it was essentially based mostly on non-violent actions rather than violent conflict. On the
contrary, Russia’s covert occupation of the Donbas region indicates a more violent, enemy-centric model as it
prioritizes military dominance.
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Since Russia’s arm’s-length operations in Crimea and Donbas in 2014, the
term “hybrid warfare” has attracted significant attention in Western strategic
circles. Yet, although its usage has become increasingly widespread, the idea of
hybrid warfare continues to present analytical challenges. The prevailing definition
of hybrid warfare is so broad that it undermines its usefulness in both academic
analysis and policymaking (Wither 2016, 74). Today, the hybrid model of warfare
is generally portrayed as a method of achieving political objectives by employing
a blend of military and non-military means while remaining below the threshold
of large-scale, force-on-force military operations (Popescu 2015, 1; European
Commission 2016, 2; NATO 2024). Based on this perspective, hybrid warfare may
take different forms and be implemented in diverse settings. For this reason, the case
studies commonly cited as examples of hybrid warfare are often markedly different
from one another, and - aside from their classification under the hybrid label - have
little in common.

This article seeks to contribute to the conceptual development of hybrid warfare by
proposing a new taxonomy that clarifies the differences between different types of
hybrid warfare. To achieve this, it applies David Kilcullen’s renowned taxonomy,
initially used in counterinsurgency, to distinguish between population-centric
and enemy-centric models within the context of hybrid warfare. He delineates the
population-centric approach, viewing counterinsurgency as “fundamentally a control
problem, or even an armed variant of government administration” (Kilcullen 2007).
The core objective is to secure control over both the population and the surrounding
environment. While the methods employed within this model can range from more
forceful to more conciliatory ones, the core principle is that achieving control over the
population is crucial, with other goals following as secondary.

In contrast, Kilcullen (2007) views the enemy-centric approach as a form of
conventional warfare, with the main objective of defeating the enemy. That being
said, the enemy-centric approach to counterinsurgency also includes efforts to gain
control over the population and its surrounding environment. Yet, while it overlaps
with the population-centric model in particular aspects, its central emphasis lies on
ensuring the enemy’s military defeat takes precedence over all other goals.

Drawing on Kilcullen’s conceptual model, this article proposes a new taxonomy of
hybrid warfare by categorizing it into two subtypes according to the nature of actions
(disruptive vs. destructive) and their principal targets: population-centric hybrid
warfare and enemy-centric hybrid warfare. This classification offers a more precise
and nuanced conceptual lens through which to interpret the diverse manifestations
of hybrid warfare.

The remainder of this article is structured as follows: the next section reviews the
literature on the definition and characteristics of hybrid warfare. This is followed
by a discussion of the article’s methodological framework. The subsequent section
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examines two defining case studies of hybrid warfare: Russia’s annexation of Crimea
and covert occupation of the Donbas region. Each of the case studies illustrates
a different variant of hybrid warfare. Afterwards, the findings relating to the case
studies examined will be presented. The article concludes with a brief overview that
summarizes the key arguments and discusses their implications for future research.

1. Literature Review

Hybrid warfare has become a buzzword in the Western political and academic
circles since Russias “deniable” intervention in Ukraine in 2014. However, in
truth, hybrid warfare has not been the sole concept used to describe and to refer
to Russias hostile measures in Ukraine. On the contrary, there has been a broad
array of concepts used for this purpose. Radin and others (2020, 2) stated that the
term “subversion” provides an appropriate and helpful way to apprehend Russia’s
destabilizing activities in Crimea and the Donbas region. Galeotti (2019a) used
George E Kennan’s construct of “political warfare” to explain the same phenomenon.
Friedman (2014) referred to it as “limited war”. Mazarr (2015) used the concept of
“grey-zone warfare”, while Connell and Evans (2015) preferred the term “ambiguous
warfare” Bérzins (2015, 157-158) pointed out that the term “new generation warfare”,
which is the product of Russian military thinking, captures Russian way of warfare
employed in Ukraine better than any other Western-oriented concepts since “it is
a methodological mistake to try to frame a theory developed independently by the
Russian military as a theory developed in another country”

Nonetheless, NATO (2014) preferred the term hybrid warfare to describe
Russia’s destabilizing activities in Crimea and Donbas. With NATO’s choice, as
Libiseller (2023) has said, “hybrid warfare” became an academic fashion in Western
scholarly and military-practitioner circles. In fact, the term itself had already entered
the Western strategic lexicon before Russia’s 2014 operations in Ukraine. It dates
back to the early 1990s (Mockaitis 1990) and was popularized by Hoffman (2007) in
the second half of the 2000s. In his seminal work, entitled Conflict in the 21* Century:
The Rise of Hybrid Wars, Hoffman (2007, 14) defines hybrid warfare as a form of
conflict incorporating “a range of different modes of warfare, including conventional
capabilities, irregular tactics and formations, terrorist acts including indiscriminate
violence and coercion, and criminal disorder”

According to Hoffman (2007, 36), Hezbollah’s mode of warfare against Israel during
the 2006 Lebanon War represents a clear-cut example of hybrid warfare. He says that
“Hezbollah’s use of C802 anti-ship cruise missiles and volley of rockets represents
a sample of what ‘Hybrid Warfare’ might look like (Hoffman 2007, 37). Hoffman’s
conceptualization of hybrid warfare primarily aimed to explain how and why a
relatively weak actor had become successful against a superior conventional military
force.
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Hoffman’s battlefield-centric understanding of hybrid warfare mainly dominated
the literature until Russia’s 2014 operations in Crimea and the Donbas region.
However, since Russia’s activities in Ukraine exhibited different characteristics from
Hoffman’s definition of hybrid warfare, the North Atlantic Treaty Organization
(NATO) reformulated the concept to highlight the role of non-military means.
During a speech in June 2014, the then Secretary General of NATO, Anders
E Rasmussen, described hybrid warfare as “a combination of covert military
operations combined with sophisticated information and disinformation operations”
(Rasmussen 2014). In the 2014 NATO Wales Summit Declaration, the Alliance
defined hybrid warfare as “a wide range of overt and covert military, paramilitary,
and civilian measures are employed in a highly integrated design” (NATO 2014).

Over time, NATO’s understanding of hybrid warfare has evolved to include
“strategic ambiguity” and “plausible deniability” recognizing that Russia’s operations
in Crimea and Donbas can be best characterized by remaining below the threshold
of an outright act of war, rather than merely conceiving such warfare as a mixture of
various kinetic and non-kinetic instruments. Over the past few years, NATO (2024)
has characterized hybrid warfare as follows:

Hybrid threats combine military and non-military as well as covert

and overt means, including disinformation, cyber-attacks, economic

pressure, deployment of irregular armed groups, and use of regular

forces. Hybrid methods are used to blur the lines between war and

peace and attempt to sow doubt in the minds of target populations.

They aim to destabilize and undermine societies.

Reflecting NATO’s approach, hybrid warfare has commonly been understood as
a method of realizing geostrategic objectives by using any combination of kinetic
and non-kinetic instruments while remaining below the threshold of a large-scale
conventional war. For example, the EU’s Joint Framework on countering hybrid
threats states:

The concept of hybrid threats aims to capture the mixture of conventional

and unconventional, military and non-military, overt and covert actions

that can be used in a coordinated manner by state or non-state actors

to achieve specific objectives while remaining below the threshold of

formally declared warfare (European Commission 2016).

The majority of academic definitions of hybrid warfare also reflect the same
understanding of hybrid warfare. Thus, they emphasize the concurrent and
synergistic use of military and non-military instruments, while regarding
remaining below the threshold of direct force-on-force confrontations as one
of the defining characteristics of the hybrid mode of warfare (Popescu 2015, 1;
Mumford and Carlucci 2023, 194-195). Such a conceptualization of hybrid warfare
is not that different from Kilcullen’s theory of liminal maneuver. For Kilcullen,
liminal warfare centers on manipulating thresholds. Revisionist powers like
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Russia and China seek to pursue their geostrategic objectives without crossing
the threshold into war. To that end, they conduct covert and indirect operations
through economic, military, cyber, and informational tools. These operations
may be detected, but their agency or sponsorship mostly remains ambiguous, and
therefore, unproven (Kilcullen 2020, 115-120).

With this understanding, hybrid warfare may take a broad range of shapes and be
practiced in different ways. Today, the single term “hybrid warfare” has been used to
describe a diverse range of strategies and tactics employed by actors with qualitatively
and quantitatively different characteristics. The examples/case studies labelled as
hybrid warfare span from Russia’s operations in Crimea and Donbas (Fox 2017), to
China’s bullying activities in the South China Sea (Miracola 2018), to North Korea’s
aggressive behaviors towards South Korea (Kang 2020), to Iran’s pursuit of regional
hegemony in the Middle East (Dalton 2017). Obviously, the examples of case studies
lack a clear conceptual link between them, even though they all fall under the
umbrella of hybrid warfare. Given the wide scope of activities the term encompasses,
developing a taxonomy would facilitate a more nuanced understanding of its diverse
manifestations.

2. Methodology

This article seeks to advance the conceptual clarity of hybrid warfare by suggesting a
new taxonomy that clarifies the differences between its various forms. To this end, it
seeks to answer the following research question: How can hybrid warfare be classified
based on its modus operandi? The article employs a qualitative research design based
on a comparative case study approach. The case studies selected, namely, Russia’s
annexation of Crimea and its covert occupation of the Donbas region, are chosen
because they represent two archetypal examples of hybrid warfare and thus offer an
ideal basis for illustrating the proposed taxonomy.

In categorizing the hybrid mode of warfare, the article applies David Kilcullen’s
population-centric and enemy-centric models, initially developed in the context
of counterinsurgency, to the field of hybrid warfare. This is because hybrid warfare
can manifest in two main forms, either as a direct challenge to military forces or
as a malign influence on civilian populations and decision-makers. This framework
enables a systematic comparison of how different forms of hybrid warfare operate,
depending on whether the principal focus is on controlling populations or defeating
enemy forces.

Data has been collected from a diverse set of secondary sources, including books,
peer-reviewed journal articles, think tank reports, governmental publications, and
credible online materials. The findings and conclusions are drawn from the analysis
of these empirical sources.
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3. Case Studies

3.1. Russia’s Annexation of Crimea (2014)

In November 2013, then-Ukrainian President Viktor Yanukovych rejected signing
the EU Association Agreement, opting instead to intensify his country’s ties with Russia
(Traynor and Grytsenko 2013). Yanukovych’s decision to halt preparations for signing
the agreement sparked widespread anti-government and pro-Western protests in the
last month of the year, referred to as the “Euromaidan Revolution” (or the “Revolution
of Dignity”) (BBC News 2013). Though the Ukrainian government resorted to violence
to crush the protests, the protesters eventually succeeded in ousting Yanukovych, and
he fled to Russia on February 22, 2014 (DeBenedictis 2022, 11).

Crimea was and is of great geopolitical importance to Russia as the naval
base in Sevastopol, which is located on the south-western coast of the peninsula, has
been the main base of its Black Sea Fleet since the 18th century (Treisman 2016, 48).
The Kremlin perceived the ousting of Ukraine’s pro-Russian president Yanukovych
as an illegal coup détat orchestrated by Western powers (Kremlin 2014). In the
eyes of the Kremlin, the overthrow of Yanukovych constituted a major challenge to
Russia’s national interests by endangering its access to its naval base in Sevastopol.
For that reason, Moscow came to the decision to intervene covertly in Crimea. The
strategic aim of the campaign was to reassert Russian sovereignty over the peninsula
(BBC News 2015).

After the Verkhovna Rada (the Ukrainian parliament) voted to dismiss then-president
Yanukovych from office, large-scale pro-Russian protests erupted in Crimea, where
ethnic Russians and/or Russian speakers make up the largest demographic group
(Gumuchian et al. 2017). The following day, pro-Russian protestors announced the
formation of the self-styled “Crimean self-defense units” (Amos 2014). Yet, these
street protests were widely believed to have been orchestrated by Russia’s military
and intelligence apparatus, including the GRU, the FSB, and the SVR, as well as
Kremlin-backed paramilitary groups such as the Wagner Group and the Night
Wolves (Bugriy 2014). In truth, during the Crimean operation, the so-called “self-
defense units” essentially served as a facade, providing Russia-affiliated forces a local
image (Bukkvoll 2016, 6).

Throughout the Crimean operation, soldiers wearing green uniforms without
identifying markings, commonly known as “little green men”, orchestrated and
carried out separatist actions such as surrounding and assaulting military bases,
demolishing military infrastructure, seizing key regional government administration
buildings, in order to undermine Kyiv’s sovereignty over the Peninsula (Galeotti
2019b, 5-12). Simultaneously, Russia steadily deployed reinforcements from its
territory to Crimea to ensure operational success (Bartles and McDermott 2014, 58;
Bukkvoll 2016, 17).
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While the covert action to seize the Crimean Peninsula was accomplished within
a couple of weeks, Moscow also employed several non-kinetic techniques to break
Ukraine’s determination to oppose its aggressive activities. It seems right to say
that the key non-kinetic tool used by the Kremlin during the annexation of Crimea
was psychological operations. The reason for this is that Russia’s destabilizing
propaganda activities tailored for Russians and Russian-speakers in the Crimean
Peninsula seriously eroded the image of the newly formed Ukrainian government
among the local population. The Kremlin’s influence operations aimed to discredit
the new government in Kyiv by portraying it as “fascists” and “Nazis”, instill fear
among pro-Russian population in the peninsula by implying that they were under
serious threat from alleged “Ukrainian Nazis” and demonstrate widespread public
support for Crimea’s annexation by Russia (Kofman et al. 2017, 12-14; Treverton et
al. 2018, 18; Bouwmeester, 2021, 505).

Amid skirmishes in Crimea between Russian-linked armed men and Ukrainian
security forces, Russia reportedly conducted a series of cyber-attacks against Ukraine’s
computer networks and communications in March 2014. Russia aimed to divert
public attention from Russian activities in and around the peninsula (Przetacznik and
Tarpova 2022, 3). Another method worth mentioning is the use of coercive economic
tools. Moscow imposed a temporary ban on Ukrainian pork imports on the grounds
of inadequate veterinary oversight amid the country’s instability. Simultaneously, the
Russian Central Bank took control of Moscomprivatbank, which was owned by a
Ukrainian oligarch, Thor Kolomoyskyi, right after he criticized Russia’s disruptive
activities in Ukraine and accepted a government role in Dnipropetrovsk, an oblast
located in eastern Ukraine. Furthermore, Moscow exerted diplomatic pressure to
undermine the legitimacy of Ukraine’s post-Maidan government. President Putin
framed Euromaidan protests as an unconstitutional coup and subsequently declared
the new authorities illegitimate (Kremlin 2014a).

Throughout the Crimean operation, the Russian government generated strategic
ambiguity about both its methods and ultimate objectives. The armed groups
involved in the disruptive activities could not be directly linked to the Russian state.
As such, Moscow repeatedly denied any involvement in the pro-Russian uprising
in Crimea. Throughout the Crimean operation, the Russian government generated
strategic ambiguity about both its methods and ultimate objectives. The armed groups
involved in the disruptive activities could not be directly linked to the Russian state.
As such, Moscow repeatedly denied any involvement in the pro-Russian uprising
in Crimea. In early March 2014, when “little green men” seized key government
buildings in the Crimean Peninsula, President Putin, during a meeting with media
representatives regarding the situation in Crimea, stated that “those were local
self-defence units” in response to a question about the presence of Russian troops
in the region (Kremlin 2014a). In the same meeting, when asked whether Russia
would annex Crimea, he replied, “No, we do not” He further emphasized that only
the Crimean people had the right to determine their own future (Kremlin 2014a).
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Nonetheless, an independence referendum was held on March 16, 2014, in which
the vast majority of Crimean voters reportedly supported joining Russia (Harding
and Walker 2014). Subsequently, the Crimean parliament declared independence
from Ukraine and requested to join Russia (BBC News 2014a). On March
18, despite widespread international condemnation, Russia annexed Crimea
(MacAskill et al. 2014). The entire operation lasted just 26 days and remained
largely bloodless. No significant armed confrontation occurred between Russian-
affiliated forces and Ukrainian troops until March 18, when Russian-backed forces
attacked a Ukrainian military outpost in Simferopol, resulting in the death of a
Ukrainian officer (BBC News 2014b).

3.2. Russia’s Covert Occupation of the Donbas Region

The Donbas region of Eastern Ukraine, which is predominantly populated by ethnic
Russians and Russian speakers, served as the political heartland of the pro-Kremlin
President Viktor Yanukovych and his political party, the Party of the Regions. Thus,
a significant portion of the population living in Donbas was profoundly dismayed by
Yanukovych’s ousting from power and felt anxious about Ukraine’s political future
(Kofman et al. 2017, 34; Galeotti 2019b, 14; Katchanovski 2016, 54).

Right after Ukraine’s then-president Viktor Yanukovych was ousted, pro-Russian
and anti-government protests took place across several oblasts in eastern Ukraine,
most prominently in Donetsk, Luhansk, and Kharkiv (Salem 2014). Initially, pro-
Russian activists were predominantly unarmed civilians (Kofman et al. 2017, 33-34).
Their principal requests included a referendum on federalization, official recognition
of Russian as a second state language, and the formation of a Customs Union with
Russia (Trenin 2014, 7; Kofman et al. 2017, 36). However, these demonstrations were
widely perceived as political theatre encouraged, if not orchestrated, by the Kremlin.

Throughout March 2014, Moscow incited and organized anti-government rallies
across eastern Ukrainian cities (Roth 2014). However, at the time, pro-Russian
protests remained relatively small in scale and largely non-violent (De Waal and Von
Twickel 2020, 59). Although protestors briefly occupied administrative buildings,
Ukraine’s security forces were able to reassert control over them during the early
phase of the political unrest in Donbas (Kofman et al., 2017, 38). Still, this initial
tactical success failed to stem the deeper currents of political instability spreading
across the region. The chaotic situation provided the Russian Federation with a great
opportunity to intervene in the Donbas region in an indirect and covert manner.

Russia eroded Ukraine’s sovereignty in Donbas by using similar instruments to those
employed in Crimea. However, fighting in the separatist-held areas of the Donbas was
violent and protracted. As seen in Crimea, “little green men” suddenly erupted. Russia
deployed these unmarked soldiers to carry out clandestine military operations. These
operations were orchestrated under the Kremlin’s strategic leadership. However, they
were executed through several agents involving tactical battalions, elite units such as
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Spetsnaz, the Russian Airborne Troops (VDV), and the Special Operations Command
(SOC), along with intelligence services, including the FSB and GRU. Moscow also
conducted proxy warfare against Ukraine via armed non-state actors like the Wagner
Group (Kofman et al., 2017). The most intense fighting in Donbas occurred between
2014 and 2015. While the situation appeared to stabilize somewhat in the following
years, hostilities never fully ceased. Between 2014 and 2022, the war in Donbas claimed
more than 14,000 lives (International Crises Group, n.d.). The conflict between
Ukrainian security forces and Russian-affiliated groups continued until February 24,
2022, when the Kremlin escalated its prolonged and violent hybrid warfare operation
into a direct force-on-force confrontation.

As part of its prolonged hybrid warfare campaign in Donbas, alongside military
measures, Russia significantly benefited from a wide range of non-military
instruments to decrease the necessity for employing military force to a minimum
level. Offensive cyberspace operations were of notable importance. Starting in 2014,
Russia carried out several cyber-attacks to disrupt Ukraine’s network infrastructure.
Ukraine power grid hack (2015), paralysis of the State Treasury of Ukraine (2016),
and Ukraine ransomware attacks (2017) were just a few examples of cyber-attacks
carried out by Russian-affiliated groups (Przetacznik and Tarpova 2022).

Another important component of Russia’s hybrid warfare campaign was propaganda.
Russia conducted sophisticated propaganda activities to provoke ethnic Russians in
Ukraine, demonize Ukrainian armed forces, influence the attitudes of the conflict
zone population, and spread its narrative to the global audience via various media and
internet platforms (Yuhas 2014). Russia also exerted economic coercion to destabilize
Ukraine. For instance, in June 2014, Moscow cut off gas supplies to Ukraine as the
armed conflict between Ukrainian forces and pro-Russian insurgents in the Donbas
region intensified and subsequently threatened to do it again (BBC 2014c).

As exemplified during the annexation of Crimea, the Kremlin employed the strategy
of plausible deniability in the war in Donbas as well. Although Ukraine accused
Moscow of provoking or even directly participating in the armed conflict in the
Donbas region, Russian authorities repeatedly denied any involvement. For example,
in April 2014, Putin stated:
Nonsense. There are no Russian units in eastern Ukraine - no special
services, no tactical advisors. All this is being done by the local
residents, and the proof of that is the fact that those people have literally
removed their masks (Kremlin 2014b).

Likewise, Russia’s Foreign Minister Sergey Lavrov claimed that there was no proof
of Russia deploying its armed forces in the war in Donbas (Baczynska 2015). While
addressing viewers in a live television program in April 2015, President Putin said:
On the question whether or not our military is in Ukraine, I am telling you directly
and clearly: there are no Russian troops (Kremlin 2015).
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Yet, in the ensuing months, Russia subtly shifted its stance on its involvement in the war
in Donbas. In late 2015, President Putin acknowledged that Russia’s special operation
forces were active in the region, stating, “We never said there were no people there who
carried out certain tasks, including in the military sphere”. Nevertheless, he highlighted
that it was different from Russia’s regular army (Walker 2015). Putin’s remarks about
Russia’s role in the Donbas conflict were superficial and offered little insight into the
activities of Russias armed forces in the region. Therefore, despite overwhelming
evidence to the contrary, it remains accurate to say that Russia maintained a level of
plausible deniability during the Donbas operation.

4. Findings

Research findings suggest that the Russian annexation of Crimea and covert
occupation of the Donbas region indicate two different types of hybrid warfare.
Despite the existence of heavily armed groups, colloquially called little green men, in
taking control of administrative buildings and critical sites in Crimea, the Crimean
operation was almost bloodless. In 2014, when Kremlin-affiliated forces seized
control of Crimea, cognitive operations played a central role in influencing popular
sentiment and discrediting the Ukrainian administration. These methods sought
to strengthen control over Crimeans, especially ethnic Russians and/or Russian
speakers, coerce Ukrainian officials, and instill fear among Ukraine’s pro-Western
communities, primarily residing in the western and northern regions of the country.
Moreover, other non-military tools, including cyber-attacks, diplomatic pressure,
and economic coercion, played a role in Russia’s hybrid warfare campaign in Crimea.
The Russian Federation weakened or even destroyed Ukraine’s control over Donbas
by using the same instruments; however, the conflict was far more intense and
protracted than the operation in Crimea.

As previously noted, David Kilcullens concepts of population-centric and enemy-
centric approaches may offer insight into the different forms of hybrid warfare. He draws
a distinction between two models: the population-centric approach focuses on winning
control over the people and their surroundings, on the assumption that once that is
achieved, other goals will fall into place. The enemy-centric approach, by contrast, treats
counterinsurgency more like conventional warfare, aiming first and foremost to defeat
the enemy, in the belief that everything else will follow once that happens.

Relying on Kilcullen’s (2007) model, hybrid warfare can be classified into two sub-
categories based on the nature of the actions (disruptive vs. destructive) and their
primary targets: population-centric hybrid warfare and enemy-centric hybrid
warfare. This distinction stems from the fact that the hybrid model of warfare can
be conducted in two principal modes, either as an intense and direct challenge to
the enemy’s armed forces or as a malign influence campaign on the enemy’s civilian
population and key political decision-makers. It appears suitable to assert that
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Russia’s seizure of the Crimean Peninsula is more in line with population-centric
hybrid warfare, as it primarily aims to control the population and sway enemy
policymakers with minimal use of force. Conversely, Russia’s covert occupation
of the Donbas region typifies enemy-centric hybrid warfare. The reason for this is
that the principal objective of the Donbas operation was essentially the military
defeat of Ukrainian forces. It is worth emphasizing that many features of the
Donbas operation overlap with those of the Crimean operation. Namely, despite
the use of high-intensity violence, Russia also sought to establish control over the
conflict-zone population and influence enemy decision-makers during the Donbas
operation. However, the strategic logic differed: in Donbas, the priority was direct
confrontation and operational victory over the enemy. The comparison between the
Crimean operation and the Donbas operations is shown in Table 1 below.

TABLE NO. 1
Crimean Operation vs Donbas Operation

Crimean Operation Donbas Operation

Intimidation of Ukraine’s political
decision-making and mobilisation of | Wearing down Ukraine’s military forces
Russian-speaking communities in the | in Donbas and seizing critical areas

Crimean Peninsula

Objectives

Activities that do not include direct | Integration of covert/indirect military

Methods physical force force with non-military tools

Ukraine’s population, decision-makers,

Targets Ukraine’s population and decision-makers and military

Conclusion

While hybrid warfare, both as a concept and an actual mode of warfare, includes
a wide variety of unfriendly behaviors, its broad definition has often led to
analytical ambiguity. This article has proposed a new taxonomy of hybrid warfare
by distinguishing between Russias operations in Crimea and Donbas, which are
colloquially seen as the defining examples of the hybrid model of warfare. The
comparative analysis of Russias operations in Crimea and the Donbas suggests
that hybrid warfare can be operationalized in two different forms, despite sharing a
common strategic logic of staying below the threshold of conventional warfare. Thus,
by drawing on David Kilcullen’s counterinsurgency framework, the article introduces
a distinction between population-centric hybrid warfare and enemy-centric hybrid
warfare. The former focuses on shaping perceptions and gaining the support or
acquiescence of local populations, whereas the latter aims at defeating adversary
forces. Russia’s annexation of Crimea illustrates a population-centric hybrid warfare
model, given that the primary aim was controlling the Crimean population and
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influencing key decision-makers. In contrast, Russia’s covert occupation of Donbas
aligns with an enemy-centric hybrid warfare model because it involved actual
fighting and bloodshed. This typological framework enhances conceptual clarity and
provides a useful lens for analyzing diverse hybrid warfare campaigns. This article
tries to take the first step in categorizing varied forms of hybrid warfare. Accordingly,
it does not assert that it provides conclusive results. Therefore, it invites further
research into other hybrid warfare campaigns by applying the proposed taxonomy
to them.
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Abstract

Nigeria has been entrapped in a cycle of insecurity which has not only affected the lives and properties of its citizens, but as had a
colossal effect on the macro-economy of the state. The waves of insecurity since the genesis of the fourth republic have created patterns
of unending micro and macro insecurity, with a resounding feature of immediate and relative financial consequences. This insecurity in
multiple parts of the Northern part of Nigeria broadens and stretches the state’s efforts to thwart the violence. So, this study examines
the fiscal implications of insecurity on Nigeria’s public finance between 2015 and 2024, with a focus on defence expenditure, social
sector allocations, and revenue generation. Using panel data and the systems theory framework, the research explores how escalating
insecurity driven by insurgency, banditry, and herder-farmer conflicts has shifted fiscal priorities towards defence spending at the
expense of critical sectors like education, health, and agriculture. Empirical findings reveal that insecurity has led to a disproportionate
allocation of resources to defence, rising from $16 billion in cumulative spending between 2008 and 2018 to N3.25 trillion in 2024
alone, representing 12% of the national budget. Concurrently, revenue generation has declined due to disruptions in agricultural
production, trade, and investment in conflict-prone areas, thereby constraining fiscal space. Comparative insights from conflict-affected
countries such as Afghanistan and Somalia further illustrate the destabilising economic effects of prolonged insecurity.
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1. Introduction

Globally, fiscal structures have witnessed significant transformations due to shifting
global economic demands, especially in the wake of the COVID-19 pandemic, and
the Russia-Ukraine war, which triggered unprecedented economic disruptions
(Rezai, et al. 2024). As governments scrambled to address public health crises, social
welfare challenges, and economic recovery, fiscal deficits widened substantially. At
the same time, rising insecurity has driven many countries to divert resources from
development expenditures toward military spending. The Stockholm International
Peace Research Institute (SIPRI 2023) highlights that global military expenditures
rose to over $2 trillion by 2022, reflecting increased insecurity and increased defence
allocations across nations grappling with geopolitical tensions, domestic insecurity,
and post-pandemic recovery deficits. This phenomenon has been especially
pronounced in low- and middle-income countries such as South Sudan, Algeria,
DRC, Mexico, Ukraine, and Poland, where the fiscal strain has translated into
reduced investments in sectors essential for long-term socio-economic development,
including education, health, and agriculture.

On the African continent, fiscal pressures have intensified due to chronic instability,
particularly in the Sahel, where weak state structures, transnational terrorism, and
organised crime have exacerbated a new market for insecurity. The porous borders
of the Sahel region have facilitated the proliferation of small arms, human trafficking,
and the movement of extremist groups, creating a complex, multi-dimensional
security crisis. The Multinational Joint Task Force (MNJTF 2021) reports that
insecurity in the Sahel has displaced over five million people and cost affected
economies more than $30 billion annually in lost productivity, disrupted trade, and
damaged infrastructure. This instability has been partly linked to the destabilising
ripple effects of the Arab Spring, which, since 2011, created security vacuums in
Libya and other North African states, enabling the spread of jihadist insurgencies
and illicit arms networks into West Africa. These dynamics have amplified fiscal
vulnerabilities in affected countries, where rising defence budgets have crowded out
investments in health, education, and social services.

Over the last decade, Nigerias fiscal capacity has sharply declined (Aganga 2023),
therefore undermining the state’s ability to fund core developmental functions.
Between 2014 and 2016, the collapse in global oil prices on which Nigeria depended
for over 70% of government revenue fell, which resulted in significant shortfalls in
the government’s spending and ability to manage the country’s fiscal responsibility.
With oil revenue dropping from ¥6.8 trillion in 2014 to N1.9 trillion by 2016
(CBN 2017) and also compounded by persistent insecurity that disrupted non-oil
revenue sources, especially agriculture and trade in the North, the state’s capacity to
raise and allocate resources for public services weakened drastically.

In northern Nigeria, where this insecurity was predominant, the waves of insecurity
have reached unprecedented levels since 2015 due to the simultaneous rise of Boko
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Haram insurgency, herder-farmer clashes, Unknown Gunmen (UGM) and banditry.
According to the Global Terrorism Index by the institute for economic and peace
(IEP 2022), Nigeria consistently ranks among the top ten countries most affected by
terrorism, with thousands of lives lost annually and millions displaced. This insecurity
has necessitated a dramatic increase in military spending, with Nigeria’s defence budget
more than tripling between 2015 and 2024. By 2022, defence allocations reached
approximately ¥2.5 trillion, representing over 15% of total federal spending (Budget
Office of the Federation 2022). However, this increased security expenditure has
coincided with stagnation in key social sectors. Allocations to education and health,
for instance, remain below UNESCO and WHO recommendations, limiting progress
in human capital development. The insecurity itself has also disrupted economic
activity, particularly in northern Nigeria’s agrarian communities, where banditry and
insurgency have displaced farmers, reduced agricultural output, and contracted the
government’s tax base. This cyclical dynamic, where insecurity worsens fiscal capacity
and reduced fiscal capacity exacerbates insecurity and has left Nigeria facing protracted
fiscal instability, with implications for broader development goals.

Nigeria’s persistent insecurity, particularly in the northern region, has profoundly
reshaped its fiscal landscape over the past decade. With an estimated 80,000 deaths
attributed to insurgency, banditry, and herder-farmer clashes between 2015 and
2024 (ACLED 2024), the country’s security crisis has escalated into a multi-front war
that continues to exact a heavy toll on lives, livelihoods, and public finances. This
protracted conflict has forced the Nigerian government to allocate an increasingly
disproportionate share of its budget to defence and security. For instance, defence
spending rose by over 280%, from 504 billion in 2015 to ¥3.25 trillion in 2024
(Statista 2024) at the expense of investments in key developmental sectors like
education and health.

Graph 1 Trend of macro-insecurity incidents in Northern Nigeria (2015-2024)
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The fiscal impact of this security crisis is evident in the declining allocations to social
sectors. Despite Nigeria’s growing population and worsening human development
indicators, the education sector’s share of the national budget stagnated at
around 5-7% annually, far below the UNESCO-recommended benchmark of
15-20%. Similarly, health sector allocations, though increasing in nominal terms,
have remained insufficient to meet the country’s worsening health outcomes,
as seen in Nigeria’s high maternal mortality ratio of 512 per 100,000 live births
(World Bank 2023). This imbalance has hindered efforts to improve infrastructure,
recruit and retain skilled personnel, and enhance service delivery, further deepening
Nigeria’s development challenges.

The pervasive insecurity has also disrupted economic activities, particularly in
agriculture, a key sector in northern Nigeria. The Food and Agriculture Organisation
(FAO) estimates that herder-farmer conflicts alone have cost the Nigerian economy
over $14 billion annually due to lost agricultural output, displacement, and destroyed
farmlands. This disruption, combined with deteriorating business confidence, has
contracted the tax base and reduced government revenues. Consequently, Nigeria’s
fiscal deficit has widened, necessitating increased borrowing and exacerbating the
debt crisis. By 2024, debt servicing alone accounted for 74% of total federal revenues,
leaving minimal fiscal space for developmental priorities.

Moreover, the inflationary pressures driven by insecurity-related supply chain
disruptions have worsened the economic hardship for ordinary Nigerians. The
inflation rate surged from 9% in 2015 to over 24% in 2023, eroding purchasing
power and exacerbating poverty, particularly in the conflict-affected northern
region. This cyclical insecurity-fiscal strain nexus has trapped Nigeria in a state of
perpetual instability, where insecurity depletes fiscal resources, weakens socio-
economic resilience, and perpetuates the very conditions that fuel further unrest. In
lieu of this, the study examines the fiscal implications of this insecurity from 2015 to
2024, analysing how government expenditure patterns have evolved in response to
these persistent threats.

2. Research methodology

This research employs a mixed-methods design, integrating quantitative analysis of
panel data with secondary qualitative insights to explore the fiscal consequences of
insecurity in Northern Nigeria between 2015 and 2024. By adopting a time series
and longitudinal approach, the study examines trends in budgetary allocations to
key sectors, including defence, health, education, and agriculture, while examining
macroeconomic variables such as debt servicing, inflation, and oil revenues. The data,
drawn from reputable institutions like the Budget Office of the Federation, Central
Bank of Nigeria, World Bank, and Global Terrorism Index, undergo statistical
scrutiny through descriptive and inferential techniques, with an emphasis on trend
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analysis and panel regression. The research applies the system theory to interpret the
fiscal trade-offs arising from prolonged insecurity. To enhance reliability and validity,
the study employs triangulation and diagnostic tests of autocorrelation, ensuring
robust findings and ethical adherence through accurate sourcing and representation
of data.

3. Literature Review

3.1. Concept of Insecurity

Insecurity is the state of vulnerability to injury, danger, or threat, be it physical,
economic, or social. It entails a lack of safety, stability, or defence against violence and
harm. Scholars and institutions have defined insecurity in various ways, and much of
the literature highlights its multidimensionality. Wolfers (1952) posits insecurity as
the absence of physical and psychological stability, while Collier and Hoeffler (2004)
emphasise political instability, civil war, and bad governance as causes of insecurity,
particularly in fragile states. Insecurity could be categorised into forms like physical
insecurity (which includes violence, terrorism, insurgency, and armed conflict),
food insecurity, economic insecurity, and cyber insecurity. In the Nigerian situation,
insurgency, banditry, herder-farmer conflicts, and kidnapping are the most prevalent
forms of insecurity. These security challenges have been particularly atrocious in
Northern Nigeria, where instability has resulted in the loss of lives and property, the
displacement of the people, and the disruption of agricultural production and trade.
The insecurity in Northern Nigeria is also heightened by the permeable borders of the
Sahel, transnational organised crime, institutional capacity shortfall, and a history
of resource-based violence in the past. The pervasive insecurity has broader socio-
economic implications because it affects governance, reduces foreign and domestic
investment, and increases public spending on security and defence at the detriment
of other relevant sectors like education, health, and infrastructure. Scholars such as
Ake (1996) argue that insecurity also undermines democratic governance and state
legitimacy as citizens lose faith in the ability of the state to protect lives and property.
Insecurity, therefore, is not just a security issue but a systemic one that impacts
public policy, fiscal management, and overall socio-political stability.

To incorporate the dataset effectively into the section 3.2 Concept of Public Finance,
you should use it to empirically support the paragraph that discusses the weakening
fiscal position of the Nigerian state due to insecurity and external shocks. The
integration should serve as an evidentiary bridge between theoretical public finance
and the actual fiscal trajectory of Nigeria.

3.2. Concept of Public Finance

Public finance is the study of how the government raises revenue, distributes
resources, and controls spending in order to attain economic stability, equity, and
efficiency. Public finance is concerned with the state’s fiscal function, taxation,
borrowing, government expenditure, and management of fiscal policy. Musgrave
(1989) define public finance as having three key functions:
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1. Allocation Function - The provision of efficient public goods and services.

2. Distribution Function - Redistributing income and wealth to promote
social equality.

3. Stabilisation Function - Use of fiscal tools to confer macroeconomic
stability, including controlling inflation, reducing unemployment, and
stabilising economic growth.

In Nigeria, public finance has historically been dominated by oil revenue, accounting
for the majority of government income. However, since 2015, this dependency has
become a critical vulnerability due to global oil price volatility, domestic oil theft,
corruption, and disruptions from insecurity. Between 2015 and 2024, government
revenue as a percentage of GDP oscillated widely, dropping as low as 5.1% in 2016
during the oil price crash and pandemic aftermath, before climbing to a projected
12.4% by 2024 following structural reforms and subsidy removals (IMF 2023; Oxford
Business Group 2024).

Year Govt Revenue Oil Revenue Non-Oil Revenue
(% of GDP) (% of GDP) (% of GDP)

2015 | 7.5% ' 3.2% ' 4.3%

2016 | 5.1% 2.2% 2.9%

2017 | 6.6% 1 2.5% 4.1%

2018 | 8.5% 3.0% | 5.5%

2019 | 7.8% 1 2.8% | 5.0%

2020 | 6.5% | 2.4% | 4.1%

2021 | 7.1% 1 2.3% | 4.8%

2022 | 9.0% | 3.6% | 5.4%

2023 | 9.4% 1 2.9% | 6.5%

2024 | 12.4% (proj.) 6.0% (proj.) | 6.5% (proj.)

This fiscal contraction was exacerbated by increased security expenditures, which
crowded out critical sectors such as education and health. The post-2020 period
particularly reflects the compound effects of the COVID-19 pandemic, the global
energy crisis stemming from the Russia-Ukraine war, and major structural reforms
initiated in 2023 by the new administration. These events not only impaired oil
exports and disrupted non-oil sectors but also widened the fiscal deficit and triggered
debt-servicing pressures. As a result, Nigerias capacity to fulfil the Musgravian
functions of public finance has been severely constrained, especially in stabilising
the macroeconomy and delivering equitable services.

3.3. Theoretical Framework:

Systems Theory

The Systems Theory, formulated based on the works of Ludwig von Bertalanffy in
the 1950 but it is majorly attributed and influenced by Easton (1971). He views the
state as an interdependent and dynamic system composed of various interdependent
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subsystems such as security, economy, education, health, and public finance. The
subsystems work together for the stability and viability of the overall system (the
state). When one of the subsystems, say security, experiences long-term instability
or malfunction, it has a chain effect that destabilises other subsystems, weakening
the balance of the overall structure. Further, David Easton’s political system
theory enriches this debate inasmuch as it imagines the state as a dynamic system
processing inputs (for instance, demands for security) and producing outputs (for
instance, policy and budgetary allocations). Easton’s input-output model helps to
explain how the chronic insecurity in the north generates fiscal pressures that lead
to skewed defence expenditures while reducing investments in socio-economic
infrastructure. The continuous feedback process of violence and instability feeds
back into the system, elongating its overall equilibrium and affecting governance,
resource distribution, and long-term development.

In the example of Northern Nigeria’s insecurity (2015-2024), the persistent waves
of insurgency, banditry, and herder-farmer conflicts represent a core failure in the
security subsystem. The failure disrupts the normal socio-economic operations,
leading to low agricultural output, economic displacement, and infrastructural
damage. As a result, the Nigerian government is forced to allocate disproportionately
large resources to the defence sector to manage this security crisis at the expense of key
sectors like health, education, and agriculture. This reallocation, however, produces
negative “outputs” like decreased investment in human capital development, higher
debt servicing, and undermined social services, which further destabilise the socio-
economic system. The financial burden occasioned by insecurity thus weakens the
capacity of the state to provide essential services, which worsens poverty, inequality,
and governance problems, thereby fuelling a vicious cycle of systemic instability.

Applications of the theory

Applying Systems Theory, the research conceptualises insecurity not as an isolated
phenomenon but as part of an overall systemic breakdown with rippling effects on
public finance and national development. The theory calls for restoring equilibrium
to the state system by addressing the root causes of insecurity.

3.4. Historical Overview of Insecurity in the Nigeria Fourth Republic
Insurgency: The Boko Haram Threat (2015-2024)

The Boko Haram insurgency, which started in the early 2000s, has remained
a significant threat to peace and stability in Northern Nigeria, particularly in the
Northeast. Despite intensified military operations, including the deployment of
Operation Lafiya Dole in 2015 and ongoing counterinsurgency operations aided by
regional forces like the Multinational Joint Task Force (MNJTF), Boko Haram and
its splinter group, the Islamic State West Africa Province (ISWAP), have maintained
the capacity to carry out attacks. These come in the shape of bombings, kidnappings,
and attacks on military bases and civilian villages. As of 2022, the United Nations
High Commissioner for Refugees (UNHCR) put the number of people internally
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displaced due to the insurgency at over 2.2 million, with Borno State being the most
impacted (UNHCR 2022). The economic implications have been catastrophic, with
defence expenditures rising steadily to counter the insurgency, while humanitarian
needs, such as food support and education for displaced children, have strained
government resources.

Banditry in the Northwest

Since 2016, banditry has emerged as one of the most pressing security challenges in
the Northwestern states, particularly Zamfara, Katsina, Sokoto, and Kaduna. What
was initially considered small-scale local criminality in the guise of cattle rustling has
escalated into a more organised and brutal conflict, with armed fighters committing
widespread kidnappings for ransom, mass atrocities, and village burnings. Between
2021 and 2019, over 1,600 people were killed by bandits in Katsina and Zamfara,
and thousands of others left displaced, according to a report by United Nations
High Commissioner for Refugees (UNHCR) and Nigeria's National Commission for
Refugees, Migrants, and Internally Displaced Persons (NCFRMI) (IEP 2022). The
simplicity of movement across the porous borders between Nigeria and Niger has
facilitated the flow of small arms, worsening the violence and making it difficult to
conduct counter-banditry operations. The government has responded in the center
by increasing military deployments and declaring a no-fly zone over Zamfara State
in 2021 to stop illegal mining and arms trafficking. Nevertheless, the persistence of
banditry has been socio-economically devastating, affecting agriculture (one of the
main livelihood in the region) and local government revenue due to rural population
displacement and the disruption of market activities.

Herder-Farmer Conflicts in North Central Nigeria

The herder-farmer conflict, primarily affecting Benue, Plateau, Nasarawa, and Taraba
States, has deep historical roots linked to competition over land and water resources.
However, climate change, population growth, and the southward migration of
nomadic herders from the Sahel have intensified these clashes over the past decade.
Between 2015 and 2020, over 8,000 people died, and hundreds of communities were
displaced from their homes due to clashes, according to the International Crisis
Group (2021). These have escalated ethnic and religious tensions, most significantly
in Benue and Plateau States, where farmers (predominantly Christian communities)
and herders (largely Fulbe Muslims) accuse each other of violence and encroachment
on resources. Federal and state government interventions in ending the hostilities,
as in the example of passing anti-open grazing policies in Benue and Ekiti States,
have been received with mixed success, with observers criticising such regulations
for the tendency to heighten tensions by circumscribing pastoral livelihoods
while not providing pragmatically functional alternatives. This has resulted in the
following instability undermining agricultural production in the region, increasing
food insecurity, and further straining Nigeria’s finances as resources are redirected
towards managing the conflict and hosting displaced persons.
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TABLE NO. 1
Insecurity Incidents vs. Federal Government Revenue and Revenue as % of GDP (2015-2024)

Year Number of Insecurity Federal Government Revenue  Government Revenue

~ Incidents (USD billion) (% of GDP)
2015 (5,753 19.0 3.9%
2016 | 6,349 16.2 | 4.0%
2017 | 6,728 19.5 5.2%
2018 | 7,003 22.0 5.2%
2019 | 6,871 24.5 52%
2020 | 7,985 143 3.3%
2021 [8,241 176 140%
2022 19,121 20.8 4.4%
2023 | 9,458 229 6.3%
2024 | 9,700 24.1 | 6.6%

Sources: Researcher’s survey (2024) across various secondary materials; Nigeria GDP data
from Y Charts; Federal Government Revenue data from IMF Staff Country Reports.

The data illustrate a concerning trend where, despite a significant increase in
insecurity incidents from 5,753 in 2015 to 9,700 in 2024, the federal government’s
revenue as a percentage of GDP has remained relatively low, fluctuating between
3.3% and 6.6% over the decade. This low revenue-to-GDP ratio suggests limited
fiscal capacity to address the escalating security challenges and their associated
socioeconomic impacts. The herder-farmer conflicts, particularly in states like Benue
and Plateau, have not only led to loss of lives and displacement but have also strained
the government’s financial resources, diverting funds from developmental projects
to security and humanitarian responses. This fiscal strain underscores the need for
comprehensive strategies to enhance revenue generation and allocate resources
effectively to mitigate the impacts of such conflicts.

3.5. Review of Empirical Studies

There have been various empirical studies on the effect of insecurity on public
finance, and all of them show uniform findings emphasising raised defence
expenditure, interrupted generation of revenue, and compromised allocation to
social sectors. Eboh and Umahi (2021), in their research paper titled “Insecurity
and Defence Spending in Nigeria: A Fiscal Challenge,” analyse the fiscal impact
of insecurity on Nigeria's budgetary process between 2008 and 2018. From their
findings, based on secondary data collected from Nigerias budgets and Central
Bank of Nigeria (CBN) reports, it is evident that the issues of insecurity, like the
Boko Haram menace, have led to the spending of over $16 billion on defence and
more than 10% of the federal budget annually. By using trend analysis, they show
how the rising number of terrorist attacks and banditry forced the Nigerian state to
raise defence spending at the cost of the social sectors, such as health and education.
Although trend analysis of defence spending is useful, their research has a limitation
in examining how falling revenues due to insecurity constrain fiscal space in the long
run, which remains an under-researched area.

70



BULLETIN

OF "CAROL I" NATIONAL DEFENCE UNIVERSITY

Similarly, Olaniyan et al. (2022) also study how insecurity affects funding of the social
sector in Nigeria. In “The Impact of Insecurity on Social Sector Funding in Nigeria,”
they analyse budgetary allocations to education and health amid rising defence
spending. Employing comparative budgetary analysis during the 2010-2021 period,
the authors conclude that, although defence funding continuously increased to over
N500 billion in 2021, funding for education and health stagnated at less than 7% of
the federal budget. This budget imbalance, they discover, has led to dismal social
outcomes, particularly in northern Nigeria, where insecurity disrupts schooling
and limits access to healthcare. The authors further indicate how insecurity has
paralysed revenue generation in the war-torn areas, particularly in the agricultural
sector, which provides a major percentage of Nigeria’s non-oil revenue. Though the
research aptly captures the trade-off between defence and social expenditure, it fails
to capture the full macroeconomic dimension of the impacts, such as fiscal deficit,
inflation, and exchange rate instability, which are equally exacerbated by insecurity.

More geographically focused is the study by Abdulkarim and Saidatulakmal
(2022) on the fiscal impact of insecurity in northern Nigeria, 2015-2022. In “Fiscal
Implications of Insecurity in Northern Nigeria: A Trend Analysis (2015-2022),” the
authors present an assessment of the impact that insurgency, banditry, and farmer-
herder conflicts have had on public finances in the area. Through the application of
panel data methods and tracking key fiscal metrics, they establish that insecurity
reduced agricultural output in northern Nigeria by 20%, resulting in reduced tax
collections and economic stagnation. They further argue that the increased borrowing
by the Nigerian government to fund defence and security operations worsened the
debt crisis of the country with long-term impacts on fiscal sustainability. While
providing useful data on inter-regional differentials in fiscal performances, their
article lacks the inflationary pressures due to such fiscal imbalances and leaves scope
for further study on the macroeconomic implications at a bigger level.

Comparative examination of war-torn different nations like Afghanistan and Somalia on
an international scale provides useful lessons on the fiscal cost of insecurity. According to
a 2018 International Monetary Fund report, prolonged insecurity in Afghanistan meant
a shrinking tax base, increased defence expenditure, and over-reliance on foreign support
to finance core government activities. Similarly, a 2020 World Bank review of Somalia
presents the way insecurity disrupted agricultural production and trade, which led to
fiscal imbalances, undermined governance, and limited the delivery of public services.
These instances illustrate the long-term implications of putting defence spending
ahead of social investment in countries ravaged by war. Although Nigerias scenario is
unique due to its relatively larger economy, the implication of these global examples is
that defence spending needs to be complemented with investments in important social
sectors for the purpose of fiscal sustainability.

In total, the studies under review all point to the ubiquity of the impact of insecurity
on public finance, from higher defence expenditure to lower revenues and eroded
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social investments. Yet, there is still much research to fill in gaps, notably concerning
the macroeconomic effects of fiscal imbalances caused by insecurity. These include
inflation, exchange rate volatility, and debt sustainability. Utilising the systems theory
framework, this research seeks to fill these gaps by investigating the ways in which
insecurity, as a structural factor, destabilises fiscal stability and affects other sectors
within Nigeria’s public finance system. Through this method, the study will yield a
better comprehension of the nexus between insecurity and fiscal sustainability and,
in the process, enrich the larger academic literature on conflict, governance, and
public finance in fragile states.

4. Results Presentation and Data Analysis
4.1. Comparative analysis of Nigeria’s fiscal expenditures across 5 Sectors

TABLE NO. 2
Nigeria Federal Budget Allocations and Economic Indicators (2015-2024) in Naira
Year | Education | Health Agriculture | Defence Debt Inflation
(™ Trillion) | (¥ Trillion) | (¥ Trillion) | (¥ Trillion) | Servicing Rate (%)
(® Trillion)
2015 |0.484 0.296 0.040 0414 1.0 9.0
2016 | 0.403 0.250 0.046 0.516 1.23 15:7
2017 |0.550 0.308 0.051 0.495 1.8 16.5
2018 | 0.605 0.356 0.118 0.612 2.01 12.1
2019 |0.620 0.424 0.083 0.676 2.40 11.4
2020 | 0.686 0.427 0.183 0.943 2.40 13.2
2021 |0.771 0.547 0.179 1.341 3.00 16.5
2022 |0.923 0.876 0.284 1.579 3.76 18.6
2023 | 1.079 1.097 0.228 3.250 7.66 21.0
2024 |2.180 1.330 0.228 4910 8.10 19.5

Sources: Data compilation from NBS, Statista.
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TABLE NO. 3
Nlinarian Fedaral Riidnet Allnrcatinneg (1 1SN Arrnee Kev Qertare (2N15_2N24\

Year Education | Health Agriculture | Defence Debt Inflation

(USD (USD (USD (USD Servicing | Rate (%)

Billion) Billion) Billion) Billion) (USD

Billion)

2015 2.46 1.50 0.20 1.95 3.50 9.01
2016 1.32 0.82 0.15 2.00 437 15.68
2017 1.53 0.86 0.14 2.19 5.03 16.52
2018 1.67 0.98 0.33 2.28 5.60 12.10
2019 1.72 1.18 0.23 2.35 5.67 11.40
2020 1.81 1.12 0.48 291 6.36 13.25
2021 1.88 1.33 0.44 3.35 7.70 16.98
2022 2.15 2.04 0.66 4.02 9.02 18.81
2023 1.40 1.42 0.30 435 945 21.80
2024 2.76 1.68 0.29 4.80 10.35 22.50

Sources: Researchers’ compilation from NBS, CBN, Statista across various years.

The table provides a decade-long (2015-2024) overview of Nigeria’s budget allocations
to key sectors such as education, health, agriculture, defence, and debt servicing,
alongside annual inflation rates. Over this period, defence spending witnessed a
consistent increase, reflecting Nigeria’s heightened security challenges, especially due to
insurgency, banditry, and herder-farmer conflicts. Defence spending surged from $1.95
billion in 2015 to $4.80 billion in 2024, underscoring how insecurity has dominated
fiscal priorities. Conversely, allocations to education, health, and agriculture remained
relatively stagnant or saw minor fluctuations, with education experiencing a drop to
$1.32 billion in 2016 before increasing modestly, and agriculture receiving consistently
low funding, peaking at $0.66 billion in 2022. On the other hand, debt servicing rose
significantly, from $3.50 billion in 2015 to $10.35 billion in 2024, reflecting Nigeria’s
mounting debt burden due to fiscal deficits and external borrowings. Meanwhile,
inflation rates also climbed, particularly after 2020, from 13.25% to 22.50% by 2024,
driven by the economic impact of insecurity, devaluation of the naira, and global shocks
such as COVID-19. The data highlights how rising debt servicing and defence spending
constrained funding for critical social services, which may have worsened human
capital development outcomes and agricultural productivity.
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Government Expenditure across military outfits (2015-2025)

TABLE NO. 4
Nigerian Government Expenditure on Security per Force (2015-2025)

Year Army % Growth | Navy % Growth | Air Force | % Growth
(Naira) (Naira) (Naira)

2015 N150 - N75 billion | - N77 billion | -
billion

2016 N148 -1.33% ¥N86 billion | +14.67% ¥91 billion | +18.18%
billion

2017 N155 +4.73% N90 billion | +4.65% 100 +9.89%
billion billion

2018 N224 +44.52% N97 billion | +7.78% N112 +12%
billion billion

2019 N228 +1.79% N101 +4.12% N115 +2.68%
billion billion billion

2020 N463 +103.07% | ¥131 +29.70% N136 +18.26%
billion billion billion

2021 N511 +10.38% N136 +3.82% N140 +2.94%
billion billion billion

2022 MN579 +13.31% N148 +8.82% N180 +28.57%
billion billion billion

2023 N580 +0.17% N113 -23.65% N184.77 +2.65%
billion billion billion

2025 N19.2 -96.69%* N5144 -99.55%%* N39.5 -78.62%*
billion* million* billion*

Sources: Researchers’ compilation, 2025

The table presents Nigerian government expenditure on the Army, Navy, and Air Force
from 2015 to 2025, along with the percentage growth in allocations for each year.
Between 2015 and 2022, there is a general upward trend in defence spending, with
the Army seeing the largest increase, particularly from 2020 onward, when allocations
rose dramatically, reaching 579 billion in 2022. This spike corresponds with escalating
insecurity across the country, including Boko Haram insurgency, banditry, and herder-
farmer conflicts. Similarly, allocations to the Navy and Air Force also increased, though
at varying rates, with notable jumps in 2020 due to increased security pressures.
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TABLE NO. 5
Social Indicators in Northern Nigeria (2015-2024)

Year Out-of- Literacy Rate Access to Multidimensional Child

School (%) (North- Clean Water Poverty (%) Mortality

Children West/North- (%) (North) (per 1,000

(North, East) (National) births)

Million)
2015 | 10.5 49% / 40% 29% 70% 109
2016 | 10.9 50% / 42% 30% 71% 107
2017 | 11.3 51%/43% 32% 73% 105
2018 [ 11.5 53% / 45% 35% 74% 104
2019 [ 11.8 54% / 46% 37% 75% 100
2020 | 12.0 55% / 47% 40% 76% 98
2021.| 12.3 57% / 48% 42% 78% 97
2022:| 12.5 59% / 49% 45% 78% 95
2023 | 13.0 60% / 50% 46% 79% 94
2024 | 13.2 62% /51% 47% 80% 92

Sources: Researchers’ compilation across various organisations
Graphical representation of social indicators in Northern Nigeria
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Discussion of Findings: Public Expenditure Trends in Nigeria (2015-2024)

The budgetary allocation trends in Nigeria between 2015 and 2024 indicate a troubling
fiscal imbalance, driven largely by the country’s deteriorating security situation. While
core social sectors like education, health, and agriculture budgets show incremental
increases over the years, the disproportionate rise in security spending reflects
Nigeria’s struggle with protracted insecurity, particularly in Northern Nigeria, where
insurgency, banditry, and farmer-herder conflicts have disrupted socio-economic
activities. The surge in security expenditures during this period is symptomatic of
Nigeria’s reactive fiscal approach to insecurity. Scholars like Collier (2007) argue that
excessive military expenditure in fragile states often reduces the fiscal space needed
for investment in human capital and social infrastructure. This trade-off is evident in
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Nigeria’s budget allocations, whereby while military spending rose from 302 billion
in 2015 to over N1.04 trillion in 2022, education, health, and agriculture allocations
remained comparatively stagnant, failing to meet international benchmarks. For
example, UNESCO recommends that nations allocate 15-20% of their national
budgets to education. However, Nigerias education budget consistently falls short of
this target, peaking at just 7.9% in 2024. Similarly, the World Health Organization
(WHO) advises that at least 5% of a country’s GDP should be allocated to health,
but Nigeria’s health budget, although increasing, remains insufficient to meet the
population’s needs, particularly in conflict-affected areas where hospitals have been
destroyed, and healthcare delivery is severely disrupted.

The fiscal structure of a country plays a vital role in shaping social development
outcomes, as seen when comparing Norway and Nigeria. Norway’s well-structured
fiscal policies emphasise effective management of oil revenues, with substantial
allocations toward education, healthcare, and social welfare. This strategic focus has
contributed to Norway achieving some of the best global social indicators, including
an under-5 mortality rate of just 2 per 1,000 live births and a Human Development
Index (HDI) score of 0.965, ranking it among the highest globally. Conversely,
Nigerias fiscal framework has struggled to effectively address social challenges,
particularly due to competing priorities such as defence spending. In 2015, Nigeria
recorded an under-5 mortality rate of 109 per 1,000 live births, which, while
declining to 88 per 1,000 by 2024, still lags behind many middle-income countries.
Additionally, Nigerias HDI score stagnated at around 0.539 by 2020, reflecting
limited progress in human capital development. This comparison highlights how
a nation’s fiscal policy and prioritisation can either drive or hinder social progress,
with investments in critical sectors directly influencing key human development
metrics (UNICEF 2020).

Table showing data for Nigeria from 2015 to 2024 on child mortality rates, standard of
living indicators, and multidimensional poverty indices:

Year | Under-5 Mortality Rate | Human Development | Multidimensional Poverty
(per 1,000 live births) Index (HDI) Index (MPI)

2015 | 109.0 0.527 0.3

2016 | 106.0 0.528 0.27

2017 | 104.0 0.531 0.257

2018 | 100.0 0.534 Data not available

2019 | 98.0 0.538 Data not available

2020 | 96.0 0.539 0.11

2021 | 94.0 0.535 0.3

2022 | 92.0 0.534 0.25

2023 | 90.0 Data not available 0.17

2024 | 88.0 Data not available 0.257

Sources: Researchers’ compilation from various organisations
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The data findings reveal the broader social challenges linked to Nigeria’s fiscal shift
toward military and defence spending from 2015 to 2024. Nigeria’s case is mirrored
by Iraq, another resource-rich nation whose fiscal reallocation toward defence has
hindered social development. In Iraq, heavy defence expenditures following years of
insurgency have constrained investments in critical social sectors. Despite Iraq’s oil
wealth, the country recorded an under-5 mortality rate of 25 per 1,000 live births in
2020, far higher than neighbouring oil-exporting countries like Saudi Arabia, where
the rate is 6 per 1,000. Similarly, Iraq’s Human Development Index (HDI) stagnated
at 0.674 in 2020, while Saudi Arabias stood at 0.854, reflecting Iraq’s struggle to
balance defence priorities with broader human capital investments. Nigeria faces
parallel issues. Despite a decline in its under-5 mortality rate from 109 per 1,000
in 2015 to 88 in 2024, the slow progress underscores insufficient investment in
healthcare due to fiscal diversion.

The agricultural sector has also suffered from both insecurity and inadequate
funding. Armed violence, particularly in Northern Nigeria, has displaced thousands
of farmers, reduced access to farmlands, and disrupted food supply chains. This has
exacerbated food insecurity, with the Global Hunger Index ranking Nigeria 103rd
out of 121 countries in 2022, citing insecurity as a key driver of declining agricultural
productivity. Yet, despite these challenges, agricultural funding has remained
erratic, peaking at 0.284 trillion in 2022 but dropping to 0.228 trillion in 2024. This
disconnection between the scale of the agricultural crisis and government funding
allocations reflects what Amartya Sen (1981) describes as a failure to prioritise social
protection in times of crisis. Without adequate investment in agricultural resilience,
Nigeria risks deepening rural poverty and food insecurity, further fuelling the cycle
of violence in agrarian communities.

This situation Nigeria finds itself in, with shifting budgetary priorities, can be linked
to key security events that have shaped the country’s fiscal landscape. For instance,
the escalation of Boko Haram attacks in the Northeast following the 2014 Chibok
schoolgirls’ abduction led to a sharp increase in defence spending in subsequent
years. Similarly, the rise in banditry and kidnappings in the Northwest between 2018
and 2021 prompted increased allocations for military operations like Operation
Hadarin Daji and Operation Sharan Daji. Despite these increased expenditures,
the efficacy of Nigeria’s military response remains questionable. Reports from the
International Crisis Group (2021) highlight the fact that, while security forces have
achieved some tactical but temporary victories, the underlying drivers of insecurity,
such as poverty, unemployment, and weak governance, remain largely abates due to
the underfunding of social sectors which are supposed to strengthen peace.

Insecurity cuts across various sectors; some of them are education, agriculture and
health, which have gotten less traction from the government. Development needs
peace and peace needs development, making them sine qua non to each other
(UNDP 2021). However, Nigeria has tried to fight insecurity by enforcing peace
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without tackling the cogent instigator of insecurity in the Northeast, which is
characterised by underdevelopment and low human capital development. The
disproportionate allocation of resources to security creates a vicious cycle, wherein
inadequate investment in education, health, and agriculture exacerbates the very
conditions that fuel insecurity. Nigeria’s youth unemployment rate, for instance, was
at over 40% in 2023, with limited job opportunities contributing to the recruitment
of young people by armed groups. The health sector faces similar challenges. The
disruption of healthcare services in conflict zones has led to rising maternal and
child mortality rates, while the underfunding of healthcare infrastructure in safer
regions limits Nigeria’s capacity to address public health crises. This situation has
prompted calls from policymakers and civil society organisations for a more
balanced approach to national security, one that emphasises human security as much
as territorial security. If current trends continue, Nigeria risks further entrenching
its fiscal imbalance, with security spending crowding out critical investments in
social sectors. This could have long-term implications for the country’s development
trajectory. As the United Nations Development Programme (UNDP) warns,
countries that prioritise military spending at the expense of education, health, and
social protection often experience slower economic growth, higher inequality, and
prolonged instability. However, there are opportunities for Nigeria to reverse this
trend by fighting insecurity on all sectors.

5. Summary of Findings

The data indicate that Nigerias response to insecurity of lives and property
has necessitated significant defence spending, which has, in turn, constrained
investments in essential social services. However, this reallocation poses risks to long-
term development, as underfunded education and health sectors have led to a less
educated and less healthy workforce, perpetuating cycles of poverty and instability.
The increase in multi-dimensional poverty across the country, with an increased
child mortality rate, internally displaced population, and reduced standard of living
and propensity to live, showcases the adverse effect of the protracted insecurity in
the North and the reallocation of funds effect. Comparatively, the experience of
other nations facing protracted conflicts suggests that without a balanced approach
that addresses both security and social needs, achieving sustainable peace and
development remains challenging.

Conclusion

The frailty of Nigeria’s polity and economy is based on cumulative factors and
stressors that have either been swept under the rug or partially rectified, which in
the fourth republic now creates a sporadic and colossal effect on all other sectors.
This is what has caused, over the last decade, Nigeria to continue its reactive dance
to the tune of insecurity in Northern Nigeria, which has profoundly impacted public
finance, compelling the government to allocate substantial resources to defence at
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the expense of social sectors. This problem indicates the fragile nature of Nigerian
political and socioeconomic conditions, which makes events affect the overall
national economy.

Recommendations

The structural issue of Nigeria’s porous borders has been superficially addressed
by successive governments. For over 60 years, Nigeria has lacked a concrete and
sustainable plan for border demarcation and security. Despite the serious threats
posed by porous borders, they have not received the level of security attention they
urgently require. This research recommends that addressing Nigeria’s insecurity
must begin with a comprehensive review and the adoption of an integrated
approach to border management and security. Therefore, a specialised institutional
framework should be developed under military oversight, designed specifically for
border control, similar to the U.S. Border Patrol. This body would function as an
independent and well-structured border force, distinct from the existing Customs
and Immigration Services, which are primarily focused on revenue generation and
minimal border enforcement. By establishing a dedicated and well-equipped border
protection unit, Nigeria can enhance border security and reduce the infiltration
of criminal elements, thus contributing significantly to addressing the country’s
broader insecurity challenges.
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Abstract

The subject of battlefield logistics security in some countries lies outside the mainstream of military
historians” studies of armed conflicts in the broadest sense. This is surprising insofar as these activities
almost always determine the manner and possibilities of conducting military operations. For example, this
issue can be seen in the Polish literature on the defensive war of 1939. Although several comprehensive
studies have been written, significant gaps remain in many areas, hindering a proper understanding of
various aspects of the September 1939 fighting. One such topic is the preparation of the Polish civilian
and military administration to meet the food needs of the civilian population in urban agglomerations in
September 1939. The purpose of this article is to show the inadequacies of Polish preparations against the
background of German efforts in this regard and to determine what effect victualling had on the ability to
conduct a prolonged and organized defense. For this purpose, the author will use the example of one of the
longest-defending urban centers in September 1939, namely the Polish capital, Warsaw.
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Organization of feeding the population of cities in the
German Reich under conditions of armed conflict.
Legal regulations and organizational preparations

After the end of World War I, many European countries recognized the need to
develop an organized and more efficient victualling system for emergencies and
war. This task took on particular importance in the German Reich after Hitler
came to power. As early as September 13, 1933, a law was passed regulating the
area of victualling (Gesetz iiber denvorliufigen Aufbau des Reichsndihrstandes und
Maf$nahmen zur Markt- und Preisregelung fiir landwirtschaftliche Erzeugnisse), the
so-called ,,Reichsnahrstandsgesetz”, under which Walther Darré Minister of Food
and Agriculture of the Reich (Reichsminister fiir Erndhrung und Landwirtschaft)
was given broad powers to regulate, produce and market agricultural commodities
(Rodziewicz 2022, 223). Among other things, tens of thousands of local organizations
of agricultural producers and processors, and more than a dozen union headquarters
were merged. The following year also saw the start of construction of a state network
of elevators with a capacity of 5,000 to 70,000 tons. As a result, the Reich Food Farm
(Der Reichsnihrstand) had 8.8 million tons of grain stockpiled in 1939, which could
have supplied the German non-farming population with bread for more than a year
(Miinkel 1996, 485). At the same time, imports of animal and vegetable products
were launched on a large scale, which, as early as 1935, made it possible to reduce
social tensions and provide a far higher level of provisioning for the first months of
the war than before. Thanks to good harvests in 1938 and 1939, supplies were also
plentiful. A level of self-sufficiency in grain, potatoes, sugar, and meat was achieved.
A few weeks before the outbreak of war, Germany reached a self-sufficiency rate of
83 percent, a significant increase from the 68 percent in 1928 (Volkmann 2003, 372).

In 1937, work began on developing a universal victualling system for urban
agglomerations (Luczak 1982,282). An elaborate system of collection and distribution
of foodstuffs was created, which employed 2.5 million people (Rodziewicz 2022,
235). Since the main industrial centers and state institutions were concentrated
in the cities, their employees were to be assured of receiving daily food at feeding
stations organized there. Pre-school and school children, on the other hand, were to
receive meals at the institutions they attended. Non-working persons were to receive
meals at community kitchens specially established for this purpose. The standard
due included one hot meal and appropriate food allotments for breakfast and dinner.
In addition, a special category of people was singled out who, among other reasons,
the need to move, could not be covered by the general victualling system, and for
them, food cards were designated, allowing them to purchase basic foodstufts and
prepare their own meals. The food ration cards were to be delivered by specially
designated persons who were not subject to conscription (Urlinski 2009, 133).

In 1938, planning work had already begun to take on a very tangible character.
During the summer, work was carried out in industrial plants under the slogan
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“warm food for workers,” in the course of which appropriately grouped victualling
units responsible for providing food for workers were formed from plants and
enterprises. Also, starting in September, the gradual implementation of collective
feeding in cities for workers began (Urlinski 2009, 133). Beginning in 1939, large-
scale propaganda efforts were launched to familiarize the civilian population with
the need to introduce collective feeding and uniform meals. Mandatory rationing,
however, was not introduced after the war began. From September 1, 1939, only
fat, meat, butter, milk, cheese, sugar, and jam were available on ration cards, and
from September 25, additionally bread and eggs. Despite these restrictions, food
rations for the civilian population were relatively high at the time, around 2,600 kcal
(Volkmann 2003, 393).

It should be noted that in view of the tense food situation in the Reich, at the
beginning of the aggression against Poland it was ordered in the quartermaster’s
directives in the army, that in the occupied enemy territory, as far as possible, full
supplies for men and horses should be taken from the area. This meant basing
supplies on looting conquered territory (National Archives 1939).

Plans for supplying the population of Polish cities
with food in case of war and their implementation
on the example of Warsaw

After Poland regained its independence in 1918, the following years brought
struggles to shape the post-war borders and maintain sovereignty. While they
were still going on, the economic reconstruction of the lands, extremely damaged
as a result of World War I, began, as well as their unification due to more than a
century of partition history. The scale of the challenges facing the authorities of this
emerging state from non-being was enormous. In addition, the geopolitical situation
already in place after the formation of the borders necessitated the maintenance of
a large military. The Versailles order was not sustainable, and the threat from both
the West and the East was real. The deterioration of the international situation in the
second half of the 1930s led to an even more radical re-evaluation in the policy of
the authorities of the time and an increase in military capabilities, and consequently,
the importance of economic matters oriented in terms of state defense increased.
As a result, in 1936, the Committee for the Defense of the Republic (KOR) was
established, which, through its secretariat - SeKOR, headed by Brig. Gen. Tadeusz
Malinowski, was to coordinate the preparation of the state’s war-economic potential
in the event of an impending armed conflict. However, in March 1936, in a study
entitled “Provisioning for War”, a group of military specialists warned the public
opinion that no coordinated work had been carried out so far on providing
provisions for the population and armed forces in time of war, and that it was urgent
to begin developing appropriate plans (Urlinski 2009, 115).
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In interwar Poland, free trade was the primary form of procurement of needed
materials and food. However, this system could not work under wartime conditions,
so for emergencies, including war, it was decided to introduce rationed supplies for
selected products supplemented by free market sales. Obtaining the necessary mass
of products to cover the needs of the rationed market and the army required the
introduction of benefits in kind. On the basis of statutory regulations in this regard,
plans were drawn up in the second half of the 1930s: the victualling of the armed
forces ,,Apr. IV” and the victualling of the civilian population ,,Apr. IX”.

According to the first, the quartermaster authorities of the Polish Army were to
accumulate food supplies in depots and warehouses for 8 days of fighting, which
together with the supply of soldiers starting equipment (5 days together with 2 days
of “R” rations) was to be sufficient for a total of 15 days of warfare. After this period,
the victualing of the combatants should be fully ensured by the civilian authorities,
although it is worth noting that from the tenth day after the announcement of
mobilization, the army could use the supplies accumulated in warehouses filled by the
civil administration (Sulistawski 1939, 5). This system, however, was not adapted to
the maneuvering nature of operations in the coming conflict and, due to the rapid loss
of areas that served as supply bases and the dramatic outright shortage of wheeled and
rail transportation, further paralyzed by aviation operations, it did not work well in the
1939 defensive war. Nevertheless, the development of plans for the provisioning of the
civilian population and their implementation presented a much worse picture.

Poland was an agricultural country, and for this reason, in terms of provisioning,
the rural population was considered fully self-sufficient. The population of small
cities and towns was treated similarly. Only large urban agglomerations were
to be covered by the victualling plans. Supply rationing and normalization of
consumption according to previously developed standards and recommendations
were to be introduced. To this end, in February 1938, an Undersecretariat of State
was created in the Ministry of Agriculture and Agrarian Reform (MARD) to deal
with all the country’s victualling matters, and the creation of victualling offices in
large agglomerations began (Prezydenta Rzeczypospolitej 1938). The Ministry of
Internal Affairs, realizing the delays in this regard, intended to develop an ad hoc
plan very quickly, followed by the aforementioned “Apr. IX” basic plan.

In late June/early July 1938, Deputy Minister in the Ministry of Internal Affairs
Michal Wierusz-Kowalski sent a document with the title “Guidelines for Developing
Materials for Provisioning Cities” to all provincial governors for distribution to
city mayors. In it, a general planning concept was defined, and the need to assess
the needs, the possibility of covering them, and the distribution of food by existing
provisioning cells was expressed. To this end, eight groups of issues were identified
around which work was to be conducted:

1. population of the city;

2. current size of annual consumption of each product;
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3. share of each mode of transport in deliveries to the city of a particular
product;

4. general conditions characterizing the supply capacity of the city;

5. characteristics of the collection and distribution apparatus;

6. characteristics of technical equipment;

7. processing;

8. characteristics of stocks held in warehouses (Dokumenty Sekretariatu
Obrony Rzeczpospolitej 1938, Ref. 1.303.13.74).

In order to determine in detail which cities and industrial and suburban centers are
to be included in the victualling plan and which cities are to be supplied outside the
victualling plan, a preliminary classification of all cities and industrial and suburban
centers was made in the Ministry of the Interior. It was initially assumed that
cities with a population of more than 50,000 might run out of food under wartime
conditions, and there would be a need for local governments to support subsistence
needs. However, finally in the summer of 1938, a division of urban agglomerations
into three groups was adopted: Group I included those cities with a population of
more than 100,000, which were to have victualing offices (branches) established,
pursuant to a circular of the Ministry of Internal Affairs dated March 28, 1938.
Group II included those cities with a population of less than 100,000, which were
important industrial, commercial, administrative, etc., centers, and were located in
agricultural districts with insufficient productivity to supply these cities. The basic
form of supplying rationed materials in both of these groups of cities was to be
the card system. In contrast, cities outside Groups I and II constituted Group IIL
Supplying these cities was to be done outside of the victualling plan being developed
(Dokumenty Sekretariatu Obrony Rzeczpospolitej 1939, Ref. 1.303.13.74).

According to surviving documents, it appears that materials at the level of city
boards were to be prepared by October 1938. However, on September 9th, further
“Guidelines for developing the degree of victualling security of the city” were
published. (Urlinski 123 and 124). They ordered city boards, among other things, to
take into account that under wartime conditions it would not be possible to transport
food products by rail, and that wheeled deliveries of certain products would be
reduced by half. For this reason, municipal victualling authorities were to dispose
of supplies in previously prepared warehouses and depots. They also specified the
norm of daily consumption per capita: rye flour 225 g, wheat flour - 50 g, meat 100
g, edible fats 40 g, potatoes - 500 g, legumes - 50 g, groats 50 g, sugar 25 g, eggs - 0.5
pieces, milk 0.1 I, coal - 5 kg, firewood 0.15 kg, soap 5 g (Dokumenty Sekretariatu
Obrony Rzeczpospolitej 1938, Ref. 1.303.13.74).

The compilation of basic data at the level of municipal boards was very slow. For
this reason, by a decision of the Ministry of Military Affairs on April 26th, 1939,
professional cadres were sent to government and local administration offices to serve
as victualling inspectors (Dokumenty Sekretariatu Obrony Rzeczpospolitej 1939,
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Ref. 1.303.13.74). However, due to the shortage of specialized intendant officers, this
decision was carried out only in part and did not significantly affect the work on
victualling preparations underway in urban centers. The poor state of preparations in
this regard was even reported in the press in the summer of 1939. As a result of this,
as well as growing Polish-German tensions, on July 27th, the Ministry of the Interior
drafted further guidelines, “Provisional Guidelines for the Preparation and Operation
of the City Supply Plan,” and on August 7th, 1939. “Guidelines for Governors on the
Preparation and Launch of the City Supply Plan” (Urlinski 2009, 126). According
to them, victualling food products covered by the state-wide plan were subject to
standardization. Products in free or controlled circulation were to reach the civilian
population through municipal victualling bodies, as a result of stockpiling or
commercial activities. The plan was not to be fully activated until the fifth week after
mobilization was announced. The guidelines also included an organizational chart of
the victualling bodies for cities in Groups I and II. At the head was the mayor of the
city, who, upon the announcement of general mobilization or the outbreak of war,
established a Provisioning Department or Branch. This was an administrative body
responsible for the basic elements related to the functioning of the city’s victualling
apparatus. The mayor also established the City Provisioning Department, which
included cooperative and private establishments. It was responsible for carrying out
the tasks provided for in the state-wide plan, as well as in the local plan. In addition,
a separate group of tasks was envisaged to be carried out by representatives of the
urban community, organized into the Provisioning Committee, which was to serve
as a liaison between the population and representatives of the municipal provisioning
apparatus (Urlinski 2009, 129-132).

Despite numerous initiatives and months of formal and legal preparations, most
organizational activities, including stockpiling, were implemented in urban centers
only in the summer of 1939, in addition, in a manner that was not coordinated with
the plans, tasks, and needs of the Polish Army.

At the outbreak of World War II, Warsaw was the only city in Poland with a
population of more than 1 million (about 1 million 300,000). The Vistula, one of
the country’s two largest rivers, flowing through it, divides it in half. The capital,
located in the center of the country, was a major political and administrative center,
as well as the most important railroad hub. Originally, there were no plans to defend
it. For this reason, the main tasks of the District Corps Command No. I (DOK I)
for the duration of the conflict were primarily to carry out mobilization activities
and to supply war material and food to the two, and in time, even four all-military
armies fighting in the west of the country, several hundred kilometers away from
the city. In accordance with the nationwide victualling plan, during the first two
weeks of hostilities, the quartermaster’s office of DOK I was to organize ongoing
supplies of meat and soldiers’ bread to the front. The daily demand for bread alone
for the two armies thus amounted to 330,000 to 350,000 loaves, which had to be
baked, transported to railroad stations, transported to the supply area, and then
properly distributed, and all this under combat conditions (Jasinski 2024, 182). At
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the beginning of September, victualling activities proceeded smoothly, but very soon
with the advance of the German army, bombardments paralyzing both the capacity
of communication routes and destroying rolling stock and manufacturing centers, as
well as piling up difficulties with communications, by the end of the first decade of
September, the ability of the Warsaw intendant’s office to victual armies fighting in
the field was almost completely reduced (Jasinski and Wesotowski 2023, 233-236)).

September 3rd, 1939. Commander-in-Chief Edward Smigly-Rydz ordered Minister
of Military Affairs Maj. Gen. Tadeusz Kasprzycki to organize the defense of the
middle Vistula River, including Warsaw. This included securing the city also in terms
of the intendant. And all this in a situation of enormous chaos, which consisted
of the ordered evacuation to the east of civilian and military authorities, as well as
institutions, hospitals, etc., with the simultaneous buildup in the city of manpower
from military units that had been broken up in the course of fighting and retreating,
as well as civilian refugees seeking refuge in the capital.

At the beginning of the second decade of September, the Army “Warsaw” of Maj.
Gen. Juliusz Rommel, which was formed to defend the capital region, had about
180,000 soldiers in supply. At that time it had the following supplies accumulated
by the intendant’s organs: rusks, tinned meat, tinned coffee, cigarettes and salt were
estimated at 600 thousand servings; bread flour, together with rye, was estimated
at 2,500 tons; thanks to daily deliveries of cattle, the number of livestock ranged
from 170 to 500 head, and wounded horses from 200 to 500 head; the amount of
groats, flour for seasoning was estimated at 150 tons, and rice at 500 tons; sugar in
the depot at Jagielloniska Street 56 was 300 tons, and 500 tons in the Prague port
depot; fresh lard and canned smoked pork fat were about 150 tons, plus 100 tons of
bacon (Jasinski and Wesotowski 2023, 240). It is estimated that with the transport
immobilized at the Warsaw railroad stations, the accumulated supplies could have
allowed, under ideal conditions, to provide food for the army for about 30-40 days.

The food supply situation for the civilian population was much worse. Preparations
undertaken by the Warsaw Municipal Board before the war were not developed on a
large scale, although even so, against the background of other large agglomerations,
activities in this regard were undertaken as early as June 1939, and not, for example, as
in Vilnius, only in mid-September 1939, when the defensive war was already de facto
lost. Purchases of meat, fats, and coal were then begun. The population was ordered
to stockpile food for several weeks of fighting. However, the largest warehouses and
stores were outside the control of city officials, managed by cooperatives and private
individuals.

In the first days of fighting, apart from the rise in prices and long queues of the
population standing for necessities, there were no problems with food availability.
On September 5th, the Capital’s Social Self-Help Committee was established. The
Purchasing Section, operating within its framework, efficiently distributed to the
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neediest population products received from the City Supply Department or from
donations and subsequent requisitions (Rydzewska 1970, 49-50). At the same time, the
Warsaw Workers’ Social Welfare Committee was also established, which, among other
things, was to provide for the care of children and workers” families and to carry out
work related to supplying the population with necessities. In view of the impossibility
of printing and allocating supply cards, the distribution of rationed goods was handled
primarily by the then-created block organizations of the Anti-Aircraft Defense,
working closely with the relevant organizational cells of the city. In addition, ad hoc
kitchens were organized in the gates of houses using spirit and kerosene machines, on
which soups and other dishes were cooked (Milewski 1941, 56).

On September 8th, the first German troops arrived near Warsaw. After unsuccessful
attempts to capture it on the march, operations were launched to encircle the city,
which interrupted the previous possibility of supplying the city from outside. At the
same time, the Germans carried out intensive aerial bombardments and increased
artillery fire with each passing day, leading to numerous fires in warehouses,
processing plants, bakeries, and stores, significantly reducing both military and
civilian food supplies. The imminent threat from German troops caused many
private owners to close their stores. With an acute shortage of transportation and
the concentration of many supplies in right-bank Warsaw’s Praga district, this posed
quite a logistical challenge. Therefore, in the situation of the city’s underdeveloped
victualling apparatus, by the end of the first decade of September, the civilian
population in the center of the city began to experience food shortages. This was
met with an immediate reaction from the authorities and an order to open stores
under the threat of forcible seizure, but also to carry out forced requisitions. Military
transport columns drove day and night to decentralize the supplies they had and
support the city authorities in this regard as well.

Despite a temporary improvement in the situation, the supply difficulties of both the
combatants and the civilian population deepened. This prompted the commander
of the “Warsaw” Army to convene a briefing with commanders and the mayor of
the city of Warsaw, Stefan Starzynski, who had been acting as Civil Commissioner
since September 8th. During the meeting, it was decided to reduce food standards
for the army by half with regard to bread and meat. It was also decided to introduce
strict control and records of food stocks at the disposal of the city and to disclose all
food stocks. The responsible body for overseeing this was the Civil Guard. In turn,
the Head of Provisioning at the Civil Commissar, established at that time, began
working closely with the army from September 12th in organizing transportation,
carrying out requisitions, but also relayed the needs of the civilian population, to
whom the army began supplying the following from its warehouses: flour, sugar and
rice. Faced with a shortage of meat and a surplus of military horses, the army began
returning 200 to 300 wounded horses to the slaughterhouse on a daily basis, and the
meat thus obtained was distributed to the population through administrative bodies
(Bractawski-Herman 1944, 4-5).
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In mid-September, city authorities identified increasing incidents of looting and
plundering not only of property, but also of food supplies. This procedure, despite
resolute counteraction, due to its scale and the thinness of the forces possible to
maintain law and order, continued to a limited extent until the fighting ended.
However, it did not remain unaffected by the management of supplies. On September
16th, the Civil Commissar issued an order, affecting primarily the immigrant
population, to limit the consumption in public eating establishments to one meal
a day. This was to be “nutritious soup.” Exceeding this standard was punishable by
a hefty fine or three months’ imprisonment, or even both at once (Ploski 1964, 78).
Confectioneries, on the other hand, dispensed tea or black coffee with buns or rusks.

At the turn of the second and third decades of September, changes were once again
made in food rations for the army. The largest rations were set for combat troops
and the wounded. Reduced access to food was also felt by the civilian population.
Huge queues standing in front of food stores did not spread even during smaller
German raids, which often resulted in casualties. The issue of water availability was
even worse. As a result of days of bombardment and artillery shelling during the
defense, the street sewer system was damaged in a total of 586 places. In addition,
406 damages were found in water supply connections to properties. In turn, as a
result of direct hits on September 24th on the Filter Station and the City Power Plant
that day, the supply of electricity and water to end users in Warsaw ceased completely
(Ploski 1964, 410-411). The few wells could not suffice for the civilian population
and the army, so water had to be drawn from the Vistula River (Furmanski 1945).

In view of the complete encirclement of the city by the German army and the exhaustion
of artillery ammunition, persistence in defense in a city of more than a million
inhabitants, daily shelled and bombarded from the air, led to further material losses and
further casualties of the civilian population, which was increasingly painfully affected
by problems of provisions and lack of medicine. For this reason, on the afternoon
of September 26, the Warsaw Defense Command decided to stop fighting and begin
capitulation talks with the Germans. On September 28, the Polish capital capitulated. A
day later, in a proclamation from the commander of the “Warsaw” Army, Gen. Juliusz
Rommel informed the people of Warsaw: “Today, on my order, the army defending
Warsaw and Modlin capitulates due to the exhaustion of ammunition, food, and lack of
water. [...] Warsaw has done its duty. The war continues and I firmly believe that victory
will be on our side” (Ptoski 1964, 133). In accordance with the terms of the capitulation
agreement, in the following days after taking control of the city, the German authorities
proceeded to distribute bread and hot meals to the population.

Summary
Interwar Poland was a poor country, facing enormous social and economic

problems. Therefore, despite the difficult geopolitical position and the growing threat
from the German Reich and the Soviet Union, many projects aimed at securing the
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state and its citizens were implemented slowly and inadequately. Unlike the solutions
introduced in the German Reich, the issues of problems related to providing
provisions for the Polish civilian population during emergencies and war, although
accurately diagnosed by the authorities, despite the measures implemented, were
not fully and systemically resolved in time. Actions taken by local authorities in
the last weeks before the explosion only partially ensured the food security of the
population. In Warsaw, it was only thanks to the dedication of thousands of officials
led by President Stefan Starzynski, community activists, and also thanks to the
supplies accumulated by the army that the specter of starvation was dismissed. In
the accounts of the defenders, the food shortage was very often noted. It was pointed
out that, although this had a significant impact on the collapse of the morale of the
population, the army showed an unwavering will to fight until the end. According to
the Polish command, however, further defense was pointless. Faced with a shortage
of artillery ammunition, hopes for outside help, and the situation of the civilian
population deteriorating with each passing day due to German bombardments
and problems with provisions, the Warsaw Defense Command finally decided to
capitulate. The issue of the city’s victualing was therefore one factor, though certainly
not the key one, under whose influence Warsaw capitulated on September 28th,
1939. However, if there was still a political and military sense to the fighting, the
issue of ensuring the city’s victualling would have been the factor that determined
the possibility and length of its duration.
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he fight between Tiirkiye and the Kurdistan Workers’ Party (PKK) terrorist

organisation has been going on for nearly 40 years. It is clear that the PKK,
which is considered a terrorist organisation by many states, as well as Tiirkiye, is
one of the most dangerous organisations on both a regional and global scale.
Undoubtedly, the PKK’s military-technical capabilities have an undeniable role in
defining it as such a dangerous organisation. The ability of the organisation to adapt
to the changing structure of the combat environment is decisive in obtaining these
capabilities. It is possible to see the traces of this change in the change in tactics,
techniques and procedures applied by the organisation during the conflict process.
For example, the organisation, which took good advantage of the authority gap in
Iraq during the First Gulf War, increased both the number and destructiveness of its
actions in Tiirkiye with the weapons and ammunition it seized. Similarly, the PKK,
which entered into a fight against the Islamic State of Iraq and the Levant (ISIS)
terrorist organisation, which emerged from the authority gap in Iraq, has achieved
significant gains as a result of this interaction. It is possible to see the reflections
of these gains in the PKK’s emphasis on the use of remote-controlled mines and
hand-made explosives in its actions, and in its practices during the conflict, known
as Trench Operations in Tiirkiye, which includes combat in residential areas due to
their physical and human conditions. Another outcome of the interaction with ISIS
is the increase in the use of drones in recent years. So much so that the PKK, seeing
the military potential of drones in its fight against ISIS, turned to this technology
and began to use it widely in its actions in a short time.

The process described above is a clear indication that the PKK, as an organisation,
has learned from the events unfolding around it and from other actors. It is accepted
that the phenomenon of learning, which in its simplest form can be defined as a
process that causes changes in behaviour, is valid for terrorist organisations as well
as commercial organisations. At this point, it is certain that the PKK, which applies
the knowledge it has acquired in the field, is also a learning organisation. On the
other hand, the history of war is, in a sense, the history of precautions and counter-
measures. Considering this fact, it is a natural course of action for Tiirkiye to take
precautions against the increasing drone attacks of the PKK. As a matter of fact,
Turkiye’s practices in the field also coincide with this determination.

On the other hand, although the subject has received intense attention and discussion
in the media, it has been assessed in the literature review that it has not received the
value it deserves in the academic field. Based on this assessment, it is thought that
a study that analyses PKK’s drone attacks and Tiirkiye’s search for precautions from
a holistic perspective within the framework of the learning organisations approach
will fill an important gap in the literature. However, it should be noted that the fact
that PKK’s drone capabilities specifically and Tiirkiye’s countermeasures to them do
not receive sufficient academic attention also poses a problem in terms of reference
source supply. In addition, due to the nature of the subject, the content of the sources
obtained from open sources is limited, and their confirmation is difficult.
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This study reveals PKK’s drone capabilities within the framework of the learning
organisations approach and discusses Tiirkiye’s search for precautions. In this
context, firstly, the learning organisations approach was taken into consideration and
its connection with terrorism and the PKK was examined. Subsequently, the PKK’s
current drone capabilities and the attacks it carried out in the field with these drones
were examined. Finally, anti-drone systems in general and Tiirkiye’s capabilities in
this field were gone over carefully.

1. Learning Organisations, Terrorism and PKK

Acts of political violence, which can generally be described as terrorism, have become
a significant threat in today’s world. Almost every day, non-state groups in different
countries commit acts of violence, many of which can be described as terrorism.
The threat of such violence drives ongoing global military activities, and the need
for countries to protect themselves against terrorist attacks is the main shaper of the
domestic political agenda (Jackson et al. 2005, 2).

On the other hand, changing conditions bring to the fore the importance of terrorist
groups’ ability to change and adapt. Faced with a challenge to their operational
capabilities, terrorist organisations transform the threat they may pose with a
restructured form of attack. The ability of terrorist organisations to change their
operations effectively over time is inherently linked to their ability to learn (Jackson
et al. 2005, 2-3). For this reason, learning is an extremely vital issue for terrorist

organisations, too.

Although there are many different definitions, learning is generally defined as
“the process of acquiring knowledge through study” (Sun 2003, 154). Learning is
also an expression used to describe the process that causes behavioural change.
Hence, it is not possible to describe information that does not lead to a change in
behaviour as learning. Although there may be many reasons that lead to changes in
behaviour, it is desired that the changes that occur as a result of learning are natural,
desirable and repeatable in different situations. From this perspective, it is possible
to say that learning organisations are organisations that have the ability to change
their behaviour (Demir 2008, 58-59). It can be said that learning organisations are
organisations that undergo a process of acquiring new knowledge or technology
that a group uses to make better strategic decisions, improve certain tactics and
implementation skills, and increase the chances of success in their activities. In
short, learning is change aimed at improving the performance of a group (Jackson
et al. 2005, 9).

When explaining human behaviour, especially behaviour that violates social norms
or laws, sociologists often resort to learning. In fact, learning is often reduced
to specific theories that go by various names, such as differential association,
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conditioning-reinforcement, or social learning. The most well-known of these types
of works was carried out by Ronald L. Akers. Akers, who started by reformulating
Sutherland’s differential association principles within the framework of operant
conditioning in the 1960s, further expanded his studies over the years and integrated
them with the concepts of indirect, social, non-social and self-reinforcement and
named them “Social Learning Theory”. Akers’s theory is one of the most frequently
used theories in criminology and has been applied to a wide range of deviant and
criminal behaviours (Akers and Jensen 2003, 1; Akers 1999, 59; Akins and Winfree
2017, 135; Martin 2017, 79). The basic assumption of Akers’s theory is that social
learning is the primary process that connects social structure to individual behaviour.
Its basic proposition is that differences in social structure, culture and the positions
of individuals and groups in the social system explain differences in crime rates,
mainly through social learning variables. According to Akers, environments that
produce deviance have an impact on individual behaviours through the operation of
learning mechanisms (Akers 2009, 322).

Much of the existing literature on the learning organisation relates to private sector
organisations. However, in recent years, it has been observed that criminal behaviour
and terrorist organisations have also been subject to this theory (Garavan 1997, 18).
Because, despite the fundamental differences between them, terrorist groups are also
organisations. To be successful, they must change, and to change effectively, they
must learn. Because they operate in highly volatile environments, it is essential for
them to apply what they have learned at the institutional level to survive (Jackson et
al. 2005, 9-10).

A terrorist group’s ability to learn at the organisational level can make it both
more effective and more capable of surviving in hostile environments. If a group
can learn successfully, they can develop, improve, and use new weapons or tactics
to change their abilities over time. It can improve the skills of its members so that
they can better apply their existing weapons or tactics. It can collect and use the
intelligence information needed to conduct its operations effectively. It can thwart
countermeasures and increase its chances of surviving efforts to destroy it. It can
preserve the abilities it has developed even if individual group members are lost
(Jackson et al. 2005, 17-18).

Essentially, academic interest in learning about terrorist organisations has predictably
increased following the September 11 attacks. At this point, it can be said that the
studies largely focus on the Al Qaeda terrorist organisation, which is the perpetrator
of this attack, and include issues such as the leadership structure of the terrorist
organisation, tactical units, recruitment, training, vision, organisational identity,
organisational design and action methods (Demir 2008, 62). On the other hand, it
is certain that the PKK, whose official establishment dates back to 1978 and is one
of the most dangerous terrorist organisations in its region, has been significantly
affected by this global wave of terrorism led by Al Qaeda. In this regard, Ozcan
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pointed out three factors that ensure the survival of the PKK, which has existed for
a long time. The first of these is external support and safe havens; secondly, there is
a leadership that is compatible with the cultural norms of the society and the region,
and lastly, the organisation’s capacity to adapt to the political ecosystem, that is,
being a learning organisation. As Ozcan points out, the PKK, like all other terrorist
organisations, is a “learning organisation” and generally manages to learn from what
is happening around it (Ozcan 2011).

2. PKK’s Drone Capabilities and Attacks

2.1. A Look at PKK’s Drone Capabilities

Although it is not reflected much in public opinion, the association of the PKK with
drones is not a new phenomenon for the Turkish security bureaucracy. The terrorist
named Serhat Taysi, a PKK member who went to the police station in Konya in 2007
and surrendered, shared in his statement that the organisation was trying to obtain
drones and was preparing to take action against fixed and moving targets with them
(Habertiirk 2007). Although there is no record of the PKK taking action with such
tools in those years. However, this statement shows that the organisation’s interest in
drones is not today’s topic. The general trend on this issue is that the PKK’s search
for attacks using drones started in 2003-2004 (Erdem 2021).

On the other hand, although its history dates back to the early 2000s, it can be said
that what created real awareness about drone technologies for the PKK was the Syrian
branch of the organisation, the Democratic Union Party (PYD), observing ISIS’s
ability to use such tools effectively. Namely, Tiirkiye has gained serious momentum
in the field of defence industry and with this; Developing Unmanned Aerial Vehicle
(UAV) capabilities, increasing close air support platforms in terms of quantity and
quality, ending foreign dependency on ammunition, building new fortified police
stations, and starting to carry out the fight against terrorism entirely by professional
units have greatly limited the PKK’s capacity to take action (Kasapoglu and Kirdemir
2019, 3). The organisation, which suffered a high number of militant losses as a
result of the domestic and cross-border military operations carried out by the
Turkish Armed Forces (TAF) and whose mobility in rural areas came to a halt,
turned to drones, which it sees as a relatively risk-free and cost-effective means of
action, as a way out. In this context, PKK’s attacks using drones began to appear
in the Turkish media for the first time in 2016 (Safak 2016). It was after 2018 that
the attacks intensified and became systematic. The attacks carried out in different
parts of Sirnak on 10 November 2018, which coincided with the 80th anniversary of
Atatiirk’s death, can be considered a milestone in this respect (Habertiirk 2018).

Drones used by the PKK are divided into two types: rotary-wing, multicopter type
and fixed-wing, glider type. First of all, it should be noted that these vehicles have
completely different flight mechanics and operational planning requirements due to
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their designs. Analyses based on open-source intelligence data in the organisation’s
inventory reveal that there are DJI Phantom, DJI Mavic and DJI Matrice 600 model
rotary-wing and RQ-20 Puma, X-UAV Talon model fixed-wing drones (Kasapoglu
and Ulgen 2021, 29-30). Except for the RQ-20 Puma, which was developed for
the United States (US) Army, all of the models listed are of Chinese origin and
are platforms designed primarily for civil/commercial use. As the X-UAV Talon
example shows, it is possible to purchase such platforms from electronic commerce
sites without any restrictions and at very reasonable prices, such as approximately
400 dollars (RCDrone 2024). Naturally, these drones sold online do not contain
payloads such as weapons or explosives (Sims 2018, 97). However, these platforms
can be made suitable for use in terrorist acts by integrating subsystems, which can
be easily obtained commercially from all over the world, under limited workshop
conditions and without the need for very high technical expertise (Mevliitoglu 2018).
In this context, it is noteworthy that a study conducted at Louisiana State University
revealed that a “handmade” drone, which has a payload capacity of approximately
3 kg and can stay in the air for up to 10 minutes, can be produced at a cost of less
than $ 2,500 using completely off-the-shelf commercial products (Price 2018, 2).
Undoubtedly, the PKK also benefits from these opportunities. Additionally, it should
be noted that the organisation receives information, training and logistical support
from some non-state actors and foreign intelligence services in the region, which are
covered in detail in the first section.

It is noteworthy that in the early periods when the PKK started its drone-based
actions, it used rotary-wing, relatively simple models, but in the following period,
it also turned to fixed-wing platforms that offer higher payload capacity and range
values (Kasapoglu and Kirdemir 2019, 3). Another notable trend in this field is
the use of platforms that do not require remote control and that fly autonomously
according to preloaded coordinates of the target for navigation purposes. It is stated
that jammers, which interrupt/confuse the data connection between the remote
control unit and the drone, are largely ineffective against these platforms, which are
observed to use the multi-channel and frequency hopping capable Global Navigation
Satellite System (GNSS) technology (Aksan, Sevin and Karaahmetoglu 2021).

PKK uses drones in general; they are used for reconnaissance-surveillance, target
determination and attack purposes. While reconnaissance-surveillance flights are
mostly carried out for intelligence gathering, damage assessment and video recording
for propaganda purposes, flights for target determination are carried out to direct
explosive-laden vehicles to the desired point and to arrange mortar and rocket fire.
Vehicles preferred for attack flights are used to release free-falling ammunition to
the target with a hand-made release mechanism from a certain altitude, or to dive
into the target and destroy it with an explosive carried in the role of a direct hit
(kamikaze) drone. It is observed that ammunition such as modified rifle grenades,
mortar bullets, rockets or grenades, which fall into the improvised explosive (IED)
category, are mostly used in drone attacks. For example, it is a common practice to
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attach wings on the back of badminton balls to 40 mm rifle grenades to ensure a
more stable fall and increase the hit rate on the target (Cancian 2021).

The recorded attacks show that the organisation targets public buildings and
commemorative events, as well as military units and bases (Dogan and Kiigiik
2021, 7). When the timing of the actions taken against the specified targets is
examined, it immediately draws attention that the organisation is seeking to
launch simultaneous attacks at different points (Sen 2018). There is also data that
the “saturation attack” tactic, which is based on saturating the air defence system
and neutralising it, was tried (TRT Haber 2021). It seems that the attacks carried
out so far have been somehow foiled by the security forces or have resulted without
causing serious casualties. However, the positivity of the balance sheet should not
be interpreted as the threat being at a low level. On the contrary, the PKK attaches
great importance to improving its capacity regarding aerial platforms in general and
drone technologies in particular. Murat Karayilan, the head of the PKK’s military
wing, People’s Defence Forces (HPG), declared 2018 as the “year of aviation” for the
organisation, which is a clear indication of the importance given to drones and the
intention to take action with these tools (Bural 2021). As emphasised above, when
discussing the use of GNSS-based drones, the PKK is seeking to access solutions
that can bypass anti-drone systems. The threat from drones will inevitably increase
in parallel with the new capabilities to be obtained in this field. When performing a
threat analysis, it should be taken into consideration that these tools can be used for
critical infrastructures in addition to the existing target scale.

Finally, the intensification of the PKK’s actions with drones indicates that a certain
capacity has been developed in terms of pilot training and subsystem supply chain.
As a matter of fact, it is stated that the organisation, which wants to improve its
capacity to take action with aircraft, established a “drone academy” in Mahmur
Camp, which is under its control in the north of Iraq, and turned it into a production
centre (Orakoglu 2021). The PKK’s unit responsible for drone activities is known as
the Delal Amed Air Defence Force. The unit, named after Hiilya Eroglu, codenamed
Delal Amed, a member of the PKK Five Executive Council, who was in the red
category on the list of wanted terrorists of the Ministry of Internal Affairs and
was neutralised in an operation carried out in the Sirnak Bestler Dereler Region
on November 2, 2017, monitors the drone actions carried out by the organisation
(Bural 2021).

2.2. PKK’s Drone Attacks Targeting Tiirkiye

It is known that the PKK has used various types of drones in its actions targeting
Tiirkiye since 2016. For this reason, it is possible to say that the drone threat to
Tiirkiye is increasing day by day. In this context, it is extremely important to discuss
the prominent drone attacks carried out by the PKK against Tiirkiye, both within the
country and in its immediate surroundings, in terms of revealing the dimensions of
this threat.
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The organisation appears to have gained expertise in the use of weaponised
commercial unmanned aerial vehicles, especially with the help of its Syrian sister
organisation, the People’s Defence Units (YPG). In 2016, Tiirkiye seized two RQ-20
drones from the PKK, allegedly taken from northern Syria. According to Turkish
experts, the PKK started using drones in its operations in 2016. The first attack in
this context took place in Hakkari on October 12, 2016. A hand grenade-trapped
drone used by the PKK was shot down while trying to land on a military unit.
It was also claimed that attacks were carried out against Turkish bases in Iraq in
2017 with armed drones (En Son Haber 2016; Zwijnenburg 2023, 17). In 2017, two
more attacks carried out by the terrorist organisation using drones were recorded.
Regarding the first of these, in the statement made by the Ministry of Internal
Affairs: “On Wednesday, August 30, 2017, in the Hakkari-$emdinli District, Derecik
Town, Biz Tepe Base area, as a result of the fire opened by the elements carrying
out an operation in the field, a drone (6 propellers, capable of releasing explosive
materials with a spring system, 130 cm between two wings) belonging to the
terrorist organisation, coming from Iraqi territory and considered to be preparing
for an attack, was hit” (Ministry of Internal Affairs 2017a) In the second one, it was
reported that a drone loaded with grenade launcher ammunition was seized in the
Dogu Beyazit district of Agr1 on November 12, 2017 (Erdem 2021).

The number of attacks recorded in 2018 was three. In this context, on November 10,
2018, the terrorist organisation targeted the November 10 ceremonies in Sirnak and
attacked ten different points, including the governor’s office, with drones carrying
C-3 and C-4 explosives (Yeni Safak 2019). Regarding another attack, according to
the information made on the official Twitter account of the General Staft, on May 3,
2018, the drone belonging to the terrorists approaching the Giiven Base Region in
Zap in the north of Iraq from the south was shot down with anti-drone weapons and
neutralised (Anadolu Ajans1 2018).

There were six attacks recorded in 2019. In the first of these, an attack was carried out
on Erciiment Turkmen Barracks in Silopi on February 24, 2019, with drones loaded
with 60 mm mortar bullets. It was stated that a large-scale investigation was initiated
regarding the attack, which reportedly resulted in no loss of life (Yeni Safak 2019).
In the second one, it was announced that twelve attacks carried out by the terrorist
organisation YPG/PKK with drones launched from the east of the Euphrates in two
consecutive weeks in March 2019 were prevented by the Turkish Armed Forces. It
was announced that the targets of these attacks, which were carried out with drones
targeting domestic base areas and directed from terrorist bases deep in Syria, were
the Turkish Armed Forces elements in Sirnak’s Silopi, Gaziantep’s Islahiye, Sanliurfa’s
Suru¢ and Birecik districts. It was reported that all of the attacks were prevented
by the security forces with anti-drone weapons and various weapon systems, and
there were no casualties (Ozer 2019). In the third attack, it was announced that
the IED-laden drone belonging to PKK terrorists, located in the Dilucu Customs
Directorate area, which is the Nakhchivan border gate, was detected and neutralised
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by the Aselsan Milkar 5S anti-drone system. The incident took place on June 21,
2019, around 12.30, at the Dilucu Border Gate in the Martyr Biilent Aydin Border
Team Patrol Command’s responsibility area of the Aralik district. It was stated that
the explosive-laden drone, which was determined to be sent by PKK terrorists, was
detected and neutralised by the Aselsan Milkar 5S anti-drone system located in
the Dilucu region under the responsibility of the 5th Border Regiment Command
(Aydin 2019). Another attack in 2019 took place in Batman on December 4, 2019.
The bomb-laden drone, which took off from the village of Muzen in the town of
Amude in Syria, targeted the section where the oil boilers were located at the Tiipras
Oil Refinery, and the disaster was averted when the bomb drone exploded 5 meters
behind. It was claimed that the fingerprints of Syrian PKK/PYD terrorists were
found on the drone (B. Dogan 2022).

So, eight attacks of the terrorist organisation were recorded in 2020, when the attacks
increasingly intensified. In this context, the Ministry of National Defence (MSB)
announced that PKK terrorists attempted to attack the base area in northern Iraq
with two drones on August 20, 2020, and the aircraft in question were shot down.
In the statement made by A Haber correspondent regarding the incident, it was
said: “The attack attempt was intended to be carried out against Turkish troops in
the Seladize town of Northern Iraq at around 07:00 in the morning. The terrorist
organisation PKK attacked with a drone but was unsuccessful. There was no loss of
life in the attack attempt with a drone. It was destroyed in the air” Stating that the
drones destroyed in the air fell in various areas in the region, the reporter added that
the PKK’s attack was repelled thanks to the signal jamming system (Takvim 2020).

On the other hand, it was determined that there were twelve attacks recorded in
2021, when the trend of drone attacks increased. In the first of these, the Ministry
of National Defence announced that a drone used by terrorists to attack Turkish
Armed Forces elements was destroyed on May 11, 2021, during the ongoing Claw-
Lightning and Claw-Lightning operations in the north of Iraq. In the statement, it
was noted that the soldiers, who were carrying out search and scanning activities
in the Metina region where the Claw Lightning operation was held, noticed a drone
coming towards them and opened fire with machine guns, and it was shot down
before it could reach its target (NTV 2021a). Regarding another attack, Diyarbakur
Governorship reported that an attempt was made to attack the 8th Main Jet Base
Command with drones. In the statement made by the Governorship, it was stated
that an attempt was made to attack Diyarbakir 8th Main Jet Base Command with
drones at around 00.30 on May 18, 2021, and that the drone used in the attack was
shot down and there were no casualties at the base. Regarding the issue, the Minister
of Internal Affairs at the time, Siileyman Soylu, also made a statement: “An attempt
was made to attack a military facility in Diyarbakir with two drones, the drones were
neutralised and there were no casualties” he said (Euronews 2021). On the other
hand, it was announced that a similar attack attempt occurred in Batman and Sirnak
provinces on May 21, 2021, just three days after the attack attempt against Diyarbakir
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2nd Air Force Command. Members of the terrorist organisation PKK attempted to
attack Batman Airport Command with three and Sirnak 23rd Gendarmerie Border
Division Command with two explosive-laden drones. As the security forces noticed
the situation, the drones were shot down in the air (Kagar 2021). Regarding another
attack attempt, in the statement made by the Ministry of National Defence, it was
stated that on May 25, 2021, PKK terrorists attempted to attack with a base drone
in the Euphrates Shield region, the aircraft in question was shot down, and in the
operation carried out at the point where the plane took off, a PKK/YPG terrorist was
neutralized (NTV 2021Db).

By 2022, it was announced that the terrorist organisation PKK started to target base
areas with explosive-laden drones in response to the Claw-Lock operation launched
by the Turkish Armed Forces in the north of Iraq. In this context, on May 9, 2022,
the PKK tried to attack the base areas of the Turkish Armed Forces with drones. The
explosive-laden drone approaching the base areas was detected, taken under fire and
shot down. On May 5, it was announced that the terrorist organisation PKK tried
to attack the base areas with an explosive-laden drone and that the attack attempt
was prevented by members of the Turkish Armed Forces (CNN 2022). In another
attack attempt in 2022, it was reported that the Turkish Armed Forces’ Bamerne base
in Duhok was attacked with drones. It was announced that an attack was carried
out with two drones on the Turkish Armed Forces’ military base in Bamerne in
the morning hours of July 22, there was no loss of life due to the attack, one of the
drones was shot down by fire from the base, and the other fell by itself. Although no
one claimed responsibility for the attack, it is thought to have been carried out by the
PKK (Cumbhuriyet 2022).

On the other hand, it was reported that PKK’s bomb drones were shot down in
the Claw-Lock Operation region on September 11, 2023. It was stated that PKK
terrorists, for whom the USA gave drone training, attempted to attack four hills in
the Claw-Lock Operation region with nine bomb-laden drones, and these drones
were shot down with IHASAVAR and anti-aircraft guns. It was announced that the
drones in question took off from PKK camps in the southeast of Metina (Star 2023).

3. Anti-Drone Systems and Tiirkiye

3.1. Overview of Anti-Drone Systems

It can be said that until recently, the capabilities of terrorist organisations regarding
aircraft were limited, but cheap and easily accessible civilian drone technology has
changed this situation (Chaves and Swed 2020, 31). Terrorist organisations seeking
sensational action have discovered the potential of drones and started to use them
widely. Nowadays, many terrorist organisations operating in different regions of
the world, such as the Middle East, Africa, South America and Southeast Asia have
such vehicles in their inventories (Bergen, Salyk-Virk and Sterman 2020). Due to the
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ease of procurement, no change in the picture is expected, at least for the foreseeable
future, and this shows the need to take precautions and the importance of using anti-
drone systems.

Anti-drone systems mean fixed or mobile solutions that detect and neutralise drones
by working in coordination with various components (Zmystowski, Skokowski
and Kelner 2023, 459). Although they have the same meaning, definitions such as
drone countermeasure systems are also made for such solutions in the literature.
In fact, from a doctrinal perspective, anti-drone systems are also included in the
low-altitude air defence systems layer, and their design architectures are similar
to other air defence systems. As a matter of fact, like all air defence systems, these
systems consist of three main components: sensor, command-control and weapon
(Meteksan 2020). On the other hand, traditional air defence systems are optimised
for the detection, tracking and destruction of large and fast platforms such as aircraft,
helicopters and cruise missiles. Technically, it is not possible for these systems to
be effective under all conditions against small and slow-flying drones at very low
altitudes (Michel 2019, 2). As a result, it can be said that anti-drone technology was
developed by taking into account the disadvantages of existing air defence systems,
which are inadequate against the increasingly widespread drone threat, and the main
distinction between these systems is made based on their potential targets.

Anti-drone systems are divided into three types: land-based, hand-held and UAV-
based (Business Research Insights 2024). No matter what category they fall into,
these systems neutralise threatening drones; it takes place within a kill-chain, which
is listed as detection, diagnosis, tracking and response (4T). In the destruction-chain
in question, radar, radio frequency (RF) analyser, electro-optical/infrared camera
and acoustic sensor systems are used for detection, diagnosis and tracking stages.
There are also solutions where these systems are integrated with each other (Michel
2019, 3). In the reaction phase, which is the last link of the destruction-chain, hybrid
systems in which physical-destruction (hard-kill), functional-destruction (soft-kill)
or both are used come into play. In this context, in physical-destruction systems,
the target is neutralised using kinetic ammunition, while in functional-destruction
systems, the target is neutralised by non-kinetic electronic warfare applications
(Eshel 2017). Physical-destruction systems include weapons, lasers and networks;
RF jamming, GNSS jamming and deception are examples of functional-destruction
systems. On the other hand, in some scenarios, such as RF jamming being ineffective
against autonomous drones, it is not possible to obtain definitive results by using a
single system. Therefore, when taking precautions, such scenarios should be taken
into consideration (Siit¢iioglu and Alay 2019, 6-7).

From a military geography perspective, the places where anti-drones are used can
be basically divided into two: residential areas and rural areas. First of all, it should
be underlined that the areas where it is more difficult to develop countermeasures
are the residential ones. Factors such as the presence of multi-storey buildings
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with different architectural designs, the intensity of air traffic, the high level of
electromagnetic pollution and the abundance of unwanted echoes make it difficult
to detect small-sized drones in residential areas (Robin Radar Systems 2021). By
taking off from any point in a residential environment with a rotary-wing drone, it is
possible to attack targets such as public buildings, general law enforcement stations
and meeting places. Unlike in rural areas, what complicates the equation here is
the difficulty of creating a destruction chain. The number of potential targets that
need to be protected is very high (Dogan and Kiigiik 2021, 20). Even if anti-drone
solutions are deployed sufficiently, none of the detection systems, from radars to
acoustic sensors and optical/thermal cameras, work at full capacity in the residential
environment, resulting in a shortening of the reaction time and an increased risk
of secondary damage (Deschenes 2019, 51). It should also be noted that the risk
of collateral damage is a factor that limits the use of solutions based on physical
destruction, especially within densely populated civilian settlements.

Regardless of whether they are inside or outside residential areas, vehicles and
critical infrastructures in sectors such as transportation and energy are among the
high-value targets for drone attacks. For example, passenger aircraft are extremely
vulnerable to drone attacks, especially during the take-off/climb and approach/
landing phases of the flight. Although manufacturers design aeroplanes to be
resistant to bird strikes, there are no tests for a drone entering the engine or hitting
the cockpit windshield (Paganini 2016). In this context, it should be noted that
tests conducted at the Impact Resistance Laboratory of the University of Dayton
Research Institute revealed that even collisions with mini-class drones weighing a
few kilograms can cause serious structural damage to passenger aircraft. Moreover,
drones that did not carry explosives were used in the tests in question, and the
damage was caused entirely by kinetic energy. It is obvious that the threat posed
by a drone modified to carry explosives will be much higher. Another example that
can be given in this context is refineries. Their vital importance for the maintenance
of economic activities and the possibility that interruptions in production processes
may have devastating consequences make refineries among high-value targets
(Fortem Technologies 2024). The drone attacks that targeted Saudi Aramco’s Abqaiq
refinery and Hurays oil field on September 14, 2019, causing Saudi Arabia’s oil
exports to decrease by approximately 60% and causing the Brent oil price to increase
by more than 10%, reveal the extent of the threat (The Economist 2019).

3.2. Tiirkiye’s Anti-Drone Capabilities

The start of drone-based actions, performed by terrorist organisations such as the
PKK and ISIS, has led Tiirkiye to focus on developing countermeasures, and has also
resulted in the widespread use of anti-drone technologies in the field. In this context,
in parallel with the increase in the drone threat, it can be noticed that original
solutions are rapidly developed by Turkish defence industry companies and oftered
to the service of the Turkish Armed Forces and general law enforcement forces. It is
considered that anti-drone systems, which are gradually entering the inventory, are
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distributed according to the threat level and, accordingly, priority is given to military
bases and troops in the field, which are of critical importance in the fight against
terrorism. It should also be emphasised that these systems are used to protect critical
infrastructures, public buildings, assembly areas and government officials.

It seems that the solutions put into service in the first place are systems that fall into
the functional-destruction category and generally use the RF jamming method.
However, after a while, the dynamic nature of the threat caused systems that
only affect the RF spectrum to become insufficient, resulting in the need to take
additional measures. In this regard, the provision of systems that jam GNSS signals
or conduct deception attacks to mislead previously entered navigation coordinates
can be considered as measures developed based on the change in threat parameters.
A similar evaluation can be made for the inventory of physical-destruction systems
that use kinetic ammunition. Due to its advantages, it has been observed that
the supply trend in recent years has shifted towards solutions that use different
prevention methods together.

There is no inventory list shared with the public by official authorities regarding the
anti-drone systems used by Turkish security forces. Despite this, it was possible to
conduct an inventory study by analysing both the news reported in the media at
various times and the statements made by authorised individuals or manufacturing
companies. Anti-drone systems found to be used by the Turkish Armed Forces and
general law enforcement forces will need to be mentioned further on. It should
be noted in advance that there may be systems that are not included in the study
because this situation could not be detected even though they are in active use.
Likewise, it should be noted that systems that are known to have been developed by
Turkish companies, but whose entry into the inventory cannot be confirmed at this
stage, and jammers designed to neutralise threats such as IEDs are also excluded
from the scope.

The first of the anti-drones in the inventory of Turkish security forces is Aselsan’s
[HASAVAR system. Standing out with its cost-effectiveness, I[HASAVAR has a
compact design architecture that can be used by a single soldier, and is basically
a gun-type anti-drone system consisting of a backpack and a handheld rifle-like
directional antenna equipment. It is stated that [HASAVAR, with an output power of
50 watts, can mix all RF and GNSS-based navigation, data and image transmission
frequencies simultaneously (Mehmet 2018). The effective range of IHASAVAR
is between 2 and 3 km. The system, which allows the targeted drone to land at its
location by cutting off its data connection, can broadcast uninterruptedly for at least
1.5 hours thanks to its rechargeable high-capacity Li-Ion batteries (Haber 2018).
Delivery of IHASAVAR to Turkish security forces started in November 2017. There
is information in open sources that nearly 1,000 systems were in service at home and
abroad as of April 2020 (TR Military News 2020).
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Another anti-drone system developed by Aselsan and included in the inventory
of Turkish security forces is IHTAR. IHTAR, which has fixed and mobile versions
that can be integrated on vehicles and provides uninterrupted 360-degree coverage
24 hours a day in all weather conditions, has a design suitable for the protection
of base areas, critical facilities and crowded organisations in urban and rural
environments. The basic components of IHTAR consist of ACAR radar, HSY
electro-optical system, GERGEDAN jamming/blinding system and command-
control system. Additionally, it is possible to integrate different sensors and
physical destruction systems into the standard configuration (Aselsan 2022a).
IHTAR, which is used to protect critical facilities such as the Presidential Complex,
Akkuyu nuclear power plant and TUPRAS refineries in Tiirkiye, was exported to
TRNC, Kyrgyzstan, Niger and Angola as stated (Mehmet 2023).

One of the systems developed by Aselsan against the drone threat is the SAHIN
40mm Physical Destruction System. Integrated on a towed trailer with easy
deployment and installation features, SAHIN performs automatic target detection
and tracking with its advanced electro-optical cameras mounted on a stabilised
turret and destroys threatening drones with its 40mm MKI19 Mod3 Bomb
Launcher gun. SAHIN’s effective range is 700 m, and its ammunition capacity is 64
units. In order to increase the hit rate, ATOM 40mm High Speed Smart Grenade
Launcher Ammunition, based on time programmed fuse technology, is used in
SAHIN (Aselsan 2022b).

Another anti-drone system used by Turkish security forces is Roketsan’s ALKA
Directed Energy Weapon System. ALKA, a hybrid system, draws attention with
its two-layered defence architecture in which functional-destruction and physical-
destruction methods are used together. In this architecture, threats detected and
tracked by radar and electro-optical systems are first tried to be prevented with an
electromagnetic jamming weapon, and if this is not sufficient, a laser weapon is
activated. ALKA, whose laser weapon has an effective destruction range of 750 m,
can prevent swarm attacks regardless of the number of targets, thanks to the lack
of ammunition restrictions. ALKA, which offers lower shooting costs compared
to conventional methods, has fixed and mobile versions (Roketsan 2022). A
report in the Western media stated that ALKA was deployed in Libya and shot
down a Chinese-made Wing Loong II type unmanned aerial vehicle belonging
to the United Arab Emirates on August 4, 2019. It should be underlined that the
engagement in question was recorded as the first use of a laser weapon in real
combat conditions (Timokhin 2019).

Another anti-drone used by the Turkish security forces is the ILTER Drone
Detection and Blocking System developed by Bogazi¢i Defence Technologies.
Essentially, ILTER is the general name of an anti-drone product family that
includes various RF and radar-based systems. All systems in this family have
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fully automatic target detection and prevention features. Another common
feature of the systems in the product family is 24-hour uninterrupted operation
and 360-degree protection against multiple drone attacks (Bogazi¢i Savunma
Teknolojileri 2024). It is stated in open sources that the number of ILTERs
delivered to the Turkish security forces as of October 2020 is approximately 350
(Yildirim 2020). It is known that ILTER, which has a localisation rate of over
90 per cent, has been exported to more than 10 countries with its successful
performance in the field (TRT Haber 2023).

Another anti-drone system in the inventory of the Turkish Armed Forces and the
General Directorate of Security (EGM) is Harp Arges DRONE SAVAR. DRONE
SAVAR, which is stated to be the first solution in its category developed and
produced in Tiirkiye, is a gun-type anti-drone system that can be used by a single
soldier. In general, DRONE SAVAR consists of a backpack carrying electronic
systems and batteries, and a rifle-like antenna equipment with a foldable stock and
grip for ease of transportation. It is an important advantage that DRONE SAVAR,
which has a battery life of 1.5 hours and provides ease of use with its lightness,
has Picatinny rails that enable the mounting of different accessories. Azerbaijan is
among the known users of DRONE SAVAR (Yildirim 2017).

One of the anti-drone systems included in the inventory of the Turkish Armed
Forces is KALKA, developed by the National Defence. KALKA, which has fixed
and mobile versions and can be used in manual or automatic mode according to
the operator’s preference, provides protection in a circular area of approximately 3
km, depending on geographical conditions. KALKA consists of a detector that acts
as a sensor by detecting the RF communication between the approaching drone
and the control centre, and a jamming system that ensures functional destruction.
KALKA’s first export customer was a Russian private sector company that placed
an order to protect its own facilities (Haber Aero 2020).

Three different weapon types of anti-drone systems developed by the National
Defence have also entered the inventory of the Turkish Armed Forces. In this
context, the first of the systems actively used in the field is; it is IHAMIX, with
21 watts of output power. The effective range of IHAMIX, which weighs 4.5 kg
and has an operating time of 60-80 minutes, is 1,000-1,500 m. The Picatinny
rails on it make it possible to mount various optical sights on the IHAMIX. The
output power of another system, [HAMINI, is 15 watts. The effective range of
[HAMINI, which weighs 3 kg and has an operating time of 60-80 minutes, is
700-1,000 m. THATIM, which is the smallest of the weapon-type anti-drone
systems produced by the National Defence, has an output power of 6 watts. The
effective range of IHATIM, which weighs 2.5 kg and has an operating time of
60-80 minutes, is 300-500 m.
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Conclusion

There is no doubt that the PKK is a learning organisation, constantly updating and
improving its methods in terrorist acts. It is possible to see the traces of this in the
use of drones in the actions taken in recent years, so much so that, in its fight against
ISIS in Iraq and Syria, the PKK discovered the potential of drones in an asymmetric
combat environment and quickly copied it. As a matter of fact, it is possible to
evaluate the increase in the use of drones in their actions after 2016 within this

framework.

The PKK’s focus on drone-related actions has caused Tiirkiye, which already has
a certain knowledge in anti-drone technologies, to further accelerate its work
in this field. Essentially, the process progresses in a spiral of precautions and
countermeasures. Namely, while the systems used by the Turkish security forces in
the first place were systems that fell into the functional-destruction category and
generally used the RF jamming method, the dynamic nature of the threat caused
them to become insufficient after a whileand, as a solution, the supply of systems
that scrambled GNSS signals or devices that carry out deception attacks to mislead
previously entered navigation coordinates has come to the fore. Moreover, the
dynamic nature of the threat has led to the inclusion of physical-destruction systems
using kinetic ammunition into the inventory after a while, and it is possible to say
that, due to their advantages, the supply trend in recent years has shifted towards
hybrid solutions that use different prevention methods together.

Undoubtedly, it is important to have advanced anti-drone systems in the inventory
in combating the drone threat and studies in this field need to continue. On the other
hand, it is not possible to combat the increasing drone threat with purely military-
technical solutions, and this does not coincide with the realities of the battlefield. It is
also essential to take additional measures against the drone threat posed by the PKK
and similar organisations. At this point, it is considered to be of critical importance
to cut the organisation’s supply chains and destroy the training and production-
modification infrastructure.
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Abstract

The detection of buried landmines remains a persistent challenge in security and humanitarian demining. In
this work, we present an indirect detection methodology based on the analysis of prompt gamma-ray emissions
induced by 14 MeV neutron irradiation. A high-resolution LaBrs detector captures the gamma spectra arising
from neutron interactions with soil constituents and buried explosives. A Convolutional Neural Network
(CNN) autoencoder, trained in an unsupervised manner, models the intrinsic spectral response of soil under
varying moisture conditions. Anomalies between reconstructed and measured spectra are used to infer the
presence of subsurface anomalies consistent with landmines. Monte Carlo simulations, conducted with the
Geant4 toolkit, generate a comprehensive dataset encompassing a soil matrix under various moisture levels.
The proposed system demonstrates sensitivity to buried antipersonnel landmines at shallow depths, validating
the integration of neutron activation analysis and deep learning for advanced landmine detection applications.
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he global impact of landmines, particularly anti-personnel and anti-tank devices,

continues to be a significant humanitarian and security concern. According
to (Landmine and Cluster Munition Monitor 2024), at least 58 countries remain
affected by these hidden threats, which cause thousands of casualties annually, the
majority of whom are civilians. Beyond the tragic human cost, landmines pose long-
term socio-economic barriers by rendering agricultural lands unusable, displacing
populations, and impeding post-conflict recovery. From a military standpoint,
effective detection and clearance of landmines are also of strategic importance, as
they directly affect troop mobility, operational planning, and the safety of personnel
in both combat and peacekeeping missions. Consequently, advancing landmine
detection technologies serves both humanitarian objectives and tactical military
needs, reinforcing global stability and mission success in affected regions.

Conventional landmine detection technologies include metal detectors, ground-
penetrating radar (GPR), and trained detection animals (e.g., dogs or rats). While
these methods have proven utility, each comes with critical limitations. Metal
detectors suffer from high false-positive rates due to metallic clutter in post-conflict
zones, while GPR performance can be significantly degraded by soil heterogeneity
or high moisture content. Biological detection methods, although accurate, are
resource-intensive and difficult to deploy at scale.

To overcome these limitations, nuclear-based techniques, particularly those
exploiting neutron interrogation, offer unique advantages. One such technique is
Prompt Gamma Neutron Activation Analysis (PGNAA), which relies on bombarding
the ground with fast neutrons (e.g., 14 MeV) and detecting the resulting prompt
gamma rays emitted when the neutrons interact with various nuclei in the soil and
hidden objects. PGNAA enables non-destructive elemental analysis, particularly
effective in detecting nitrogen, a key component of many explosive compounds such
as TNT, RDX, and PETN.

Gamma-ray lines commonly associated with explosive materials include:
* 10.8 MeV (from the reaction '*N(n,y)'*N)
*2.22 MeV (from "H(n,y)*H)
* 6.13 MeV (from '°O(n,n'y)'°0)

The presence of these characteristic gamma lines can indicate anomalies beneath
the surface. However, interpreting this spectral information is not trivial. Gamma
spectra are influenced by numerous environmental variables, including soil
composition, moisture content, density, and the presence of innocuous materials
(e.g., plastic waste, buried vegetation). These confounding factors can lead to false
positives when using rule-based or threshold-based detection approaches.

To address this complexity, we propose a machine learning-based solution utilising
a Convolutional Neural Network (CNN) autoencoder. A CNN autoencoder is a type
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of neural network trained to compress and reconstruct its input—in this case, the full
gamma spectrum recorded by a LaBr; detector. During training, the autoencoder
learns to represent the “normal” variability of gamma spectra from soil-only
conditions, without requiring examples containing landmines. This unsupervised
learning paradigm provides several strategic benefits:
* No need for explosive training data: Since acquiring real spectra from
buried landmines is dangerous, scarce, and often ethically restricted, training
exclusively on simulated or measured background soil spectra removes this
dependency.
* Anomaly detection capability: Once trained, the autoencoder can identify
deviations from the learned spectral patterns. When a spectrum from soil
containing a buried landmine is input, it cannot be reconstructed accurately,
resulting in a high reconstruction error, which flags it as anomalous.
* Low false positive sensitivity: Because the model captures the complex
spectral variability of legitimate background conditions, it is less prone to
overreacting to harmless but structurally different materials that might affect
threshold-based systems.

In this paper, we present a simulation-driven study using Geant4 to generate prompt
gamma spectra for one soil type at varying moisture levels (0%, 10%, and 20%).
A CNN autoencoder is trained solely on these background spectra and evaluated
against test cases containing an anti-personnel landmine buried at 5 cm and 10
cm depths. The spectra span 2048 bins up to 15 MeV, reflecting high-resolution
detection capabilities. This approach enables robust anomaly detection, even in
diverse and noisy soil environments, with high potential for real-world deployment
in both humanitarian demining and military applications.

Related Work

Landmine detection has long been a multidisciplinary challenge, combining
geophysics, nuclear physics, and increasingly, artificial intelligence. Classical
methods such as metal detectors, ground-penetrating radar (GPR), and infrared
imaging are widely used but struggle with specific limitations: metal detectors
generate high false-positive rates in cluttered environments, GPR sensitivity drops in
heterogeneous or moist soil, and infrared sensors are easily confounded by surface
conditions.

As a result, neutron-based techniques have emerged as highly promising alternatives
due to their ability to probe elemental composition rather than just physical or
metallic properties. Among these, Prompt Gamma Neutron Activation Analysis
(PGNAA) and Neutron Backscattering (NBT) have received considerable attention.
PGNAA, in particular, utilises fast neutrons (e.g., 14 MeV) to induce prompt
gamma-ray emissions that reveal elemental signatures, such as those from nitrogen,
a common marker for high explosives.
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Experimental and simulation studies have validated the effectiveness of nuclear-
based systems for detecting explosives. For example, (Elsheikh 2018) modelled a
thermal neutron-induced gamma-ray sensor to detect prompt gamma emissions
from 'N(n,y)"”N reactions, capturing the key 10.8 MeV gamma line. Similarly,
(Viesti, et al. 2006) demonstrated the use of neutron backscattering techniques for
humanitarian demining, emphasising the importance of minimising soil moisture to
enhance detection contrast. Additional experimental validation was carried out by
specialists (Clifford, et al. 2007) who fielded a thermal neutron activation system for
military confirmation of buried anti-tank mines, confirming effectiveness up to 30
cm depths under various environmental conditions.

However, nuclear techniques come with their own challenges, particularly
interpreting the complex gamma-ray spectra produced during interrogation. Spectra
are affected not only by the elemental composition of the explosive but also by the
surrounding soil type, density, and humidity. These environmental confounders can
induce misleading spectral features and elevate false alarm rates when traditional
thresholding or peak-matching methods are used.

To overcome these limitations, machine learning approaches have been introduced
(Xue, et al. 2022). They compared multiple supervised learning models, including
fully connected neural networks (FCNN), LightGBM, and radial basis function
networks (RBF), to classify PGNAA spectra from different explosive burial
conditions. They reported over 96% classification accuracy even under high soil
moisture conditions using full-spectrum inputs, underscoring the potential of data-
driven models over hand-engineered feature extraction.

Yet, supervised methods inherently depend on labelled training data, often requiring
spectra containing real landmines or explosive materials—data that is difficult to
obtain due to ethical, safety, and logistical constraints. To mitigate this, unsupervised
models, particularly autoencoders, offer a robust alternative. Autoencoders are
neural networks that learn to reproduce their input data; deviations between input
and output (reconstruction error) can be used to detect anomalies. When trained
solely on background spectra (e.g., soil without explosives), any significant deviation
caused by the presence of a landmine will manifest as a high reconstruction error.

Other studies, such as those by (Datema, et al. 2003) proposed novel imaging
approaches using neutron backscattering and Monte Carlo simulations with
GEANT4 to localise hydrogen anomalies in the topsoil. These approaches laid the
groundwork for simulation-driven training data, critical for training unsupervised
models in the absence of real explosive data.

In this paper, we propose a novel landmine detection framework that combines
PGNAA spectral interrogation with a convolutional autoencoder trained solely on
simulated background spectra. By learning the underlying structure of gamma-
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ray spectra from soil without explosives, the model detects anomalies based on
reconstruction error when exposed to spectra influenced by buried explosives.
This unsupervised approach addresses the dual challenges of limited access to real
explosive data and complex spectral variability caused by environmental factors.
Leveraging convolutional layers, the autoencoder effectively captures localised
spectral features, such as gamma peaks and Compton edges, enabling robust
detection of nitrogen-rich explosives while maintaining adaptability across diverse
field conditions.

Methodology

1.1. Experimental Setup for PGNAA Simulation

The simulation environment for this study replicates a realistic PGNAA (Prompt
Gamma Neutron Activation Analysis) system using a 14 MeV fast neutron source
placed within a protective and moderating assembly designed to optimise gamma-
ray yield while reducing background noise.

Pb Shield

Gadolinium

LaBr3 Detector

Figure 1 Schematic of the simulation geometry. The neutron source is located at the centre of a
hollow spherical shell enclosed in a gadolinium-lined box (open at the bottom). The upper hemisphere
of the shell is graphite for neutron reflection, while the lower hemisphere is polyethylene for neutron
moderation. The assembly is suspended 10 cm above the soil surface. A lead shield is positioned
between the source and the LaBrs detector to suppress unwanted gamma flux. Simulations include
buried mines at 5 cm or 10 cm depth within a 150 cm % 160 cm % 50 cm soil volume.

The neutron source is placed at the centre of a hollow spherical shell with a radius
of 7 cm, housed within a gadolinium-lined box measuring 30 cm x 30 cm x 25 cm,
open at the bottom. The spherical shell surrounding the source is divided into two
hemispheres: the upper half is composed of graphite, serving as a neutron reflector
to direct neutrons downward toward the soil, while the lower half is made of
polyethylene, acting as a moderator to thermalise fast neutrons.

This configuration enhances the likelihood of neutron interactions within the target
medium. The entire assembly is positioned 10 cm above the ground surface. For
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simulations involving buried mines, the mine is located at a depth of 5 cm or 10
cm within a soil volume measuring 150 cm x 160 cm x 50 cm (depth). The detailed
geometry of the mine is presented in Table 3. In control simulations without the
mine, the same soil setup is used to evaluate the background response.

A lead (Pb) shield is placed to the right of the source, between the source and the
LaBr; detector, to attenuate scattered and prompt gamma rays from unwanted
directions. This shielding improves signal clarity and reduces detector saturation.
The detector is located 50 cm away from the source at an inclination angle of 45°,
providing an optimised detection geometry for capturing prompt gamma emissions
resulting from neutron interactions in the soil.

1.2. Gamma Spectrum Dataset Generation

All gamma-ray spectra used in this study were generated using the Geant4 Monte
Carlo simulation toolkit (Agostinelli, et al. 2003). The target region in the simulation
consists of one soil type, simulated under three distinct moisture conditions:
0%, 10%, and 20% by weight. Soil compositions, elemental content, and density
parameters are detailed in Table 1.

TABLE NO. 1
Soil Composition

Humidity | 0% | 10% | 20%

Density | 147 | 163 | 1.84
(g/em?)

Elements Mass Fraction
Na 0.008 | 0.007 | 0.007
H 0.000 | 0.011 | 0.022
K 0.022 1 0.019 | 0.017
Mg 0.032 | 0.029 | 0.026
Ca 0.037 | 0.034 | 0.051
Fe 0.064 | 0.058 | 0.030
Al 0.071 | 0.064 | 0.057
Si 0.296 | 0.267 | 0.237
() 0.470 | 0.511 | 0.553

To ensure a statistically robust gamma emission profile, a total of 750,000 gamma-ray
interaction events in the detector were recorded, resulting from neutron interactions
with soil at three different moisture levels: dry, 10%, and 20% moisture. Specifically,
250,000 gamma-ray events were collected for each soil condition following neutron-
induced reactions. The deposited energy spectra on the LaBr; detector were then
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processed to reflect the detector’s intrinsic energy resolution by applying Gaussian
smearing to the recorded gamma energies, using a full width at half maximum
(FWHM) defined as:

-
FWHM = A |= (1)
N Ee
where A = 19.2 keV and E_= 662 keV. This smearing procedure accurately reflects
the energy resolution characteristics of the LaBr; detector, thereby enhancing the
realism of the simulated spectra.
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Figure 2 Comparison of gamma-ray spectra following neutron activation. The blue line
represents the spectrum of dry soil alone, while the orange line corresponds to dry soil
containing a buried antipersonnel landmine at a depth of 5 cm. The presence of the landmine
induces characteristic spectral features, distinguishing it from the background soil response.

Subsequently, 10,000 gamma spectra were generated per soil composition from
the smeared interaction dataset. Each spectrum was constructed by randomly
sampling the simulated events, promoting statistical diversity and improving dataset
robustness. These spectra consisted of 2,048 discrete energy bins, spanning the full
dynamic range of the LaBr; detector (0-15 MeV), with each spectrum normalised to
a total of 50,000 events. Representative gamma spectra for dry soil and the landmine
model buried in dry soil at 5cm depth are presented in Figure 2.

1.3. CNN Autoencoder Architecture

To model the background spectral distribution and perform anomaly detection,
a 1D Convolutional Neural Network (CNN) autoencoder (Adari and Alla 2024)
was implemented using Keras (Gulli and Pal 2017). The architecture was designed
to progressively compress high-dimensional spectral data and reconstruct it from
a learned latent representation, allowing for anomaly detection via reconstruction

€rror.
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TABLE NO. 2
CNN Autoencoder Architecture

Layer Type Filters | Nodes | Kernel Size | Stride | Activation | Padding
1D Input - 2048 - - - -
Encoder

ConvlD 32 - 3 1 ReLU Same
Max Pooling 1D - - 2 2 - Same
ConvlD 64 - 3 1 ReLU Same
Max Pooling 1D - - 2 2 - Same
ConvlD 128 - 3 1 ReLU Same
Max Pooling 1D - - 2 2 - Same
Decoder

Upsampling 1D - - - 2 - -
Conv1D 128 - 3 1 ReLU Same
Upsampling 1D - - - 2 - -
ConvlD 64 - 3 1 ReLU Same
Upsampling 1D - - - 2 - -
ConvlD 32 - g 1 ReLU Same
ConvlD 1 - 1 Sigmoid Same
1D Output - 2048 - - - -

The encoder consists of three convolutional layers with filter sizes of 32, 64, and 128,
each using a kernel size of 3, a stride of 1, and ‘same’ padding. Each convolutional
layer is followed by a MaxPooling layer with a pool size of 2 and a stride of 2, which
progressively reduces the spatial resolution of the input spectrum while increasing
feature depth.

The decoder mirrors the encoder’s structure in reverse. It begins with the most
compressed latent feature map and reconstructs the full-resolution spectrum using
three convolutional layers in reverse order (128 > 64 > 32 filters), interleaved with
Upsampling layers to restore the original dimensionality. The final output layer uses
a Sigmoid activation function to reproduce the 2048-bin normalised spectrum.

The complete architecture, including kernel parameters and feature map dimensions
at each stage, is presented in Table 2.

1.4. Training Procedure

The CNN autoencoder was implemented and trained using the Adam optimiser
(Kingma and Ba 2015) with default parameters and a Mean Squared Error (MSE)
loss function:

_ 1 2048 S Y-
MSE = 354325:1 (}’e }’zj (2)

where y; is the true count in bin i of the real spectrum and ¥, is the predicted
count in bin i by the autoencoder.
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The model was trained for 5 epochs using a batch size of 128 spectra. The training
dataset, as described in Section 1.2, comprises spectra obtained from three different
soil types: dry, 10% moisture, and 20% moisture. To ensure robust model evaluation,
70% of this dataset was used for training and the remaining 30% for validation. The
training and validation MSE per batch iteration is shown in Figure 3, which confirms
the absence of overfitting. The training curve exhibits a smooth convergence, and
the validation loss closely tracks the training loss throughout the epochs.
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Figure 3 Logarithm of the mean squared error (MSE) per batch during training of the CNN
autoencoder. The red curve represents the training samples, while the blue curve corresponds
to the validation samples. The close agreement between the two curves indicates stable learning,
with no signs of overtraining observed.

Since the model was only trained on spectra representing clean soil, the learned
representation reflects the natural variability of soil-only gamma emissions, allowing
the system to detect anomalies (i.e., landmine presence) during evaluation.

Model Evaluation

To assess the performance of the CNN autoencoder in detecting buried landmines,
we conducted a dedicated set of simulations involving a realistically modelled anti-
personnel landmine filled with TNT (trinitrotoluene) (Table no. 3). The simulated
explosive object was buried in the dry soil used during training, under identical
physical and radiological conditions, thereby ensuring consistent experimental
parameters between training and evaluation.

The geometry and chemical composition of the landmine were modelled based
on standard anti-personnel ordnance specifications. The explosive material, TNT,
was represented using its molecular composition (C;HsN3Os), emphasising the
high nitrogen content, which serves as a key elemental indicator in PGNAA-based
detection methods. The mine casing was assumed to be made of plastic, consistent
with real-world low-metal mines.
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TABLE NO. 3

CNN Antipersonnel Mine Specifications
Material C-HsN;0s),
Mass (kg) 2.939
Density (g/cm?) 1.65
Shape Cylindrical
Radius (cm) 7.0
Height (cm) 7.0
Case Material Low-Density Plastic
Case Width (cm) 2.1

Two burial depths were examined to reflect practical detection thresholds in both
humanitarian and military demining operations.

¢ 5 cm below the soil surface (shallow burial)

* 10 cm below the soil surface (moderate depth)

Using the same PGNAA system configuration described previously — including the
graphite reflector, polyethylene moderator, gadolinium box, and lead shielding — we
simulated neutron interactions with soil containing the buried landmine.

For each burial depth (5 cm and 10 cm), a total of 300,000 gamma-ray interaction
events in the detector were recorded, resulting from neutron interactions with the
buried landmine simulated using Geant4. From these events, 10,000 gamma-ray
spectra were randomly sampled per depth, with each spectrum consisting of 2,048
energy bins spanning up to 15 MeV. This procedure mirrors the methodology
employed for generating the background soil spectra and ensures consistent
statistical representation across all evaluation conditions.

Each of the 10,000 landmine-influenced gamma spectra was processed through
the trained CNN autoencoder, which had been trained solely on soil-only gamma
spectra. To rigorously evaluate the model’s anomaly detection capability, the test
set also included 30,000 additional soil-only spectra, comprising 10,000 samples
each for dry soil, 10% moisture, and 20% moisture conditions, that were entirely
distinct from the training set. Since the autoencoder had not encountered either
landmine-contaminated spectra or these specific soil-only spectra during training,
its reconstruction was guided exclusively by its learned representation of typical,
unperturbed soil spectra. This setup allowed the model to highlight discrepancies in
the landmine spectra as potential anomalies.
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Figure 4 MSE distributions for clean soil spectra (all humidity levels combined)
and landmine-buried spectra at 5 cm and 10 cm depths. Clean soil samples show low reconstruction
errors, while landmine-affected spectra produce significantly higher MSE values. The clear separation
between distributions demonstrates the autoencoder’s ability to detect anomalies and supports
its use for identifying buried landmines using PGNAA.

The Mean Squared Error (MSE) between each input spectrum and its reconstructed
output was used as the reconstruction error, serving as a direct metric for spectral
anomaly detection. Spectra corresponding to clean soil samples consistently yielded
low MSE values, reflecting high-fidelity reconstructions by the autoencoder. In
contrast, spectra from soil containing a buried TNT landmine produced significantly
higher MSE values due to the presence of spectral features unfamiliar to the model.
Figure 4 illustrates the distribution of reconstruction errors across all test conditions,
including the aggregated MSE distribution for clean soil spectra under all three
moisture levels (0%, 10%, and 20%), as well as for landmine-influenced spectra at
burial depths of 5 cm and 10 cm. A clear statistical separation is evident between the
background and anomalous spectra, confirming the model’s sensitivity to landmine-

induced gamma signatures.

A detection threshold was defined at a reconstruction error of 0.01445, above
which an input spectrum is classified as anomalous. This threshold yielded a signal
detection efficiency of 97.46% for landmines buried at 5 cm and 87.31% for those
at 10 cm. These values reflect the fraction of landmine spectra correctly identified
as anomalies while maintaining robust separation from the background soil
distributions. The performance drop at 10 cm burial depth can be attributed to the
greater attenuation of both neutrons and gamma rays, which reduces the prominence
of spectral deviations introduced by the explosive material.
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Nevertheless, even at 10 cm depth, the anomaly signal remains distinctly detectable
relative to the background, demonstrating the system’s potential applicability to a
range of buried threat scenarios. These results validate the effectiveness of the CNN
autoencoder in detecting subsurface explosives based on prompt gamma spectral
anomalies and further support the method’s scalability for detecting larger, more
easily detectable anti-tank mines in practical field conditions.

Discussion

The results of this study affirm the viability of using a convolutional autoencoder
trained solely on simulated prompt gamma spectra from soil to detect anomalies
indicative of buried antipersonnel landmines. A critical component of this
framework is the LaBr; detector’s ability to resolve high-energy gamma lines, notably
the emission from nitrogen—a primary elemental marker in common explosives
such as TNT and RDX. To enable this, the detector was simulated with a maximum
energy range of 15 MeV, necessitating precise electronic design in practical
implementations. Achieving reliable performance at such high energies requires
low-noise analog front-end circuitry, high-speed digitisers with extended dynamic
range, and probably temperature-compensated calibration systems to ensure energy
linearity and resolution. Sensitivity analyses revealed that constraining the detection
range, for example by lowering the upper energy limit to 12 MeV to reduce hardware
complexity or shielding requirements, results in a measurable decline in detection
performance. This is attributed to the attenuation or loss of critical high-energy
gamma lines that provide discriminatory power between background soil and
explosive-containing spectra.

Despite this, the model still maintains its anomaly detection capability, although
with a narrower margin of separation between landmine and background samples
in the reconstruction error space. Importantly, while the present evaluation focused
on antipersonnel landmines, which are compact, low-metal content devices and thus
represent a challenging detection scenario, the methodology is expected to yield even
more robust results when applied to larger anti-tank mines. These devices typically
contain greater quantities of explosive material and present larger target volumes for
neutron interrogation, resulting in stronger gamma-ray signals and higher anomaly
contrast. Consequently, the approach outlined here offers a scalable foundation for
landmine detection systems, balancing detection sensitivity, spectral resolution, and
practical engineering constraints in future experimental or field deployments.

Conclusions

This study presents a novel, simulation-driven approach for detecting buried anti-
personnel landmines using prompt gamma spectra generated by 14 MeV neutron
interrogation and analysed through a convolutional autoencoder trained exclusively
on soil-only spectra. The model successfully identified landmine-induced spectral
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anomalies across varying soil moisture conditions, without requiring training on
explosive data. A detection threshold of 0.01445 in reconstruction error enabled
signal detection efficiencies of 97.46% and 87.31% for landmines buried at 5 cm and
10 cm depths, respectively. These results highlight the effectiveness of integrating
high-resolution gamma detection with unsupervised deep learning for anomaly
detection. Future efforts will focus on expanding the dataset to encompass more
diverse soil types and explosive materials, enhancing robustness to environmental
noise, and evaluating the method’s performance on anti-tank mines and smaller
ordnance, with the goal of developing a scalable and field-deployable landmine
detection system.
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Abstract

The introduction of Shariah law in Western Nigeria is primarily aimed at protecting the religious rights
of Muslims, ensuring their ability to practice Islamic legal principles within a secular framework. This
study explores the socio-political implications of Shariah in a multi-religious society, emphasizing
that its application is exclusively for Muslims and does not infringe on the rights of non-Muslims. The
research examines the historical evolution of Shariah in Nigeria, the constitutional provisions for religious
freedom, and the legal pluralism that allows for multiple judicial systems to coexist. While the adoption
of Shariah law strengthens the identity and religious autonomy of Muslims, it also raises concerns about
political interpretations and interfaith relations. Using qualitative methods, including case studies and a
questionnaire, the study assesses how Shariah law functions within a diverse society, ensuring that it remains
a voluntary legal system for Muslims. The findings highlight the importance of upholding religious rights
while maintaining national unity and peaceful coexistence. The study concludes with recommendations for
policy frameworks that balance religious freedom, legal inclusivity, and social harmony in Western Nigeria.
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he introduction of Shariah law in Western Nigeria, particularly since the early

2000s, has generated substantial socio-political debate. Although Shariah has
been a longstanding component of the legal system in Northern Nigeria, its gradual
adoption and recognition in parts of the Western region, especially in states with
significant Muslim populations such as Osun, Oyo, and Lagos, marks a notable
development in Nigeria’s religious and legal landscape.

This shift has raised questions about the potential security implications of Shariah
law’s adoption in a historically multi-religious and politically diverse region.
Specifically, there is a concern that the socio-political effects could evolve into a
security problem, particularly for non-Muslim communities, secular activists, and
political actors who perceive the move as a step towards religious domination. The
fear is that it may lead to sectarian polarization, erosion of trust in state institutions,
and violent confrontations, especially if perceived as unde rmining Nigeria’s secular
constitution.

The broader discourse is often framed within the narrative of Islamization, wherein
the legal recognition of Shariah is seen by some as a strategy to impose Islamic
norms on a pluralistic society. This narrative has fueled inter-religious suspicion and
political rivalry, making the matter not only a legal or religious issue but a potential
threat to social cohesion and national security.

Nevertheless, advocates for Shariah law in Western Nigeria argue that its adoption
is constitutionally legitimate and confined to personal and civil matters involving
Muslims alone. They highlight that Nigeria practices legal pluralism, recognizing
customary and religious laws alongside secular statutes. In this view, the
implementation of Shariah law does not contravene the Nigerian Constitution but
enhances the right of Muslims to live in accordance with their religious beliefs.

This study critically assesses the social and political ramifications of Shariah
law’s emergence in Western Nigeria. It evaluates its implications for religious
rights, interfaith harmony, and the stability of democratic governance, while also
interrogating the fears surrounding national unity and the perceived erosion of
secularism. Through this analysis, the study aims to clarify whether the Shariah
system promotes peaceful coexistence or inadvertently lays the groundwork for
sectarian division and conflict.

Research Objectives
The primary objective of this study is to examine the socio-political implications of

the introduction of Shariah law in Western Nigeria, particularly in the context of a
multi-religious society. Specifically, the study aims to:
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1. Analyze the rationale behind the introduction of Shariah law in Western
Nigeria and its role in protecting the religious rights of Muslims.

2. Examine the constitutional and legal framework that supports the
coexistence of Shariah law within Nigeria’s secular legal system.

3. Investigate public perceptions and reactions to the introduction of Shariah
law, particularly in relation to concerns about the Islamization of Nigeria.

4. Assess the impact of Shariah law on interfaith relations, governance, and
social cohesion in Western Nigeria.

5. Provide policy recommendations for ensuring religious harmony, legal
pluralism, and peaceful coexistence in the region.

Scope of the Study

This study focuses on the socio-political implications of the introduction of Shariah
law in Western Nigeria, particularly in the context of a multi-religious society. The
research examines the historical background, legal framework, and contemporary
debates surrounding the implementation of Shariah law in the region. While Shariah
has been practiced in Northern Nigeria for decades, its recent introduction in parts
of Western Nigeria has generated discussions on religious rights, legal pluralism, and
national unity.

The study is limited to Western Nigeria, covering selected states where discussions
or efforts toward implementing Shariah law have gained attention. It investigates the
perspectives of various stakeholders, including religious scholars, legal practitioners,
policymakers, and members of both Muslim and non-Muslim communities. The
study does not focus on the theological intricacies of Islamic jurisprudence, but
rather on the socio-political dimensions of its application.

Furthermore, the research assesses the constitutional provisions that permit the
coexistence of multiple legal systems in Nigeria and how Shariah law operates
within this framework. The study also explores public perceptions, addressing
concerns about whether its introduction signals an attempt at Islamization or simply
the exercise of religious rights by Muslims. The findings will contribute to policy
recommendations aimed at promoting peaceful coexistence, legal inclusivity, and
religious tolerance in Nigeria.

Literature Review

The implementation of Shariah law in Nigeria has been a subject of scholarly
discourse, particularly regarding its socio-political implications in a multi-religious
society. While much of the existing literature focuses on Shariah law in Northern
Nigeria, the introduction of Islamic legal principles in Western Nigeria has sparked



BULLETIN

OF "CAROL I" NATIONAL DEFENCE UNIVERSITY

debates on religious rights, legal pluralism, and national unity. This literature review
explores historical perspectives on Shariah in Nigeria, its constitutional basis, its
socio-political implications, and public perceptions surrounding its introduction in
Western Nigeria.

Historical Background of Shariah Law in Nigeria

Shariah law has deep historical roots in Nigeria, dating back to the pre-colonial era
when Islamic legal systems governed many parts of the northern region. According
to Uthman (2019), Islamic jurisprudence was introduced in present-day Nigeria
through trade, migration, and Islamic scholars who played a key role in shaping
governance structures in various emirates. The Sokoto Caliphate, established in the
19th century, institutionalized Shariah law, making it the dominant legal system in
Northern Nigeria (Last 1967).

With the advent of British colonial rule, Shariah law was significantly restricted,
and the introduction of a common law system led to its relegation primarily
to matters of personal status, such as marriage, inheritance, and family law
(Ostien 2007). However, the reintroduction of full Shariah law in some northern
states in 1999 reignited debates on its role within Nigeria’s pluralistic legal system.
This historical background is crucial in understanding contemporary discussions
about its extension to Western Nigeria.

Constitutional and Legal Framework for Shariah Law in Nigeria

Nigeria operates a legal system that accommodates three major sources of law:
statutory law, customary law, and Islamic law. The 1999 Constitution of the Federal
Republic of Nigeria recognizes Shariah law as part of the country’s legal framework,
particularly in the adjudication of personal matters for Muslims (Constitution of
Nigeria 1999, Section 277). However, scholars such as Nwauche (2010) argue that
while Shariah law is constitutionally recognized, its extension beyond personal
matters remains a contentious issue in multi-religious regions.

The constitution guarantees freedom of religion under Section 38, allowing
individuals and religious groups to practice their faith freely. This provision serves as
the legal basis for the introduction of Shariah law in Western Nigeria, as proponents
argue that it merely provides Muslims with the option to resolve personal and
civil disputes through Islamic legal principles. However, critics warn that such
developments could create legal fragmentation, leading to conflicts over jurisdiction
between Shariah and secular courts (Ezeilo 2011).

Socio-Political Implications of Shariah Law in Western Nigeria

The introduction of Shariah law in Western Nigeria has raised significant socio-
political concerns, particularly regarding interfaith relations and national cohesion.
According to Abikan (2013), Shariah law is designed to serve only Muslims and does

131



M.A. Osho
No.2/2025 (vol. 14)

https://doi.org/10.53477/2284-9378-25-20

132

not interfere with the rights of non-Muslims. However, some scholars argue that its
implementation could deepen religious divisions in an already polarized society.
Ojo (2016) contends that the fear of Islamization is largely driven by misinformation
and political rhetoric rather than the actual practice of Shariah law.

One major concern is the potential impact on governance and political processes.
Scholars such as Falola (2018) suggest that the introduction of Shariah law in
Western Nigeria could influence electoral politics, as religious identity may become a
more significant factor in political alignments. Additionally, it could affect interfaith
relations, as non-Muslims may perceive the move as an attempt to expand Islamic
influence beyond its traditional strongholds. However, empirical studies indicate
that where Shariah is properly implemented, it has contributed to social order and
justice within Muslim communities (Peters 2003).

Public Perceptions and Debates on Shariah in Western Nigeria

Public reactions to the introduction of Shariah law in Western Nigeria have been
mixed. While many Muslims welcome the initiative as a means of upholding their
religious rights, others, particularly non-Muslims, view it with suspicion. According
to a survey conducted by Yusuf (2021), 65% of Muslims in Western Nigeria support
Shariah law for personal and civil matters, while 30% of non-Muslims express
concerns about its broader implications for the region’s secular legal framework.

Religious leaders and civil society organizations have played a crucial role in shaping
public discourse on the issue. While Islamic scholars emphasize that Shariah law
is a voluntary system meant only for Muslims, some Christian organizations argue
that it could create a precedent for religious legal systems that may later extend to
non-Muslims (Adegbite 2020). Despite these concerns, legal experts highlight that
Shariah law remains an optional legal system, and its introduction in Western
Nigeria aligns with constitutional provisions on religious freedom (Ostien 2007).

The reviewed literature highlights the complex legal, historical, and socio-political
dimensions of Shariah law in Nigeria. While its introduction in Western Nigeria is
intended to protect the religious rights of Muslims, it has also sparked debates on
national unity, legal pluralism, and interfaith relations. Existing studies emphasize
the need for clear legal frameworks, public awareness, and interfaith dialogue to
ensure that Shariah law functions as an inclusive and non-divisive legal system.
While previous studies have focused on the legal debates surrounding Shariah,
few have empirically assessed public opinion in Western Nigeria regarding its
implementation. This study addresses that gap through a questionnaire designed to
capture diverse views on the socio-political and legal implications of Shariah law.
Further empirical research is needed to assess its long-term impact on governance
and social cohesion in Western Nigeria.
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Theoretical Framework

The introduction of Shariah law in Western Nigeria can be analyzed through various
theoretical lenses that explain the interplay between law, religion, and society in a
multi-religious state. This study adopts the Legal Pluralism Theory, Social Contract
Theory, and Religious Rights Theory to provide a comprehensive understanding of
the socio-political implications of Shariah law in Western Nigeria. These theories
help explain the coexistence of multiple legal systems, the protection of religious
freedoms, and the balance between religious autonomy and national unity.

Legal Pluralism Theory

Legal pluralism is a theoretical framework that recognizes the existence of multiple
legal systems within a single political entity. According to Griffiths (1986), legal
pluralism exists when two or more legal systems operate simultaneously within a
given society. Nigeria, as a multi-religious and multi-ethnic state, exhibits legal
pluralism by allowing statutory law, customary law, and Islamic law to function
alongside one another.

The introduction of Shariah law in Western Nigeria fits within this theoretical
framework, as it reflects the constitutional recognition of multiple legal traditions.
Legal scholars such as Merry (1988) argue that legal pluralism allows for the
accommodation of diverse cultural and religious identities, ensuring that different
communities have access to justice systems that align with their values. In Nigeria,
Section 277 of the 1999 Constitution permits the establishment of Shariah courts for
Muslims, reinforcing the idea that legal pluralism is a constitutional reality rather
than an attempt to impose a singular legal structure.

However, critics argue that legal pluralism can lead to legal fragmentation,
jurisdictional conflicts, and tensions between religious and secular legal principles
(Benda-Beckmann 2002). While Shariah law is intended only for Muslims, concerns
about its implications for governance, social cohesion, and interfaith relations must
be addressed within the broader context of Nigeria’s legal pluralism.

Social Contract Theory

The Social Contract Theory, as developed by scholars such as Hobbes (1651), Locke
(1689), and Rousseau (1762), provides a framework for understanding the balance
between individual freedoms and state authority. This theory posits that individuals
consent to be governed by a political and legal system in exchange for the protection
of their rights and freedoms.

In the context of Nigeria, the introduction of Shariah law for Muslims can be seen
as an extension of the social contract, where Muslims exercise their constitutional
rights to religious freedom and legal self-determination. According to Rawls (1971),
a just society must accommodate the diverse interests of its citizens while ensuring
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fairness and equality under the law. By allowing Muslims to resolve personal and
civil matters through Shariah law, the Nigerian legal system upholds the principle of
religious freedom without necessarily infringing on the rights of non-Muslims.

However, the application of Social Contract Theory also raises questions about
national unity and equal citizenship. If different legal systems apply to different
religious groups, some scholars argue that it could lead to social divisions and
legal inequalities (Kymlicka 1995). Thus, while the introduction of Shariah law is
consistent with the social contract principle of religious autonomy;, it also requires
careful management to ensure it does not undermine national cohesion.

Religious Rights Theory

Religious Rights Theory focuses on the protection of individuals’ rights to practice
their religion freely within a legal and political framework. This theory is rooted
in international human rights instruments such as Article 18 of the Universal
Declaration of Human Rights (United Nations 1948) and Article 8 of the African
Charter on Human and Peoples’ Rights (Organization of African Unity 1981), both
of which recognize freedom of religion as a fundamental human right.

Nigeria’s constitutional framework aligns with this theory by guaranteeing religious
freedom under Section 38 of the 1999 Constitution, which allows individuals to
practice and propagate their religion without interference. The introduction of
Shariah law in Western Nigeria is, therefore, justified under this theory as a means of
protecting the religious rights of Muslims, ensuring that they have access to a legal
system that aligns with their faith.

According to An-Naim (2008), religious rights must be understood within
the broader context of human rights and legal pluralism. He argues that the
implementation of religious laws, such as Shariah, should not be seen as a violation
of secular principles but rather as an affirmation of the right to religious self-
determination. However, he also cautions that religious legal systems must be
implemented in a way that ensures they do not infringe on the rights of others or
create divisions within society.

The theoretical frameworks of Legal Pluralism, Social Contract, and Religious
Rights provide a multidimensional understanding of the introduction of Shariah
law in Western Nigeria. Legal Pluralism explains how multiple legal systems coexist
within the Nigerian legal framework. Social Contract Theory highlights the balance
between religious autonomy and national unity, while Religious Rights Theory
underscores the constitutional and human rights basis for the application of Shariah
law. These theories collectively demonstrate that while Shariah law serves as a means
of protecting Muslim religious rights, its implementation must be managed carefully
to maintain national cohesion and interfaith harmony.
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Methodology

This study adopts a primarily quantitative research approach, supported by qualitative
contextual insights, to examine the socio-political implications of Shariah law in
Western Nigeria. The focus is on understanding how the implementation of Shariah
affects religious rights, interfaith relations, and legal pluralism. The methodology
section outlines the research design, population, sample, sampling techniques,
data collection instruments, and methods of analysis. The research is structured
to provide empirical evidence grounded in primary data, complemented by legal and
doctrinal analysis to ensure a robust interpretation of the findings.

Research Design

The study employs a dominant quantitative design, using a structured questionnaire
to collect measurable data on public perceptions and experiences related to the
introduction of Shariah law in Western Nigeria. This is complemented by qualitative
content analysis of legal and policy documents, which serves primarily to provide
contextual background and frame the empirical results within relevant constitutional
and political discourses.

Unlike earlier versions of the study that placed more emphasis on qualitative
methods, this revised design prioritizes the use of structured questionnaires to generate
statistically analyzable data. This approach allows for clearer differentiation among
respondent categories and provides a basis for cross-tabulation using variables such as
religious affiliation, professional status, income level, and educational background.

Population of the Study
The study targets five key sub-groups within the Western Nigerian context:
* Legal experts (scholars and practitioners familiar with Islamic and
constitutional law)
* Religious leaders (Muslim and Christian clerics)
* Policymakers (government officials in legal and judicial sectors)
* Political scientists and academic analysts
* General residents, drawn from religiously and ethnically diverse communities
in states where debates about Shariah law have gained traction (e.g., Lagos,
Oyo, Osun)
The selection of this population is based on their relevance to the legal, religious,
and civic discourse surrounding Shariah law. Unlike a general population survey,
this study strategically engages those with direct stakes or informed perspectives on
the issue, while still incorporating a broad spectrum of public opinion through lay
respondents.

Sampling Technique and Sample Size
To achieve a representative and analytically useful dataset, the study employs a
multi-stage sampling strategy:
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* Purposive sampling was used to select legal experts, policymakers, and
religious leaders based on their roles and expertise.

* Stratified random sampling was applied to select general respondents, ensuring
proportional representation across key demographic categories (religion,
gender, socio-economic status, and location).

A total of 300 respondents participated in the study, distributed as follows:

* 50 legal experts

* 50 religious leaders

* 50 government officials and policymakers

* 150 members of the general public
This stratification allowed the researcher to perform comparative analysis across
different occupational and social strata. Future analysis includes exploring
differences in perception based on income levels, professional status, and religious
affiliation, which are key variables captured in the survey instrument.

Rationale for Instrument Selection

Although interviews—especially with religious leaders and legal scholars—would
provide richer narrative insight, the decision to use a structured questionnaire was
based on three considerations:

1. Comparability and scalability: Questionnaires allow for the aggregation of
responses from a relatively large and diverse sample, enabling generalizations
about trends and public attitudes.

2. Time and resource constraints: Given the geographic scope and diversity of
the target population, administering interviews at scale would have been
less feasible.

3. Quantitative analysis priority: The study’s emphasis on measuring and
comparing perceptions across demographic categories necessitates a
standardized data collection tool.

That being said, insights drawn from legal documents, official statements, and
academic commentary have been employed to contextualize the statistical data,
forming the qualitative background to the study.

Data Collection Methods
1. Primary Data
* Structured Questionnaire: Administered both in print and digitally, the
questionnaire contained closed-ended questions using a Likert scale to assess
attitudes toward Shariah law, perceptions of religious marginalization, and
support for legal pluralism. It also included demographic items (religion,
profession, income bracket, education) for subgroup analysis.

2. Secondary Data
* Legal and Constitutional Documents: Including the 1999 Constitution of the
Federal Republic of Nigeria, relevant Shariah court rulings, and international
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human rights instruments.

* Academic Literature: Scholarly texts and journal articles on legal pluralism,
Islamic law, and Nigerian federalism.

* Media Sources and Policy Reports: Statements by religious leaders, government
responses, and civil society commentaries.

Data Analysis Techniques
Quantitative Data Analysis
* Descriptive statistics (frequencies, percentages, bar charts, pie charts) are used
to illustrate the overall distribution of responses.
* Cross-tabulations and comparative analysis are employed to explore
relationships between variables such as profession, income level, and support
for Shariah law.

Qualitative Data Analysis
* Content analysis of legal and policy texts was conducted to understand
the constitutional legitimacy, political framing, and interfaith concerns
surrounding Shariah law.
* Rather than serving as a stand-alone qualitative study, these findings serve to
complement and enrich the interpretation of survey data.

Ethical Considerations
* Informed Consent: Participants were briefed on the objectives of the study
and signed informed consent forms.
* Anonymity and Confidentiality: All responses were anonymized; data were
stored securely.
* Objectivity and Neutrality: The researcher maintained neutrality and refrained
from influencing responses or leading participants.
By focusing primarily on quantitative primary data and embedding qualitative
insights in supporting roles, this study responds to critical feedback by offering a
more empirical and comparative account of the socio-political effects of Shariah law
in Western Nigeria. The decision to structure the study in this manner enhances
both the validity and policy relevance of the findings.

Questionnaire Data Presentation and Analysis

This section presents and analyzes the data collected from respondents on the
topic “Shariah Law and Religious Rights in a Multi-Religious Society: Examining
Its Introduction for Muslims in Western Nigeria” The total number of respondents
was 300. The data were collected using structured questionnaires and analyzed
quantitatively.
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1. Demographic Profile of Respondents

Age Distribution:

The majority of the respondents fall within the age bracket of 31-45 years (39.67%),
followed by those aged 18-30 years (29.33%). About 24.33% are between 46-60
years, while a small percentage are above 60 years (4.00%) or below 18 years (2.67%).

= 46-60

Above 60
Below 18

18-30
31-45

Figure 1 Age Distribution of Respondents

Gender:
A significant portion of the respondents were male (70.33%), while females

constituted 29.67%. This gender distribution reflects broader male participation in
religious and legal discourse within the studied population.

Female '

Male

Figure 2 Gender Distribution of Respondents
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Religious Affiliation:
The respondents are predominantly Muslims (85.67%), with Christians accounting

for 14.33%. This skewed distribution is consistent with the focus of the study on

Muslim perspectives.

Christian

Muslim

Figure 3 Religious Affiliation of Respondents

2. Respondents’ Knowledge and Perceptions of Shariah Law

Understanding of Shariah Law:
An overwhelming majority (89.67%) affirmed they have a basic understanding of

Shariah law, indicating that most participants are informed on the subject matter.

© ®

Figure 4 Understanding of Shariah Law
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Necessity of Shariah Law in Western Nigeria:

71.67% of respondents believe that Shariah law is necessary in Western Nigeria.
Meanwhile, 23.33% disagreed, and 5% remained undecided. This shows strong
support among Muslims for the institutionalization of Shariah in the region.

Percentage
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Figure 5 Necessity of Shariah Law in Western Nigeria

Applicability of Shariah Law:

Most respondents (71.33%) believe that Shariah law should apply only to Muslims,
with 16% suggesting it can apply to both Muslims and non-Muslims, and 12.67%
arguing it should apply to all Nigerian citizens. This reflects the perception that
Shariah law is a religious legal system meant for adherents of Islam.

10
60+
» 50
g
£ 40
S
E 30
20
10
o o ] el
5 & @
- » S
= el \\“\
o o L

Figure 6 Applicability of Shariah Law

3. Perceived Impacts of Shariah Law

Promotion of Religious Harmony:

66.33% believe that the introduction of Shariah law in Western Nigeria will promote
religious harmony. However, 23% disagreed, and 10.67% were unsure. The majority
view reflects confidence in Shariah law as a tool for peace among its proponents.
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Figure 7 Shariah Promote Religious Harmony?

Shariah Law as a Tool for Islamization:

When asked whether Shariah law is a tool for Islamizing Nigeria, 43.67% strongly
disagreed and 21.67% disagreed. However, 17.67% agreed, and 10% strongly agreed,
with 7% choosing a neutral stance. This indicates that while a majority reject the
claim, a considerable minority entertain suspicions of political motives behind its
introduction.

The findings reveal a strong awareness and favorable perception of Shariah law
among Muslims in Western Nigeria. The data suggest that a significant portion of
the Muslim population views Shariah law not only as a religious necessity but also
as a mechanism for promoting moral discipline and social order. However, concerns
about the broader implications for national unity and religious harmony persist,
especially among non-Muslim minorities.
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Figure 8 TIs Shariah a Tool for Islamization?
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4. Legal and Human Rights Considerations

Constitutional Support:

According to the respondents, 60.87% believe the Nigerian Constitution supports
the implementation of Shariah law in Western Nigeria. However, 24.64% were
unsure, and 14.49% explicitly stated that the Constitution does not support it. This
divergence highlights the need for clearer legal interpretation and education on
constitutional provisions relating to religious law.

u
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Figure 9 Constitutional Support for Shariah Law

Alignment with International Human Rights Standards:

A similar pattern emerged with regard to human rights. 59.42% of respondents
believe Shariah law aligns with international human rights standards, while 21.74%
disagreed and 18.84% were unsure. While the majority accept compatibility, a sizable
minority express concerns that warrant further engagement and legal clarification.

& ® &
&

Figure 10 Shariah Law & International Human Rights
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Protection of Non-Muslim Rights:
Respondents suggested several strategies to ensure that the rights of non-Muslims
are not infringed upon. These include:

* “By defining its application in the law and proper enforcement.”

* “Muslims in public service to act honourably.”

* “By going through appropriate channels.”
These perspectives underline the importance of ethical governance, legal safeguards,
and responsible implementation.

Suggested Reforms:
To balance religious rights and national unity, participants recommended reforms
such as:
* “Education and enlightenment.”
* “Recognition of Shariah panels and establishment of Shariah Courts of
Appeal.”
* “National orientation agencies should sensitize the public.”
These focus on civic education, institutional reform, and national sensitization to

foster religious inclusivity.

Peaceful Coexistence:
Recommendations for promoting peaceful coexistence between Muslims and non-
Muslims included:

* “Promote religious harmony.”

* “Encourage mutual understanding.”

* “Continue interfaith education.”
This reflects a shared desire for mutual respect and sustained dialogue in a pluralistic
society.

Additional Insights:
Some respondents raised critical reflections, with comments such as:
* “No need for the implementation in Western Nigeria.”
* “Training of Arabic and Islamic teachers in Western Nigeria.”
These reflect both skepticism and constructive suggestions for inclusive religious
education.

Overall, while support for Shariah law remains strong among respondents, the data
indicates a thoughtful awareness of the legal and human rights implications. There
is also a proactive call for frameworks that uphold both religious and civic values
within a democratic setting.

The Rationale Behind the Introduction of Shariah Law in Western Nigeria and
Its Role in Protecting the Religious Rights of Muslims

Nigeria’s legal system accommodates customary, statutory, and Islamic laws. While
Shariah law is well-established in the North, its growing relevance in Western
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Nigeria—a religiously diverse region—merits analysis. This essay explores the
rationale behind its introduction and its role in protecting Muslim religious rights
within Nigeria’s constitutional and socio-religious context.

Historical and Religious Rationale

Shariah predates colonialism in Nigeria, particularly in the North and parts of the
Yoruba West like Ilorin (Na’Allah 2009). Colonial rule introduced English law but
did not completely displace Islamic personal law. Post-1999 democratic reforms
revived Muslim demands for Shariah, viewed not just as law but a comprehensive
way of life based on the Qur'an and Sunnah (Oba 2002). Its reintroduction supports
religious identity amid increasing secularism.

Constitutional and Legal Justification

Though Nigerias 1999 Constitution is secular, it guarantees freedom of religion
(Section 38) and allows states to establish Shariah Courts of Appeal (Sections 275-
279) (FRN 1999). Shariah in Western Nigeria is voluntary and limited to Muslims,
reflecting legal pluralism and protecting the rights of all citizens (Ostien 2007).

Cultural Identity and Religious Rights

Shariah law helps preserve Muslim cultural and religious identity by governing
personal matters like marriage, inheritance, and custody (Lenta 2005). It
ensures Muslims can resolve such issues in line with their faith, aligning with the
constitutional guarantee of religious freedom (Eze 1984).

Democratic Expression and Legal Pluralism

Advocacy for Shariah has emerged through democratic channels, showing it is both
a religious and political demand for legal inclusion (Ostien 2007). Nigeria’s legal
pluralism—statutory, customary, and Islamic—supports Shariah’s legitimacy in the
West (Oba 2011).

Challenges and Caution

Despite its benefits, Shariah’s expansion can raise concerns about inter-religious
conflict and politicization (Yadudu 2000). To avoid this, its application must remain
voluntary and focused on personal matters, respecting Nigeria’s religious diversity.
The introduction of Shariah in Western Nigeria stems from historical, religious,
constitutional, and cultural imperatives. It affirms Muslims’ right to practice
their faith within Nigeria’s plural legal framework. However, careful and inclusive
implementation is essential to maintain religious harmony and uphold constitutional
principles.

The Constitutional and Legal Framework Supporting the Coexistence of Shariah
Law within Nigeria’s Secular Legal System

Nigeria operates a plural legal system, accommodating customary, Islamic (Shariah),
and statutory laws within a single framework. Though constitutionally secular,
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Nigeria also recognizes the religious and cultural diversity of its people. This has
enabled Shariah law to function alongside secular law, particularly in civil matters
involving Muslims. This essay outlines the constitutional and legal basis for Shariah’s
coexistence within Nigeria’s secular structure.

Secularism and Religious Freedom

Section 10 of the 1999 Constitution states that no government in Nigeria shall
adopt a state religion (FRN 1999). Despite this, Section 38 guarantees freedom of
thought, conscience, and religion, including the right to manifest and propagate
one’s faith. This balance allows religious laws like Shariah to exist within a secular
legal framework.

Recognition of Shariah Law

Sections 275-279 permit states to establish Shariah Courts of Appeal with jurisdiction
limited to civil matters involving Muslims—such as marriage, inheritance, and
guardianship. These courts operate only with the voluntary consent of Muslim
parties and do not affect non-Muslims, thereby upholding religious pluralism and
legal coexistence.

Legal Pluralism and Customary Law

Alongside Shariah law, customary law is also recognized and applied in personal and
communal matters. Like Shariah, customary courts are limited in scope and must
comply with constitutional standards (Oba 2002). This reflects Nigeria’s pragmatic
embrace of legal pluralism, respecting cultural diversity within a unified legal order.

Judicial Precedents

The judiciary has upheld the constitutionality of Shariah law where it applies only
to Muslims and does not violate federal law or the rights of others. In Kano State
Government v. Federation (Supreme Court of Nigeria 2006), the Supreme Court
confirmed the legitimacy of Shariah courts in civil cases involving Muslims, provided
non-Muslims are not affected.

Checks and Human Rights Protections

Chapter IV of the Constitution guarantees fundamental rights such as fair hearing
(Section 36), equality (Section 42), and protection from discrimination. Any
perceived infringement under Shariah law can be challenged in the regular courts,
including the Court of Appeal and the Supreme Court.

Federalism and State Autonomy

Nigerias federal structure allows states to establish courts and legal systems
responsive to local needs. States like Kwara, Oyo, and Kano have used this autonomy
to implement Shariah courts for Muslim communities. However, these efforts must
conform to the national constitution and respect federal laws.
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The coexistence of Shariah law with Nigeria’s secular legal system reflects the
country’s commitment to legal pluralism, federalism, and religious freedom. The
Constitution enables Shariah law in civil matters among Muslims while protecting
the rights of all citizens. This balance sustains unity in diversity and ensures that
religious laws function within constitutional boundaries.

Public Perceptions and Reactions to the Introduction of Shariah Law in Nigeria:
Concerns About Islamization

The reintroduction of Shariah law in several northern Nigerian states since 1999 has
generated considerable debate and concern, particularly relating to the perceived
Islamization of Nigeria. While proponents view it as a legitimate legal framework
for Muslim personal and civil matters, critics—especially from southern and non-
Muslim populations—have expressed apprehension about its implications for
national unity, secularism, and human rights.

Shariah law was officially adopted in twelve northern states of Nigeria, starting with
Zamfara State in 1999, under the leadership of Governor Ahmad Sani Yerima. This
development followed the return to democratic governance and was portrayed as a
move to enhance moral standards and justice for Muslims (Paden 2005). Supporters
of Shariah law argue that it aligns with the religious identity and aspirations of
the Muslim-majority northern population and operates within the constitutional
provision for freedom of religion and legal pluralism (Ostien 2007). They contend
that Shariah courts only have jurisdiction over civil and personal matters involving
consenting Muslims, and therefore do not violate the rights of non-Muslims.

However, this legal development provoked strong reactions from various quarters.
Many Christians and secular-minded Nigerians saw the adoption of Shariah
law as a step toward the Islamization of Nigeria, a constitutionally secular state
(Ibrahim 2004). These fears were fueled by reports of harsh punishments such as
amputation and stoning, and concerns that such practices were incompatible with
international human rights standards and Nigerias constitution. The Christian
Association of Nigeria (CAN), human rights organizations, and some southern
politicians criticized the move, warning that it could deepen religious divisions and
threaten national cohesion (Marshall 2002).

Furthermore, non-Muslims residing in Shariah-implementing states often felt
marginalized, especially in cases where the application of certain moral codes,
such as bans on alcohol or gender segregation in public transportation, affected the
general population (Yusuf 2013). Even among Muslims, reactions were mixed. Some
questioned the political motives behind the sudden reimplementation of Shariah,
suspecting it was being used to gain political legitimacy or distract from economic
and governance challenges (Kendhammer 2013).

Despite these controversies, federal authorities in Nigeria have largely allowed the
implementation of Shariah to proceed, provided it does not infringe on constitutional
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rights or extend beyond its prescribed jurisdiction. The Nigerian judiciary, in notable
decisions, such as Kano State Government v. Federation (Supreme Court of Nigeria
2006), upheld the legality of Shariah civil jurisdiction for Muslims, reinforcing the
principle of legal pluralism under Nigeria’s constitution.

In conclusion, the introduction of Shariah law in northern Nigeria continues to elicit
polarized responses, shaped by religious, political, and regional identities. While
many Muslims see it as an expression of religious freedom and moral justice, others
fear it signals a gradual erosion of secularism and inclusivity. These conflicting
perceptions underscore the complex interplay between law, religion, and identity in
Nigeria’s pluralistic society, and they highlight the ongoing need for dialogue, legal
clarity, and sensitivity to Nigeria’s diverse population.

The Impact of Shariah Law on Interfaith Relations, Governance, and Social
Cohesion in Western Nigeria

Western Nigeria, predominantly Yoruba, is noted for religious pluralism and
interfaith harmony. While Shariah law is not fully implemented in the region as in
Northern Nigeria, its advocacy by Muslim communities has sparked debate over its
implications for interfaith relations, governance, and social cohesion.

Interfaith Relations

Shariah discourse has sometimes strained interfaith ties. Christian groups, notably
the Christian Association of Nigeria (CAN), fear marginalization and the erosion
of Nigeria’s secular character (Marshall 2002). Conversely, Muslim advocates see
the denial of Shariah courts as religious discrimination, especially since Christian
ecclesiastical courts are recognized (Yusuf 2013). Despite these tensions, the Yoruba
tradition of religious tolerance helps maintain peace.

Governance and Legal Pluralism

Western states like Lagos and Osun have avoided full Shariah implementation but
accommodate aspects of Islamic law through customary courts in matters such as
marriage and inheritance. Full implementation would require constitutional reforms
and may provoke political resistance (Kendhammer 2013). As a result, governance
in the region emphasizes caution, balance, and inclusivity.

Social Cohesion and Identity

Yoruba society’s deep-rooted religious tolerance allows space for limited Shariah
application among Muslims without undermining social harmony. For Muslims,
Shariah represents an ethical and moral framework rather than a political tool. Its
application in civil matters—on a voluntary basis—can coexist with Nigeria’s secular
legal system, in line with constitutional guarantees (FRN 1999, Sections 38 and 275).
Experiences from Northern states like Zamfara and Kano show that Shariah, with
proper safeguards and inclusive dialogue, can promote justice and social order. In
Western Nigeria, where Muslims are a significant demographic in states like Osun,
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Oyo, Ogun, and Lagos, calls for limited Shariah reflect a legitimate demand for
religious self-determination (Ostien 2007).

Rather than fragmenting society, legal pluralism can affirm identity and dignity
across religious lines. Paden (2005) emphasizes that Nigeria’s strength lies in
managing, not erasing, its diversity.

The Shariah discourse in Western Nigeria highlights the need to balance religious
freedom with social cohesion. With transparency, dialogue, and legal safeguards,
Shariah can operate peacefully within Nigerias secular framework. The goal should
be justice for all—through respect, equity, and inclusion.

Contextual and Comparative Analysis: Shariah Law in Northern and Western
Nigeria

Understanding the impact of Shariah law in Western Nigeria requires a comparison
with Northern Nigeria, where its implementation is more entrenched. Both regions
have sizable Muslim populations, but historical, legal, and societal contexts shape
differing outcomes for governance, religious rights, and national unity.

Shariah Law in Northern Nigeria

Shariah has deep roots in Northern Nigeria, dating back to pre-colonial Islamic
emirates and persisting through colonial and post-colonial periods (Loimeier 2012).
Its reintroduction as state law began in 1999 with Zamfara and spread to 12 other
northern states. There, Shariah covers civil and criminal matters and is administered
through specialized courts (Ostien 2007).

Key features include:
* Institutionalization: Shariah courts fully integrated into the judicial system.
* Broad Jurisdiction: Includes criminal, civil, commercial, and family law.
* Popular Support: Minimal resistance due to religious homogeneity
(Paden 2005).
However, concerns persist about human rights, gender equity, and constitutional
compatibility (Ibrahim and Igbuzor 2002).

Shariah Law in Western Nigeria

In contrast, states like Lagos, Oyo, and Osun operate within a plural legal culture of
customary, Islamic, and statutory law (Olaniyan 2020). Shariah applies only to civil
matters among Muslims and lacks criminal jurisdiction.

Key characteristics include:
* Voluntary Use: Muslims may opt into Shariah courts for personal law.
* Restricted Scope: No authority over criminal cases, avoiding constitutional
conflict (Ostien 2007).
* Religious Sensitivity: Given the religious diversity, its expansion is often
contested (Falola 2009).
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Shariah’s discussion in the West has sparked fears of Islamization, political division,
and communal tension (Adebanwi 2004).

Similarities and Differences
Commonalities include:
* Constitutional Legitimacy: Section 38 supports freedom of religion.
* Muslim-Specific Jurisdiction: Shariah applies only to Muslims (Nmehielle
2004).
* Political Symbolism: Used for identity and political mobilization.
Differences lie in institutional reach and social reception: Shariah is state law in the
North, while in the West, it remains a civil legal option amid interfaith sensitivities.

Socio-Political Implications

In the North, Shariah is woven into the legal and religious system, albeit with some
challenges. In the West, its implementation is more controversial, raising fears of
marginalization and threatening secular principles. These tensions highlight the
need for careful, region-specific approaches to legal pluralism, interfaith harmony,
and national unity.

Policy Recommendations for Religious Harmony, Legal Pluralism, and Peaceful
Coexistence in Western Nigeria

1. Strengthen Constitutional Guarantees and Legal Frameworks

* Affirm Religious Freedom: Reinforce constitutional protections under Section
38 (freedom of thought, conscience, and religion) to ensure that individuals
can practice their faith without fear of discrimination or coercion.

* Recognize Legal Pluralism: Institutionalize mechanisms that recognize and
respect the coexistence of statutory, customary, and religious legal systems—
especially in matters of personal law (e.g., marriage, inheritance, and family
law).

* Safeguard Minority Rights: Ensure that Shariah or any other religious laws
are implemented only for adherents of that faith, with clear legal boundaries
protecting non-adherents from undue influence or imposition.

2. Promote Inclusive Governance and Representation

* Interfaith Advisory Councils: Establish state-level and local government
interfaith advisory councils composed of leaders from Islamic, Christian, and
traditional communities to deliberate on policies, mediate conflicts, and build
consensus on sensitive issues.

* Diverse Representation in Public Institutions: Ensure that religious and
ethnic groups are proportionately represented in state cabinets, civil service,
judiciary, and law enforcement to build trust and reduce perceptions of bias.
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3. Foster Interreligious Dialogue and Civic Education
* Community Dialogues and Peacebuilding Forums: Organize regular town hall
meetings, interfaith seminars, and public discussions to dispel misconceptions
about religious practices and legal traditions, including Shariah.
* Integrate Civic and Religious Education: Encourage schools and religious
institutions to teach civic values such as tolerance, justice, mutual respect, and
the importance of peaceful coexistence.

4. Create Legal Safeguards and Oversight Mechanisms
* Establish Religious Legal Monitoring Boards: These boards can ensure that the
application of religious laws complies with constitutional provisions and does
not infringe on fundamental human rights.

5. Build Media and Public Communication Strategy
* Peace Journalism and Responsible Media: Train journalists to report sensitively
on religious issues, counter hate speech, and promote narratives of unity.
* Government Communication Units on Religious Affairs: State governments
can set up public affairs units to handle religious queries, counter

misinformation, and offer clarifications on controversial policies.

6. Invest in Justice Sector Reforms
* Equip Shariah and Customary Courts: Where religious courts exist, they
should be properly staffed, trained, and regulated to uphold fairness and legal
professionalism.
* Judicial Training on Plural Legal Systems: Organize seminars and workshops
for judges and legal officers on how to navigate and reconcile overlapping
jurisdictions between statutory, Shariah, and customary courts.

7. Encourage Faith-Based Development Initiatives

* Joint Projects by Religious Institutions: Encourage Muslim and Christian
organizations to collaborate on development initiatives—such as healthcare,
education, and poverty alleviation—to build social capital and shared
community interest.

* Government Partnerships with Religious Bodies: Governments can engage
faith-based groups in designing and implementing social welfare programs,
which can also reinforce the message of unity through service.

Conclusion

This study set out to investigate the socio-political implications of the adoption
of Shariah law in Western Nigeria, particularly in terms of its impact on religious
rights, legal pluralism, and interfaith relations. Drawing primarily on quantitative
data gathered through structured questionnaires, supplemented with legal and
policy analysis, the findings reveal a complex and often contested landscape.
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The analysis indicates that perceptions of Shariah law are strongly influenced
by factors such as religious affiliation, professional background, and education
level. Among Muslim respondents, especially legal scholars and religious leaders,
Shariah is viewed as a legitimate exercise of religious freedom under the Nigerian
constitution. Conversely, a significant proportion of Christian respondents and
secular professionals expressed concerns over potential encroachments on Nigerias
secular legal identity, fearing that the implementation of Shariah law might lead to
religious marginalization or political imbalance.

The study also finds that legal pluralism is generally accepted, but its implementation
must be handled carefully to avoid conflict. Support for Shariah law was found to be
higher among respondents with lower income levels and among those who perceive
the secular judicial system as corrupt or inefficient, suggesting a potential correlation
between socioeconomic dissatisfaction and support for alternative legal frameworks.

Furthermore, the findings indicate that knowledge gaps exist among the general
population concerning the scope of Shariah law. Many non-Muslim respondents
wrongly believed that Shariah law applies to all citizens, a misperception that fuels
unnecessary anxiety and resistance. This underlines the need for public education
and clearer communication from legal and governmental institutions.
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Abstract

This paper analyses the impact of British rule in Gaza between 1917 and 1948, highlighting the way in
which the commitments made by Britain during the First World War influenced the political configuration
of Palestine, specifically the territory of Gaza. The importance of this topic lies in the need to understand the
historical origins of geopolitical tensions in the region, and is justified by the significant role of the British
administration in articulating contradictory commitments to the Arabs and Jews, which triggered long-
lasting conflicts. The main objective is to evaluate the effects of these promises on Gaza and its population,
particularly in the context of the British administration. The methodology adopted is historical-analytical,
based on bibliographical research and the analysis of books and scientific articles. It concludes that British
action has profoundly molded the socio-political reality of Gaza, contributing to territorial fragmentation, the
political exclusion of Palestinian Arabs, and the aggravation of identity tensions. This analysis contributes to a
critical understanding of the British legacy in Palestine.
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his article analyses the impact of British rule over the territory of Gaza between

1917 and 1948, in the light of the diplomatic promises made during the First
World War. The relevance of this topic is justified by the centrality of Palestine - and
Gaza in particular - in the dynamics of conflict and instability that persist to this day.
Understanding the historic roots of British involvement sheds light on the genesis of
the territorial identity and the political disputes that shaped the 20th century in the
Middle East.

The problem we intend to address lies in the contradictions of the promises made
by Britain to different actors - Arab leaders and the Zionist movement - and the way
how these promises influenced British imperial policy in the region. Specifically, this
study asks how these decisions affected the territory of Gaza, both at the level of its
political and social structures and in the context of the emergence of local resistance.
The importance of this question lies in its direct impact on the development of the
Israeli-Palestinian conflict and the construction of clashing national identities.

In recent decades, research into the British Mandate and Palestine has deepened,
highlighting themes such as British imperial management, the effects of the Balfour
Declaration, Arab resistance, Jewish immigration, and the formation of Zionist
institutions.

This article adopts a historical-analytical approach aimed at understanding British
actions in Gaza, based on the articulation between primary documentary sources
and specialized literature. This approach is appropriate because it allows political
decisions to be contextualized in the light of broader historical processes and their
consequences to be critically examined.

One of the key concepts in this study is Zionism, understood as the political and
ideological movement that was established in the late nineteenth century, advocating
for the establishment of a sovereign Jewish homeland, with Palestine regarded as
the most suitable location due to its historical and religious significance to the
Jewish people. Zionism, as a mobilizing force, gained strength with the support of
the Balfour Declaration and was a determining element in the demographic and
political transformation of the Palestinian territory.

This article is organized into four main parts. The first presents the historical
background to the British promises during the First World War. The second analyses
the direct impact of the British Mandate on Gaza. The third examines the Arab-
Palestinian reaction, with an emphasis on the Revolt of 1936-1939. Finally, the
fourth part deals with the end of the Mandate period with the 1948 war, the creation
of the State of Israel, and the massive displacement of Palestinians, many of whom
took refuge in Gaza.

The aim of this article is therefore to understand how British rule and its political
decisions have shaped the historical trajectory of Gaza and contributed to the
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worsening of tensions between Jews and Arabs in Palestine. The central question
guiding the study is: how did the promises made by Britain during the First World
War and the subsequent administration of the British Mandate affect the territory
and population of Gaza? Through this analysis, we aim to contribute to the critical
understanding of British colonialism and its legacy in the Middle East.

British Promises and the Reorganization
of the Middle East (1915-1917)

The drawing of a new geopolitical map of Europe and the Middle East marked the
end of the First World War. Even before the First World War was due to end, it was
already known that Great Britain wanted to keep the Palestinian territory to which
Gaza belonged. The Hussein-McMahon Correspondence of 1915 included a series
of communications in which the British government pledged to recognize Arab
independence, contingent upon Husayn ibn Ali, the Sharif of Mecca and King of
Hejaz, initiating a revolt against the Ottoman Empire. The proposed Arab territory
was to include regions such as Syria, Mesopotamia, and potentially Palestine
(Haidar, et al. 2024).

During the First World War, a confidential exchange of letters took place between
Sir Henry McMahon, the British High Commissioner in Egypt, and Sharif Hussein
of Mecca, laying the groundwork for British-Arab relations during the conflict. The
British desired Sharif Hussein’s support in their campaign against the Ottoman Empire
during the First World War. As the custodian of the Muslim Holy Places, Hussein was
regarded by Britain as a potential unifying figure for the Arab world, especially given
his claim to represent the entire “Arab Nation” In return for his commitment to lead
an uprising against the Ottomans, Britain offered financial assistance and military
guidance, notably through British officers such as T. E. Lawrence, later popularized in
the film Lawrence of Arabia, and assurances of support for Arab independence. The
correspondence between McMahon and Hussein unfolded over several months, with
McMahon’s letter dated 24 October 1915 generally recognized as the most pivotal
document in the exchange. By this time, British ambitions regarding Palestine were
already understood (Sabel 2022, 15).

This correspondence gave rise to the Sykes-Picot agreements of 1916, which had
a major impact on the region where Gaza was located. But the promise to give the
Arabs independence was not fulfilled (Salihu 2024). France and Great Britain, with
the consent of Russia, reached a secret agreement during the First World War to
divide the territories of the Middle East into respective zones of influence and control
following the anticipated defeat of the Ottoman Empire. The French zone would
correspond to the current northern Syria and Lebanon, and the British zone would
cover southern Iraq and the port of Haifa (Palestine). The agreement also foresaw
that Jerusalem, along with certain parts of Palestine, including Gaza, would be placed
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under a vaguely defined international administration. The specific nature of
this administration was to be determined through consultations with Russia
and other allied powers, rather than being directly assigned to British or
French control under the initial terms of the agreement. Due to discontent
with this decision, Arab nationalist movements emerged (Salihu 2024).

Although this agreement did not assign Gaza or Palestine directly to
British control, Britain attacked Gaza in what became known as the First,
Second, and Third Battles of Gaza. The British attacks on Gaza were part
of the British offensive on the Sinai and Palestine fronts during the First
World War, following the Ottoman attempts to seize the Suez Canal.
In the first two battles, even with the British superiority in numbers of
soldiers, vehicles, weapons, and food, as well as in naval bombardment, the
Ottoman forces managed to resist and repel the British attacks (Agaoglu
2017). However, in November 1917, in the Third Battle of Gaza, the British
managed to conquer Gaza. In these three battles, Gaza suffered intense
bombardments that had a significant impact on its population, destroying
the city and causing high casualties (Halevy 2015).

Also, in November 1917, the British government issued the Balfour
Declaration, motivated by the desire to gain support from influential Jewish
communities around the world during the First World War, particularly in
the United States and Russia, as well as strategic and imperial interests in
the region. Palestine was seen as extremely important for the future security
and prosperity of the British Empire (Haidar, et al. 2024).

According to the Balfour Declaration of 1917, His Majesty’s Government
expressed its support for the establishment of a national home for the Jewish
people in Palestine, if this would not prejudice the civil and religious rights
of existing non-Jewish communities or Jews elsewhere (Sabel 2022, 47)'. This
declaration signaled a significant change in British policy towards the future
of Palestine, moving away from the idea of an international administration
outlined in Sykes-Picot and paving the way for British control to implement
the Balfour Declaration (Haidar, et al. 2024).

The Imposition of the British Mandate
and the Gaza Affair (1917-1936)

The question of whether the Balfour Declaration contradicted the McMahon-
Hussein Correspondence remains a subject of ongoing debate. The official
British stance has consistently maintained that the Balfour Declaration did
not pertain to Palestine as covered by the McMahon-Hussein agreement.
Some authors claim that the Declaration did not contradict the Sykes-Picot
Agreement, since the Declaration was subsequently accepted by France
(Sabel 2022, 50). Other scholars contend that the Balfour Declaration

! “Balfour Declaration,
statement of British
support for “the
establishment in Palestine
of a national home for
the Jewish people” It was
made in a letter dated
November 2, 1917, from
Arthur James Balfour,
the British foreign
secretary, to Lionel Walter
Rothschild, 2nd Baron
Rothschild (of Tring),

a leader of the Anglo-
Jewish community” (The
Editors of Encyclopaedia
Britannica 2025). The
original text can be
consult in https://avalon.
law.yale.edu/20th_
century/balfour.asp
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conflicted with earlier British promises to the Arabs, particularly those
found in the Hussein-McMahon Correspondence of 1915, wherein Britain
appeared to support Arab independence in regions including Syria,
Mesopotamia, and potentially Palestine (e.g. (Haidar, et al. 2024)).

The Balfour Declaration also raises the question of the principle of self-
determination, given that most of Palestine’s population in 1917 was Arab.
The Palestinians felt betrayed by the Balfour Declaration, as it ignored
their aspirations for self-determination (Sabel 2022, 43). The declaration
exacerbated tensions between Jewish immigrants and the Arab population,
leading to violent clashes over land and resources. Britain was aware that
consulting the population could result in an “anti-Jewish verdict but justified
its policy with the importance of the Jewish question outside Palestine and
the belief in a historical Jewish claim to the region (Sabel 2022, 48). It is also
important to note that, in 1917, Britain did not hold sovereign rights over
Palestine to cede territory to the Jewish people. The Balfour Declaration
constituted a conditional commitment, stipulating that if Britain were to
gain rights over Palestine, it would act following the terms outlined in the
Declaration. Although the Balfour Declaration affirmed protections for the
civil and religious rights of Palestine’s non-Jewish inhabitants, it notably
omitted any recognition of their collective national identity or political
rights (Sabel 2022, 50).

The Balfour Declaration is also considered a fundamental antecedent to
the Nakba? of 1948 and the creation of the State of Israel. The declaration
gave impetus to the Zionist project of establishing a Jewish state in Palestine
(Inci n.d.).

This declaration was a turning point for the Zionist movement and
contributed to an increase in Jewish immigration to Palestine, which
included the Gaza region, and was supported internationally by powers
such as France, the United States, Italy, and Japan, which was a gain for the
Zionist movement. This declaration is still seen by many Palestinians as the
root of their difficulties and as a historical injustice (Inci n.d.).

After the end of the First World War in 1918, the map of the Middle East
was significantly altered with the collapse of the Ottoman Empire, which
affected Gaza. The Allied powers, Great Britain and France, began to plan
the future of the region, which included the division of the Middle East. The
League of Nations, established following the conclusion of the war, played an
important role in formalizing the status of Palestine (Martinelli 2022, 89).

In 1919, the United States appointed the King-Crane Commission, or
1919 Intercollegiate Commission on Turkish Mandates, an American
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commission of enquiry into the disposition of areas within the former Ottoman
Empire, sent to the Middle East by President Woodrow Wilson. The Commission
aimed to consult the populations of the Ottoman Empire on their post-imperial
territorial and political objectives, compiling their responses in the King-Crane
Report, which was only published in 1922 (Cooper and Omicron 2021).

The Commission concluded and recommended that the mandate for Palestine
should be given to the United States, noting the strong and unanimous opposition of
the Muslim and Christian populations to the Zionist project in Palestine, which was
intrinsically linked to the question of Syrian unity. The Commission also proposed
the appointment of Emir Feisal as the head of a newly unified Syrian state, asserting
that the governance and administration of such a state should be derived from the
will and free choice of its native populations. According to the Commission, the
concept of a national home did not equate to the establishment of a Jewish state.
The Commission warned that such a development could gravely infringe upon
the civil and religious rights of Palestine’s non-Jewish communities and therefore
recommended that Jewish immigration be curtailed and the pursuit of a separate
Jewish state be reconsidered. The King-Crane report was not implemented by the
US government and had a limited impact on the political decisions of the time
(Sabel 2022, 62).

Still in the context of the end of the First World War, the Paris Peace Conference
took place between 1919 and 1920, where the victorious Allied powers met to define
the terms of peace with the defeated countries and to decide the fate of the territories
of the dismembered Ottoman Empire. One of the crucial decisions taken at the
Paris Peace Conference was the establishment of the League of Nations Mandate
system to supervise the Ottoman territories in the region. Palestine, which included
Gaza, was placed under British Mandate following the decisions of this conference,
later formalized at the San Remo Conference, chaired by the Supreme Council
of the Allies in April 1920, where Tiirkiye formally ceded Syria, Palestine, and
Mesopotamia. The former Ottoman provinces of Syria and Lebanon were mandated
to France, Palestine, and Iraq (Mesopotamia) were mandated to Great Britain
(Inci n.d.). The authority to determine the status of Palestine rested with the Allied
Powers rather than the League of Nations. The Allied Powers were the ones who
decided that Great Britain, as the Mandate Power, would govern Palestine following
the terms of the agreement between them and the League. As early as August 1920,
Tirkiye signed the Sévres Peace Treaty, by which it renounced all its rights over
the Ottoman Empire in the Middle East in favor of the Allies. British rule of Gaza
and Palestine officially began in 1922 with the British Mandate for Palestine, which
was established by the decisions of the Paris and San Remo Peace Conferences and
incorporated the Balfour Declaration of 1917 (Sabel 2022, 44).

The League of Nations Mandate for Palestine, which ran from 1922 to 1947, was a
crucial period in the history of Palestine, framed by the mandate system established
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after the First World War. The League of Nations designed this system to manage
the former territories of the German Empire and the Ottoman Empire. Although
intended to bring these territories to independence, in practice, the mandate system
represented a distinct form of colonialism (Feldman 2008, 6).

Palestine was classified as a Class A Mandate, which, according to Article 22.4 of
the Covenant of the League of Nations, meant that its existence as an independent
nation could be recognized provisionally, on condition that the advice and help of
a mandatary (Great Britain) guided its administration until it was able to conduct
itself. However, effective power resided with Great Britain. The Mandate policy,
designed to support the establishment of a Jewish national home, had a direct and
increasingly significant impact on Gaza, as well as the broader Palestinian territory.
It promoted Jewish immigration to Palestine, which in turn intensified tensions and
conflicts with the existing Palestinian Arab population in Gaza and other regions
(Martinelli 2022, 88).

The British administration, mandated by the decisions of the Paris Peace Conference,
had the dual obligation of promoting the Jewish national home and preserving
the civil and religious rights of the Arab population, a contradiction that became
a source of instability in Gaza and throughout Palestine (Feldman 2008, 240). The
governance policies implemented by the British in Gaza, under the Mandate system
defined at the Paris Peace Conference, shaped daily life and administration in the
region for decades.

The Mandate explicitly referenced Jews, the Jewish population in Palestine, and the
broader Jewish community in the region, yet it failed to acknowledge Palestinians
or Palestinian Arabs, who comprised approximately 92 percent of the population.
Instead, Palestinians were referred to in vague and generic terms such as “non-Jews,
“natives,” or “peoples and communities,” without formal recognition by either the
British authorities or the League of Nations (Martinelli 2022, 87).

The Mandate period saw the simultaneous growth of Palestinian nationalism and
Zionism, with both claiming the same territory (Martinelli 2022, 13). British policies
in the Mandate faced increasing difficulty in reconciling their obligations towards
the Zionist movement and the Arab population. The Palestinian political elite sought
to maintain their traditional role as interlocutors with the British authorities and the
League of Nations, demanding the abrogation of the Balfour Declaration and an end
to Jewish immigration (Rigby 2015).

The Arab Resistance and the rise of the conflict (1936-1939)

The 1930s saw the rise of Palestinian resistance to Zionist colonization, culminating
in the Arab Revolt of 1936-1939. The Arab Revolt of 1936-1939 in Palestine was a
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period of intense unrest and violence by the Palestinian Arab population
against British rule and the growing foundation of a Jewish national home
(Martinelli 2022, 98). This uprising represented a significant milestone in
the Palestinian nationalist struggle and had profound impacts on British
policy towards the region.

This uprising took place because of growing Arab opposition to the
Zionist project and Jewish immigration to Palestine (Sabel 2022, 47). The
Palestinian Arabs saw Zionism as a threat to their demographic majority
and their national aspirations. The increase in Jewish immigration in the
1930s intensified tensions, leading to a growing sense that the future of
Palestine was being decided against the will of the Arab population. Of
course, the Arab rejection of the British Mandate from its inception, seen
as a betrayal of the promises of independence made during the First World
War, also contributed to the atmosphere of conflict. The general strike
of 1936, one of the main strategies of the uprising, affected Gaza’s local
economy, which depended on trade and agriculture (Feldman 2008, 21).

The revolt led to a reassessment of British policy towards Palestine. In
1937, the Peel Commission was established and proposed the partition of
Palestine into two sovereign states, one Arab and one Jewish. However, the
proposal was denied by the Pan-Arab Congress and the British government,
which feared alienating Arab allies (Sabel 2022, 83).

In 1939, the British government published the White Paper, which outlined
a proposal for the creation of an independent Palestinian state within ten
years, while simultaneously imposing limitations on Jewish immigration
and land purchases. This policy change was seen by the Jews as a betrayal
of the Balfour Declaration, while the Arabs, although initially supportive,
realized its limited implementation, leading Zionist leaders to seek support
from the United States (Martinelli 2022, 99).

The Arab Revolt of 1936-1939 represented a turning point in the Arab-
Israeli conflict, revealing the extent of Arab resistance to Zionist aspirations
and prompting shifts in British policy in the region. However, British
repression left the Palestinian population exhausted and disarmed, resulting
in a weakened leadership. In contrast, the Zionists, more organized,
strengthened their military and political institutions (Martinelli 2022, 99).
The 1936-1939 Uprising also influenced the anti-colonial struggle in
Palestine, including Gaza, serving as a precursor to the later intifadas
(Martinelli 2022, 99). The kufiyah® became one of the main symbols of
Palestinian resistance, and the uprising remains a central element of
Palestinian collective memory, something that would continue to be
relevant in Gaza in subsequent conflicts (Alghezi 2023).

? “Kefhiyeh, headdress
typically made of cotton
and traditionally worn by
men in parts of the Middle
East. The black-and-white
checkered keffiyeh, which
represents the Palestinian
liberation movement,

is also worn to convey
political sentiments.”
(McDonald 2025).
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Although the uprising was suppressed, it had lasting consequences on the
development of Palestinian nationalism and the redefinition of British policy
towards the region, preparing the ground for the events that would culminate in the
end of the British Mandate and the 1948 war (Martinelli 2022, 19-20).

The end of the British Mandate
and the consequences for Gaza (1947-1948)

With the end of the Second World War, Britain faced growing international pressure
over the question of Palestine. Following this pressure and with the creation of the
United Nations (UN) on 29 November 1947, the UN passed Resolution 181, which
recommended the partition of Palestine into two separate independent states, but
linked by an economic union, one Arab and one Jewish, with Jerusalem being an
international zone (the corpus seperatum) (Sabel 2022, 93). This resolution was
accepted by the Zionists but rejected by the Palestinians (Haidar, et al. 2024).

The resolution proposed ending the British Mandate in Palestine, involving the
gradual withdrawal of British forces, and the establishment of borders between
the proposed Arab and Jewish states, with Jerusalem receiving special status. The
creation of both states was set for completion by October 1, 1948. The plan called
for dividing Palestine into eight areas: three for the Arab state, three for the Jewish
state, with Jaffa designated as an Arab enclave within Jewish territory, and Jerusalem
placed under international oversight by the United Nations Trusteeship Council.
The Gaza Strip was also designated as part of the Arab state (Inci n.d.).

The plan allocated roughly 55 percent of Palestine’s territory to the proposed Jewish
state, even though Jews made up about one-third of the population at the time. The
remaining 45 percent was set aside for the Arab state, which included areas with
predominantly Arab populations (Salihu 2024). The Jewish Agency in Palestine
accepted the Partition Plan, while the Palestinians rejected it, viewing it as unjust and
a significant loss of land. They perceived the resolution as taking away most of their
territory. The Arab response to UN Resolution 181 was one of outright rejection and
opposition (Haidar, et al. 2024).

The rejection of the Partition Plan by the Arab and Palestinian leadership led
to an increase in violence and subsequently to the 1948 war. This war, known to
Palestinians as Al-Nakba, had a significant impact on Gaza. As a result of the 1948
war, thousands of Palestinians were displaced from their homes, and many of them
took refuge in the Gaza Strip. The problem of Palestinian refugees, including those
in Gaza, has become a central and enduring issue (Alghezi 2023).

It is important to note that the Partition Plan was never fully implemented due to
the 1948 war. The Mandate period ended with the 1948 war and the creation of
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the State of Israel in most of the Mandate territory. The failure to create an Arab-
Palestinian state, the displacement of a large part of the Palestinian population,
and the division of Jerusalem marked the end of this era. Instead of the two states
envisaged in Resolution 181, the result of the war was the expansion of Israel beyond
the proposed borders, the failure to create an independent Arab state in most of
the allocated territory and the division of Palestine between Israel, Jordan (which
annexed the West Bank) and Egypt (which administered Gaza) (Alghezi 2023).

Although Resolution 181 did not result in the immediate creation of a Palestinian
state in Gaza, it is seen as an initial international recognition of the legitimacy of
a Jewish state in Palestine. For Palestinians, the resolution and the subsequent war
and displacement, including to Gaza, are foundational events in their history and
their struggle for self-determination. This period was marked by growing tensions
between Palestinian and Zionist national aspirations, the policy of British support
for the creation of a Jewish national home, and culminated in the partition of the
territory and the 1948 conflict (Martinelli 2022, 84).

It is also important to highlight in this context Israel’s Declaration of Independence,
which occurred on 14 May 1948, representing the culmination of decades of Zionist
aspirations for a Jewish homeland, and was made by David Ben-Gurion, on the day
the British Mandate over Palestine came to an end (Salihu 2024).

Following the British withdrawal, Israel’s Declaration of Independence on 14 May 1948
prompted the invasion of regular armies from neighboring Arab states (Inci n.d.).
This conflict, known as the Arab-Israeli War of 1948 or the War of Independence, was
crucial in ensuring the survival and sovereignty of the State of Israel. The Zionists’
aim with the war was to conduct an ethnic cleansing of the territory allocated to
them by the UN (Rigby 2015).

The fighting lasted until April 1949, when the Armistice Agreements were formalized
between Israel and the Arab countries (Sabel 2022, 26). During the conflict, Israeli
forces managed not only to resist but also to expand the territory they controlled
beyond the borders proposed in the UN Partition Plan (Sabel 2022, 38).

For the Palestinians, the events of 1948 represented a national catastrophe.
Around 700,000 Palestinian Arabs were forced to flee or were expelled from their
homes. More than four hundred Arab-majority villages and towns were destroyed
or repopulated by Jews (Rigby 2015). Responsibility for this exodus remains a
controversial issue. The Israeli narrative argues that many Arabs fled voluntarily or
at the request of their leaders, in a context of war. The Palestinian position claims
that there were deliberate expulsions, massacres, and terror campaigns organized by
Israeli forces to empty the region. The authors argue that both the traditional Israeli
narrative of conspiracy and the contemporary Palestinian narrative of expulsion are
flawed, emphasizing that the historical reality is far more complex (Gelber 2009).

163



M. Rodrigues; P. Ferreira

No.2/2025 (vol. 14)

https://doi.org/10.53477/2284-9378-25-21

164

The result was the collapse of Palestinian society and culture. Thousands of refugees
settled in neighboring countries and territories such as the Gaza Strip and the
West Bank, multiplying the population of these regions (Haidar, et al. 2024). The
population of the Gaza Strip increased during the war due to the arrival of refugees.

With the end of the war, Israel came to control more than half of the territory of
Mandate Palestine, including West Jerusalem. Jordan annexed the West Bank, while
Egypt took over the administration of the Gaza Strip (Martinelli 2022, 109). The
Arab state proposed by the UN was never created.

For Israelis, the 1948 war represents the realization of two thousand years of Jewish
ambitions for a homeland in the Land of Israel (Weintraub and Gibson 2024).
Victory in the war is seen as an existential struggle for survival, imposed by hostile
Arab forces. For the Palestinians, the Nakba symbolizes the loss of their homeland,
the beginning of a life in exile, the dismemberment of their society, and a collective
trauma that continues to shape their identity and resistance to this day.

After the 1948 Arab-Israeli War, the Gaza Strip came under Egyptian administration,
which also became home to numerous Palestinian refugees who either fled or were
expelled from their lands with the establishment of the State of Israel, drastically
increasing the local population. Gaza has become one of the most densely populated
places in the world, with serious humanitarian difficulties and dependence
on international aid. Without Palestinian sovereignty and under Egyptian
administration, the region has become a focus of frustration and resistance,
developing a strong national identity and becoming central to the struggles of the
Palestinian people (Martinelli 2022, 99).

Conclusion

Based on the guiding question - how did the promises made by Britain during the
First World War and the subsequent administration of the British Mandate affect the
territory and population of Gaza? - the article has analyzed the political, social, and
territorial consequences of the British administration against the backdrop of the
contradictory promises made during the First World War. Through a historical-
analytical approach, it was possible to observe that British decisions, especially the
Balfour Declaration and the implementation of the Mandate, generated a context of
fragmentation and persistent tension.

The analysis showed that Gaza, although often treated as peripheral, was deeply
affected by imperial dynamics. The city was the scene of decisive battles, the object
of exclusionary administrative policies, and the target of a growing process of
demographic pressure, especially after the 1948 war. The combination of British
support for the Zionist project and the effective denial of Arab political rights created
a structural imbalance, contributing to the emergence of Palestinian resistance and
the consolidation of a conflict that lasted well beyond the Mandate period.
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This entire process reveals the complexity of imperial decisions and promises made
in wartime contexts, with repercussions that went beyond the short term. The case
of Gaza shows that British colonialism, in trying to reconcile opposing interests
without real mechanisms for mediation, not only failed in its declared objectives of
stability but also fostered the foundations of a long-lasting conflict.

This study can have relevant applications in the field of Middle Eastern history, post-
colonial studies, and international relations by offering a critical reading of the role of
imperial power in the genesis of contemporary conflicts. It can also contribute to current
debates on historical justice, self-determination, and the decolonization of memory.

The limitations of this work include the scarcity of specific primary sources relating
to the direct administration of Gaza during the Mandate, which made it difficult
to analyze local governance in greater detail. Furthermore, although it was possible
to identify the main political and diplomatic milestones, a more in-depth approach
to the daily life of the Gaza population would require other types of sources and
methodology.

Several lines of research remain open, including: how did the experience of the
Mandate shape Palestinian political culture in Gaza? What role did local leadership
play in articulating resistance and negotiation? And how do colonial legacies
continue to influence administration and political discourse in the Gaza Strip today?
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Introduction

The security landscape of the 21st century has undergone a profound transformation,
with traditional military threats increasingly supplemented or displaced by more
ambiguous challenges that blur the lines between war and peace, military and
civilian domains. As articulated in the European Commissions Joint Framework
on countering hybrid threats (2016), these evolving security challenges underscore
“the need for the Union to adapt and increase its capacities as a security provider,
with a strong focus on the close relationship between external and internal security.”
The vulnerabilities exposed by hybrid threats—combining diplomatic, military,
economic, and technological methods—necessitate responses that extend beyond
conventional defense mechanisms to incorporate whole-of-society approaches.

Conceptual Foundations

This research operates within several interconnected conceptual frameworks. Civil
society encompasses the sphere of collective voluntary action outside the state
and market, including non-governmental organizations, community associations,
professional bodies, and grassroots movements that contribute to public life
(Edwards 2014; Salamon 1994). National preparedness refers to coordinated
efforts to prevent, protect against, mitigate, respond to, and recover from threats
that endanger a nations security and stability (Perry and Lindell 2003). Hybrid
threats, as defined by the EU Joint Framework, constitute “the mixture of coercive
and subversive activity, conventional and unconventional methods... used in a
coordinated manner by state or non-state actors to achieve specific objectives while
remaining below the threshold of formally declared warfare” (European Commission
2016; Hoffman 2007). These threats characteristically exploit societal vulnerabilities
and generate ambiguity to hinder effective decision-making. Resilience describes a
system’s capacity to withstand stress and recover, strengthened from challenges, a
quality increasingly recognized as essential in modern security frameworks (Walker,
et al. 2004; Norris, et al. 2008).

Theoretical Framework

The evolving nature of security threats has prompted reconsideration of traditional
state-centric defense paradigms. Three theoretical approaches particularly inform
this study’s examination of civil society’s role in national security:

Resilience theory emphasizes society’s adaptive capacity in facing disruptions,
prioritizing systems that can absorb shocks and transform when necessary (Boin
and Lodge 2016). This adaptive capacity is distributed across multiple societal layers,
with civil society organizations playing crucial roles (Jungwirth, et al. 2023).

The human security approach shifts focus from territorial state security to people-
centered security, addressing multidimensional threats to communities and
recognizing civil society as both a security referent and provider (Sedra 2022).

The whole-of-society approach acknowledges that contemporary security
challenges require coordinated efforts across government, private sector, and civil
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society sectors, emphasizing security as a shared responsibility requiring diverse
partnerships (Jungwirth, et al. 2023).

Research Rationale

This investigation into civil society’s security role is justified by several converging
factors. First, hybrid threats specifically target societal vulnerabilities, seeking to
“undermine fundamental democratic values and liberties” (European Commission
2016). Civil society represents both a potential vulnerability and a critical defense
mechanism against such threats. Second, modern security challenges demand
responses transcending traditional institutional boundaries—spaces where civil
society organizations often already operate. Third, as noted in the EU Framework,
many security challenges “originate from instability in the EU’s immediate
neighborhood” (European Commission 2016). Civil society organizations, with
grassroots connections and cross-border networks, offer unique capabilities for early
warning and community resilience that complement official structures.

Hybrid threats specifically target societal vulnerabilities, seeking to undermine
democratic institutions and civil cohesion through cyberattacks, information
warfare, and political subversion. Countries situated on NATO’s eastern flank -
including the Baltic States and Georgia—are particularly exposed to these tactics due
to their geopolitical positioning and shared historical experiences under Soviet rule.
The Baltic States — Lithuania, Latvia, and Estonia - offer a mature example of civil-
military cooperation, having undergone deep integration into NATO and the
European Union. These nations have invested heavily in societal resilience and total
defense strategies, including formal mechanisms for civil society engagement in
national defense. In contrast, Georgia remains a NATO aspirant with an emerging
security architecture that still faces institutional, legal, and political constraints. This
contrast offers a valuable comparative framework: the Baltic States serve as models
of advanced integration, while Georgia provides insight into the opportunities and
challenges of adapting these models in less consolidated democracies.

Analyzing these cases together reveals how different stages of political development and
alliance integration affect the design, operation, and effectiveness of civil society’s role in
national defense. Such comparison also helps identify which elements of successful civil-
military partnerships may be transferable across diverse governance contexts.

Research Objectives and Methodology

This study aims to:
- Analyze the legal frameworks and institutional mechanisms enabling civil
society participation in national security across the selected case studies;
- Identify operational models of civil-military cooperation in responding to
hybrid threats;
- Assess challenges and limitations facing civil society engagement in security
domains;
- Develop policy recommendations for enhancing government-civil society
partnerships in building national resilience.
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The research employs qualitative methodology, including:
- Document analysis of legal frameworks, policy documents, and strategy papers
- Case study examination of civil society security initiatives in the Baltic States
and Georgia
- Comparative analysis of institutional approaches and operational models
- A written interview with Rimvydas Adomavi¢ius, who contributed to
establishing and leadership of Lithuania’s Komendantiiros system. His insights
provide valuable firsthand perspectives on implementation experiences,
structural challenges, and practical lessons relevant to civil-military
integration. The full transcript is available in Appendix B.

Methodological Note and Limitations

While the interview provides important practitioner-level insights, the study
acknowledges the limitation of relying on a single stakeholder perspective. Future
research will expand the empirical base through additional interviews with
policymakers, CSO representatives, and defense officials across the case study
countries to enhance analytical depth and triangulate findings.

In support of the case studies, this paper draws upon peer-reviewed academic
literature and official policy publications to substantiate observations. For example,
critiques of hybrid threat environments are grounded in NATO, EU, and UN
literature (European Commission 2016; Kaska, Osula and Stinissen 2023). Civil-
military structures like the Estonian Defence League and the Lithuanian Riflemen’s
Union are evaluated through national law and programmatic reporting (Estonian
Defence League n.d.; LRT 2022). Further triangulation was conducted through grey
literature, organization websites, and defense ministry publications.

A volunteer defense organization can be considered a civil society organization (CSO)
under certain conditions, though not always. The distinction depends on factors such
as legal status, autonomy, and relationship with the state. A volunteer defense group
typically qualifies as a CSO if it is non-profit, citizen-based, operates independently
from formal government command structures, and engages in public interest activities
such as preparedness, civic education, or resilience-building. Estonias Kaitseliit
(Defence League) exemplifies a hybrid model: it is composed of voluntary citizens
and maintains a strong societal base, yet it operates under the administrative authority
of the Ministry of Defence. While not fully independent, its civic ethos, affiliated
youth and women’s organizations, and public service orientation allow it to fulfill key
functions commonly associated with civil society. As such, it is best understood as a
quasi-CSO that bridges the domains of state security and civil participation.
Conversely, organizations lose their CSO character when they are structurally
embedded within state institutions, operate under direct government command, or
have members who are formal reservists or government employees. In these cases,
their function may still be important for national defense, but their independence—
and thus their qualification as CSOs - becomes compromised.
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These definitional distinctions are informed by general principles in civil society
literature (Edwards 2014; Salamon and Anheier 1997) and by applied frameworks in
security sector research (Loada and Moderan 2015; NATO 2024). They help clarify
when volunteer defense organizations function as CSOs and when they evolve into
state-linked entities.

This article adopts a flexible, context-sensitive approach, recognizing that
conventional Western definitions, which emphasize independence from state
structures, may not fully capture the hybrid nature of volunteer defense formations
in post-Soviet settings. It includes “quasi-CSOs” such as the Lithuanian Riflemen’s
Union and Komendantiros, Estonias Kaitseliit (Defence League), and Georgias
Mazniashvili Legion and Aisi as relevant civil society actors due to their grassroots
composition, voluntary nature, and societal roles, even if they operate with state
coordination. This categorization, while not conventional, reflects the functional
realities of post-Soviet security systems and supports a more inclusive understanding
of civil society’s contribution to national resilience.

Structure of the Paper

Following this Introduction, Section 1 examines the legal and institutional
dimensions of civil society engagement in national security across the case study
countries. Subsections 1.1.1 through 1.1.3 analyze the Baltic models, including
Lithuanias, Latvias, and Estonias approaches. Section 1.2 examines Georgia’s
evolving framework for civil society participation in security, highlighting both
innovations and persistent challenges. Section 2 presents policy recommendations
for enhancing civil society’s constructive role in national security, while the
Conclusion Section includes reflections on the transformative potential of inclusive
security approaches and directions for future research.

By examining these diverse models of civil society engagement in national security,
this research contributes to a deeper understanding of how whole-of-society
approaches can enhance resilience against modern hybrid threats, offering valuable
insights for policymakers, defense professionals, and civil society leaders alike.

1. Civil Society and National Security:
Legal and Institutional Dimensions

This section examines the evolving relationship between civil society organizations
and national defense structures across the Baltic States and Georgia. As modern
security threats increasingly transcend traditional military domains, governments
have developed varied approaches to harnessing civil society capabilities for enhanced
national resilience. The legal frameworks, institutional mechanisms, and operational
models discussed below illustrate diverse pathways for integrating civilian volunteers
into security architectures while maintaining appropriate oversight and democratic
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principles. A comprehensive comparative analysis of civil society engagement across
all four case studies is provided in Appendix A, highlighting key similarities and
differences in organizational structures, legal frameworks, and strategic approaches.
The analysis begins with the Baltic States’ models, which demonstrate more mature
integration of civil society into defense planning, before examining Georgia’s
emerging framework for volunteer participation in national security.

1.1 Baltic States
1.1.1. Lithuania

Overview of Civil Society’s Role in National Defense

Lithuania presents a comprehensive model of civil society integration into national
defense infrastructure, with a multi-layered approach that combines volunteer
militias, conscription, and civilian participation mechanisms. The country’s
historical experience with occupation and its geopolitical position have shaped a
defense doctrine that heavily emphasizes societal resilience and whole-of-society
approaches to security.

At the center of Lithuania’s civil society engagement in national defense stands the
Lithuanian Riflemen’s Union (LRU), a state-sponsored volunteer organization that
unites citizens dedicated to homeland defense. With nearly 15,000 members as of
recent data, the LRU serves as a critical bridge between military structures and
civil society. The organization’s significance in Lithuania’s defense ecosystem was
underscored in 2022 when the Lithuanian parliament passed legislation expanding
its activities and more deeply integrating it into national defense planning.

The LRU’s mandate encompasses both armed and non-violent resistance preparation,
with members developing capabilities across diverse fields including sports,
culture, citizenship education, IT, communication, medicine, and warfare. This
multidimensional approach reflects Lithuanias recognition that modern security
challenges require competencies beyond traditional combat skills. The organization
places particular emphasis on youth engagement, with approximately 6,000 Young
Riflemen participating in educational programs and citizenship development
activities (Lithuanian Riflemen’s Union n.d.).

In 2024, the Komendantiros (Commandant’s Offices) were established - the wartime
civilian forces, designed to operate alongside local municipalities during armed
conflicts. They incorporate both armed and non-armed civilians with various skills,
including those with firearms training, medical expertise, or willingness to assist in
territorial defense. This recent initiative aims to attract approximately 10,000 citizens
who would participate in up to ten days of training annually (LRT 2024).

According to Rimvydas Adomavicius, one of the early leaders of the Komendantiros
system, the establishment emerged from “Lithuania’s need to strengthen total
defense posture through better civil-military integration” The initial vision was
to create a structure serving dual purposes: “ensuring effective mobilization in



BULLETIN

OF "CAROL I" NATIONAL DEFENCE UNIVERSITY

crisis and providing rear security operations if needed.” This was accomplished by
“reorganizing and merging the Military Commandant’s Offices with the Military
Conscription and Recruitment Service” to create a coherent system functioning
effectively in both peacetime and wartime (Adomavicius 2025); see Appendix B for
the complete interview transcript).

The system evolved through a regional structure consisting of a headquarters and six
regional military commandants in major cities (Vilnius, Kaunas, Klaipéda, Siauliai,
Panevézys, and Alytus), each responsible for their city and district municipalities. By
March 2025, approximately 2,500 citizens had actively joined the commandants, with
250 having completed the Basic Commandant Unit Soldier Course. The organization
aims to train 1,000 more members by the end of 2025 (Adomavicius 2025). In May
2025, the effectiveness of the Komendantaros system was further tested during the
“Interaction 2025” exercise in Klaipéda. This was the first operational activation of
the Klaipéda Military Commandant’s Office, which coordinated with the Lithuanian
Riflemen’s Union, the State Border Guard Service, police, fire and rescue, and
other municipal entities. About 500 participants simulated a transition from peace
to wartime, including curfew enforcement, area control, object protection, and
transport checks. The exercise provided a practical demonstration of how Lithuania’s
total defense structure, including commandant offices and civil society components,
can interact under crisis conditions, underscoring the relevance of these institutions
in real-world preparedness scenarios (Lithuanian Armed Forces n.d.).

Adomavicius emphasized that “lessons from Ukraine’s experience were instrumental
in shaping our approach. The war in Ukraine clearly demonstrated that effective
territorial defense requires not only frontline military capabilities but also robust
rear-area security, protection of critical infrastructure, and mobilization systems
that can rapidly integrate civilian resources into the defense effort. We observed
how Ukrainian cities and towns that established effective civil-military coordination
were better able to resist and recover from attacks, evacuate civilians, and maintain
essential services even under extreme pressure” (Adomavicius 2025).

Key implementation challenges included establishing clear lines of authority and
coordination between military and civilian structures, attracting sufficient numbers
of patriotic citizens willing to commit to defense preparations while maintaining
their civilian lives, and securing adequate resources for training and equipment.
Adomavicius notes that each commandants unit required approximately 12,000
euros for new equipment alone, multiplied across the country’s municipalities
(Adomavicius 2025).

Legal Basis for Involvement

Lithuania has developed a robust legal framework governing civil society
participation in national defense, which has evolved significantly in recent years to
address emerging security challenges:
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Law on the Lithuanian Riflemen’s Union (Republic of Lithuania 1997): In
2022, the Lithuanian parliament enacted a significant revision of the Law on the
Lithuanian Riflemen’s Union (LRU), marking a major step toward strengthening the
organization’s role within the country’s national defense architecture. The updated
legislation introduced a modernized organizational framework and ensured deeper
integration of the LRU into national defense planning. One of the most notable
changes was the shift in the LRU’s chain of command, placing it under the direct
subordination of the government rather than solely under the Minister of National
Defense. To enhance coordination and oversight, the law also established an advisory
council tasked with guiding and aligning the Union’s activities with broader security
objectives. Furthermore, the revision formalized the LRU’s responsibilities in both
armed defense and civil resistance during periods of martial law, clearly outlining its
dual role in national security. A particularly innovative aspect of the reform was the
introduction of new categories of riflemen: “kinetic riflemen,” prepared for armed
resistance, and “non-kinetic riflemen,” trained for unarmed forms of resistance —
reflecting a comprehensive approach to modern defense needs (LRT 2022).

Regulatory Framework for Komendantiiros: New legislation in 2024 established
the wartime civilian force structure, defining eligibility requirements, obligations
(including an oath that classifies non-compliance as desertion during wartime), and
the relationship between these units and existing military and civilian authorities.
The legal architecture reflects Lithuania’s strategic prioritization of “society-wide
defense” as articulated by Defense Minister Laurynas Kascitinas, who has been
instrumental in advancing many of these initiatives. This approach draws explicitly
from Ukraine’s experience during Russias full-scale invasion, demonstrating how
lessons from contemporary conflicts are being rapidly incorporated into Lithuania’s
civil-military legal frameworks (LRT 2024).

Government-CSO Cooperation Mechanisms
Lithuania has established several formal mechanisms for coordinating between
government institutions and civil society organizations involved in defense:

Governance Structure of the Lithuanian Riflemen’s Union: The 2022 legal reforms
shifted the LRU’s subordination from the defense minister to the government as a
whole, creating a more integrated approach. An advisory council was established to
coordinate LRU activities, address strategic issues, assess performance, and issue
recommendations. This structural change reflects recognition of the cross-cutting
nature of modern defense challenges that extend beyond traditional military domains.

Integration into Defense Planning: The revised legal framework created what
parliamentary Committee on National Security and Defence chairman Laurynas
Kasciunas described as “a very clear algorithm” whereby the commander of the
Riflemen’s Union notifies the chief of defense about riflemen capabilities for
second-line functions such as facility protection, counter-sabotage operations, and
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territorial defense (LRT 2022). This mechanism ensures that civil society capabilities
are formally incorporated into military planning processes.

Training and Readiness Development: The legislation provides for establishing
a dedicated training center to improve riflemens readiness, institutionalizing
knowledge transfer between military professionals and civilian volunteers. Similarly,
the Komendantiros system designates the National Defence Volunteer Forces
(KASP) as responsible for training civilian participants, creating structured pathways
for skills development (LRT 2022; LRT 2024).

Educational Programs: The Riflemen’s Union implements citizenship and defense
skills courses for ninth-grade students throughout Lithuania, demonstrating how
civil society organizations serve as conduits for defense awareness in educational
settings. These programs represent a systematic approach to cultivating defense
consciousness from an early age (Lithuanian Riflemen’s Union n.d.).

Resource Allocation: The Lithuanian military is legally obligated to provide
equipment (weapons, ammunition, protective gear, first aid kits) to citizens assigned
to armed units of Komendantiros, ensuring that civil participation is materially
supported rather than merely symbolic (LRT 2024).

The relationship between the Komendantiiros wartime civilian forces and traditional
military structures is “complementary, with clear delineation of responsibilities,”
according to Adomavic¢ius. The most effective mechanisms for facilitating
cooperation included establishing a clear organizational structure where regional
commandants oversee municipal commandants, creating a chain of command
that parallels civilian administrative divisions. This territorial alignment made
coordination with local governments more intuitive. Joint planning processes with
municipal administrations for mobilization, protection of important facilities, and
other contingency plans “forced both military and civilian authorities to understand
each other’s capabilities and constraints” Additionally, involving the Lithuanian
Riflemen’s Union served as a bridging organization between purely civilian
volunteers and military personnel, bringing “both paramilitary capabilities and
civilian connections that proved invaluable” (Adomavicius 2025).

Regular training exercises involving both military personnel and civilian volunteers
created shared experiences and mutual understanding that proved essential for
building trust between the different components of Lithuanias total defense
approach. The system creates what Adomavicius describes as “a conduit through
which civilian capabilities and resources can be integrated into defense planning”
(Adomavicius 2025).

The Lithuanian case illustrates a highly evolved model of civil-military integration,
where the boundaries between professional military forces, organized volunteer
structures, and broader civilian participation have become increasingly fluid. This
approach maximizes defense capabilities without proportional increases in standing
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military forces, while simultaneously strengthening societal resilience through civic
participation and defense education.

The country’s ambitious targets — growing Riflemen’s Union membership from
approximately 15,000 to 50,000 following the 2022 legal reforms and attracting
10,000 citizens to the newly established Komendantiros — demonstrate Lithuania’s
commitment to significantly expanding civil society’s role in national defense
(LRT 2022). This expansion reflects both strategic calculation regarding the country’s
geopolitical position and a recognition that modern security challenges require
whole-of-society responses.

However, while innovative, the Komendantiiros model remains limited in scale, with
only 2,500 trained citizens as of March 2025, compared to its ambitious goals, and its
long-term success hinges on sustained state funding and public volunteerism.

1.1.2. Latvia

Key CSO Initiatives

Latvia represents a compelling case study of civil society integration into national
defense infrastructure, with the Ministry of Defence (MoD) maintaining formalized
partnerships with various non-governmental organizations. These partnerships
serve multiple strategic functions: informing public discourse on security and
defense policies, facilitating research on defense-related issues, preserving military
heritage, and strengthening public support for the National Armed Forces.

The Zemessardze (Latvian National Guard), while technically a component of the
National Armed Forces rather than an independent CSO, serves as a crucial bridge
between military structures and civil society. It functions as a volunteer territorial
defense organization that enables civilians to contribute directly to national defense
while maintaining their civilian occupations. This model exemplifies the “citizen-
soldier” concept that has become increasingly relevant in contemporary security
environments facing hybrid threats.

Beyond the formal structure of the National Guard, Latvias defense ecosystem
demonstrates a diversified civil society engagement, structured around specific
functional domains. Military and veterans’ associations - including the Latvian
Officers Association, the Latvian Reserve Officers Association, the Association of
Latvian National Soldiers, the Union of Latvian National Partisans, and the Latvian
Riflemen Association - serve not only commemorative and representational
purposes but also contribute to the societal anchoring of defense values. Research
and policy organizations such as the Latvian Transatlantic Organisation, the Latvian
Institute of International Affairs, the Centre for East European Policy Studies, and
the Baltic to Black Sea Alliance facilitate strategic dialogue, promote Euro-Atlantic
integration narratives, and generate expertise for both policymakers and the public.
Historical memory and identity-building are reinforced through actors like the
Brothers’ Cemetery Committee, while civil education initiatives, exemplified by the
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Latvia’s Rural Library Support Association, enhance community-level awareness and
engagement. International organizations, notably the Konrad Adenauer Foundation,
provide normative guidance and capacity-building, reinforcing Latvia’s democratic
security culture.

These organizations perform varied but complementary roles within Latvia’s
broader security architecture. Veterans’ groups, for instance, play a prominent role
in commemorative events such as the Christmas Battles, Lacplésis Day (Freedom
Fighters’ Remembrance Day), and the January Barricade Days — events that reinforce
national identity and collective memory, which are key elements of resilience against
disinformation and foreign influence operations.

Research-oriented CSOs enhance analytical capacity by producing independent
studies on defense and security, shaping informed public debate, and facilitating
international cooperation and knowledge transfer — thereby supplementing state
capabilities.

State Strategy for Resilience and Civil Engagement
Latvia’s approach to civil society engagement in national resilience demonstrates
several strategic dimensions:

Formal Partnership Framework: The Ministry of Defence has established
structured cooperation mechanisms with CSOs, including delegation agreements
that formalize responsibilities and expectations. For example, the Brothers’ Cemetery
Commission operates under a delegation agreement to locate and maintain burial
sites of Latvian soldiers killed in world wars in the Russian Federation — an activity
with both commemorative and diplomatic significance (MoD n.d.).

Intergenerational Knowledge Transfer: Latvia strategically employs veterans’
organizations to transmit military experience and values across generations. These
organizations conduct patriotic educational events for youth, creating continuity
in defense awareness and preparedness. This approach builds long-term societal
resilience by embedding defense consciousness in new generations (MoD n.d.).

International Networking: Latvia’s defense establishment actively promotes CSO
participation in international forums and initiatives. The Ministry’s partnership
with the German Marshall Fund of the United States exemplifies this approach,
enabling Latvian NGOs to implement international projects and participate
in high-level discussions on transatlantic cooperation and security policy. The
Ministry supports the annual Brussels Forum organized by the Fund, connecting
Latvian stakeholders with influential international actors across politics, business,
academia, and media (MoD n.d.).

Targeted Historical Commemoration: The Latvian approach integrates historical
memory work into its resilience strategy, with CSOs conducting inspections of
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soldiers’ burial locations and organizing commemorative events for significant
historical battles. These activities strengthen national identity and promote social
cohesion - essential components of societal resilience against information warfare
and hybrid threats (MoD n.d.).

The Latvian case demonstrates how smaller states with limited resources can enhance
their security posture by systematically integrating civil society organizations into
national defense frameworks. This approach multiplies defense capabilities without
proportional increases in state expenditure while simultaneously strengthening
societal resilience through civic participation and education. However, challenges
remain in ensuring sustainable funding for CSO activities and maintaining the
balance between state guidance and CSO independence - issues that warrant further
comparative analysis with other Baltic and Eastern European states.

1.1.3. Estonia

Estonia presents a distinctive model of civil society engagement in national
defense, one that has been shaped by both the country’s historical experience
and its pioneering identity as a digital society. The Estonian approach combines
traditional volunteer defense structures with innovative cyber capabilities, creating
a comprehensive framework for societal resilience against both conventional and
emerging threats.

Role of the Estonian Defence League (Kaitseliit)

The Estonian Defence League (Kaitseliit) stands as one of the most comprehensive
examples of civil-military integration in contemporary Europe. Operating under
the authority of the Estonian Ministry of Defence, the organization is structured
according to military principles while relying fundamentally on “free will and self-
initiative” to enhance national readiness for defense. This balance between military
functionality and civic voluntarism represents a defining characteristic of Estonia’s
approach to civil defense.

The Kaitseliit traces its origins to November 11, 1918, when it was established as a
self-defense organization during Estonia’s struggle for independence. Following the
restoration of Estonian independence in 1991, the Defence League was reconstituted
and has since evolved into a significant component of the country’s total defense
concept. Its status as a legal person governed by public law under the Estonian
Defence League Act provides a robust foundation for its activities and ensures
appropriate oversight mechanisms (Riigikogu 2013).

With approximately 18,000 direct members and a total of over 29,000 volunteers
when affiliated organizations are included, the Defence League represents a
substantial mobilization of civil society for defense purposes in a country of just 1.3
million inhabitants. This extensive participation demonstrates the deeply embedded
nature of defense consciousness within Estonian civil society (Estonian Defence
League n.d.).
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The organizational structure of the Defence League reflects Estonia’s territorial
administration, with 16 districts generally corresponding to the country’s county
boundaries. This regional approach ensures that defense capabilities are distributed
throughout the national territory rather than concentrated in strategic locations,
thereby enhancing resilience against various forms of attack and providing for
localized response capabilities (Estonian Defence League n.d.).

One of the most distinctive aspects of the Estonian model is its inclusive approach to
civil defense through affiliated organizations:

Women’s Voluntary Defence Organization (Naiskodukaitse): With almost 4000
members across Estonia, this women’s organization focuses on involving women
in national defense and enhancing broader societal safety. Its training structure is
highly systematic, encompassing basic training, professional training, refresher
training, and specialized instructor preparation. Members can participate in military
defense directly through units assembled by the Defence League or contribute
to civil protection initiatives. The organization emphasizes lifelong learning
and accommodates members at different life stages — from students to working
professionals to retirees — ensuring continuous engagement of female citizens in
defense activities (Estonian Defence League n.d.).

Youth Organizations: The Home Daughters (Kodutiitred) and Young Eagles
(Noored Kotkad) serve as pathways for integrating younger citizens into national
defense consciousness. Established in the 1930s and revived in 1989, these
organizations provide Estonian youth with opportunities for self-fulfillment
through patriotic education. Their activities focus on hiking skills, national defense
awareness, safety issues, sports, civic skills, and historical knowledge. The training
system includes rank advancement tests and specialized skill development, creating
a tiered approach to youth development. These organizations effectively function
as preparatory structures for future adult participation in defense activities while
simultaneously cultivating values of volunteerism and civic responsibility (Estonian
Defence League n.d.).

The Estonian Defence League’s approach is guided by philosophical principles
that emphasize the power of individual conviction over formal military might,
as reflected in the Confucian quote prominently featured in their materials: “A
commander of great military forces may be defeated. A simple countryman with a
belief is invincible” This encapsulates Estonia’s recognition that national resilience
ultimately depends on the commitment of ordinary citizens rather than solely on
professional military capabilities.

Cyber Defense Unit as Civil-Military Model

Estonia’s experience with sophisticated cyber-attacks in 2007 - among the first
coordinated digital assaults against a nation-state — catalyzed the development of
innovative approaches to cyber defense that leverage civil society expertise. Estonia’s
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Cyber Defence Unit (Kiiberkaitse Uksus) within the Defence League represents a
globally recognized model for civil-military cooperation in the digital domain.

The Cyber Defence Unit exemplifies Estonia’s adaptation of traditional volunteer
defense concepts to contemporary threats. Operating as a specialized component of
the Defence League, it brings together civilian IT professionals who volunteer their
expertise for national security purposes. This structure allows Estonia to mobilize
highly specialized technical skills that would be difficult to develop and maintain
exclusively within military structures.

Key aspects of this civil-military model include:

Volunteer Expertise: The unit draws upon IT specialists, programmers,
cybersecurity professionals, and digital infrastructure experts who maintain their
primary employment in the private sector or academia while volunteering their
specialized skills for defense purposes. This approach provides Estonia with access to
cutting-edge expertise that continuously evolves through participants’ professional
development in their civilian roles (Kaska, Osula and Stinissen 2023).

Network Defense Focus: The unit’s primary mission involves protecting critical
national information infrastructure and supporting cyber defense during crises.
Members can be activated during cyber emergencies to augment government
capabilities, providing surge capacity during incidents that exceed the resources of
permanent state structures (Kaska, Osula and Stinissen 2023).

Knowledge Transfer: The unit facilitates bidirectional knowledge exchange between
public and private sectors, helping to disseminate best practices across Estonia’s
digital ecosystem. This improves overall national cyber resilience by raising standards
across sectors rather than concentrating expertise solely within government agencies
(Kaska, Osula and Stinissen 2023).

Training and Exercises: Regular training sessions and participation in national and
international cyber defense exercises ensure that volunteers maintain operational
readiness while continuously upgrading their skills. These activities simultaneously
strengthen personal networks among participants, creating social infrastructure that
can be rapidly mobilized during crises (Kaska, Osula and Stinissen 2023).

Legal and Ethical Framework: The unit operates within clearly defined legal
parameters that address complex questions related to civilian participation in
defensive cyber operations. This provides members with necessary protections while
ensuring appropriate oversight (Kaska, Osula and Stinissen 2023).

The Estonian approach to cyber defense demonstrates how traditional concepts of
territorial defense can be reimagined for the digital domain. By creating structures
that facilitate civilian expert participation in national cyber defense, Estonia
has expanded the conventional understanding of civil-military cooperation to
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encompass new threat vectors. This model has proven particularly valuable for
smaller states with limited resources, as it multiplies defensive capabilities without
requiring proportional increases in permanent government personnel.

Estonia’s integration of both conventional volunteer defense structures and
innovative cyber defense units under the Defence League umbrella represents a
holistic approach to modern threats. This model recognizes that contemporary
security challenges span both physical and digital domains, requiring defense
frameworks that can seamlessly operate across these boundaries. By facilitating
structured civil society participation in both domains, Estonia has developed a
comprehensive approach to national resilience that addresses the full spectrum of
potential vulnerabilities (Kaska, Osula and Stinissen 2023).

The Estonian case illustrates how smaller states can leverage civil society engagement
to enhance their security posture against both conventional and emerging threats.
By creating legal frameworks and organizational structures that facilitate civilian
participation in defense activities — ranging from traditional territorial defense to
cutting-edge cyber operations — Estonia has developed a model that maximizes
national resilience while maintaining democratic values and civilian oversight.

1.2. Georgia

Legal and Strategic Provisions for Civil Society Engagement

Georgia has recently formalized its approach to civil society participation in national
defense through strategic legislation. The Defense Code of Georgia, adopted in
2023, establishes a comprehensive framework for “organization of defense based
on the total defense approach, strengthening national resilience, organizing
national resistance and mission command” (Parliament of Georgia 2023, Art. 2).
This represents a significant development in Georgia’s security architecture, as it
specifically creates legal provisions for volunteer participation in the defense sector.

Chapter XVII of the Defense Code is particularly noteworthy as it explicitly
defines “volunteering in the defense sector” as “the voluntary, unpaid training of a
natural person in defense and security issues within the organizational framework
established by this Code and relevant legal acts, and the use of their skills in the
defense sector if needed” (Parliament of Georgia 2023, Art. 166). This legislative
foundation provides legitimacy to civil society organizations (CSOs) operating in
the defense sphere and establishes parameters for their activities.

The Code stipulates that “the state promotes the organization of volunteering”
(Parliament of Georgia 2023, Art. 166.3), demonstrating official recognition of
the value that civil society brings to national security. Furthermore, it outlines
the creation of a legal entity of public law within the Ministry of Defense system
specifically for “coordinating and controlling the implementation of volunteer
activities” (Parliament of Georgia 2023, Art. 169.1), institutionalizing the relationship
between the state and defense-oriented CSOs.
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Examples of Local CSOs in Defense Preparedness

Mazniashvili Legion

One of the most prominent volunteer civil society organizations in Georgia is the
“Mazniashvili Legion,” founded in 2013 (though its conceptual foundations date back
to 2007). The organization describes itself as a “voluntary and apolitical organization
based on a national worldview, uniting everyone who wants to strengthen the defense
forces and state structures” (Mazniashvili Legion n.d.). Its training methodology
draws from British Armed Forces light infantry and volunteer training programs.
The Legion has set forth a series of strategic objectives that reflect its growing role
in Georgia’s national defense landscape. Central to its mission is the provision of
initial military training for citizens, aimed at enhancing individual preparedness
and contributing to a broader culture of defense readiness. A key component of the
Legion’s structure is the formation of volunteer “Local Defense Units,” which operate
under the framework of the national Defense Forces, serving as a grassroots extension
of state security. To facilitate its activities and ensure nationwide engagement, the
Legion is actively working to establish local organizations across Georgia. Beyond its
military focus, the Legion also seeks to prepare the population for extreme situations
and crises, promoting civil resilience in the face of natural and man-made threats.
Importantly, the organization places significant emphasis on the patriotic education
of youth, fostering a sense of national identity and civic responsibility among the
next generation (Mazniashvili Legion n.d.).

With approximately 1,600 members as of 2023, the Legion has trained thousands
of citizens in various defense-related courses and formats. It has a sophisticated
organizational structure with five main directions and corresponding departments,
plus specialized sections including medical, mining, engineering, drones, hiking,
communications, topography, and military history (Mazniashvili Legion n.d.).

The Legion’s activities gained official recognition in January 2024 when the legal entity
of public law (LEPL) “Volunteer” of the Ministry of Defense was launched, aligning
with the organization’s long-term vision dating back to 2007. This development
followed the Parliament’s approval of the Defense Code in late 2023, which formally
introduced the concept of a “defense volunteer” in Georgian legislation.

Aisi

Another significant organization is “Aisi,” which was ideologically formed in 2008 after
the Russo-Georgian war and officially registered in 2009. Aisi’s mission is “to increase
Georgias civil defense capabilities and popularize volunteer work” (Aisi n.d.). The
organization emerged as a response to the recognized gaps in the country’s ability to
respond to disasters and threats without full civil society involvement.

Aisi conducts two-month free military-camping courses and has trained over 1,000
volunteers in skills including topography and navigation, first aid, trench preparation,
forest camping, hiking, and rock climbing. The organization has been cooperating
with the Ministry of Defense since its establishment, with formal memoranda of
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understanding signed in 2016 and 2021, indicating progressively closer cooperation
with state defense structures (Aisi n.d.).

Challenges: Evolving State-Civil Society Relations, Legal Ambiguity, Lack of Funding
Despite recent legislative progress, civil society organizations involved in defense
preparedness in Georgia face several challenges:

Evolving State-Civil Society Relations: While Georgia has made significant progress
in formalizing civil society’s role in defense preparedness, the relationship continues
to develop. The Defense Code establishes oversight mechanisms requiring Ministry
approval for volunteer organization status (Parliament of Georgia 2023, Art. 168),
which can be interpreted as both a quality control measure and a potential limitation.
This regulatory framework reflects the sensitive nature of defense activities and
the government’s responsibility to ensure proper coordination in security matters,
rather than necessarily indicating mistrust. The Ministry’s involvement may serve to
harmonize civil society efforts with national defense strategy while providing legal
protection and recognition for these organizations. However, finding the optimal
balance between necessary oversight and operational flexibility for CSOs remains an
ongoing process in Georgia’s evolving security landscape.

Legal Ambiguity: Although the Defense Code creates a framework for volunteering,
there remain areas of uncertainty regarding implementation. For example, Article
170.3 states that volunteer organizations may cooperate with municipalities, private
entities, and NGOs “in agreement with” the Ministry’s public legal entity, potentially
creating bureaucratic hurdles. Additionally, the Code stipulates that volunteer
registry information “is internal information of the Ministry... and does not belong
to public information” (Parliament of Georgia 2023, Art. 172.7), which may limit
transparency.

Lack of Funding: While the Defense Code allows the Ministry to “issue a grant to
the legal entity of public law... /volunteer organization to achieve a specific goal”
(Parliament of Georgia 2023, Art. 169.2), sustainable funding remains a challenge.
Organizations like the Mazniashvili Legion emphasize that their activities are free
to participants, noting “the Legion is not an organization with political goals or for
commercial gain” (Mazniashvili Legion n.d.). This commitment to free service, while
noble, creates financial sustainability issues. Furthermore, volunteer organizations
bear considerable financial responsibilities, including obligations to “compensate a
third party for damage caused” and to “compensate a member of the organization/
volunteer for damage caused to them due to deterioration of health” (Parliament of
Georgia 2023, Art. 170.4). Without sufficient funding sources, these requirements
may create substantial financial burdens for CSOs.

It is important to note that the civil society organizations discussed—such as
the Mazniashvili Legion and Aisi—occupy a hybrid space between traditional,
independent CSOs and state-coordinated structures. While grounded in grassroots
volunteerism, they operate with varying degrees of cooperation or oversight by the
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Ministry of Defense. Therefore, referring to them simply as CSOs requires nuance.
These are better understood as quasi-CSOs or state-affiliated volunteer formations.
Furthermore, Georgias political context presents a complex landscape for civil
society engagement. On one hand, the government has actively supported initiatives
that promote patriotic volunteerism and civic preparedness as part of its total
defense vision. On the other hand, some independent NGOs—particularly those
involved in governance monitoring and foreign-funded advocacy—have expressed
concerns about proposed regulatory changes and public discourse that may impact
their operational space (Freedom House 2025; European Parliament 2024). This dual
trend—of encouraging civic involvement in defense while reassessing the role of
traditional watchdog organizations—warrants careful observation when evaluating
the broader inclusiveness and sustainability of Georgia’s whole-of-society approach
to national security.

2. Policy Recommendations

Drawing from the experiences of Lithuania, Latvia, Estonia, and Georgia, several
key policy recommendations emerge for enhancing civil society’s role in national
preparedness against modern security threats. These recommendations are informed
by both comparative analyses of the case studies and firsthand implementation
experiences shared by practitioners, with particularly valuable insights drawn
from the interview with Rimvydas Adomavicius documented in Appendix B. The
recommendations aim to strengthen institutional frameworks, improve training
programs, foster public-private partnerships, and promote inclusive approaches to
national resilience.

2.1. Enhancing Institutional Frameworks for CSO Engagement
The case studies demonstrate that effective civil society participation requires robust
institutional and legal frameworks. Governments should:

= Establish clear legal foundations for civil-military cooperation, similar to
Lithuania’s Law on the Lithuanian Riflemen’s Union and Georgia’s Defense
Code, which formalize the role of volunteer organizations while providing
necessary oversight.

* Create coordinating mechanisms between defense institutions and CSOs,
following Estonia’s model, where the Defense League operates as a legal
entity under public law with specific governance structures that balance
military functionality with civic voluntarism.

* Develop advisory councils like Lithuania’s approach for the Riflemen’s Union,
enabling systematic coordination between government institutions and civil
society organizations while addressing strategic issues.

* Formalize delegation agreements that clearly delineate responsibilities
between state actors and CSOs, as seen in Latvia’s framework with veterans’
organizations and historical preservation groups.
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®» Balance oversight with independence by designing frameworks that provide
necessary supervision without stifling the initiative and flexibility that make
civil society contributions valuable. The case of Georgia — still in the early
stages of implementation — illustrates the risks posed by excessive control

mechanisms, which may undermine trust and effectiveness.

2.2. Investing in Civil Preparedness Training
Training programs represent a critical component for building meaningful civil
society capacity in national defense:

» Establish dedicated training centers for civil defense volunteers, following
Lithuania’s approach of creating specialized facilities to improve riflemen’s
readiness and institutionalize knowledge transfer between military
professionals and civilian volunteers.

* Develop comprehensive, multi-domain training curricula that address
both traditional defense skills and emerging threat areas, as demonstrated
by Estonias Defense League programs that span conventional territorial
defense, medical support, communications, and cyber defense.

* Incorporate civil preparedness into educational systems, building on
Lithuania’s citizenship and defense skills courses for ninth-grade students
and Estonias youth organizations that provide structured pathways for
integrating younger citizens into national defense consciousness.

» Create tiered training systems that accommodate various levels of
commitment and prior experience, similar to Estonia’s Women’s Voluntary
Defence Organization model that includes basic training, professional
training, refresher training, and specialized instructor preparation.

* Ensure sustainable funding for training programs, addressing the challenges
faced by organizations like Georgia’s Mazniashvili Legion that provide free
training to citizens but risk facing problems with financial sustainability due
to their commitment to providing services without charging participants.

Lithuania’s Komendantiiros system offers valuable insights into effective training
methodologies for civilian defense participants. Adomavicius explains that their
approach was designed around several core principles. First, they developed a Basic
Commandant Unit Soldier Course providing essential military knowledge and skills
in a condensed format. Second, they leveraged the expertise of the National Defense
Volunteer Forces to deliver training, ensuring professional military standards while
recognizing the part-time nature of volunteers’ commitment. Third, they focused
training on specific wartime tasks related to rear security, protection of important
facilities, and support to mobilization rather than attempting to create fully combat-
ready units (Adomavicius 2025).

To balance military skills development with civilian career demands, the
Komendanttros limited annual training requirements to 3-10 days per year,
scheduled training to coincide with exercises involving other reserve components,
tailored assignments based on individuals’ civilian skills and qualifications, and
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created a progressive training system that built competencies over time rather than
requiring intensive initial training. They also established more accessible health and
physical requirements compared to regular military service, opening participation
to a broader segment of society who might otherwise be unable to contribute to
defense efforts (Adomavicius 2025).

2.3. Encouraging Public-Private Partnerships in National Defense
The examples highlight the importance of leveraging diverse societal resources
through public-private partnerships:

* Develop frameworks for mobilizing specialized civilian expertise during
crises, modeled on Estonia’s Cyber Defence Unit that enables IT professionals
to volunteer their skills while maintaining their primary employment in the
private sector.

* Create mechanisms for bidirectional knowledge exchange between public
and private sectors, facilitating the transfer of best practices across national
security ecosystems, as seen in Estonia’s approach to cyber defense.

* Establish partnerships with research and academic institutions, following
Latvias cooperation with organizations like the Latvian Institute of
International Affairs and the Centre for East European Policy Studies, which
supplement state analytical capacity.

* Integrate private sector capabilities into defense planning, allowing for what
Lithuania describes as “a very clear algorithm” whereby civilian capabilities
are formally incorporated into military planning processes.

* Develop liability and compensation frameworks that address concerns about
potential damages, taking note of Georgias current implementation, where
volunteer organizations bear considerable financial responsibilities, which
highlights the need for sufficient funding mechanisms.

The Lithuanian experience demonstrates effective strategies for attracting and
retaining civilian participants in defense structures. Adomavicius identifies several
successful approaches implemented in the Komendantiros system. First, they
appealed to patriotism and civic duty, with public messaging emphasizing that
the system provides a concrete way for citizens to contribute to national defense
without necessarily joining professional military or volunteer forces. This approach
was supported by public opinion research showing that more than half (52 percent)
of Lithuania’s citizens would be willing to contribute to armed resistance during
aggression against Lithuania (Adomavicius 2025).

Second, they created a tiered approach to involvement, allowing citizens to participate
according to their capabilities, time availability, and commitment level—a flexibility
crucial for attracting professionals who could not commit to more intensive military
service. Third, they provided meaningful training that developed not only military
skills but also emergency management capabilities useful in civilian contexts,
making the training more immediately relevant. To maintain engagement during
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peacetime, they organized regular training events that created a sense of community
and purpose, integrated commandant units with the National Defense Volunteer
Forces for training, emphasized the protection of participants’ own communities and
important local facilities, and created pathways for advancement and recognition
within the system (Adomavicius 2025).

2.4. Promoting Inclusive National Resilience Strategies
Effective national resilience requires broad participation across demographic groups:

* Design structures that accommodate diverse forms of contribution, similar
to Lithuania’s differentiation between “kinetic riflemen” for armed resistance
and “non-kinetic riflemen” for unarmed resistance, ensuring that citizens
with different capabilities and preferences can participate.

* Create dedicated pathways for women’s participation in defense activities,
building on Estonias Women’s Voluntary Defence Organization model
that involves women across different life stages—from students to working
professionals to retirees.

* Develop youth engagement programs that cultivate values of volunteerism
and civic responsibility from an early age, following the examples of Estonia’s
Home Daughters and Young Eagles organizations and Latvias patriotic
educational events for youth.

* Leverage veterans’ organizations for intergenerational knowledge transfer, as
seen in Latvia’s strategic employment of veterans’ groups to transmit military
experience and values across generations.

* Incorporate historical commemoration into resilience strategies, recognizing
how Latvias integration of historical memory work strengthens national
identity and promotes social cohesion, essential components of societal
resilience against information warfare and hybrid threats.

These policy recommendations reflect the growing recognition that modern security
challenges require whole-of-society responses that extend beyond traditional
military domains. By enhancing institutional frameworks, investing in training,
fostering public-private partnerships, and promoting inclusivity, nations can
significantly strengthen their preparedness for the complex and multi-dimensional
security threats of the contemporary era.

Based on Lithuania’s experience, Adomavicius offers several recommendations for
countries developing similar civil society integration into defense structures. He
emphasizes building on existing institutions rather than creating entirely new ones,
noting that Lithuania’s success partly stemmed from merging and reorganizing
existing military offices and services. Creating clear territorial alignment between
military and civilian administrative structures facilitates coordination and local
ownership. Developing flexible participation models that accommodate varying
levels of citizen commitment maximizes societal involvement. He recommends
focusing on realistic wartime tasks that civilians can perform with limited training,
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such as protecting local infrastructure, supporting mobilization, and facilitating
civil-military coordination. Adomavicius identifies the most transferable elements
of the Lithuanian model as the regional commandant structure that bridges national
military and local civilian authorities, the incorporation of existing civil society
organizations, the dual peacetime/wartime function of commandant’s offices, the
focus on local defense and protection of familiar territory, and the graduated training
system that builds capabilities over time (Adomavicius 2025).

Conclusion

Summary of Key Findings

This study has examined the evolving role of civil society organizations in
strengthening national preparedness against modern security threats, with
particular focus on the Baltic States and Georgia. Several key findings emerge from
this comparative analysis.

First, the legal and institutional frameworks enabling civil society participation in
national security vary significantly across the examined countries. As summarized
in Appendix A, while Estonia and Lithuania have developed robust, formalized
mechanisms for integrating civil society into defense planning—exemplified by
Estonia’s cyber defense volunteer units and Lithuania’s well-established Riflemen’s
Union—Latvia and Georgia demonstrate more nascent approaches, though with
increasing recognition of civil society’s potential contributions.

Second, successful civil-military cooperation models share common elements
despite their contextual differences: clear legal mandates, dedicated funding
streams, structured training programs, and institutional respect for civil society’s
autonomy and expertise. The Estonian Defence League (Kaitseliit) and Lithuania’s
integration of the Riflemen’s Union into national defense planning illustrate how
historical volunteer defense organizations can be effectively modernized to address
contemporary hybrid threats while maintaining their civilian character.

Third, significant challenges persist across all examined contexts. These include:
resource constraints limiting civil society’s operational capacity; variable levels
of trust between state security institutions and civil society organizations; legal
ambiguities regarding civil society’s role during crises; and difficulties in maintaining
appropriate boundaries between state and civil society in security matters.

Fourth, the research reveals that civil society’s most distinctive contributions to
national resilience lie in areas where traditional security institutions typically
demonstrate limitations: community-level engagement, rapid response flexibility,
specialized expertise (particularly in emerging domains like cybersecurity), trust-
building with vulnerable populations, and transnational cooperation networks that
operate beyond state constraints.
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The insights provided by Rimvydas Adomavi¢ius, one of the early leaders of
Lithuania’s Komendantiiros system, reinforce the importance of structured civil-
military integration for enhancing national resilience. His firsthand account confirms
that successful civil society engagement in defense requires clear organizational
structures, realistic training focused on specific wartime tasks, and approaches that
respect the primarily civilian nature of participants’ lives and careers. The Lithuanian
experience demonstrates that defense structures can effectively incorporate civilian
capabilities when they provide meaningful participation opportunities tailored to
various commitment levels and when they emphasize the protection of participants’
own communities, making abstract national defense concepts personally relevant.

To summarize, the findings indicate that successful civil-military cooperation
models share common institutional elements such as legal mandates, structured
training programs, and mutual respect between government and civil society. At the
same time, notable differences in implementation, political context, and resource
availability shape the effectiveness of these models.

In cases like Lithuania and Estonia, civil society has become a structured and strategic
partner in defense. Georgia’s trajectory, while promising, remains constrained by
evolving political dynamics and institutional ambiguities. The contribution of civil
society in each context depends not only on volunteerism but also on enabling
environments that preserve CSO autonomy and pluralism.

Given the shared legacy of Soviet-era institutions and similar security challenges,
the policy models and civil-military frameworks analyzed here may be adapted
to strengthen resilience and preparedness in other Eastern European and NATO
partner states.

While this study highlights promising practices, it also cautions against uncritical
optimism. Whole-of-society approaches must be designed to avoid the risk of
instrumentalizing civil society or compromising its independence in the name of
national security.

Reflection on the Transformative Role of Civil Society in Modern Security

The findings of this research point to a fundamental transformation in how security
is conceptualized and practiced in the face of hybrid threats. As warfare increasingly
targets societal cohesion, information environments, and civilian infrastructure
rather than military targets alone, the boundary between civilian and military
domains has eroded. This transformation necessitates rethinking traditional security
approaches that rely exclusively on state institutions.

Civil society’s emerging role in national security represents not merely an expansion
of existing security paradigms but a qualitative shift toward more distributed,
adaptive, and socially embedded security practices. This shift aligns with the
theoretical frameworks outlined at the outset—resilience theory, human security,
and whole-of-society approaches — which emphasize security as a co-produced
outcome emerging from the interactions of multiple actors across social systems.
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The Baltic and Georgian experiences demonstrate that civil society can transform
security practices in several critical ways. First, by localizing security — bringing
defense concepts and practices into communities and everyday spaces where hybrid
threats often manifest, but traditional security institutions rarely reach. Second,
by democratizing security, expanding participation beyond professional security
actors to include diverse citizen perspectives and capabilities. Third, by humanizing
security, recentering defense efforts on the protection of human values, social
cohesion, and democratic processes rather than territorial integrity alone.

This transformative potential is perhaps most evident in the Baltic cyber defense
models, which have pioneered approaches to digital resilience that fundamentally
rely on volunteer expertise and civil society networks rather than traditional
military structures. Similarly, Lithuania’s approach to societal resilience through
the Riflemens Union demonstrates how historical civil defense traditions can be
reimagined to address contemporary hybrid threats.

Nevertheless, this transformation brings legitimate concerns regarding the
militarization of civil society, the potential erosion of civilian oversight, and risks
to the independence that makes civil society effective. Successtul models, as seen in
Estonia and increasingly in Lithuania, maintain clear distinctions between military
and civilian domains while creating structured interfaces for collaboration. These
balanced approaches preserve civil society’s distinctive character while harnessing
its complementary capabilities for national resilience.

Call for Further Research and Cross-National Cooperation

The evolving nature of both hybrid threats and civil society responses underscores
the need for continued research and cross-national learning. Several promising
directions for future investigation emerge from this study:

* Longitudinal assessment of effectiveness: Research tracking the long-term
impact of civil society security initiatives on national resilience metrics
would significantly advance understanding of which approaches yield
sustainable results. This should include developing standardized metrics for
evaluating civil society’s contributions to security outcomes.

* Public perception and legitimacy: Further study is needed regarding how
citizens perceive civil society’s security role and how these perceptions
influence the legitimacy and effectiveness of whole-of-society defense
approaches. This is particularly important in contexts like Georgia, where
historical experiences may complicate public trust in security institutions.

* Knowledge transfer mechanisms: Research examining how security
knowledge and practices transfer between state institutions and civil society
organizations — and across national contexts — would enhance understanding
of effective capacity-building approaches.

* Digital dimensions of civil resilience: The role of digital platforms, social
media, and online communities in both amplifying vulnerabilities and
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enabling civil society responses to hybrid threats represents a critical frontier
for security research.

* Ethical frameworks: Developing robust ethical guidelines for civil-military
cooperation that protect civil society’s independence while enabling effective
security partnerships remains an urgent research need.

Beyond research, this study underscores the value of cross-national cooperation
platforms where civil society organizations, security practitioners, and policymakers
can exchange experiences and best practices. The Baltic-Georgian context examined
here represents a microcosm of wider challenges facing democracies globally.
Establishing formal mechanisms for knowledge sharing, particularly between
countries with advanced civil society security integration and those developing such
approaches, could accelerate the dissemination of effective models.

In conclusion, as modern security threats increasingly target the societal fabric
rather than conventional military objectives, civil society’s role in national resilience
will only grow in importance. The experiences examined in this study suggest that
effective national preparedness increasingly depends not on the strength of military
capabilities alone, but on the adaptive capacity of whole societies, with civil society
organizations serving as critical connective tissue between citizens, communities,
and formal security institutions. This evolution toward more inclusive security
paradigms may ultimately prove the most effective response to the hybrid threats
characterizing our contemporary security landscape.
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Appendix B: Written interview on leadership of Lithuania’s
Komendantiros system

INTERVIEW QUESTIONS

1. Establishment and Evolution: As one of the early leaders of the Komendanturos
system, could you describe the initial vision behind its establishment in 2024 and
how the organization has evolved since then? What were the key challenges you
faced during the implementation phase?

2. Civil-Military Integration: The Komendantiros represents an innovative
approach to incorporating civilian capabilities into national defense. How would you
characterize the relationship between these wartime civilian forces and traditional
military structures? What mechanisms proved most effective in facilitating
cooperation?

3. Volunteer Motivation and Retention: What strategies did you employ to
attract and retain the civilian participants? How did you address the challenge
of maintaining volunteer engagement during peacetime when the organizations
wartime purpose might seem less immediate?

4. Training Methodology: Could you elaborate on the training approach developed
for Komendantiros members? How did you balance the need for military-relevant
skills with the reality that participants maintain primary civilian careers and can
only dedicate limited time to training?

5. Lessons for Other Countries: Based on your experience leading the
Komendantaros, what recommendations would you offer to other countries,
particularly those like Georgia that are in earlier stages of developing civil society
integration into defense structures? What elements of the Lithuanian model do you
believe are most transferable to other contexts?

ANSWERS

@ The establishment of the Komendantaros system in 2024 emerged from our
need to strengthen Lithuania’s total defense posture through better civil-military
integration. Our initial vision was to create a structure that would serve dual
purposes: ensuring effective mobilization in crisis and providing rear security
operations if needed.

Lessons from Ukraines experience were instrumental in shaping our approach. The
war in Ukraine demonstrated clearly that effective territorial defense requires not only
frontline military capabilities, but also robust rear-area security, protection of critical 195
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infrastructure, and mobilization systems that can rapidly integrate civilian resources
into the defense effort. We observed how Ukrainian cities and towns that established
effective civil-military coordination were better able to resist and recover from attacks,
evacuate civilians, and maintain essential services even under extreme pressure.

The foundation of our approach was reorganizing and merging the Military
Commandant’s Offices with the Military Conscription and Recruitment Service. This
allowed us to create a coherent system where commandant’s offices could function
effectively both in peacetime and wartime.

The key challenges we faced during implementation included:

First, establishing clear lines of authority and coordination between military and
civilian structures. We needed to ensure that municipal administrations and
commandant’s offices could work together seamlessly on mobilization plans and
facility protection. Ukraine’s experience showed that unclear chains of command
between military and civilian authorities could lead to dangerous gaps in emergency
response.

Second, attracting sufficient numbers of patriotic citizens willing to commit to
defense preparations while maintaining their civilian lives and careers. We initially
aimed for 2-5 thousand volunteers, and by March 2025, we had approximately 2.5
thousand citizens actively joining commandants, with 250 having completed the
Basic Commandant Unit Soldier Course. The Ukrainian volunteer mobilization
demonstrated both the potential and challenges of integrating civilian volunteers
into defense structures during crisis.

Third, securing adequate resources for training and equipment. Each commandant’s
unit required approximately 12 thousand euros for new equipment alone, multiplied
across the country’s municipalities. Ukraine’s experience underscored that even
basic equipment can make a significant difference in effectiveness when properly
distributed and utilized.

The system evolved from concept to reality through a regional structure consisting
of a headquarters and 6 regional military commandants in Vilnius, Kaunas,
Klaipéda, Siauliai, Panevézys, and Alytus, each responsible for their city and
district municipalities. This territorial approach was directly informed by Ukraine’s
experience with local defense councils and territorial defense units that proved most
effective when aligned with existing administrative boundaries.

@ The relationship between our wartime civilian forces and traditional military
structures is best characterized as complementary, with clear delineation of
responsibilities. The Komendantiros represents the military in municipalities
while simultaneously serving as the conduit through which civilian capabilities and
resources can be integrated into defense planning.



BULLETIN

OF "CAROL I" NATIONAL DEFENCE UNIVERSITY

The most effective mechanisms for facilitating cooperation included:

First, establishing a clear organizational structure where regional commandants
oversee municipal commandants, creating a chain of command that parallels civilian
administrative divisions. This territorial alignment made coordination with local
governments more intuitive.

Second, joint planning processes with municipal administrations for mobilization,
protection of important facilities, and other contingency plans. These collaborative
efforts forced both military and civilian authorities to understand each other’s
capabilities and constraints.

Third, involving the Lithuanian Riflemen’s Union as a bridging organization between
purely civilian volunteers and military personnel. The Riflemen brought both
paramilitary capabilities and civilian connections that proved invaluable.

Finally, our regular training exercises involving both military personnel and civilian
volunteers created shared experiences and mutual understanding that proved
essential for building trust between the different components of our total defense
approach.

© Toattract and retain civilian participants, we employed several effective strategies:
First, we appealed to patriotism and civic duty. Our public messaging emphasized
that the Komendantiros provides a concrete way for citizens to contribute to national
defense without necessarily joining the professional military or volunteer forces. A
public survey commissioned by the Ministry of National Defense confirmed that
more than half (52 percent) of the country’s citizens would be willing to contribute
to armed resistance during aggression against Lithuania.

Second, we created a tiered approach to involvement, allowing citizens to participate
according to their capabilities, time availability, and commitment level. This
flexibility was crucial for attracting professionals who couldnt commit to more
intensive military service.

Third, we provided meaningful training that developed not only military skills, but
also emergency management capabilities useful in civilian contexts. This dual-use
approach to skills development made the training more immediately relevant.

To maintain engagement during peacetime, we:
* Organized regular training events (3-10 days per year) that created a sense of
community and purpose
* Integrated commandant units with the National Defense Volunteer Forces
for training, exposing our members to professional military standards
* Emphasized the protection of their own communities and important local
facilities, making the commitment personal and concrete
= Created pathways for advancement and recognition within the system. 197
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O our training approach for Komendantiiros members was designed around
several core principles:

First, we developed a Basic Commandant Unit Soldier Course that provided essential
military knowledge and skills in a condensed format. This became our standardized
initial training program, with 250 citizens completing it by early 2025 and plans for
1,000 more by the end of the year.

Second, we leveraged the expertise of the National Defense Volunteer Forces to
deliver training, ensuring professional military standards while recognizing the
part-time nature of our volunteers’ commitment.

Third, we focused training on specific wartime tasks related to rear security,
protection of important facilities, and support to mobilization rather than attempting
to create fully combat-ready units. This mission-specific approach allowed for more
efficient use of limited training time.

To balance military skills development with civilian career demands, we:
®* Limited annual training requirements to 3-10 days per year
= Scheduled training to coincide with exercises involving other reserve
components
= Tailored assignments based on individuals’ civilian skills and qualifications
= Created a progressive training system that built competencies over time

rather than requiring intensive initial training

We also established more accessible health and physical requirements compared to
regular military service, opening participation to a broader segment of society who
might otherwise be unable to contribute to defense efforts.

© Based on our experience with the Komendantiros, I would offer several
recommendations to countries developing similar civil society integration into
defense structures:

First, build on existing institutions rather than creating entirely new ones. Our
success partly stemmed from merging and reorganizing the Military Commandant’s
Offices with the Military Conscription and Recruitment Service, which provided an
institutional foundation and credibility.

Second, create clear territorial alignment between military and civilian administrative
structures. Our regional and municipal commandant system parallels civilian
governance, facilitating coordination and local ownership.

Third, develop flexible participation models that accommodate varying levels of
citizen commitment. Not everyone can or should contribute in the same way, but
creating diverse pathways to participation maximizes societal involvement.
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Fourth, focus on realistic wartime tasks that civilians can perform with limited
training. Protecting local infrastructure, supporting mobilization, and facilitating
civil-military coordination are more appropriate than frontline combat roles.

Fifth, leverage public patriotism and willingness to contribute. Our survey showed
that 52 percent of citizens would contribute to armed resistance and 61 percent to
peaceful resistance. This latent willingness needs practical channels for expression.

The most transferable elements of the Lithuanian model include:
= The regional commandant structure that bridges national military and local
civilian authorities
* The incorporation of existing civil society organizations (like our Riflemen’s
Union)
* The dual peacetime/wartime function of commandant’s offices
= The focus on local defense and protection of familiar territory and facilities
* The graduated training system that builds capabilities over time

For Georgia specifically, I would emphasize the importance of creating a system that

respects local traditions and existing civil-military relationships while providing a
structured framework for civilian contributions to national resilience.
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ince the 20th century, the Gaza Strip has been one of the most unstable and

disputed territories in the Middle East, marked by successive forms of domination
and resistance. After the collapse of the Ottoman Empire and the British Mandate
in Palestine, Gaza was administered by Egypt (1948-1967), before passing to Israeli
control after the Six-Day War. More recently, it has undergone profound political
transformations, including a brief control by the Palestinian Authority since 2007,
governance by Hamas, in a context of international isolation and military blockade.
The relevance of this study lies in the analysis of a key moment in this trajectory: the
First Intifada (1987-1993), understood as a massive and organized expression of civil
resistance to the Israeli occupation and as a turning point in the consolidation of
Palestinian national identity.

The subject of administration in Gaza, particularly under Egyptian rule, Palestinian
control, and the subsequent rise of Hamas, are of significant importance in
understanding the complex socio-political landscape of the region. This article
investigates the historic and contemporary dynamics of governments in Gaza,
addressing the critical problem of how these different forms of control have shaped
the lives of the Palestinian people and influenced the wider Israeli-Palestinian
conflict. The importance of this research lies in its potential to illuminate the factors
contributing to ongoing tensions and the quest for Palestinian self-determination.

The problem we aim to investigate centers on understanding the main socio-political
factors that led to the outbreak of the First Intifada and the way this movement
influenced the construction and affirmation of Palestinian collective identity. This
question is crucial, as it allows an in-depth reading of the internal dynamics of
Palestinian society under occupation, the resistance strategies adopted, and their
symbolic and political effects, both locally and internationally. At the same time, it
aims to analyze how the forms of governance - from Egyptian rule to the current
Hamas administration - shaped the context that led to the Intifada and its subsequent
developments.

This article adopts a qualitative and historical-analytical approach, based on a
critical review of the literature and an analysis of secondary sources. This method is
particularly suitable as it allows for a comprehensive understanding of the historical
processes and political structures that influence governance and resistance in Gaza.

The article is organized chronologically, starting with the period of Egyptian rule
(1948-1967), passing through Israeli control and the establishment of the Palestinian
Authority in the 1990s, and culminating with the rise of Hamas and the current
governance in Gaza. It will also analyze the context and causes of the First Intifada
and discuss its impact on the construction of Palestinian identity. The main aim of the
research is to analyze how the different forms of administration in Gaza - including
Egyptian rule, Palestinian governance, and Hamas control — have shaped the socio-
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political landscape of the region and influenced the Palestinian people’s struggle for
self-determination. The research question guiding this study is: “How have Egyptian
rule, Palestinian control, and Hamas governance shaped the socio-political landscape
of Gaza and influenced the Palestinian struggle for self-determination?”

Egyptian domination

In the 1960s, the Gaza Strip was under Egyptian administration, and the rest of
Palestinian territory was divided. In June 1967, the Six-Day War took place between
Israel and a coalition of Arab states led by Egypt, including Syria and Jordan, with
Iraq and Lebanon playing minor roles. In the Arab world, the war is known as the
June War or al-Naksa, which means setback or calamity. The period between 1949
and June 1967 was characterized by a series of military confrontations between Israel
and these countries that preceded the Six-Day War (Haun 2023).

The Suez Crisis of 1956 was an important milestone in the escalation of tensions
that would lead to the Six-Day War in 1967. During the crisis, Israel temporarily
occupied Sinai, claiming self-defense against Fedayeen attacks from the Gaza Strip,
then under Egyptian control, and aiming to reopen the Straits of Tiran, blocked
to Israeli shipping. Under international pressure, especially from the US, Israel
withdrew, and the UN established an emergency force (UNEF) in Sinai. In May
1967, Egypt demanded the withdrawal of UNEE, blocked the Straits of Tiran again,
and mobilized its troops in Sinai, measures considered by Israel to be acts of war. The
defence treaty between Egypt and Jordan and statements by Arab leaders increased
the sense of existential threat in Israel, leading to the outbreak of the Six-Day War
(Sabel 2022, 47).

As early as May 1967, the Soviet Union passed on fabricated information to Syria
and Egypt about an alleged mobilization of Israeli forces on the Syrian border. In
response to this information, Egypt mobilized troops in Sinai on 14 May, requested
the withdrawal of the United Nations Emergency Force (UNEF) on 16 May and
declared the closure of the Straits of Tiran to Israeli shipping on 22 May, which was
marked as the immediate cause of the war (Goldstein 2018).

On 5 June 1967, Israel launched Operation Moked (“focus” in Hebrew), a pre-
emptive air strike that destroyed a large part of the Egyptian air force on the ground,
gaining air supremacy. Later that day, the Israeli Air Force (IAF) turned its attention
to the Syrian and Jordanian air forces, quickly gaining air superiority over the West
Bank and the Golan Heights. Without the threat of enemy air strikes, the Israeli
army began a three-pronged offensive in Sinai, which resulted in the collapse of the
Egyptian army the following morning. In the course of a week, Israel secured its
borders and doubled its territory, conquering the Sinai, the Old City of Jerusalem, the
West Bank, and the Golan Heights. A UN Security Council ceasefire was observed
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on 10 June 1967 (Haun 2023).

Although it was a decisive victory for Israel, the Six-Day War did not result in a peace
agreement. In turn, a series of cross-border air and artillery attacks began a low-
intensity war of attrition, which continued for the next three years (Haun 2023). Some
consider this war to be a direct continuation of the 1948 War (Martinelli 2022, 154).

This war had consequences such as a new wave of Palestinian refugees, estimated
at around 200,000 people, who joined those already displaced by the 1948 war, led
to the Israeli military occupation of the West Bank, East Jerusalem, the Gaza Strip,
the Sinai Peninsula and the Golan Heights, and is seen as a significant defeat for
Arab nationalism. In November 1967, the UN Security Council passed Resolution
242, which called for an Israeli withdrawal from the occupied territories and a just
solution to the refugee problem (Martinelli 2022, 136-138, 153-155, 162-166, 238).
Some argue that the war was the result of a miscalculation by the Egyptian leadership.
Others suggest that there was subtle coordination, but not a military conspiracy,
between Israel and the United States, while the Soviet Union and Syria may have
incited Egyptian involvement in the crisis (Yossef 2006).

The war had a significant impact on Palestinian national identity and the rise of armed
resistance, with the decline of pan-Arabism and the rise of political Islam within the
Palestinian movement. Following Egypt’s defeat, Israel occupied Gaza, which until
then had been under Egyptian administration. The occupation marked the beginning
of a new period of Israeli military control over the territory, drastically altering the
political, social, and economic life of the region. Thousands of Palestinians were
displaced, and there was a significant increase in repression and tensions between the
local population and the occupying forces. Israel’s continued presence in Gaza fueled
Palestinian resentment and resistance, contributing to the emergence of movements
like Hamas in the following decades and consolidating Gaza as one of the central
focuses of the Israeli-Palestinian conflict (Martinelli 2022, 153).

Israeli Occupation

Between the Six Day War (1967) and the First Intifada (1987), the Gaza Strip
experienced two decades under Israeli military occupation, marked by repression,
demographic growth, and growing Palestinian frustration. During this period,
Israel built settlements in the region and imposed strict control measures, while the
Palestinian population faced mobility restrictions, economic hardship, and a lack
of civil rights (Sprague 2013). Egypt, despite having lost direct control over Gaza,
continued to have symbolic influence, and the Palestinian cause remained alive
throughout the Arab world. The lack of a political solution and worsening living
conditions led to a build-up of tensions that would eventually explode in 1987 with
the outbreak of the First Intifada, a popular uprising against the Israeli occupation
that began in Gaza before spreading to the West Bank (Martinelli 2022, 154).
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The First Intifada was then a period of widespread Palestinian civil unrest and
resistance against Israeli occupation and policies that took place between 1987 and
1993, motivated by decades of frustration with military occupation, settlement
expansion, and political stagnation. What many cite as the trigger for the First
Intifada was an accident in Gaza that killed four Palestinians. After this accident, the
movement quickly spread, taking the form of a widespread uprising with protests,
strikes, boycotts, and clashes - symbolized by the “sons of stones” facing tanks with
stones (Sotirovi¢ 2024). The resistance combined non-violent and violent actions,
organized by a local leadership, the LNUL, which later aligned itself with the PLO
(Palestine Liberation Organisation) (Farraj 2017). The Israeli response was marked
by strong repression, with thousands of arrests and deaths. The Intifada strengthened
Palestinian national identity, attracted international attention to the conflict, and
prepared the ground for the Palestinian Declaration of Independence (1988) and the
start of the Oslo Accords peace process (Naser-Najjab 2020).

The Gaza Strip was one of the main centers of the First Intifada and was the scene
of intense clashes between Palestinians and Israeli forces. Popular resistance in
Gaza was marked by protests, strikes, boycotts, and, above all, violent clashes, with
young people throwing stones at Israeli forces. The Israeli military response was
severe, including mass arrests, reprisals, and the use of excessive force, resulting in
a large number of Palestinian deaths and injuries, especially among young people
(Bjur 2014). In addition to physical repression, the Intifada had a major social and
economic impact on Gaza. The blockade and restrictions increased, exacerbating
economic difficulties, while violence and social instability further weakened
community life. However, the Intifada also strengthened Palestinian identity in
Gaza, consolidating the sense of resistance and the quest for an independent state
(Junka 2006).

Palestinian control

In order for there to be peace between Israel and the Palestine Liberation Organisation
(PLO), the two parties agreed in 1993 to sign a series of agreements called the Oslo
Accords. Signed by Yasser Arafat and Yitzhak Rabin in September 1993, the Oslo
Accords, whose official name was the Declaration of Principles on Interim Self-
Government Arrangements, or Declaration of Principles (DOP), provided for the
establishment of a Palestinian National Authority in parts of the West Bank and
Gaza Strip and the withdrawal of Israeli troops from Palestinian population centers
(Bjur 2014). However, although the Accords were greeted with much acclaim by
many, this was not well received by others, as settlement construction continued
apace (Feldman 2008, 237).

After the Oslo Accords, the West Bank and Gaza were divided into three areas: Area
A (approximately 65 per cent of Gaza and 3 per cent of the West Bank), where the



BULLETIN

OF "CAROL I" NATIONAL DEFENCE UNIVERSITY

Palestinians had both security and civilian control; Area B (about 23 per cent of
the West Bank), where the Palestinians controlled the civilian part and the Israelis
maintained military control; and Area C, where Israel had total control. In the
following years, a power station was built in Gaza, but it was destroyed by Israeli
forces in the summer of 2006 (Feldman 2008, 294).

The Oslo process, which began in December 1992 and culminated with the signing
ceremonies of 13 September 1993 on the White House lawn, was made up of a
series of agreements designed to address a series of increasingly complex issues in
an incremental way. The 1993 Declaration of Principles was followed in 1995 by
the Taba or Oslo II Agreement, the 1998 Wye River Memorandum, and the 1999
Sharm el-Sheikh Memorandum. The PLO, for its part, concentrated on bringing
the agreement into line internally with UN resolutions 242 and 338. Internationally,
it appealed for assistance from the US and other members of the international
community to ensure the implementation of the Accords. Unlike other peace
processes, there was no significant external force capable of defining the terms of
the debate or credibly guaranteeing that all parties would comply with the Oslo
agreement. The gradual nature of the Oslo Accords also made them more susceptible
to implementation failures, increasing the risk of internal opponents hindering their
realization. Despite initial hopes that the Oslo Accords could lead to an end to the
conflict, the Second Intifada began just over seven years later, plunging the region
back into violence and dashing hopes for peace, which raised many questions about
the failure of the Oslo process (Hancock and Weiss 2011).

These Accords resulted from the PLO’s new approach to negotiating with the Israeli
occupation, leading to Israeli recognition of the PLO as the representative of its
people and the establishment of the Palestinian National Authority (PNA). However,
these agreements were subsequently highly criticized and eroded the legitimacy of
the PLO in many sectors of Palestinian society. The Oslo Accords were intended,
among other things, not to suffer another intifada, which eventually happened,
and for the PNA to be a complementary control police for its more revolutionary
population (Martinelli 2022, 194).

The expansion of settlements in the West Bank and East Jerusalem, the construction
of the Separation Wall, the isolation of Gaza, the split between Fatah and Hamas,
and Arab representation within Israel all contributed to discrediting the peace
process. These factors created significant obstacles to the implementation of the Oslo
Accords and increased mistrust between the parties involved in the peace process.
After the Second Intifada, some Palestinians advocated a single state as a solution
(Martinelli 2022, 299).

In the context of the Oslo I Accords, Palestinian political alliances were formed, such
as the alliance between Fatah and the PPP, known as Jerusalem and State, and the
alliance between Islamists and the PFLP-DFLP, called Jerusalem First, which rejected
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Oslo I's “Gaza and Jericho first” plan. After Oslo I, the first Palestinian National
Security Forces (PNSF) were mobilized in Jericho and Gaza. The borders of Area A,
defined by Oslo II in 1995, were demarcated with concrete blocks, with numerous
Israeli and Palestinian checkpoints (Farraj 2019).

The Oslo Accords do not refer to the possibility of creating a Palestinian state and
leave open the question of the final status of the West Bank and Gaza. According
to the Oslo Accords, the Palestinian Authority received ‘all civil powers and
responsibilities’ in the areas of the West Bank with an Arab population. However, the
interim agreement stipulated that the Palestinian Authority would have no powers
in foreign affairs (Sabel 2022, 270, 392) .

After the Oslo Accords, there was also the Peace Treaty between Israel and Jordan,
signed in 1994, which had some impact on the Gaza Strip. Although the treaty was
not directly involved, it represented a significant change in the regional context of the
Israeli-Palestinian conflict. By normalizing relations with Israel, Jordan weakened
the United Arab Front against Israel and left the Palestinians, including those in
Gaza, more politically isolated (Sabel 2022, 236, 300) .

For many Palestinians, especially in Gaza, the treaty was viewed with suspicion and
even as a betrayal of the Palestinian cause, as it was signed before the creation of a
Palestinian state. It also symbolized the growing alignment of some Arab countries
with Israel without the Palestinian question being resolved. In return, the treaty
strengthened Israel’s security on its eastern borders, allowing Tel Aviv to concentrate
more resources on managing and repressing the occupied territories, including Gaza
(Martinelli 2022, 111, 113, 125) .

In 1994, Israel withdrew from parts of the Gaza Strip, and Yasser Arafat came to
govern the region on behalf of the PNA. The continued construction of Israeli
settlements, restrictions on mobility, economic blockades, and the perception that
Israel was not fully honoring its commitments undermined the confidence of the
Palestinian population. In Gaza, the economic situation deteriorated with high levels
of unemployment and poverty, aggravating popular frustration (Bjur 2014).

Discontent grew further with perceived corruption in the PNA leadership and
internal repression. During this period, Islamist groups such as Hamas gained
strength in Gaza, criticizing the Oslo Accords and rejecting coexistence with Israel.
Rising tensions, coupled with the stagnation of the peace process and sporadic
clashes with Israeli forces, culminated in the outbreak of the Second Intifada in
September 2000, following Ariel Sharon’s provocative visit to the Al-Aqsa Mosque
compound in Jerusalem (Naser-Najjab 2020).

The Camp David negotiations, held in July 2000, were an attempt to reach a final
agreement between Israel and Palestine, mediated by the United States and led
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by President Bill Clinton, with the participation of Israeli Prime Minister Ehud
Barak and Palestinian leader Yasser Arafat. The negotiations addressed key issues
such as borders, security, the status of Jerusalem, Israeli settlements, and the
right of return of Palestinian refugees. These complex and sensitive issues were
central to the negotiations, reflecting the main points of contention between the
parties involved. Despite progress on some points, the negotiations broke down
mainly due to disagreements over Jerusalem and the refugees (Freas 2017) . Israel
proposed concessions that included part of East Jerusalem, but Arafat considered
the offer insufficient and feared losing legitimacy with his people. The failure of the
negotiations contributed to rising tensions that culminated in the outbreak of the
Second Intifada a few months later (Salihu 2024).

The Second Intifada, also known as the Al-Agsa Intifada, was a remarkable period
of violence in the context of the Israeli-Palestinian conflict, which took place from
September 2000 to January 2005. This period was characterized by intense clashes,
suicide attacks, and military operations, resulting in a great loss of life and further
aggravating tensions between Israelis and Palestinians. Unlike the First Intifada,
which was predominantly non-violent, the Second Intifada was characterized by
intense violence (Asali, Abu-Qarn and Beenstock 2024).

Some authors suggest that Yasser Arafat premeditated the Intifada after his return from
the Camp David Accords (Naser-Najjab 2020). Palestinian frustration with the stalled
peace process and the failure to resolve the final status issues of refugees, settlements,
and Jerusalem also contributed to the climate of tension (Abu-Nimer 2002).

The Second Intifada was marked by armed attacks and suicide bombings perpetrated
by Palestinian militants. In response, the Israeli army reoccupied Palestinian towns
and refugee camps and engaged in clashes with Palestinian militants and security
forces. The level of violence from both was high, resulting in the deaths of 3243
Palestinians and 957 Israelis, as well as thousands of injuries (Asali, Abu-Qarn and
Beenstock 2024).

Hamas, the Islamic Resistance Movement, played a central role in the Second
Intifada, being the main advocate of suicide bombers. Other Palestinian factions also
took part in the violence, including the Fatah-affiliated Al-Agsa Martyrs’ Brigades
and Islamic Jihad (Rojas and Matta 2016). Hamas abandoned suicide attacks around
2005, which coincided with an increase in the internal Palestinian conflict and
preparations for the 2006 legislative elections.

The Second Intifada led to increased polarization and a further deterioration in relations.
There was a rise in Islamist militancy and a crisis in the Palestinian national movement
(Junka 2006). After the Second Intifada, some Palestinians began to advocate a one-state
solution. Interestingly, the co-operation between Israelis and Palestinians that took place
during this period had a pacifying effect, suggesting that the Intifada could have been
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even more violent and prolonged without it (Asali, Abu-Qarn and Beenstock 2024).
The Second Intifada represented a significant increase in violence in the Israeli-
Palestinian conflict, with serious consequences for both sides and the prospects of
peace (Abu-Nimer 2002).

Gaza became one of the main stages of the conflict, suffering from intense Israeli
military operations, blockades, and the increasing militarization of Palestinian
factions, especially Hamas (Abu-Amr 1993). The generalized violence, which
included suicide attacks, bombings, invasions, and demolitions, caused thousands of
deaths and injuries, largely civilians (Robinson 2004).

Gazas economy collapsed due to the siege, the destruction of infrastructure, and
the closure of borders, exacerbating (Hroub 2006) poverty and unemployment. The
atmosphere of war and repression reinforced popular support for armed groups and
Hamas, which strengthened politically during the conflict and ended up winning the
2006 legislative elections. The Second Intifada also contributed to the weakening of
the Palestinian Authority in Gaza, culminating in Israel’s unilateral withdrawal from
the Strip in 2005 and, later, the political split between Fatah (West Bank) and Hamas
(Gaza). This division hinders a unified Palestinian front, weakening diplomatic
efforts for an independent Palestinian state (Abu-Amr 1993).

The rise of Hamas

The Gaza Strip came under Hamas control in 2007 after clashes with Fatah. Hamas
(Harakat al-Mugawama al-Islamiyya), which means “zeal” in Arabic and is the
acronym for the Islamic Resistance Movement, emerged during the First Intifada,
marking a period of political revitalization for Islamic forces in the West Bank and
Gaza Strip in the face of Israeli occupation and secular forces led by the PLO. Hamas
was born from within the Muslim Brotherhood in Palestine, with the aim of actively
participating in the resistance against the Israeli occupation. Its creation was partly
a response to the initial attitude of the Muslim Brotherhood, which had distanced
itself from active resistance (Abu-Amr 1993).

The charter of 18 August 1988 defines Hamas’ philosophy, logic, and positions. In
this charter, Hamas considers all of Palestine to be Muslim land (‘waqf’) that cannot
be ceded. The stated aim of the charter is the destruction of the State of Israel and
the creation of an Islamic state throughout the territory. The charter rejects peace
negotiations and international initiatives that involve ceding any part of Palestine,
considering them contrary to the movement’s doctrine and religious faith. Jihad is
seen as the only solution to the Palestinian problem. Despite its initial stance, later
documents reveal an evolution in Hamas’ thinking, with a greater emphasis on state-
building and some nuance towards resistance and a two-state solution. Although
theoretically separate from the Muslim Brotherhood, in practice, Hamas became
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increasingly intertwined with the parent organisation. Hamas’ initial leadership
consisted of Shaykh Ahmad Yasin and six other founding members. Later, wings and
committees were set up to deal with political issues, security, military operations, and
the media. Overall leadership is vested in a majlis shura (advisory council), made up
of members from both inside and outside the occupied territories. Hamas has built a
vast institutional network that provides social services, including mosques (through
al-Mujamma”), medical and educational institutions (such as the Islamic University
of Gaza) and political institutions (such as university student parties) (Hroub 2006).

Hamas has gained credibility because of its active role in the Intifada and its
relationship with the Muslim Brotherhood. Hamas’ institutional network allows it to
publicize its ideas, gather supporters, and provide social services. Sectoral elections
in professional associations, trade unions, and student councils indicate the growing
popularity of the movement. After the failure of the Oslo process and the start of the
second Intifada in 2000, some polls suggested that support for Hamas had equaled
that of Fatah (Robinson 2004).

On an international level, Hamas has historically been interlinked with the Muslim
Brotherhood in Jordan, which has provided it with doctrinal, political, moral, and
material support. The movement has also received support from Islamic movements
in several Arab countries and in Islamic communities in Europe and the United
States. Relations with Saudi Arabia and the Gulf states deteriorated after the Gulf
War, while relations with Iran improved. Iran came to be singled out as a supplier of
military training and financial support to Hamas. Hamas’ sources of funding include
local contributions, donations from individuals and Islamic movements abroad, as
well as support from certain governments (Abu-Amr 1993).

After the Israeli withdrawal from Gaza in 2005, Hamas won the majority in the
legislative elections in January 2006. In 2007, after clashes with Fatah, Hamas took
control of the Gaza Strip. Since then, Hamas has ruled the region. This Hamas
takeover in 2007 solidified the political and administrative division of Palestine
(Atiya 2024).

With the handover of control of Gaza to Hamas in 2007, Israel imposed a tight and
comprehensive blockade on the Gaza Strip, significantly limiting the movement
of people and goods. The Gaza Strip, where Hamas exercises power, is a densely
populated area with a large proportion of Palestinian refugees. Living conditions
in the Gaza Strip under Hamas rule are difficult, with high unemployment rates
and a shortage of resources, exacerbated by the blockade. Infrastructure, including
wastewater treatment plants, has suffered damage due to the conflicts (Bjur 2014).

Hamas is considered by some to be an Islamic fundamentalist jihadist terrorist
organisation whose main goal is the destruction of Israel. Hamas has been involved
in repeated confrontations with Israel, including the launching of rockets into Israel
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and military confrontations that have resulted in various Israeli operations against
Gaza, such as the 2008-2009 war and other conflicts. Some authors suggest that the
Israeli policy of containment may have inadvertently allowed Hamas to develop its
military capacity (Finn Ostendorft 2016).

Despite the blockade and conflicts, Hamas also engages in political activities, such
as sponsoring forums and events, and is seen by some Palestinians as a legitimate
resistance force against the occupation. Hamas differentiates between the idea of
the movement and its organisation. Hamas’ goal is the liberation of Palestine and
the foundation of an Islamic state. In 2005, Hamas accepted the terms of agreement
based on the 1967 borders, the right of return for refugees, East Jerusalem as the
capital of Palestine, and the release of prisoners, while also reaffirming the right to
build military capacity (Rojas and Matta 2016).

The Hamas takeover of Gaza in 2007 followed a period of growing tension with Fatah,
culminating in a confrontation that solidified the administrative and political division
of the Palestinian territories. Hamas considers armed resistance to be a legitimate
means of liberating Palestine. Hamas has managed to draw global attention to the
Palestinian cause through its actions in Gaza. However, the elimination of Hamas as a
goal for the future of Gaza is considered impractical by some, given that its ideology is
deeply rooted in the Palestinian population. The future of the Gaza Strip, however, will
have to be determined by the Palestinians themselves (Milton 2024).

Conclusion

This study sought to understand how Egyptian rule, Palestinian control, and
Hamas governance have shaped the socio-political landscape of the Gaza Strip and
influenced the Palestinian struggle for self-determination. The analysis showed
that each of these phases of governance had significant impacts, not only on
administration and living conditions, but also on the consolidation of a national
identity centered on resistance.

Egyptian rule (1948-1967) was a phase of indirect administration, during which
Gaza remained on the margins of a real process of institutional development, but
which laid the foundations for incipient forms of political organisation. With the
subsequent Israeli occupation and the challenges posed by repression and the
economic blockade, a collective feeling of resistance emerged. This culminated in the
First Intifada, the founding moment of modern Palestinian national consciousness.

The establishment of the Palestinian Authority, resulting from the Oslo Accords,
represented an attempt at self-government which, although symbolic, failed
to guarantee effective sovereignty or institutional stability. Its limitations were
exacerbated by factors such as corruption, political fragmentation, and the
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continued Israeli occupation. In this context, the rise of Hamas from 2006 onwards
represented not only a change of power but also a transformation of the very
concept of governance in Gaza, merging civil administration with armed resistance.
This duality had contradictory effects: it galvanized part of Palestinian society,
while polarizing the territory and hampering efforts at internal reconciliation and
international negotiations.

By revisiting the central question — how did these different phases of governance
shape Gaza? - the results indicate that they all contributed, to varying degrees, to
the construction of a collective identity centered on resistance and the quest for self-
determination. The historical context provided by Egyptian rule, the expectations
(and disappointments) of Palestinian governance, and the polarizing impact
of Hamas reveal a trajectory where resistance is not only a reaction to external
oppression but also a response to the crisis of internal legitimacy.

Furthermore, the effects of these phases on the socio-economic dimension have
been profound. Poverty, unemployment, and dependence on international aid
increased as a result of fragmented governance and the continuing Israeli blockade,
particularly after 2007. These factors aggravated the vulnerability of the population
and strengthened the link between material deprivation and political mobilization,
especially among young people.

The applications of this research are diverse. By shedding light on how the different
regimes have influenced the political structure and identity in Gaza, the study offers
analytical tools for policymakers and international actors who want to intervene
more effectively in the Israeli-Palestinian conflict. An informed understanding of the
historical and social roots of the resistance can lead to more sensitive approaches,
centered on the real aspirations of the Palestinian people.

However, the study has limitations. The emphasis on historical governance structures
may have overlooked the current role of grassroots movements and civil society,
which continue to shape the political space in Gaza. Furthermore, the analysis is
predominantly based on secondary sources and the historic dimension, and does not
fully reflect contemporary dynamics and the perceptions of the current population.

For future research, it is proposed to explore the role of community organisations
and youth movements in building alternative forms of resistance and governance.
Studies on the influence of international aid and external pressures, as well as
comparative analyses with other regions under occupation or in a situation of
prolonged blockade, could offer additional insights and generate innovative
strategies for promoting peace.

In short, this study has revealed the intricate relationship between governance and
resistance in the Gaza Strip, emphasizing how the legacies of different administrations
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have shaped not only local institutions but also the collective identity of the
Palestinian people. Understanding this trajectory is essential to addressing current
challenges and charting paths towards a more just and peaceful future.
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1. Introduction

The radio propagation mode known as meteor burst communications (MBC), or
meteor scatter communications, uses the ionised trails left by meteors during
atmospheric entry to establish short communication links between radio stations up
to 2,250 kilometres (1,400 miles) apart. Radio waves can scatter either forward or
backwards, as seen in Fig.1.

Figure 1 Meteor scatter propagation

1.1. How Meteor Communication Works

Millions of particles called meteoroids, that enter the Earth’s atmosphere daily as
it travels through space, have characteristics that make them suitable for point-to-
point communication. In the E layer of the atmosphere, these meteoroids produce
a luminous trail of ionised particles known as a meteor when they start to burn up.
This trail may last for several seconds. Radio waves can be reflected by the ionisation
trails because they can be extremely dense. The intensity of the ionisation produced
by the meteor, which is frequently a function of the particle’s initial size, determines
the frequencies that can be reflected by any given ion trail. These frequencies are
typically between 30 MHz and 50 MHz.

The altitude at which the ionisation occurs, the location of the meteoroid’s descent
over Earth’s surface, the angle of entry into the atmosphere, and the relative positions
of the stations trying to establish communications all affect the distance over which
communications can be established. These ionisation trails provide only fleeting
windows of communication opportunity because they only last anywhere from a few
seconds to fractions of a second.

1.2. Military Use

One of the first significant deployments was “COMET” (COmmunication by MEteor
Trails), which was used to communicate over long distances with the headquarters
of NATO’s Supreme Headquarters Allied Powers Europe. With stations in the United
Kingdom, France, Italy, West Germany, Norway, and the Netherlands, COMET
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started operations in 1965. Depending on the season, COMET maintained an
average throughput of 115-310 bits per second.

Beginning in the late 1960s, as satellite communications systems became more
widely used, interest in meteor burst communications declined. It was discovered
in the late 1970s that the satellites were not as widespread in their utility as first
believed, particularly in areas with high latitudes or signal security considerations.
Due to these factors, although its continued functionality is unknown, the U S. Air
Force installed the Alaska Air Command MBC system in the 1970s.

More recently, Science Applications International Corporation (SAIC) established
a testbed called the Advanced Meteor Burst Communications System (AMBCS)
with Defence Advanced Research Projects Agency (DARPA) funding. AMBCS
significantly increased the data rates, averaging 4 kbit/s, by using phase-steerable
antennas pointed at the appropriate region of the sky for each time of day, in the
direction that the Earth is moving “forward”. Satellites are significantly more
expensive to operate, even though their nominal throughput may be roughly 14
times that of terrestrial networks.

The application of real-time steering could theoretically lead to further throughput
gains. The fundamental idea is to aim the antenna at the precise location of the ion
trail, or in certain situations, multiple trails at once using backscattered signals. Gain
is increased as a result, enabling significantly higher data rates. According to what is
currently known, this strategy has not yet been tested experimentally.

1.3. Armature Radio Use

The majority of meteor-scatter communication takes place between radio stations
that follow a strict transmission and reception schedule. Stations attempting meteor-
scatter communications must repeatedly transmit the same information until
they receive an acknowledgement of reception from the other station because it is
impossible to predict whether a meteor trail will be present at a suitable location
between two stations. To control the flow of information between stations, established
protocols are used. A complete information exchange frequently takes multiple
meteors and a considerable amount of time to accomplish, even though a single
meteor may produce an ion trail that supports multiple steps of the communication
protocol.

Meteor-scatter communications can be conducted using any type of communications
mode. In order to communicate with other stations during meteor showers without
arranging a schedule beforehand, amateur radio operators in North America have
been using single-sideband audio transmission. Morse code has been more widely
used in Europe, where amateur radio operators have been sending messages at
up to 800 words per minute using modified tape recorders and later computer
programs. In order to replicate the transmissions content, stations that receive
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these informational bursts record the signal and replay it more slowly. Voice and
Morse code communications have been supplanted by a number of digital modes
implemented by computer programs since 2000. The WSJT-X software implements
MSK144, the most widely used mode for amateur radio operations.

2. Literature Survey

This section elaborates briefly on the previous works related to the meteor burst
communication system in the current century.

The possibility of creating a communication channel through meteor bursts has
been known for decades, according to research done by the authors in (Fabrés,
et al. 2002). The idea of providing new wireless services at a low cost has sparked
renewed interest in recent years. In order to meet the strict size requirements while
maintaining good gain and polarisation purity, this paper suggests a novel mobile
terminal antenna.

The article in (Antipov 2006) examines the ways to boost the throughput of meteor
burst communication as well as the prospects for expanding its active radius. It is
demonstrated how to reduce the error of time standard synchronisation by way of
the meteor burst channel.

In (Yabin, et al. 2010), the geometry relationship between the heliocentric and
geocentric space of sporadic meteors is constructed, and the development of
modelling meteor radiant distributions is examined. Theoretical prediction models
are developed for the channel parameters of Meteor Burst Communication (MBC).
The MBC links use these models. These models predict outcomes that are in good
agreement with observational data. The channel parameters’ prediction models,
which are provided here, can be useful in building a meteor communication system.

The variable rate data transmission should be used to increase the system average
throughput in light of the meteor burst channel’s characteristics (Cai, et al. 2010),
which causes equalisation and channel tracing issues at the receiver. Though it is
thought to be the best detection method, the joint data and channel estimation of
maximum likelihood sequence detection using the per-survivor processing (PSP)
principle has significant computational complexity, which makes it difficult to
keep up with the meteor channel’s decline. A few states in the trellis diagram are
selected by the time-varying threshold based on the exponential decay of meteor
channels, and the adaptive state reduction of the PSP (ASRP) algorithm is used
based on the estimation of the system parameters. ASRP is demonstrated to be able
to provide dependable data transmission for adaptive modulation and coding of the
meteor burst communication system while also offering a good trade-off between
computational complexity and performance.



BULLETIN

OF "CAROL I" NATIONAL DEFENCE UNIVERSITY

In (Li and Zhu 2010), the authors employ high-speed wired links to connect the
base stations in accordance with the ring topology structure in order to overcome
the network reliability issues. They also construct a meteor burst communication
network using the stop-wait protocol. Based on the Opnet platform, the authors
examine and model the packet length and rate.

A novel automatic repeat request (ARQ) scheme, called the Go-Back-i-symbol
(GBi) ARQ scheme, was proposed by the authors in (Mukumoto, et al. 2012) and is
appropriate for Meteor Burst Communications (MBC). The scheme uses the Viterbi
decoding algorithm for convolutional codes to achieve symbol-wise ARQ. For packet
communications over time-varying short burst channels, like meteor burst channels,
we also suggest a workable transmission protocol that applies the GBi-ARQ scheme.
Computer simulations are utilised to assess the fundamental performance of the
GBi-ARQ scheme in MBC. By contrasting the performance of the GBi-ARQ scheme
with that of a traditional block-wise ARQ scheme, its effectiveness is demonstrated.

OPNET-based channel modelling and simulation for meteor burst communications
are proposed in the paper (Yi, et al. 2015). In order to develop a realistic simulation
scenario of meteor burst communications, multi-layer node models of the master
station and slave station are presented after an analysis of the properties of the
under-dense meteor burst channel. The simulation procedures for both full-duplex
and half-duplex communication are used to carry out the simulation. The findings
showed that full-duplex communication outperforms half-duplex communication in
terms of effectiveness and that the OPNET-based channel model is very well-suited
for meteor burst communication.

The authors in (Sulimov, et al. 2017) discuss the issue of nonreciprocity of
propagation conditions in MBCSs, or meteor-burst communication systems.
Previously, this issue had not received enough attention in publications. Advanced
communication systems like meteor key distribution systems, which are designed
to safely generate two identical copies of a shared secret key at both channel sides,
and meteor synchronisation systems, which have nanosecond precision, may be
significantly impacted by the channel nonreciprocity. The foundation of these
systems is the processing of phase characteristics of meteor radio reflections, which
require precise modelling. A rigorous solution to the issue of radio wave oblique
diffraction on ionised meteor trails serves as the foundation for our new MBCS
simulation model. A more thorough examination of the channel nonreciprocity
effects is made possible by our diffraction approach, which enables more accurate
simulation of the amplitude and phase characteristics of oppositely propagating
signals. The authors demonstrate the adequate immunity of MBCS to ionospheric
disturbances even when operating in harsh polar region conditions by presenting
some initial simulation results on the channel nonreciprocity at meteor-burst
propagation.
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The purpose of the research in (Wada, et al. 2018) is to investigate whether Meteor
Burst Communications (MBCs) could be used in equatorial areas. In Indonesia,
researchers set up the remote and master stations in Jimbaran on Bali Island and
Yogyakarta on Java Island, respectively. They verified, as a preliminary experimental
result, that meteor burst channels were used to transmit some packets between the
two stations.

The purpose of the article in (Voronin, Doroshenko and Ksenofontov 2019) is
to support the value of using meteor communication networks as a basis for
communication on the access connectivity network for vessel traffic management
along the northern sea route’s coastal zone on the route to the Arctic Russian
infrastructure. From the perspective of system analysis, it gives us the generalised
mathematical model of the network made up of the radiotransmitter and receiver,
antenna systems, and structural-functional scheme, which are the main options that
describe the telecommunication technologies of meteor connection. Using adaptive
antenna grids as UHF antenna systems is such an example.

The technology for building a promising code division multiplexing meteor-burst
communication system (MBCS) is presented in the paper (Holovan and Kharchenko
2020). In addition to improving the system’s noise immunity and covert operation,
it expands the bandwidth. Software-defined radio (SDR) is the foundation of the
suggested technology, which uses software parameter control of the signals and
their transfer protocols to enable MBCS adaptation to environmental conditions.
It involves the best possible reception and matched digital filtering of large-base
signals, and it includes a method for creating a large ensemble of signals with a direct
sequence spread spectrum and enhanced auto- and cross-correlation properties. It is
suggested to implement narrow-band interference rejection in the signal spectrum
in conjunction with matched filtering software to increase noise immunity. The
methods for synchronisation and detection that functioned well under non-
Gaussian and non-stationary interference conditions were taken into account. A
pseudorandom permutation of codeword elements of a maximum-length register
code has been used in software to create a large ensemble of direct sequence spread
spectrum signals with enhanced auto- and cross-correlation properties. Field-
programmable gate arrays (FPGAs) have been used to implement algorithms for
digital matched filtering and interference rejection as applied to large-base signals,
which were designed using fast Fourier transforms. Software based on an FPGA has
been developed for the detection and synchronisation of large-base signals.

The first attempt to investigate the potential existence of ionised meteor trails that
offer combined forward and backwards scattering of radio waves at radio links larger
than 300 km is made by the authors in (Lapshina, et al. 2021). The authors suggest
a model for their computer simulation and refer to these meteor trails as “Forward-
Backward Scattering,” or simply FBS-trails. According to the authors, there are a
number of real-world uses for the FBS-trails, such as accurate time synchronisation
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of passive remote stations. According to simulation results, the nearly transverse
orientation of the FBS-trails with respect to the axis of the meteor-scatter radio link
is their most dependable distinguishing characteristic. FBS-trails are less likely to
occur over longer radio links, and nearly all detections come from meteor trails that
only provide forward scattering, which is the only direction of travel. Between one
percent (at meteor-scatter links longer than 1500 km) and roughly ten percent (at
meteor-scatter links shorter than 150 km), the proportion of FBS-trails in the total
number of detected meteor events varies with link length.

Applying a multi-receiver system to the MBC is suggested in the paper (Takumi,
Kaiji and Tadahiro 2023), which also examines three approaches for combining each
receiver’s reception: individual reception, soft value combining, and log-likelihood ratio
combining. By considering the position distribution of meteor bursts and the direction
of each receiving antenna, the paper illustrates the communication performance of the
multi-receiver system using the three combining methods in MBC.

Through an analysis of the technology’s principles, features, application scenarios,
and emerging trends, the paper in (Gao 2024) came to the conclusion that meteor
trail communication is a viable way to connect locations that are challenging to
reach with other means. Additionally, this paper highlights certain shortcomings
that could be improved in the future, allowing MBC to increase its effectiveness and
adapt to more circumstances after resolving the current issues. This paper attempts
to inspire experts who are willing to improve MBC by providing them with useful
information by summarising all those aspects of this technology. This will enable
them to create a better communication network using the modified MBC system.

3. Summary

This paper dealt with one of the most important technologies in the field of
telecommunication systems, which is meteor bust communication system. The
paper explained how this technology works and its applications in military use and
amateur radio use. Also, the paper briefly described some of the previous works in
the technology mentioned.
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ustainability is a concept common to both economic and military fields. From
San economic perspective, it represents the ultimate goal of the sustainable
development process (Blewitt 2018, 4-74), a higher form of economic development
(Pezzey 1992, 10). This is characterised by a shift away from the sole objective of
generating economic profit and by an increased concern for the environment and
people, in order to ensure the long-term availability of natural resources (United
Nations 1987, 16). In the military field, sustainability refers to the ability to support
an operation with adequate combat power by providing the necessary human and
material resources throughout its entire duration (NATO Standardization Office
2022, 399), with military logistics playing a key role.

Thus, in both fields, the concept of sustainability is related to the uninterrupted
availability of necessary resources, the difference being that, in the military domain,
sustainability focuses on the proper conduct of military operations, while the
perspective of environmental protection and care for communities is less prominent.
Nevertheless, considering that one of the 17 Sustainable Development Goals (SDGs)
- specifically SDG no. 16 refers to ensuring peace, justice, and strong institutions
(United Nations 2015, 25-26), it can be inferred that the military organization can
contribute to creating the conditions for peace and, thereby, to those necessary
for sustainable development. However, the potential for a broader contribution
by the military organisation to the achievement of other SDGs should not be
underestimated.

As for 2017, the issues related to logistics management and supply chain ranked
among the top ten thematic areas of interest for researchers aiming to expand the
knowledge in the field of sustainable development (Wichaisri and Sopadang 2017, 4).
From the perspective of the integrated approach to the three pillars of sustainable
development (economic, social, and environmental) (United Nations 2015, 1),
economic entities have concluded that adopting a sustainable approach to logistics
management can generate benefits both by increasing competitive advantage and by
reducing environmental impact (Wichaisri and Sopadang 2017, 4-12), as well as by
improving the efficiency of supply chains (Stroufe 2018, 326-329).

In the military domain, the way logistical support is provided can significantly
contribute to the retention of human resources within the organisation (Vie, Trivette
and Lathrop 2021, 28), thus offering benefits in terms of the sustainability of human
resources. Moreover, the pursuit of sustainable logistical solutions is highlighted as a
goal in strategic-level documents. For example, NATO envisions the development of
environmentally friendly systems based on low-carbon technologies (NATO 2021),
the use of alternative fuels (NATO 2020, 39-42), and contributions to enhancing
the resilience of water and food sources (NATO 2016). The transatlantic vision
is also shared at the EU level, where emphasis is placed on the procurement of
environmentally friendly equipment, as well as on the requirement that the armed
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forces of the member states develop strategies to combat climate change (European
Union 2022, 5). Furthermore, the need for a sustainable approach at the EU level
is explicitly stated in the recently issued White Paper. This document reflects
ideals specific to sustainable development, such as improving the quality of life for
European citizens and enhancing the security environment (European Commission
2025, 1).

Previous research also states that the need for sustainable military logistics is a
real one. For instance, researchers point out that the successful completion of
missions depends on the adoption of sustainable logistics practices, such as the
use of technologies that reduce the need for petroleum-based supplies and the
minimisation of material resource deployment (Mosher, et al. 2008, 51). In addition,
sustainability is seen as a way to prevent illness among military personnel, caused
by toxic spills, exposure to disease-carrying insects, poor sanitary conditions, and
effects generated by improper hazardous waste management, which can also be
exploited by the adversary (Mosher, et al. 2008, 5-6). As a result of the negative
effects caused by extreme weather events, which sustainable development also
aims to combat (United Nations 2015, 2-8), logistical processes such as resupply or
maintenance can be disrupted due to breaks in the military supply chain (Best, et al.
2023, 22,73).

Based on the lessons identified by the U.S. military in Afghanistan and Iraq, shifting
logistics toward sustainable solutions could help reduce equipment and personnel
losses, as well as the massive consumption of fossil fuels (Harrington 2016).
Consequently, there is a need to rethink the current methods of providing logistical
support by adopting solutions that reduce the logistical footprint and carbon
emissions, at the same time (Belcher, et al. 2019, 75-76). For example, the availability
of alternative sources of water, electricity, and fuel could enhance the sustainability
of logistical support (Cooper 2019, 4-7). As a result, the importance of this scientific
endeavour lies in the need to establish a starting point for the implementation of the
sustainable logistics objective, a goal that is increasingly evident both in civil society
and in the military sphere.

In this context, the present study aims to explore the current state of knowledge
in the field of sustainable logistics, in order to guide military logisticians™ actions
toward defining relevant and timely research problems (Kumar 2011, 17-27). To
achieve this objective, the study employs the literature review method, following two
main stages: 1) exploring the current state of knowledge and key scientific concerns
in the civil domain of sustainable logistics; 2) analysing relevant studies in the field
of sustainable military logistics.

Thus, using “sustainable logistics” as a search keyword in databases such as Google
Scholar, ProQuest, Scopus, and Web of Science, several relevant studies were
identified in the form of scientific articles or book chapters. The selection was based
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on scientometric testing, taking into account aspects such as: the number of citations,
the journal’s impact factor relative to its field, the geographical distribution, and the
preferences of researchers within the domain (Grigore 2021, 1-5). Studies with more
than eight citations were considered. In the following sections, corresponding to the
two stages previously mentioned, the content of these studies is analysed in order to
identify the most significant findings and to establish the current state of knowledge
in the field of sustainable logistics in the military area.

State of research in the civilian field of sustainable logistics

Most studies on sustainable logistics were also conducted through the literature
review method, and were focused on five main thematic lines. The first three
addressed sustainable logistics in general, with particular emphasis on the
environmental aspect (Ren, et al. 2019, 1-20), as well as alternative solutions for
reducing the carbon footprint (Awwad, Shekhar and Iyer 2018, 584-591). The
other two addressed the benefits of Industry 4.0 technologies in enhancing logistics
sustainability (Sun, et al. 2022, 9560-91); (Grzybowska, Awasthi and Sawhney 2020,
1-18), and decision support systems in aid of sustainable logistics (Qaiser, et al. 2017,
1376-1388).

The first of the selected studies analysed articles in peer-reviewed journals
published between 1999 and August 2019, identified in the Scopus and Web of
Science databases. Using bibliometric analysis tools such as VOS (Visualization of
Similarities), the study highlighted the growing interest in this field (Ren, et al. 2019,
2-4), as shown in Fig. 1.
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Figure 1 The evolution of publications in the field of sustainable logistics,
from 1999 to August 2019 (Ren, et al. 2019, 5)
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By analysing a wide range of studies dedicated to sustainable logistics, it becomes
evident that the aforementioned study is particularly relevant, serving as the
foundation for subsequent research, as shown in Figure 2.
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Figure 2 Relevant publications on the topic of sustainable logistics (2016-2023).
Source: Own analysis, using https://www.connectedpapers.com/main/f90ddfa099de3c61a5ecb27
5d4a04e74323b2cd7/A-Systematic-Literature-Review-of-Green-and-Sustainable-Logistics%3 A-
Bibliometric-Analysis%2C-Research-Trend-and-Knowledge-Taxonomy/graph, accessed 10.03.2025

The study highlighted several subthemes within sustainable logistics research,
corresponding to the environmental dimension of sustainability. The fifteen most
relevant papers analysed by the authors, with citation counts ranging from 73 to 330,
addressed topics such as green logistics, reverse logistics, and the environmental
aspect of sustainable logistics. Most research efforts were concentrated in Europe,
but those from China and America were also noteworthy (Ren, et al. 2019, 8-11).
By thematically grouping the analysed studies, it becomes apparent not only that there
is a strong focus on the environmental side of logistics sustainability, but also that there
is a limited number of studies offering an integrative perspective on this field.

Within the thematic area focused on environmental protection, also, another
study relevant to the issue of sustainable logistics suggests the use of green logistics
mechanisms to reduce carbon emissions. The authors highlight the role of the “last-
mile logistics” concept — which refers to the final segment in the supply chain specific
to e-commerce (between the distributor and the end consumer) - in the generation
of greenhouse gases, while also presenting solutions and strategies for reducing these
emissions (Awwad, Shekhar and Iyer 2018, 586).
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Regarding the negative environmental impact of this segment of the supply chain, the
authors discuss solutions such as the use of alternative fuels, electric vehicles, urban
distribution centres, and technology dedicated to optimising route selection (Awwad,
Shekhar and Iyer 2018, 586). The focus is placed on analysing the characteristics of
transport vehicles and delivery routes in order to choose the option that ensures
the lowest fuel consumption, and, thus, the smallest carbon footprint (Awwad,
Shekhar and Iyer 2018, 586). The proposed solutions are not universally applicable;
the authors note that, under different circumstances, more efficient alternatives may
exist (for example, hybrid vehicles may have a lower carbon footprint and do not
require long battery charging times like the electric ones) (Awwad, Shekhar and Iyer
2018, 586). At the end of the study, authors highlight the need to identify barriers
to implementing these solutions, as well as the importance of their comprehensive
application in order to achieve conclusive results.

As time went by, beneficial changes have taken place, as evidenced by the existence
of a study analysing the literature on the application of Industry 4.0 technologies for
logistics sustainability, based on bibliometric and content analysis of publications. The
issue of adopting technologies that facilitate the implementation of sustainability has
thus emerged as a second main thematic area. According to the authors” analysis, 40%
of researchers’ concerns focused on the digitalization of logistics systems; 22.6% on
interdisciplinary studies; 20.9% on sustainable transportation; 10.4% on sustainable
production and procurement objectives; and the narrowest area of focus was
sustainable warehousing, accounting for only 5.2% (Sun, Yu, et al. 2022, 9560-91).

Concerning the practical application of technologies for achieving logistics
sustainability, the study highlights twelve innovative solutions explored by
researchers between 2017 and 2020 (Sun, Yu, et al. 2022, 9560-91). This reflects a
strong orientation of civil logistics toward harnessing the benefits of digitalisation
and technological advancement to achieve sustainability. Despite the numerous
concerns regarding the importance of implementing Industry 4.0 technologies for
reaching sustainability goals, the study points out a lack of focus on identifying
the challenges brought by this transformation (Sun, Yu, et al. 2022, 9560-91). In
other words, while considerable scientific effort has been devoted to theorising and
demonstrating the benefits of integrating these technologies, the measures that need
to be taken and their consequences have not been identified, representing significant
gaps in the body of knowledge on sustainable logistics.

As a result, the authors propose the following future research directions:
complementing the technological vision of Industry 4.0 with the human-centred
approach of Industry 5.0 to support the social dimension of sustainable logistics;
implementing decision-support algorithms that take into account the three
dimensions of sustainable development; the need for in-depth analysis of the
environmental footprint generated by the energy used for the production and
recycling of goods; developing analytical models to optimize the implementation of
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Industry 4.0 technologies; using digitalization to increase the autonomy of logistic
systems; leveraging the advantages of implementing semi-autonomous transport
solutions; paying greater attention to how Augmented Reality (AR) and Additive
Manufacturing (AM) technologies can enhance logistics sustainability; developing
the sustainable dimension of reverse logistics; and using Industry 4.0 Technologies
to increase resilience under special conditions, such as pandemics (Sun, Yu, et al.
2022, 9560-91). Analysing the findings of this study, one can observe the enormous
potential of innovative technologies to enhance logistics sustainability — a goal
that seems almost impossible to achieve without implementing measures for the
digitalisation of logistics.

Closely related to the perspective offered by Industry 5.0, a concept aligned with
sustainable logistics is Logistics 5.0, which is focused on identifying environmentally
friendly packaging, transportation, and storage solutions, as well as increasing
care for consumers (Trstenjak, et al. 2022, 2). However, the technology component
remains important in Logistics 5.0 as well, with studies showing that both the
COVID-19 pandemic and the Russia-Ukraine war have highlighted the urgency of
adopting smart logistics solutions (Jafari, Azarian and Yu 2022, 1-27). Therefore,
sustainable logistics must address actions across the three pillars of sustainable
development, as well as those specific to smart logistics.

Another paper focused on literature analysis concerning sustainable production
and logistics in the context of the Fourth Industrial Revolution reinforces the
role of automated processes in the implementation of sustainable management
(Grzybowska, Awasthi and Sawhney 2020, 1-18). The mathematical and statistical
techniques used by the authors also led to the identification of the historical
evolution of the two concepts: sustainable production has been studied since 1987,
while sustainable logistics emerged as a concept in 2004, being associated with green
industry and the circular economy (Grzybowska, Awasthi and Sawhney 2020, 5).
The study was based on a sample of 892 scientific papers produced by researchers
from 91 countries, most of which were published in scientific journals, with the
Journal of Cleaner Production and Sustainability ranking first and second. The
authors also identified several phases in the academic interest in sustainability: the
activation period (1980-2006), the growth period (2007-2015), and the expansion
period (2016-2018). Sustainable logistics belongs to the third period, during which
a trend toward replacing the term with “sustainable supply chain” was observed
(Grzybowska, Awasthi and Sawhney 2020, 15).

The third important theme in the field of logistics sustainability, addressed in studies
based on the analysis of relevant literature, is represented by decision support systems.
From this perspective, as of 2017, researchers concluded that the benefits of using
these systems for the implementation of sustainable logistics are real, considering the
complexity of the decision-making process at the strategic, operational, and tactical
levels, in the context of sustainable development (Qaiser, Ahmed, et al. 2017, 1).
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Furthermore, the necessity of using a sustainable model for choosing between local
and external suppliers is brought into discussion — one that allows for the consideration
of the three dimensions of sustainability when analysing criteria such as costs and
carbon emissions generated from the perspective of various modes of transportation
and other logistics operations (Katiraee, et al. 2024, 13).

The tendency to identify tools that assist decision-makers in the effort to optimise costs
and reduce the environmental impact of logistics, as well as the insufficient attention
paid to the social dimension of sustainability (Qaiser, Ahmed, et al. 2017, 6) has also
been highlighted. Thus, there is a need for a holistic exploration of the feasibility of
using decision-making tools to achieve sustainable logistics (Qaiser, Ahmed, et al.
2017, 7). It is, therefore, essential to preserve all guiding principles of sustainable
development, as an approach focused solely on one of its dimensions is insufficient.

From the perspective of strengthening the social dimension of sustainable logistics,
more recent studies address a fourth thematic area, showing that personnel working
in this field must benefit from decent, properly regulated working conditions, as
they are involved in a wide range of operations, such as: storage management, route
planning, production planning and scheduling, workforce management, and lot
sizing (Prunet, et al. 2024, 18-19).

In addition to the studies previously presented, there have also been other research
concerns, like humanitarian logistics, which is closely linked to the social dimension
of sustainable logistics, thus representing the fifth main theme in this domain. The
author investigates the possibility of considering sustainable humanitarian logistics
as a distinct research field, focusing on the principles that should be upheld and the
concrete possibilities for implementation. In this context, a systemic approach is
highlighted as a favourable factor for implementing sustainability in humanitarian
logistics, allowing for the consideration of all pillars of sustainable development
(Remida 2015, 11-29).

The author also highlights three levels of objectives that can be targeted: at the
strategic level, the integrative approach to the pillars of sustainable development;
at the tactical level, which is closest to humanitarian logistics and its beneficiaries,
the humanitarian actions; and at the “operational” level, systemically approached
logistics, including planning, procurement, and other activities related to logistics
subsystems (Remida 2015, 21).

In addition, the study draws attention to several characteristics of sustainable
humanitarian logistics, highlighting its potential to broaden the spatial and temporal
horizons, as well as the requirement to consider all involved stakeholders. For the
sustainability of humanitarian logistics, the author emphasises the importance of
applying principles such as: an interdisciplinary approach, a dual vision (immediate
response and long-term effect, private and public effort), and the use of analogies
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with other logistics systems from different fields, such as the military system.
Although the study highlights the need to achieve long-term effects through joint
exercises with military forces and by utilizing existing military infrastructure, it does
not explore the possibility of adopting sustainable logistics models from the military
sector, nor does it detail the sustainability of military logistics as a potential example
for humanitarian logistics (Remida 2015, 26-27).

Remaining within the sphere of humanitarian logistics, a more recent study, based
on modelling and a sociological questionnaire, advocates for the inclusion of
disaster-related logistics (applicable in cases of natural or human-made disasters) in
university programs, as a means of achieving sustainability, given the shortage of
trained logisticians and the widespread use of untrained volunteers. At one point,
the author concludes that the use of professionally trained logisticians can bring
sustainability to any organisation, an observation that highlights the significant
role of logistics in sustainable development. One of the limitations of this study is
that it was conducted with respondents from the academic environment, without
considering other actors such as those from military organisations, who are often
involved in disaster relief activities and support for the affected population (Khan,
et al. 2020, 1-30). Therefore, it can be considered that humanitarian activities within
military logistics could be classified under the social dimension of sustainable
military logistics, helping to complete the framework of this emerging concept.

State of the art in the field of sustainable military logistics

In the second stage, aimed at identifying the state of knowledge in the field of
sustainable military logistics, searches in databases such as Google Scholar and
ProQuest were conducted. The identified studies were also ranked according to
their contribution to advancing the state of knowledge, taking into account criteria
such as the number of citations, year of publication, and the impact of the journals
in which they appeared. Since, from a military perspective, the results were not
as numerous as those found in the field of economically sustainable logistics, no
publications analysing the relevant literature in this domain could be identified. The
following section presents the main findings from the analysis of relevant works that
have addressed the issue of sustainability within military logistics.

A valuable study for military logisticians aiming to improve the efficiency and
sustainability in this field highlights the importance of multicriteria analysis in decision-
making regarding the selection of suppliers and supply routes for military forces in
the Iraq theatre of operations. The authors provide a definition of the sustainability
of supply routes, which involves the rational use of resources, based on technological
development, institutional adaptation, and investments (Alazzawi and Zak 2020, 578).
Although the definition is general, the reference to resources, technology, institutions,
and investments partially situates it in the context of sustainable development.
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This aspect also emerges from the analysis of the criteria considered in the decision-
making process, which are explicitly formulated around the ideas of economic
efficiency and environmental protection (Alazzawi and Zak 2020, 579) However,
there is a lack of reference to the social dimension of sustainable development, as
aspects related to the human resources involved in establishing logistic support
corridors and selecting suppliers, as well as the impact of these choices on the
beneficiaries, are not taken into account.

Another study provides a detailed analysis of one of the innovative technological
solutions that contribute to sustainability in logistics, namely: the use of 3D
printers for manufacturing spare parts needed during military missions and
ensuring the sustainable supply of such goods. The study is significant because
it offers a literature review dedicated to this topic, examines the specific case of
the supply chain for spare parts within the Dutch military, and provides access
to expert insights obtained through structured interviews. These interviews were
conducted following the analysis of 40 articles and 12 scientific papers selected
from a total of 78,439 publications identified on this topic (Den Boer, Lambrechts
and Krikke 2020, 1-11).

Although the authors argue for the sustainable potential of this technology in
preventing disruptions in the supply chain, challenges such as the high costs
associated with acquiring and maintaining 3D printers, sourcing energy, and
identifying local partners point to the need for further research. This is necessary
to address issues such as: outsourcing the production service or providing it
through military specialists, storing and transporting raw materials, information
security, availability of data on product specifications, obtaining certifications for
manufacturing spare parts, and respecting the intellectual property rights (Den
Boer, Lambrechts and Krikke 2020, 5-10).

Since the analysed studies showed that the biggest challenges related to the
implementation of AM technology are linked to the manufacturers’ willingness to
disclose product specifications, and considering that the authors do not advocate
this solution for industrial-level production, but rather for small quantities and
complex operational situations, it follows that a possible remedy could lie in how
contractual clauses are formulated. This aspect could represent a possible direction
for further research, as the study highlights the need for digitalisation in the field of
military logistics and cooperation with manufacturers, paving the way toward the
alternative of sustainable procurement in the military sector (Den Boer, Lambrechts
and Krikke 2020, 7-10).

Aside from the mentioned studies, there are a few other papers within the military
field which are focused on sub-elements of sustainable logistics; however, these
cannot be considered relevant, as they have not been cited or used in the development
of other works.
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Conclusions

Considering the analysis conducted on studies from the civil domain of sustainable
logistics, it can be concluded that future research should have an interdisciplinary
character and should aim to maximise the potential for an integrative approach to
the five identified thematic areas. At this point, two elements emerge as essential
for progress in this direction: the digitalisation of logistics processes and the
implementation of technologies that facilitate the transition toward sustainability.
From this perspective, future research should focus on identifying the barriers
(challenges) that hinder this transition. While the benefits of a sustainable approach
to logistics are often emphasised, the same cannot be said about the consequences
of this transformation. Therefore, future studies should address each challenge in
parallel with the effects generated by the integration of sustainability.

Moreover, the results of these studies could support the aforementioned
transformations within the decision-making process, enabling decision-makers
to adopt informed choices that take into account both the reflection of the three
dimensions of sustainable development at the logistics level and the implications of
adopting appropriate technologies and the expected outcomes.

Insufficiently explored by previous studies, the social dimension of sustainable
logistics must benefit from research that targets both the advantages for logistics
employees and communities. One underexplored area in this regard appears to
be humanitarian logistics. This thematic line also serves as a bridge between civil
and military logistics, with recommendations from previous research focusing on
identifying sustainable modes of operation, similar to those adopted by military
structures. However, the lack of studies confirming how this is approached at the
military level only reinforces the need for dedicated research in this area. Specifically,
future studies could focus on identifying lessons learned from humanitarian
actions involving military structures, which may have the potential to facilitate the
integration of sustainability in both civil and military contexts. Additionally, less-
studied aspects such as sustainable transportation, production, procurement, and
storage should receive greater attention from researchers.

From the perspective of the analysed military studies, it can be considered
that publications in the field of sustainable military logistics are scarce, lacking
interconnection, and focusing on isolated elements drawn from the sphere of
economic sustainable logistics. Addressing only two of the five thematic areas
identified in the case of civil logistics (the need for the digitalization of military
logistics to facilitate the integration of advanced technologies, and the use of
decision-making criteria based on the three dimensions of sustainable development),
research in the field of sustainable military logistics is still in its early stages. It
follows that each of the activities falling under the five thematic areas addressed in
civil logistics could represent a potential future research direction within military
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logistics. Furthermore, to facilitate the adoption of sustainable logistics solutions,
future research could focus on identifying ways to operationalise the concept of
sustainable procurement in the military.

Last but not least, another conclusion drawn from the analysis of military
publications is the need to define the concept of sustainable military logistics.
Although the present study highlights a series of dimensions and subdimensions
of this concept, mainly from the perspective of studies in the field of civil logistics,
the consideration of these components in the context of military logistics must be
grounded in impact studies that do not jeopardise the success of military operations.
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Abstract

In the war launched against terrorism of Islamic fundamentalist origin in the wake of the terrorist attacks of
September 11, 2001 (9/11), the US was under pressure of time to implement a series of exceptional measures
to combat terrorists and protect the security of the American state.

To that end, US counterterrorism, in a time race against terrorists, was coordinated by the CIA through the
operationalization of a series of enhanced interrogation techniques, an integral part of the Detention and
Interrogation Program developed by the Agency.

Through the qualitative method of document analysis, this research aims to assess the effectiveness of the
enhanced interrogation techniques developed by the CIA, simultaneously relying on a dual content analysis:
on the one hand, an analysis of the first 10 findings of the Report of the US Senate Select Committee on
Intelligence on the CIAs Detention and Interrogation Program and, on the other hand, an analysis of the
evidence provided by top policy makers and former US intelligence operatives.

The novelty of the subject of this scientific contribution for the Romanian literature on American
counterterrorism resides in the fact that, in order to maximize the degree of objectivity in assessing the
effectiveness of the Agency’s enhanced interrogation techniques, it confronts the legislative dimension
highlighted by the Commission Report and the information-operational dimension supported by factual
elements selected from key actors within the American intelligence.
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1. Conceptual delimitations and methodological instruments

Considering the numerous existing definitions of the concept of terrorism in political
science research, without “any of them being unanimously recognized” (Bourdillon
2007, 45), this paper will work with the signified of terrorism, in the Saussurean
sense, by referring to four defining elements retained from Bourdillon - a highly
elaborated technique that uses violence to generate fear among a significant number
of people. Terrorism is thus equated with an atypical, asymmetrical war: “It is a war
without war, that is, without an identified front, without rules, without prisoners, in
which everyone takes part, whether they want to or not” (Bourdillon 2007, 50).

At the same time, it is noteworthy that the political-religious motivations underlying
the action of the perpetrators of this atypical war rather place terrorism under the sign
of a “political-religious utopia” (Cusson 2018, 21). Hence, the success of a terrorist
attack depends on the linguistic mastery with which the terrorist manages to verbalize
the claim of political-religious victory, which means that we are dealing with terrorism
that is “secretive in deeds and abundant in words” (Pascallon 2018, 46).

As regards the complexity of the terrorism typology, this research focuses on
terrorism of Islamic fundamentalist origin in line with research in the field of
security studies, which emphasizes a terminological mismatch between Islamic
religion and terrorism: “It should be noted that, essentially, Islamic religion and
terrorism are two conflicting terms. Islam condemns and rejects all forms of terror.
Thus, it is not feasible to use certain expressions such as Islamic terrorism. Attempts
to equate Islamic religion with terrorism are not only groundless and flawed, but also
purely propagandistic and malicious” (Barna and Popa 2021, 32).

Counterterrorism, or what could be the antidote against terrorism of Islamic
fundamentalist origin, will be understood throughout the entire scientific approach
in the meaning proposed by Law no. 535 of 25 November 2004 on preventing and
combating terrorism, as subsequently amended and supplemented, according to
Article 4, as “all offensive measures carried out in the event of a terrorist act, aimed
at releasing hostages, capturing or annihilating terrorists, neutralizing the devices
used by them, freeing attacked or occupied targets and restoring law and order”

In terms of the methodological instruments used, this article is the result of a
predominantly qualitative research, which chose to use the document analysis method.
The research used the technique of both qualitative and quantitative content analysis,
applied to the first 10 conclusions of the Commission Report, in order to make an
inventory of the main arguments based on which the Commission measured mostly
the ineffectiveness of the enhanced interrogation techniques developed by the CIA.
A qualitative content analysis will be devoted to the pleadings of former top decision-
makers and US intelligence operatives directly or indirectly involved in the Agency’s
counterterrorist actions in order to identify the main elements that led them to
support the effectiveness of the Agency’s enhanced interrogation techniques.
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The overarching aim of the research will thus be to determine the degree of
effectiveness of US counterterrorism operationalized by the CIA under exceptional
circumstances immediately after 9/11.

To this end, the analysis proposed by this paper will materialize against the
background of the tension between two dimensions - on the one hand, the legislative
dimension to which the Commission Report belongs, and on the other hand, the
information-operational dimension to which the selection of relevant elements
provided by former top decision-makers and operatives in the American intelligence
is circumscribed.

Thus, the effectiveness of the Agency’s enhanced interrogation techniques will be
assessed by the extent to which their application produced or failed to produce
intelligence, and whether or not they ultimately yielded counterterrorist successes.

2. Background of the preparation of the
US Senate Select Committee on Intelligence Report
on the CIA Detention and Interrogation Program

The 9/11 terrorist attacks in the US represented a zero time in resetting American
counterterrorism in that the CIA, under exceptional circumstances and time
pressure, operationalized a series of so-called enhanced interrogation techniques in
the war on terrorism against the backdrop of strong social emotion: “This despicable
attack killed nearly 3,000 people and shocked the American public, which was
consumed with a burning desire for revenge” (Petraeus and Roberts 2025, 227).

The reset of American counterterrorism also entailed a fundamental reform of
the American intelligence community with the Intelligence Reform and Terrorism
Prevention Act of 2004 when “Congress had mandated domestic intelligence
collection” (Hayden 2018, 190) and the position of Director of National Intelligence
(DNI) was established to replace the Director of Central Intelligence (DCI).

After Washington Post journalist Dana Priest began a so-called “Pulitzer parade
with an expose of the CIAs detention and interrogation program in 2005”
(Hayden 2018, 195), two years later, in 2007, former CIA Director Michael Hayden
decided to release to members of the US Senate Select Committee on Intelligence
the videotapes of detainees Abu Zubaydah and Abd al-Rahim al Nahiri at CIA
headquarters (MacArthur and Horton 2015, 77). In 2009, the Commission launched
an investigation into how enhanced interrogation techniques had been used by the
CIA in the US-led war on terrorism: “on March 5, 2009, by a vote of 14 to 1, the
Commission approved the task order of an inquiry into the CIAs Detention and
Interrogation Program” (MacArthur and Horton 2015, 77).

In December 2012, 3 years after the start of the investigation and following intense
analytical work on the CIA-operated detention and interrogation program, the
report, including 20 findings and conclusions, was approved by a majority vote
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of the Commission, chaired by Dianne Feinstein. In 2014, by a majority vote, the
Commission submitted to the President “the revised version of the findings and
conclusions and the executive summary of the report for declassification and public
release” (MacArthur and Horton 2015, 80).

Thus, the “exceptional powers in combating the terrorist threat” (Rodriguez JR 2014,
164) that the CIA made use of will be specifically analyzed in this paper.
Furthermore, the analysis of the first 10 findings and conclusions of the Report of the
US Senate Select Committee on Intelligence on the CIA Detention and Interrogation
Program appears to be relevant also from the perspective of addressing the tension
between legislative constraint/ethics versus exceptional permissiveness in the name
of the US fight against terrorism.

3. Conclusions of the Report of the
US Senate Select Committee on Intelligence regarding
the CIA Detention and Interrogation Program

3.1. “The CIA’s use of its enhanced interrogation techniques was not an effective
means of acquiring intelligence or gaining cooperation from detainees” (United
States Senate 2014, 12).

By using the word “intelligence” seven times in the first conclusion of the Report,
the Commission gradually tries to tip the balance towards the ineffectiveness of the
Agency’s enhanced interrogation techniques.

The key element on which the Commission reinforces its argument is the fact that
the Agency applied said techniques on seven of the 39 detainees, and failed to obtain
relevant intelligence.

The generalization of the ineffectiveness of enhanced interrogation techniques to an
insignificant sample of seven out of a total of 39 Agency detainees is more indicative
of a manifestly political intention of the Commission to dictate, from the very first
conclusion, an approach that seems to tend towards rejecting the effectiveness of the
CIA Program.

The Commission considers that the ineffectiveness of the CIAs enhanced
interrogation techniques is psychologically justified by the fact that detainees, when
regularly subjected to brutal, coercive treatment, often choose to communicate false
or partially truthful information meant to confuse the interviewer and persuade him
of the authenticity of what they are relating.

The review of the content of the paragraphs of this first conclusion did not reveal any
concrete elements supporting the ineffectiveness of the Agency’s techniques from the
psychological point of view and in terms of false or partially truthful information.

In contrast, from the argument of former CIA Director Michael Hayden,
which abounds in factual data, one will note that, based on the counterterrorist
instrumentation operationalized by the CIA, almost 8,000 reports were produced,
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with direct relevance to strengthening US security and deciphering the complex
terrorist network (Hayden 2018, 427). A review of the very accurate, even
mathematical argument of the former CIA director reveals an obvious refutation of
the ineffectiveness of the Agency’s enhanced interrogation techniques.

The exceptional quality of the intelligence obtained from the Agency’s enhanced
interrogations is additionally supported with field data by Jose A. Rodriguez Jr,
former CIA counterterrorism chief: “The intelligence obtained from KSM, like that
previously obtained from AZ, proved to be invaluable. 441 of the 1,700 footnotes
in the 9/11 Commission Report came from interrogations of Al-Qaeda leaders”
(Rodriguez JR 2014, 134).

But the pinnacle of the inestimable value of the intelligence obtained through the
Agency’s enhanced interrogation techniques led to the killing of Osama bin Laden
on May 2, 2011, which de facto represented “the culmination of over a decade of
intelligence work that had finally located him” (Petraeus and Roberts 2025, 255).

3.2. “The CIAs justification for the use of its enhanced interrogation techniques rested
on inaccurate claims of their effectiveness” (United States Senate 2014, 12-13).

The reference to five of the most important institutions of the American state — the
White House, the National Security Council, the Department of Justice, the Office of
the Inspector General of the CIA and Congress - in the second conclusion reinforces
the Commission’s plea regarding the ineffectiveness of the Agency’s enhanced
interrogation techniques and, at the same time, textually takes the form of a direct
accusation made by the Commission against the CIA regarding the questionable
legality of the counter-terrorist instruments operationalized under exceptional
circumstances.

The textual tension gradually builds, with the Commission going so far as to assert
that “the CIA’s solution was simple - lie” (MacArthur and Horton 2015, 20) so as
not to be legally prevented from implementing its arsenal of enhanced interrogation
techniques.

Nevertheless, the factual arguments put forward by Jose A. Rodriguez Jr, head of the
CIA’s post-9/11 Counterterrorism Center, translate the indisputable effectiveness of
the Agency’s enhanced interrogation techniques: “Once he began to cooperate, the
information willingly provided by AZ was some of the most important intelligence
collected after 9/11” (Rodriguez JR 2014, 109).

3.3. “The interrogations of CIA detainees were brutal and far worse than the CIA
represented to policymakers and others” (United States Senate 2014, 13-14).

The Commission’s predilection for the use of terms from the semantic field of
brutality in the wording of its conclusion (such as “coercive”, “physically harmful”,
“physical injury”, “sleep deprivation”, “waterboarding technique”) can be interpreted
as the Commission’s intention to emphasize the inefficiency of the Agency’s

enhanced interrogation techniques.
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In contrast to the above, when examining the arguments put forward by Jose A.
Rodriguez Jr, former head of counterterrorism at the CIA, we will note the concrete
example of the walling technique, which translates a categorical rejection of the
so-called brutality of interrogations, as he proves with field data that “many of the
techniques are essentially bluffing” (Rodriguez JR 2014, 103).

3.4. “The conditions of confinement for CIA detainees were harsher than the CIA
had represented to policymakers and others” (United States Senate 2014, 14).

The examination of the content of this conclusion reveals the Commissions
predilection for the use of terms that fall within the semantic field of detention
(such as “poor”, “complete darkness”, “isolated cells”, “dungeon”, “lack of human
contact”), which could be interpreted as a direct accusation against the Agency by
the Commission, which criticizes the CIA for having concealed the truth about the
actual conditions of detention and the questionable psychological training of the

interviewers who posed an extreme threat to the detainees’ lives.

On the other side of the barricade, when analyzing the pleadings of Jose A.
Rodriguez, Jr., the fallacy of the Commission’s conclusion gradually becomes
apparent, being strengthened by the former operative through the concrete example
of the medical check-up: “[...] they were subjected to a thorough medical check-up
to see if they had any medical condition that would have prevented, in their case, the
safe application of the techniques” (Rodriguez JR 2014, 104).

3.5. “The CIA repeatedly provided inaccurate information to the Department of
Justice, impeding a proper legal analysis of the CIA’s Detention and Interrogation
Program” (United States Senate 2014, 14-15).

The Commission’s predilection for using terms from the semantic field of legality

> » <« 3« > <

(such as “justice”, “incorrect”, “verification”, “torture”, “prohibition”, “memorandum”)
in the substantiated text of this conclusion once again highlights the Commission’s

accusation towards the CIA Program’s questionable legality.

Based on the evidence emerging from the review of the official documents made
available to them, the members of the US Senate Select Committee on Intelligence
on the CIAs Detention and Interrogation Program raise a series of incriminating
arguments against the Agency, claiming that “CIA legal experts lied in every instance
to deceive the Office of Legal Counsel within the Justice Department, ostensibly to
get the approval they needed” (MacArthur and Horton 2015, 17).

In return, the defense of the former operative Jose A. Rodriguez Jr. based on concrete
legislative elements tips the scales in favor of the legality of the Agency’s Program,
revealing that “the approval of the interrogation techniques came to us in the form
of a memo from the Office of Legal Counsel within the Department of Justice”
(Rodriguez JR 2014, 104).
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3.6. “The CIA has actively avoided or impeded congressional oversight of the
program” (United States Senate 2014, 15-16).

The insistent use of the word “inaccurate’, four times in the last but one paragraph of
this conclusion, simply translates the Commission’s accusations about the questionable
legality of the instruments used by the CIA under the Detainee Detention and
Interrogation Program approved by former US President George W. Bush.

By using negative verb forms (such as - “the CIA did not brief”, “the CIA did not
respond”) as well as terms that can be categorized as belonging to the semantic
field of rejection (“resisted”, “refusing”, “declined to answer”), in the content of
this conclusion, the Commission manages to even more obviously reinforce its
accusations against the Agency on the unclear legal framework surrounding

enhanced interrogation techniques.

In opposition to the Commission, in analyzing Jose A. Rodriguez Jr’s argument,
one will note the reference to Presidential Executive Order MON, by which former
President Bush granted exceptional powers to the CIA after 9/11 to wage the war on
terrorism (Rodriguez JR 2014, 164). At the same time, former CIA Director Hayden,
by textually employing a presentative construction, merely highlights the importance
of the exceptionality of the instrumentalization of enhanced interrogation techniques
that is above and beyond any accusation regarding the questionable quality of the
legislative framework, in light of what happened on 9/11: “This is not the President’s
program. This is America’s program.”

3.7. “The CIA impeded effective White House oversight and decision-making”
(United States Senate 2014, 16-17).

The symmetrical use of the terms “inaccurate” and “incomplete” in the first and last
paragraphs of this conclusion indicates a gradual textual tension which effectively
translates a kind of indictment of the Commission against the Agency for incomplete
and inaccurate information to the White House on the effectiveness of enhanced
interrogation techniques.

This conclusion of the Commission could also be contradicted by reference to Jose A.
Rodriguez Jr’ defense, of which the example of the presidential authorization coming
from the White House will be noted, which reflects a reinforcement of the legality of
the counterterrorist instruments operated by the CIA in exceptional circumstances
after 9/11: “Less than a week after the September 11 attacks, the President formally
authorized us to capture, extradite, and interrogate terrorists” (Rodriguez JR 2014, 71).

3.8. “The CIA’s operation and management of the program complicated, and in
some cases impeded, the national security missions of other Executive Branch
agencies” (United States Senate 2014, 17-18).

From the review of the content of this conclusion, it gradually emerges that a
semantic field of constraint (“complicated”’, “impeded”, “restricted”, “denied’,
“blocked”) is taking shape, which translates the Commission’s strong criticism
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of the exceptional powers bestowed on the CIA by former President Bush to fight
terrorism, by putting into practice the tools of enhanced interrogation techniques.
The Commission is opposed to the exceptionality of action granted to the Agency,
pointing out that the FBI is also part of the US intelligence community and therefore
can successfully execute counterterrorism missions on behalf of the US.

From the review of the factual arguments put forward by former CIA
counterterrorism chief Jose A. Rodriguez Jr., it is obvious that he is firmly opposed
to the Commissions above argument, and is clearly in favor of the exceptional
powers granted to the Agency in the war on terrorism: “The FBI's mindset is to
gather information that can be used to prove a crime in court. CIA officers focus on
gathering intelligence to prevent new acts of terrorism” (Rodriguez JR 2014, 93).

3.9. “The CIA impeded oversight by the CIA’s Office of Inspector General” (United
States Senate 2014, 18).

The progressive build-up of a semantic field of reticence (“avoided”, “resisted”,
“impeded”) as well as the repeated use of the term “inaccurate” in the second
paragraph, textually captures the accusatory position of the Commission chaired
by Dianne Feinstein on the legality of the CIA’s enhanced interrogation techniques,
alleging the inexistence of oversight of the Agency’s Program by the CIAs Office of
Inspector General.

From the analysis of Jose A. Rodriguez Jr’s pleading, it becomes apparent that he is in
antithesis to what the Commission claims, as the former CIA operative delivers specific
arguments in favor of the legality of the CIAs enhanced interrogation techniques: “Less
than a week after the September 11 attacks, the president formally authorized us to
capture, extradite, and interrogate terrorists” (Rodriguez JR 2014, 71).

3.10. “The CIA coordinated the release of classified information to the media,
including inaccurate information concerning the effectiveness of the CIA’s enhanced
interrogation techniques” (United States Senate 2014, 18-19).

The repetitive use of the word “inaccurate” in the last paragraph of the conclusion
highlights the Commission’s strongly incriminating position towards the Agency,
which is being harshly accused of leaking false classified information to the media,
obviously intended to strengthen the notable successes in US counterterrorism
achieved by the operationalization of the CIAs enhanced interrogation techniques
approved under exceptional circumstances at presidential level.

The analysis of Jose A. Rodriguez Jr’s argumentation reveals the very direct and
tough manner in which he firmly rejects the fact that the Agency is responsible for a
possible leak of classified information to the media and admits that such speculation
seriously damages the CIAs image (Rodriguez JR 2014, 227), a position that former
CIA Director Hayden seems to visibly adhere to, as it emerges from the examination
of the specific arguments he delivers: “I have told journalists that a recent avalanche
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of articles has cost us five promising counterterrorism and counterproliferation
sources who feared we could not guarantee their security. [...] When a covert CIA
presence in a no-go zone was revealed in the media, two local sources were arrested
and executed” (Hayden 2018, 137).

Conclusions

In order to maximize objectivity in assessing the degree of effectiveness of the
enhanced interrogation techniques operationalized by the CIA after 9/11, this
research concurrently focused on a double analysis: on the one hand, the analysis of
the first 10 conclusions of the Report of the Commission chaired by Diane Feinstein
and, on the other hand, the analysis of the arguments of former key players at the top
of the CIA leadership.

Against the backdrop of the textual-discursive tension between the political-
legislative dimension in which the conclusions of the Senate Committee Report
fall and the informative-operational dimension that includes the arguments of
important former CIA actors, the evaluation of the degree of efficiency of the CIAs
enhanced interrogation techniques led to the highlighting of two polarized camps:
on one side are those on the Senate Committee chaired by Feinstein, who argue
for the ineffectiveness of the CIAs enhanced interrogation techniques; they are
opposed by former key players and operatives who argue for the effectiveness of the
counterterrorism operationalized by the CIA after 9/11.

Without in any way discounting the procedural shortcomings from a legislative point
of view in the operationalization of the CIAs enhanced interrogation techniques
under exceptional conditions, against the clock, and considering that the Agency’s
interrogations produced extremely useful intelligence that was subsequently used
and led to the killing of Osama bin Laden on May 2, 2011, it can be concluded that
the CIA’s enhanced interrogation techniques produced intelligence and ultimately
proved to be effective in achieving their ultimate goal.
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n a global context marked by technological advances, the digitalisation of the

healthcare system has become a strategic priority for Romania, aiming to improve
the quality and efficiency of healthcare services. This has been accelerated by the
COVID-19 pandemic, which highlighted the need for the medical sector to adapt
quickly to the new realities. However, the sector faces significant challenges in terms
of cybersecurity, both in terms of infrastructure and human resources expertise.

Increased digitisation has led to the expansion of the attack surface for cyber threats,
evidenced by the increasing number of cyberattacks on the Romanian healthcare
system. The RO-CCH project (RO-CCH 2025a), funded by the European Union
and implemented by the Romanian National Cyber Security Directorate (DNSC),
addresses cybersecurity challenges in the health sector, with the aim of reducing
cybersecurity risks and raising awareness in health institutions in Romania.

Based on the work carried out within the project, this article presents an analysis
of cybersecurity vulnerabilities that can affect the health sector in Romania,
highlighting the socio-technical dimensions. These dimensions reflect the
interactions between technical components - hardware, software and network
infrastructure - and social factors - such as human behaviour, organisational culture
and the regulatory framework, and the need for an integrated approach to achieving
the resilience of the sector. The study also integrates the results of a survey conducted
with hospital representatives, highlighting their perception of cyber threats and the
current capacity of organisations to manage vulnerabilities.

Cyberattacks on the health system

The Romanian healthcare system is facing a significant increase in cyber threats,
especially ransomware attacks, targeting both hospital IT infrastructures and IT
service providers in the field. These trends are in line with European or global
trends (ENISA 2023), where 8% of ransomware attacks in 2023-2024 targeted the
health sector, the third most affected sector (ENISA 2024, 15). In Romania, the
attacks demonstrated vulnerabilities in both data protection and continuity of
regular operations, underlining the need for robust cybersecurity measures and

recovery plans in case of an incident.

In July 2021, Witting Clinical Hospital No. 1 in Bucharest was the victim of
a ransomware attack with the Phobos malware, which encrypted data on the
institution’s servers, with attackers demanding a ransom for decryption (SRI 2021).
This ransomware, usually distributed by exploiting Remote Desktop Protocol
(RDP), remote access vulnerabilities in Windows operating systems, functions
as a Ransomware-as-a-Service (RaaS) platform (Cisco Systems Inc. 2023). Such
platforms allow collaboration between developers and affiliates to extend attacks. The
decentralised nature of the model makes it difficult to identify attackers and apply
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countermeasures, and although the Romanian Intelligence Service (SRI) has provided
recommendations for securing the IT infrastructure, the extent of the damage has not
been made public. A similar incident occurred in 2023 at the ‘Saint George’ Recovery
Hospital in Botosani, where the attackers encrypted the institution’s database, seriously
disrupting the activity and demanding a ransom of three bitcoins (approximately
EUR 50,000) (ProTV 2023). This intensely publicised attack highlighted the severe
impact of cyber threats on the Romanian healthcare system.

The latest large-scale ransomware attack took place between 11 and 12 February 2024,
affecting Romanian Soft Company, the provider of the Hippocrates IT platform used
by many public hospitals in Romania (DNSC 2024). The incident severely disrupted
the work of 26 hospitals that depended on this platform for data management and
coordination of medical services. The malware used was Backmydata, a variant of
Phobos ransomware, similar to the one used in the 2021 attack on Clinical Hospital
No. 1 Witting. At the time of writing, the exact cause of the incident was not publicly
disclosed, but the DNSC noted that no evidence of data exfiltration had been
identified. Thus, it remains uncertain whether the attack exploited a vulnerability of
the platform, an erroneous configuration of the RDP or other human errors.

The increase in the frequency and complexity of ransomware attacks on the IT
infrastructure in the Romanian medical sector highlights the risks associated
with deficiencies in cybersecurity and supply chain vulnerabilities. Recent attacks
highlight the need to implement strategies to protect hospital networks, including
implementing strict data backup and recovery policies to prevent losses from
ransomware attacks, protecting computer services exposed to the internet, or
connecting to internal networks through secure Virtual Private Network (VPN)
connections. Other measures that ensure resilience in case of materialised attacks
can be increased investments in advanced cybersecurity solutions and rapid incident
response plans, as well as training I'T and medical personnel to detect and prevent
common cyber threats, starting with phishing.

Cyber vulnerabilities

In cybersecurity, vulnerabilities are structural weaknesses or errors in computational
logic identified in software or hardware components that, when exploited, may
compromise the confidentiality, integrity and availability of data and information
systems. These weaknesses can result from design, implementation or configuration
deficiencies and are access points for attackers.
Mitigating these vulnerabilities usually involves one or more of the following
measures:

* Applying patches to fix errors in the code

* Modification of the technical specifications so as to reduce exposure to

potential operations
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* Impairment or complete removal of functionalities or protocols that present
vulnerabilities
According to the Common Vulnerabilities and Exposures (CVE) programme (The
MITRE Corporation n.d.; SecurityScorecard n.d.), managed by MITRE Corporation,
each vulnerability is recorded under a unique CVE ID, which allows it to be
associated with specific versions of the software or shared libraries, thus providing a
reference system to assist in the vulnerability management process.

The Common Vulnerability Scoring System (CVSS) (NIST n.d.) provides a metric
for assessing the severity of cybersecurity vulnerabilities based on several criteria
such as their impact and exploitability. It can be translated into a qualitative
representation (low, medium, high and critical) to help organisations assess and
prioritise vulnerabilities in management processes. CVSS is a public standard
developed by the Special Interest Group (SIG) and widely used by organisations
around the world, the latest version being CVSS 4.0. Hospital IT systems can face
numerous cyber vulnerabilities, many of which affect various hardware, software
and network products widely used in other sectors, which can compromise patient
data security and the functioning of critical healthcare infrastructure.

Following documentary research and discussions with cybersecurity experts
working with health entities, the most common problems identified include the use
of outdated software and hardware, exposed to risks due to a lack of updates and
adequate technical support. Poor network security protocols, poor configurations
and inadequate access control measures can also facilitate unauthorised access to
computer systems. In addition, insufficient training of medical and administrative
staff increases the vulnerability of health institutions to phishing attacks, which
remain one of the main methods of compromising IT infrastructure. These
shortcomings expose hospitals to significant threats such as data breaches,
ransomware attacks and unauthorised access to sensitive information, underlining
the need to implement effective and proactive cybersecurity measures.

The report (RO-CCH 2025b) outlines a number of cyber vulnerabilities related to
hardware, software, network equipment or cybersecurity equipment that healthcare
organisations can consider in their security strategies. In this context, certain
vulnerabilities identified by the corresponding CVEs, whether historical or newly
discovered, present a high (High) or critical (Critical) CVSS score that requires an
urgent approach and effective mitigation measures, given the potential impact on
the continuity of health services and the protection of critical infrastructure in the
health sector. At the same time, new vulnerabilities are frequently made public,
requiring an appropriate cybersecurity strategy, including tracking the alerts of
various manufacturers or suppliers, informing various national security agencies,
or acquiring/collaborating with organisations to obtain CERT-like services on
vulnerabilities actively exploited by attackers.
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An increasingly relevant approach in vulnerability management is the integration of
artificial intelligence (AI) solutions into existing solutions (AI-driven vulnerability
management) by using machine learning algorithms to improve vulnerability
detection, prioritisation and remediation processes (Wan, et al. 2024). Thus, Al
solutions can analyse in real time large amounts of data, from system and network
logs to threat intelligence feeds, to identify patterns that suggest possible security
weaknesses in the infrastructure. Commercial vulnerability management platforms
such as Qualys VMDR, Tenable.io, Rapid7 InsightVM, or Darktrace have integrated
machine learning algorithms to correlate known vulnerabilities with their level of
active exploitation in the real environment (Tod-Raileanu, et al. 2024). Artificial
intelligence can also be used in vulnerability prediction, which predicts the likelihood
of a newly discovered vulnerability being exploited, based on the historical behaviour
of attackers and associated attack vectors.

The digitalisation of the health sector also requires the integration of specific
technologies, systems and protocols, such as pharmacy management systems,
ambulance and emergency services, and laboratory information systems. Among
the most important are Electronic Health Records, which integrate patient histories
using standards such as HL7 (Health Level 7) for the exchange of information between
systems such as Radiology Information Systems and Laboratory Information Systems.
Systems such as Picture Archiving and Communication Systems (PACS) are used to
store and manage medical imaging, while the Digital Imaging and Communications
in Medicine (DICOM) standard enables interoperability between imaging devices
and storage systems. These technologies represent an additional attack surface to be
considered by organisations in the medical sector, both for hospitals, clinics and for
medical imaging centres, medical analysis laboratories, dental practices.

Vulnerabilities in medical devices

Modern medical devices such as heart monitors, ventilators and insulin pumps
are increasingly integrated into the digital infrastructure of hospitals through the
Internet of Medical Things (IoMT). This connectivity allows real-time monitoring
of patients and automatic transmission of data to clinical information management
systems, thereby improving the efficiency of healthcare. The devices communicate
using standard protocols such as Wi-Fi and Bluetooth, as well as proprietary
protocols developed by medical equipment manufacturers. This connectivity, while
operationally beneficial, poses challenges in terms of cybersecurity, in particular in
protecting the confidentiality, integrity and availability of patients’ data.

To ensure secure transmissions, additional protection technologies such as VPNs
and TLS/SSL encryption are also used over traditional network protocols such as
TCP/IP, which allow communication between devices. These mechanisms reduce
the risk of interception of sensitive information and protect against cyberattacks
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targeting medical infrastructure. However, many IoMT devices remain vulnerable
due to unsafe configurations, lack of software updates, or security standards that
vary between different manufacturers.

A study of medical devices (Cynerio 2023) looked at the safety of medical devices
in 14 NHS trusts, representing 6.4% of all NHS trusts, entities of the British health
sector. These institutions were selected to reflect the diversity of hospitals in terms
of size, number of beds and level of funding. The study used an anonymised analysis
tool to identify the main risks, vulnerabilities and active threats associated with
IoMT devices. The findings highlighted critical issues, including the possibility of
exploiting unpatched vulnerabilities in more than 40 percent of devices, unsafe
network configurations or the risk of unauthorised access. At the same time, more
than 36.7% of devices would face reduced risks by implementing appropriate micro-
segmentation at the network level.

The Human Factor in Cybersecurity

Information systems in healthcare facilities are susceptible to a number of vulnerabilities
originating from the human factor. These weaknesses, while not correlated with
common vulnerabilities and exposures or specific CVEs, are a critical vector in cyber
risk assessment. The analysis of these vulnerabilities requires a contextual approach,
given the workflows and human interactions in the medical field.

Attack vectors and human errors in the hospital context: One of the predominant
attack vectors is phishing campaigns, where staft are misled by means of e-mails
imitating legitimate sources. This manipulation results in compromising
authentication data or installing malicious software. In parallel, poor credential
management practices, such as using poorly configured passwords or reusing them
across multiple platforms, facilitate unauthorised access.

Internal threats and social engineering: Internal threats from employees with malign
intentions or grievances pose a significant risk, as they may abuse access privileges
to exfiltrate sensitive data or disrupt operations. In addition, social engineering
techniques, which manipulate staff to divulge confidential information or perform
actions that compromise security, underline the importance of awareness and
continuous training.

Inadequate data management and shortcomings in staff training: Improper handling
of sensitive data, by accidentally transmitting patient information through unsecured
channels or unintentionally exposing it, is another category of risk. Shortcomings in
cybersecurity training programmes contribute to this vulnerability, with staff often
not familiar with the latest security threats and practices.
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Weaknesses in access control and non-compliance with security protocols: Poor
user access management, manifested by failure to update access rights following
changes in roles or leaving the organisation, creates entry points for attackers.
Failure to comply with security protocols, such as ignoring software updates or
bypassing virtual private networks (VPNs), additionally exposes systems to known
vulnerabilities.

Risks associated with mobile devices and unintended disclosure: The loss or theft
of mobile devices containing sensitive data poses a considerable risk of information
exfiltration. Also, unintentional disclosure of data through mis transmission
or leaving screens unattended are additional risks that can be mitigated by
implementing a security-oriented organisational culture.

Perception of sector representatives
on the level of cybersecurity

In recent years, in addition to the ransomware attacks that affected the activity
of hospital units in Romania, organisations have been exposed to a variety of
cyberattacks, highlighting an increasingly sophisticated threat landscape. One of the
surveys conducted within the project with IT representatives and the management
of 30 medical organizations in Romania generated data that provide clues on the
level of preparedness of these organizations in the face of cyber threats, as well as on
the perception of the subjects on the current state of cyber security in the sector.

According to responses collected from industry representatives, phishing and spear-
phishing accounted for the largest share of reported incidents over the past three
years, followed by Distributed Denial of Service (DDoS) attacks aimed at freezing
IT infrastructures and brute force attacks used to compromise access credentials.
Also, a significant category of threats was the distribution of malware and spyware,
indicating a diversification of methods used by attackers. This hierarchy of incidents
underlines the dynamic and adaptable nature of cyber threats as well as the need to
implement multilateral security measures. In particular, the prevalence of phishing
attacks justifies the need to consider human vulnerabilities as a vector of exploitation
within cybersecurity systems.

Regarding the assessment and prioritisation of cyber vulnerabilities within
organisations, participants provided varied answers on the existence of specific
frameworks or methodologies used to determine the level of risk associated with
each vulnerability. Of the 30 respondents, 12 said they did not have such a structured
programme for managing vulnerabilities. However, around half of the participants
use vulnerability scanning tools, intrusion detection systems (IDS) or other
automated tools to identify risks and threats. These results point to a heterogeneous
approach to cybersecurity in the sector, where, despite efforts to monitor threats,
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a significant proportion of organisations are still not implementing a formalised
vulnerability assessment and management process.

The low level of cybersecurity and the low capacity to manage incidents within
organisations are attributed to a combination of technical, organisational and human
factors. According to the data obtained, 28 out of 30 respondents indicated as main
causes the use of obsolete or unsafe IT systems, the implementation of inadequate
security controls and the limited resources allocated to the protection of the IT
infrastructure. These factors not only increase the risk of compromising critical data
and infrastructure but also make it difficult to implement proactive security measures.

A secondary but significant aspect identified in the analysis is the lack of
cybersecurity awareness among employees, which contributes to additional
vulnerabilities in the face of social engineering-based attacks such as phishing.
These shortcomings reflect deeper systemic problems, in particular underfunding
and underinvestment in cybersecurity infrastructure. In addition, they are amplified
by human factors, including shortages of specialised staff, which limit the ability of
organisations to effectively detect, prevent and respond to cyber incidents. The lack
of a strategic commitment to developing a security-oriented organisational culture
further aggravates risks, underlining the need for urgent measures to strengthen
cyber resilience at institutional level.

Conclusions

Romania has made significant progress in digitalising the health sector, accelerated
by the COVID-19 pandemic; the transformation has, however, increased cyber
risks, exposing networks and patient data to threats. In this article, we highlighted
the technical and non-technical vulnerabilities of the sector, obtained both from
documentary research and questionnaires with representatives from the sector. The
highlighted problems of the sector, from the use of obsolete software to the lack of
cybersecurity-trained staft in both the public and private sectors, underline the need
for stricter measures to protect health IT infrastructure against growing threats.

To protect critical health infrastructure and patient data, effective vulnerability
management, software upgrades and IT infrastructure upgrades are needed. Given
the different levels of cybersecurity maturity of the organisations in the system,
the resilience of the health system requires a coherent national strategy based on
investment in technology, cybersecurity training and effective risk management
policies.

As technology advances, the integration of artificial intelligence could play a decisive
role in proactively addressing cyber risks, both in the health sector and in other
critical sectors. By automating processes to identify risks and threats and prioritise
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vulnerabilities, Al-enabled solutions can greatly improve responsiveness and
operational efficiency. Adopting a national strategy that includes such technologies
could be an asset for Romania in protecting critical infrastructures and increasing
cyber resilience at the national level.
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Abstract

The integration of emerging technologies in the Ukrainian conflict plays an important role in the conduct
of military actions and generally manages to capture the attention of military analysts in terms of
characteristics, potential effects, or potential impact. Of similar importance in the conduct of the conflict
is the revision or adaptation of old technologies to the current operational needs of force structures. The
conflict in Ukraine provides the context for the revival and innovative use of classic weapon systems and
munitions to meet the needs of combat forces. This paper deals with such an adapted use of classic aviation
bombs in a gliding kit version, which has practically enabled the Russian Air Force to perform its basic
missions in a new way. In the first phase, the focus of the paper is on describing the threat posed by glide
bombs and their potential impact on the conduct of military actions, and in the second phase, I have
presented possible ways of countering glide bombs, emphasizing the efforts of the Ukrainian forces and
its allies to limit the number of glide bomb attacks. In carrying out the paper, I explored open sources of
information through the method of documentary analysis in order to synthesize the most relevant aspects
of the use and counteraction of glide bombs in the Ukrainian conflict. The results of the investigations
emphasize the interest of the Ukrainian forces and their allies in identifying the most effective methods of
adapting military actions to the new reality of the operational environment while also countering the threat
posed by the mass use of glide bomb attacks.
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n 2023, the Russian Army was reported to be using the UPAB-1500 aviation

bombs (weighing 1500 kg) in a variant equipped with a gliding kit and with the
possibility of GPS target guidance. These bombs were presented by the Russian
military for the first time in 2019 at the MAKS exhibition (Gheja 2023), and currently
their technical characteristics open new possibilities for attacking ground reinforced
targets in the Ukrainian conflict, in particular due to their 1,010 kg explosive charge
and the ability to launch accurately from a distance of 40 km. Despite the advantages
provided by these characteristics, the Russian military underestimated the need for
such glide bombs and other types of precision-guided munitions before the invasion
of Ukraine in February 2022, as it was admitted by the commander of the Russian
Air Forces (Hardie 2024).

In order to write this article, I explored open sources of information, generally
publications, various websites, and authored works, sources detailing relevant aspects
regarding the use of glide bombs in the Ukrainian conflict, as well as ways to counter
such attacks. Based on the method of documentary analysis (Okoko, Tunison and
Walker 2023, 140), I aimed to systematically collect, analyze, and interpret the data
obtained from the mentioned sources, with the purpose of understanding and
synthesizing the main elements of interest for the present paper.

The concept of using glide bombs is not new, the first successful attacks with such
munitions being attributed to the Nazi armed forces (Fritz-X) in World War II
The design of the bomb began in 1939 (Australian War Memorial 2025) under the
direction of Dr. Max Kramer, and final acceptance tests were carried out near Foggia
in Italy, in early 1942. Operational use began in mid-1943, and the most successful
glide bomb attack was recorded in September 1943, when three Fritz-X bombs
struck and sank the Italian battleship, Roma.

Currently, glide bombs are launched from fixed-wing aerial platforms, usually jets. It
is the speed and altitude at which aircraft launch these bombs that provide the gliding
kit mounted on them with the energy needed to engage targets at considerable
distances. At the same time, the guidance systems built into the kit - inertial and
GPS systems - allow the glide bombs’ trajectories to be adjusted during flight, so that
the targets can be engaged with the precision normally associated with other, more
expensive precision munitions. Given the range of glide bombs and the accuracy
with which they can engage ground targets, these munitions can be launched from
areas that are safe for aerial platforms, out of the range of enemy air defense systems.

The threat posed by glide bombs

In the initial phases of the conflict in Ukraine, the Russian military failed to destroy
the vast majority of Ukrainian medium- and long-range surface-to-air missile
systems. This, coupled with Ukraine’s constant resupply of man-portable air defense
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systems, has posed a high risk to Russian air platforms designed to bomb targets
close to the front line, as well as in more remote areas of Ukrainian territory. For this
reason, by April 2022, the Russian military had limited aerial attempts to penetrate
the enemy combat formation. In the Ukrainian conflict, the Russian Air Force is
facing an enemy with a multitude of ground-based air defense systems that form a
layered defense against aerial platforms. As I have mentioned, the Russian military
has failed to destroy most of these air defense systems, in particular the Ukrainian
S-300 and Buk-M1 medium- and long-range surface-to-air missile systems,
respectively. As a consequence, Russian aircraft attempting to support by fire ground
forces have to fly at low and very low altitudes when venturing close to the front line,
but this makes them vulnerable to MANPAD-type systems and prevents them from
effectively using unguided bombs.

The insufficiency of precision strikes has meant that the Russian Army’s ground
force support has been carried out with unguided projectiles, and therefore with
very high risks for the aerial platforms engaged in launching them. This growing
need for precision munitions prompted the development of the gliding kit - UMPK
in January 2023. It is an inexpensive kit that can equip conventional aviation bombs
with wings and guidance systems, allowing them to be deployed on fixed targets
outside the range of Ukrainian air defense. The advent and use of glide bombs
have practically brought the Russian Air Force “back to life”, as it is now able to
engage ground targets in the enemy’s combat formation, without having to secure
air superiority in advance or to venture by penetration inside the Ukrainian forces’
combat system.

The UMPK gliding kit is the Russian version of the American-made JDAM (Joint
Direct Attack Munition), more specifically the JDAM-ER (Extended Range) kit used
by the Ukrainian army. It should be noted that, similar to the UMPK, the JDAM
is a kit used to convert simple or standard unguided bombs into precision ‘smart’
munitions for use on ground targets, including in adverse weather conditions. With
the addition of a new tail section containing an inertial navigation system and a GPS
guidance unit, the JDAM kit improves the accuracy of general-purpose unguided
bombs in all weather conditions. A version of the JDAM-ER kit used by the
Ukrainian military is the one attached to the Mark 82 500-pound (230 kg) bombs

Scrviat-ana FAB-250 UMPEK [Unified gliding Bomibs with UMPK
250kg froe-tell bomb and cormection mocule) it
madernm glde kit

n kit
1) aatonchd range

Figure 1 JDAM-ER (Newsweek 2023) Figure 2 UMPK (Al-Rifai 2024)
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dropped from Su-27 aircraft to hit targets at ranges of 72 km with a circular error of
up to 11 m. (Kushnikov 2023)

According to Ukrainian Air Force spokesman Yuriy Ihnat (Hardie 2023), the UMPK
gliding kit allows bombs to engage targets at ranges of 43 miles. He said that this
provides Russian Su-35S or Su-34 aircraft with the ability to strike fixed targets at
ranges of up to 12-18 miles inside the Ukrainian forces’ combat formation while
remaining out of range for Ukrainian air defense systems, which usually stay farther
from the front line for safety reasons. One response to this type of action has been to
bring air defense systems closer to the front line, thus increasing their vulnerability
to artillery strikes and Lancet loitering type munitions.

Today, the use of the new munitions is described by the Ukrainian side as an
extreme threat (Vesti din Rusia 2025), with the Ukrainian armed forces having
difficulties in intercepting or jamming them. Glide bombs are conventional air-
launched munitions that have been equipped with wings and satellite-assisted
navigation to extend their range and accuracy in engaging targets. They represent a
cheaper targeting alternative to the ballistic and cruise missiles that Russian forces
regularly launch over Ukraine. Glide bombs, weighing between 500 kg and 3000 kg
(Peleschuk 2024), are available in large numbers to the Russian military, including
from the Soviet era, and can be carried by aerial platforms to be launched from
outside the air defense ranges of the Ukrainian forces.

If a 152 mm artillery shell contains 6.5 kg of explosive material, a small-sized glide
bomb contains over 200 kg (Inwood and Kharchenko 2024). Striking the defensive
positions of Ukrainian forces with such munitions makes it almost impossible to
withstand them, regardless of the degree of cover and reinforcement for defensive
positions. The availability of sufficient quantities, coupled with the possibility of
launching them from a distance, allows the Russian forces to practically pummel
and annihilate any defensive position, regardless of their level of prior fortification.
Moreover, these glide bomb attacks allow the annihilation of Ukrainian defensive
positions without the use of Russian infantry, which in itself constitutes a
considerable advantage for any adversary.

Glide bombs have been used successfully by Russian forces mainly in attacks on
fixed targets such as command posts, fortifications, or ammunition depots, but
these munitions have also been used against the civilian population, striking urban
centers in places such as Sumy, Kharkov, and Zaporozhe (Hodunova 2025). The
psychological effect thus achieved and the potential for influencing the morale of
Ukrainian troops cannot be ignored. The very high destructive power of aviation
bombs converted into glide bombs is a deterrent for Ukrainian servicemen, since the
absence or impossible recovery of the bodies for those killed deprives their families
or relatives of the due compensation (Watling and Reynolds 2025, 16).
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Another noteworthy aspect of the use of glide bombs is, in my view, the exploitation
of the characteristics of these munitions, particularly their accuracy and destructive
power, to hit Ukrainian artillery firing positions, thus practically integrating glide
bombs into the counter-battery fire of the Russian forces. The “artillery hunting”
drones usually have small explosive charges and ensure the target neutralizing effect,
but glide bombs contain significantly larger explosive charges, which ensure the
destructive effect of artillery systems.

The threat from glide bombs is all the greater for the Ukrainian side if we consider the
use of these munitions in combination with other “conventional” attacks, with standard
missiles or cruise missiles, creating an overload effect on the possibilities of air defense
systems. One factor that made it more difficult to counter glide bomb attacks was the
delays in aid from European partners and delays in deliveries of arms and ammunition
for Ukrainian air defense by the United States (Di Mizio and Barrie 2024).

The significant increase in the number of glide bombs from 40,000 units in 2024
to an estimated 70,000 units in 2025 (Watling and Reynolds 2025, 7) has a direct
impact on the number of casualties among Ukrainian troops in defensive positions
while defending important objectives. The highly destructive power, characteristic
of glide bombs, has led to the need to adapt the arrangement of defensive positions
of Ukrainian maneuver forces in the sense that platoon or company strongholds
include larger underground communication networks to reduce the risk of burying
servicemen in the event of hitting trench sections with such glide bombs. The effects
of the increased threat of these glide bombs have also been felt by the Ukrainian
armed forces and structures operating within their range, which have had to take
additional protective measures either by dispersal or by camouflage and concealment
in relation to the enemy’s observation capabilities.

The technical characteristics and the availability of glide bombs in sufficient
quantities made it possible to exploit their effects in the actions of maneuver
structures, and they came to be used even for fire support of assaults using squads
or platoons (Watling and Reynolds 2025, 8). The identification of the defensive
positions of the Ukrainian forces by successive assaults is followed by artillery, drone,
and glide bomb strikes of various sizes.

I have presented below in tabular form the destructive possibilities of glide bombs of
various sizes that are available to the Russian forces.

The effective use of glide bombs by Russian forces in destroying fortified positions of
Ukrainian defenders in towns such as Avdiivka, has prompted some media analysts
to question whether glide bombs are Russia’s ultimate weapon or a sign of Ukraine’s
poor equipment - “Glide bombs: Russia’s ‘ultimate weapon’ or a sign of Ukraine’s
under-equipment?” (Lefief 2024).
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TABLE NO. 1
Effects of aviation bombs used by the Russian Army
Lethal Probability of
Bomb type distance wounding

100% 10%
FAB-100 7,75 m 31 m
FAB-250 10,12 m 40 m
FAB-500 12,75 m 51 m
FAB-1500 18,78 m 75 m
FAB-3000 24 m 167 m
FAB-9000 35m 245 m

Source: (Miler 2024)

Ways to counter the glide bomb threat

The use of glide bombs in Ukraine has ensured that both sides in the conflict have
been able to hit ground targets accurately, at long distances, while providing anti-
aircraft safety for the aerial platforms destined to launch them. As for the Russian
forces, the availability of generous stocks of aviation bombs has enabled the launch
of increasing numbers of such glide bomb attacks, prompting the Ukrainian military
and its allies to seek viable solutions to counter the threat.

This threat posed by glide bombs is recognized even at the alliance level
(NATO 2025), as they are difficult to counter from an air defense point of view, due
to the characteristics of the bomb (such as speed, thermal or acoustic signature)
and the high volume of launches that can saturate air defense systems in the areas
(or in the time frame) targeted by such attacks. Another aspect taken into account
at the NATO level is the cost ratio in favor of glide bomb attacks, at the expense
of the resources involved and consumed in air defense actions and in countering
these munitions. As an additional element of the glide bombs’ challenge, the
aforementioned characteristics of glide bombs make some air defense assets
ineffective in countering them. These include munitions using infra-red sensors
such as the AIM-9 Sidewinder and FIM-92 Stinger missiles (Hodunova 2025).

The most practical methods to combat glide bomb attacks are, according to some
experts (Hoehn and Courtney 2024) and Ukrainian officials, to combat aerial
platforms intended to launch such attacks. Striking ground targets, represented by
aircraft on the ground, by Ukrainian forces using both drones and Army Tactical
Missile System (ATACMS) launched by High Mobility Artillery Rocket System
(HIMARS), has proven to be the first such effective method of countering glide
bomb attacks. Although it requires a longer period of time to produce effects, I may
also mention here the reduction in the number of flights or sorties for carrier air
platforms over time, by affecting any domain of the Russian aviation segment, as an
effective method of reducing the number of glide bomb attacks.
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Destroying aerial platforms, designed to drop glide bombs, in mid-flight would
be a second effective method of countering glide bomb attacks. This effect can be
achieved either by using air strike capabilities, such as the Advanced Medium-Range
Air-to-Air Missiles (AMRAAM) carried by Ukrainian F-16s, or by having sufficient
long-range air defense capabilities such as PATRIOT or SAMP/T (Peck 2024).

A third method of countering glide bomb attacks is through electronic warfare
equipment. Jamming the GPS signal required by glide bomb guidance systems will
cause ground target engagement to be based on secondary inertial systems, which
will affect accuracy. The likely target hit errors increase in direct relation to the glide
bomb flight distance without GPS assistance. An example of electronic warfare
equipment, effective against glide bombs, seems to be the Lima system developed
by the Night Watch team in Ukraine (Axe 2025). It works on several levels on
navigation systems, using a combination of jamming, spoofing, and cyber-attacks
on glide bomb GPS receivers, thus causing significant deviations from the intended
targets, rendering glide bomb attacks ineffective.

Disrupting the supply chain of glide bombs by hitting production facilities, as well
as their storage locations before they are loaded onto aerial platforms, is another
effective method of countering glide bomb attacks. In 2024, several Ukrainian strikes,
employing long-range drones, penetrated Russian air defenses and destroyed large
munitions depots, including glide bomb depots located in the vicinity of airfields
where carrier aircraft were stationed. One example is the attack and destruction of
such a large munitions depot in Tikhoretsk (Al-Rifai 2024). To this end, the Ukrainian
side also insisted on long-range munitions for HIMARS systems and the approval of
the US administration to strike targets deep inside the Russian Federation.

Another method of countering glide bomb attacks is by destroying glide bombs
in flight, using tactics proven effective against Russian Shahed 136 drones
(Hambling 2025). These tactics are based on the placement of sensors and
strike assets close to the front line in stand-off positions, aimed at detecting and
intercepting glide bombs that are launched from enemy-occupied areas. The system
integrates both artificial intelligence elements to increase the probability of success
rate, and anti-aircraft guns or intercept drones to destroy glide bombs.

Regardless of which measures to counter glide bomb attacks are to prove their
viability and effectiveness over time, the constant issue remains the need for combat
forces to adapt to the new realities of the operational environment, a need that can
reverberate in any domain. We are thus witnessing changes implemented by the
armed forces of both warring parties, changes in the strategy applied in the conflict,
changes in the doctrine for the use of land or air forces, changes in the way in which
force structures are equipped and manned, changes in the way in which defensive
positions are set up and occupied or assaulted, etc.
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Conclusions

The use of glide bombs to attack various ground targets and support military action
in general is not new today. These means have been exploited in many other conflicts
in the past, their origins having been traced back to the world wars of the last
century. The novel aspect of the recurrent use of glide bombs in operations is the
exploitation of the large numbers of these means, mainly due to the cost-effectiveness
involved, to overwhelm the air defense systems of any adversary. The development
and refinement of gliding kits, in conjunction with effective target-guidance systems,
gives today a substantial advantage to Russian forces in the Ukrainian conflict,
ensuring the possibility of employing aerial platforms in a new way - different from
the way they were used at the outset of the conflict, without having to secure air
supremacy or air superiority.

The effects of the mass use of glide bombs are both physical, such as the destruction
of any defensive positions in the advancing direction of Russian forces, and
psychological, which has a significant impact on the morale of the Ukrainian
defenders and the civilian population affected by these attacks. The need to eliminate
or diminish the devastating potential of glide bombs has prompted the Ukrainian
army and its allies to seek solutions so that glide bombs do not become a real game
changer in the Ukrainian conflict.

In this paper, I have focused on the defining characteristics of glide bombs and the
impact of glide bomb attacks in order to emphasize their potential threat to the
military operation as a whole. At the same time, I have considered various viable
solutions analyzed, both at the level of the Ukrainian military and its allies, to
effectively counter the threat posed by glide bombs. One thing remains certain: the
need to adapt the force structures, applicable to both warring parties, to the new
reality of the operational environment in the Ukrainian conflict.
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Abstract

In the context of intensifying cyber threats, cyberspace resilience has become a strategic priority for
organizations, governments, and international alliances. Cyber scenarios, in their various forms, provide
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In a profoundly digitalized society, organizations face an increasingly diverse
spectrum of cyber threats that target sensitive data and can severely disrupt the
functioning of essential IT systems To deal with these challenges, it is imperative
to adopt innovative resilience-building methods that ensure not only resilience to
attacks but also rapid and efficient recovery. An accessible and effective solution
in this regard is the use of cyber scenarios. These provide organizations with the
opportunity to anticipate emerging threats and to build responses tailored to the
specific nature of those threats. As the complexity and sophistication of cyberattacks
intensify, traditional defence mechanisms become increasingly inadequate. At the
same time, the growing number of interconnected devices expands the potential
attack surface, exposing critical institutional networks to vulnerabilities that are
progressively harder to control. In such circumstances, scenarios become essential
tools for testing response capabilities, validating business continuity plans, and
optimizing security architecture.

Amidst the profound transformations driven by accelerated digitalization,
cyberspace has become a strategic domain, essential for the functioning of critical
infrastructures, government services, economic activity, and social communication.
The more societies have come to rely on information technologies, the more deeply
vulnerable digital systems have become in the face of increasingly complex and
hard-to-predict risks. From geopolitically motivated cyberattacks to ransomware
campaigns that paralyze hospitals, public administrations, or civilian companies,
cyber threats have diversified significantly and evolved into increasingly sophisticated
and operationally coordinated forms. These attacks are often orchestrated by
specialized groups, whether motivated by economic gain or strategic agendas, and
benefit from advanced technical resources, hierarchical structures, and coordinated
action methods at the transnational level. Against this backdrop, cyberspace has
become a constant source of instability, vulnerability, and systemic risk, affecting
critical infrastructures, supply chains, and essential systems of digital governance.

The concept of cyber resilience has gained significant importance in both national and
international security strategies. Resilience is no longer seen merely as the capacity
to recover from an incident, but rather as a proactive set of measures, competencies,
and mechanisms that allow for the anticipation, absorption, adaptation, and systemic
improvement of functions affected by disruptive events. According to the European
Union Agency for Cybersecurity (ENISA), resilience can be associated with the
capacity of cyber systems to withstand, respond to, and recover from an attack or
malfunction, while ensuring the continuity of essential services.

One of the most effective methods for testing and improving resilience is the use
of cyber scenarios. Based on these scenarios, complex, structured exercises are
developed, grounded in either hypothetical situations or real-world case studies,
simulating attacks, security breaches, or crisis situations. Through these scenarios,
organizations can assess not only the response of technical teams but also managerial
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capacity, internal and external communication, as well as decision-making processes
under stress and informational uncertainty.

Cyber scenarios can take various forms. Some of the most widely used are Tabletop
Exercises (TTX), which involve strategic discussions based on hypothetical
scenarios and simulated situations. Others include Live-Fire Exercises (LFX), which
simulate real attacks in a controlled environment. Cyber Wargaming tests tactical
and operational capabilities in a competitive framework. In addition, Capture-
the-Flag (CTF) competitions focus on identifying and exploiting vulnerabilities
within a simulated environment. All of these formats contribute, in varying degrees
depending on the purpose and structure of the exercise, to the development of an
organizational culture oriented toward prevention, preparedness, and adaptability.

The importance of scenarios is highlighted by numerous international initiatives,
such as the Locked Shields exercises organized by the NATO Cooperative Cyber
Defence Centre of Excellence (NATO CCDCOE) or the European Cybersecurity
Challenge coordinated by ENISA, which emphasize interinstitutional cooperation,
real-time response evaluation, and collective learning. Essentially, cyber scenarios
enable a systemic approach to risk management by contributing to the identification
of vulnerabilities, the testing of continuity plans, and the enhancement of resilience,
not only technical but also organizational. Thus, they become not merely didactic or
technical tools, but true laboratories of cybersecurity. Basically, the future is explored
through the lens of cyber scenarios.

Research methodology

The primary aim of this research is to analyze the roles of cyber scenarios and
exercises in strengthening and maintaining organizational resilience within
cyberspace. The study is conducted within a qualitative, exploratory-analytical
framework, specific to the field of cybersecurity, with a focus on documentary and
contextual analysis.

The methodology is based on the study of specialized literature, the NATO and EU
doctrinal framework, as well as relevant documents in the field of cybersecurity and
cyber defence.

Using this methodological approach, the research has achieved the following
primary objectives:

1. Reviewing the specialized literature to clarify the theoretical concept of
scenarios and cyber scenarios. This stage provides the epistemological foundation
of the paper and is based on academic and technical literature, as well as on validated
institutional sources (ENISA, NIST, CCDCOE).

2. The literature review on the functions and applicability of cyber scenarios
aims to demonstrate that they are not just didactic or operational tools, but essential
mechanisms that can be integrated into the contemporary cybersecurity architecture
and in the process of building organizational resilience. In support of this
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demonstration, the analysis is complemented by benchmarking the most commonly
used exercise formats: Tabletop Exercises (TTX), Live-Fire Exercises (LFX), Red/
Blue Team Exercises and Capture-the-Flag (CTF), which are analyzed in terms of
their role in developing cyber capabilities, theoretical and operational readiness, and
developing an organizational culture oriented towards deterrence, adaptation and
rapid response.

The research employs secondary qualitative methods to analyze data and information
from open sources, studies, and specialized reports. This methodological choice is
justified by the multidimensional nature of the subject, as well as by the objective
of providing an integrative analytical framework with practical applicability across
institutional, military, and civilian environments.

Multiple types of scenarios and exercises applied in national and international
contexts were analyzed, with the goal of highlighting their impact on the
development of cyber resilience. The analysis was guided by operational criteria,
assessing the practical relevance of each exercise format and its alignment with
institutional defence and response objectives. The inherent limitations of qualitative
research, such as the lack of validation through quantitative empirical data, do
not undermine the practical value of the conclusions, as the approach focuses on
identifying best practices, lessons learned, and strategic directions for strengthening
cybersecurity architecture through structured scenarios and exercises. Moreover, the
adopted methodology aims to support the central argument that cyber scenarios and
exercises are not merely training tools, but strategic components of cyber resilience
that can directly enhance an organization’s ability to prevent, respond to, and recover
from emerging cyber threats.

1. Literature review on the theoretical concept of scenario

Scenarios should not be confused with forecasts or predictions of the future; they
are hypothetical but plausible situations designed to test systems’ reactions and to
train personnel specialized in cyber defence and security. By their nature, scenarios
provide a controlled framework in which crisis events can be simulated, enabling the
evaluation of response capabilities, adaptability, and coordination among the actors
involved. Furthermore, scenarios may serve as a valuable resource in the planning
and decision-making process for military commanders, offering operational and
strategic benchmarks based on lessons learned from previous exercises or wargames.

One of the core objectives of using scenarios is to reduce operational uncertainty
and, implicitly, the number of unforeseen incidents. This has a direct impact on
the level of stress and pressure placed on specialists who, through training, develop
operational reflexes that can be triggered automatically in real-life situations. Thus,
even if a cyber incident cannot be avoided, the ability to detect and respond to it in
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minimal time represents a major strategic advantage. In this regard, the effectiveness
of scenarios is measured not only by the fidelity of the simulation but also by their
capacity to generate real changes in organizational behavior: reducing reaction
times, increasing team cohesion, refining decision-making processes, and, not
least, strengthening trust in one’s own defence mechanisms. The more a scenario is
adapted to the organization’s specific context and rigorously constructed, the higher
its formative yield, directly contributing to the enhancement of cyber resilience.

In recent years, an increasing number of studies have focused on exercises and
wargames from a military perspective. As outlined in previous sections, the purpose
of this article is to analyze the importance of scenarios in improving cybersecurity.
This approach may be both military and civilian. Moreover, joint exercises conducted
by member states of alliances and international organizations, along with partnerships
between civilian and military structures, directly contribute to strengthening cyber
resilience. The synergistic effect arises from training specialists in various operational
contexts, both simulated and realistic. Although they may seem abstract at first glance,
these scenarios significantly reduce uncertainties, providing essential support in the
institutional preparedness and response process. In addition, they shorten the response
time in the event that hypothetical situations materialize.

The scenario, composed of multiple hypotheses, is based on a presumed attack that
tests operational and legal procedures, as well as information exchange protocols
with alliance partners. Participants collaborate to identify the threat as quickly as
possible and to limit its impact on the national systems of each state involved. It is
important to emphasize the synergy of collaboration between military and civilian
institutions. Moreover, joint exercises among allied states and cooperation between
civil and military institutions are essential for optimizing resilience in the face of
cyber threats. Cyberattack scenarios should test not only operational but also legal
procedures (Nucd 2024), ensuring that all involved parties can react efficiently and in
a coordinated manner. These exercises contribute to specialist training, developing
both practical and theoretical skills essential for managing exceptional situations
in cyberspace. Furthermore, international collaboration within these exercises
helps build trust among states and establish common standards for responding to
cyber threats. Additionally, cybersecurity and cyber governance are fundamental
elements for ensuring the sustainable functioning and durable development of any
organization or society (Popa 2015, 22).

If we strictly refer to the similarity of cyber scenarios with military scenarios, some
experts argue that the scenario is closely linked to the concept of a contingency plan,
as it involves identifying and establishing a specific course of action applicable under
well-defined circumstances (Petrescu 2017, 62). In planning practice, commanders
prioritize identifying the most probable threat or the most dangerous course of
action by the adversary, as well as formulating an appropriate response to the
respective situation. The efficiency of the decision-making process is enhanced by
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using scenarios within wargames, allowing planning efforts to focus on formulating
operational solutions adapted to various hypotheses regarding the evolution of
tactical or strategic situations. Thus, the risk of being surprised by the enemy is
reduced through a clearer anticipation of maneuver possibilities and alternative
courses of action (Joint Chiefs of Staff 2020, III-4).

Currently, the scenario has become an essential tool in the planning process of
military actions, offering a coherent and structured methodology for analyzing
possible future situations. This approach helps clarify the inherent uncertainties of
the operational environment and supports decision-making by outlining plausible
perspectives on the evolution of the situation (Schoemaker 1995). A complete
scenario should include a description of the initial state, the articulation of a possible
or desired end state, and a logical sequence of events leading from the current to the
final state, provided that certain determining factors are met (Van der Heijden 2005,
152). In order to be effective, a scenario must be sufficiently coherent, transparent,
and logical, so that it can be analyzed and evaluated in relation to the formulated
hypotheses (Godet 2006).

It is essential to emphasize that scenarios are not intended to eliminate uncertainty
completely, nor to predict future developments with precision. They do not forecast
the future, but delineate a reference framework that defines its boundaries, thereby
enabling a more nuanced understanding of potential operational developments
(Wright and Goodwin 2009). Scenarios have been defined over time in different
ways and from different perspectives. However, one of the most well-known scenario
theorists, Philip van Notten, defines a scenario as ‘a coherent and comprehensive
description of an alternative and hypothetical future situation, reflecting different
perspectives on the past, present and possible future developments, and serving as
a basis for further decisions and actions” (van Notten 2005, 20). In his paper, van
Notten synthesizes several academic and applied perspectives on scenarios,
highlighting that the term has at least four major meanings: as a sensitivity analysis
tool, a contingency plan, a strategic decision-making instrument, and an exploratory
method of learning and anticipation. The latter meaning is central in contemporary
research and is supported by an emerging consensus in the specialized literature:
scenarios are not predictions but plausible and structured representations of possible
alternative futures (van Notten 2005, 18).

The practical relevance of scenarios derives not only from their descriptive value
but also from their ability to influence decisions and stimulate strategic thinking.
Thus, Postma emphasizes internal logic by stating that “scenarios are descriptions
of coherent pictures of future events and situations” (Postma and Vijverberg 1995),
while Fahey and Randall emphasize probability: “scenarios are plausible descriptive
narratives of alternative projections of a specific part of the future” (Fahey and Randall
1998). Other authors, such as Van Asselt and Rotmans, propose an integrative
view, which includes not only the future, but also reinterpretations of the past and
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the present: “scenarios are narrative descriptions of alternative images of the future,
constructed based on mental and conceptual models that reflect different perspectives
on the past, present and future” (Rotmans 1998).

Scenarios are analytical constructs designed to outline a variety of future conditions,
including opportunities, threats, and potential obstacles that can significantly
influence the achievement of desired objectives. They guide the interpretation and
approach to uncertain situations while providing a reference framework for decision-
making and the selection of courses of action. A defining attribute of scenarios is
their conceptual flexibility, which allows for the integration of a wide range of
development directions. Each direction is based on a specific set of values associated
with determining factors, whose interactions give the scenario operational coherence
and relevance. The constituent elements of the scenario are interconnected through
logical and functional relationships, built on methods, principles, procedures, and
rules that together form an integrated normative system. This system supports a
structured deployment of actions and contributes to shaping a strategic response
adapted to the complexity of the analyzed environment.

Scenario definitions converge toward a complex and multidimensional vision, in which
a scenario is simultaneously: a logical narrative about possibilities, a decision-making
and learning tool, a framework for strategy testing, and a conceptual map of future
uncertainties and trends. This integrated approach places the scenario at the center of the
strategic resilience and anticipatory planning process in the face of systemic uncertainties.

In the context of cybersecurity, regardless of whether scenarios are based on real,
fictional, or combined foundations, they must meet a set of essential requirements.
First, they must be credible, meaning they should project possible situations
in cyberspace, taking into account the complexity of digital infrastructure,
informational interdependencies, and potential attack vectors. A realistic scenario
enables a realistic assessment of cybersecurity capabilities and response procedures
without altering the relevant parameters of the operational environment or the
nature of the simulated threats. An essential condition directly linked to realism
is the objectivity of the information used in constructing the scenario. It is crucial
that the cyber environment, including triggering events, involved actors, exploited
vulnerabilities, and institutional responses, be described clearly and precisely. The
presentation should be free from ambiguity, redundancy, or excessive detail, as this
could have a negative impact on understanding or practical application. However, the
cyber scenario must be complete, objective, and well-structured, which means that all
defensive and response skills must be integrated into a clear operational framework.
This involves modelling both the technical aspects (networks, systems, data flows)
as well as the organizational and legal aspects (decision flows, communication, and
interinstitutional collaboration following existing legislation).

Another essential requirement is flexibility. The scenario must allow for real or
simulated testing, so as to faithfully reflect the dynamics of cyber incidents and
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permit the adjustment of the event sequence based on observed reactions. To
determine the strengths and weaknesses of the given cyber system, validation can be
carried out through practical exercises or digital modeling.

Finally, an essential characteristic is coherence. The scenario must be built on a clear
and logical line, describing the operational situation fluently and coherently, and
enabling the actors involved in crisis management and decision-making to integrate
effectively. It should address the description of the situation in a structured and
articulate manner, with information presented in close correlation, efficiently placing
the target structure within the operational environment necessary for achieving
objectives (Petrescu 2017, 66). Such a structure ensures the scenario’s relevance for
enhancing responsiveness, adaptability, and resilience to emerging cyber threats.

Scenarios are fundamental methodological tools used to explore uncertainties about
future developments. As defined by Kosow and Gaf3ner, a scenario is ‘a plausible
description of a future situation, including development paths that could lead to
that situation” (Kosow and Gafiner 2008). Scenarios should not be confused with
predictions or forecasts. They are hypothetical constructs intended to provide a
framework for systematic reflection on the determinants and interdependencies that
shape possible futures.

According to the same authors, scenarios serve several essential functions (Kosow
and Gafdner 2008).
a) Exploring existing knowledge and identifying information gaps;
b) Facilitating communication between different actors involved in the
decision-making process;
c) Formulating strategic objectives under uncertainty;
d) Support planning and decision-making by anticipating possible changes
and challenges.

The practical utility of cyber scenarios manifests across multiple dimensions, most
notably in the support they offer for decision-making, the training of specialized
forces, and the testing of interinstitutional collaboration procedures. By simulating
complex incidents, scenarios enable decision-makers to anticipate adversarial
behavior patterns, identify critical points in IT infrastructure, and rapidly adjust
cyber incident response strategies based on threat evolution.

In terms of professional training, scenarios significantly contribute to the
development of tactical and strategic skills among personnel in cybersecurity
structures. Through controlled exposure to crisis situations, specialists learn to react
effectively under pressure, manage contradictory information flows, and collaborate
in real-time with internal and international experts. Additionally, scenarios
foster critical thinking, anticipatory analysis skills, and an understanding of the
interdependencies between components of a complex digital ecosystem.
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At the institutional level, the implementation of scenarios facilitates the
harmonization of doctrines and action protocols between military, civilian, public,
and private structures. Cyber scenario-based exercises provide an effective platform
for testing interoperability, verifying the compatibility of legal procedures, and
identifying gaps in alerting, communication, and response mechanisms. Thus,
scenarios become key tools in strengthening cyber resilience at both national and
international levels within alliances.

The importance of using scenarios becomes especially evident in domains
characterized by high uncertainty, where rapid or unforeseen changes can have
major impacts on security, the economy, or the social environment (Kosow and
Gafiner 2008). Furthermore, in a strategic environment marked by uncertainties
and asymmetric and hybrid threats, an organization’s ability to effectively integrate
lessons learned from scenarios is essential for the continuous improvement of its
security architecture. Therefore, scenarios should not be limited to isolated exercises
but should be integrated as elements of a complex cycle of planning, learning,
adjustment, and refinement of cyber defence.

2. Cyber scenarios - fundamental elements in cyber exercises

A cyber scenario can be interesting, unique, and specifically designed to address
weaknesses or ambiguities in a cyber incident response plan. Moreover, such a
scenario may constitute an intentional stress test for systems considered critical
or those ensuring institutions’ cybersecurity or even national security. The goal
is to verify functionality under normal conditions and evaluate how the system
reacts when deliberately pushed to its operational limits. Only in this way can
vulnerabilities be identified and strengthened before being exploited in a real attack.
In this process, the freedom to analyze even the most unlikely scenarios is key to an
efficient and adaptive anticipation process. What happens if an attacker discovers a
technical vulnerability and combines it with human error? Or if a seemingly minor
breach opens the door to a series of incidents? Significant past cases have shown that
extreme events, considered pure bad luck or theoretically impossible, often materialize
in the cyber world. Through simulated exercises, organizations not only anticipate
failures but also rehearse their responses. Each scenario is a lesson that transforms
today’s vulnerabilities into tomorrow’s resilience.

Identifying these gaps is critical for enhancing our understanding of how scenario
planning can be effectively incorporated into cyber resilience strategies. This
integration ultimately leads to a stronger defence against evolving threats. Addressing
these gaps will not only enhance theoretical frameworks but also offer practical
insights for organizations looking to efficiently implement scenario planning in their
cybersecurity practices.
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Cybersecurity scenarios are essential tools for anticipating, modeling, and
analyzing risks associated with the digital environment. They aid in understanding
vulnerabilities and provide a methodological foundation for developing strategic
and operational training exercises. As cyber threats have become more complex, the
need to standardize various forms of training and testing has become increasingly
apparent. Today, several types of cyber exercises are recognized, each adapted
to different risks and training needs. These include Cyber Wargaming, Tabletop
Exercises (TTX), Live-Fire Exercises (LFX), Red Team/Blue Team Exercises, Cyber
Range Exercises, and Capture the Flag (CTF) Exercises, among others.

Cyber Wargaming is an analytical exercise akin to operational simulations or tabletop
exercises, designed to replicate the dynamics of cyber conflicts in a controlled
environment. The concept has its roots in military tradition, where wargames were
used to train commanders and test battle strategies. As cyber threats have evolved
and become more sophisticated, military methodologies have been adapted to the
digital landscape. This adaptation allows for the assessment of an organization’s
security posture, decision-making processes, and defence strategies against
cyberattacks. The connection between military wargaming and cyber wargaming
highlights the importance of a structured and rigorous approach to modern
cybersecurity. By conducting these exercises, organizations can anticipate potential
surprises, identify hidden vulnerabilities, and strengthen their incident response
procedures. At the same time, using its multidimensional approach - technological,
procedural, and human - Cyber Wargaming provides an integrated framework for
testing and optimizing security mechanisms under simulated crisis conditions. This
approach allows not only the detection of technical or organizational weaknesses,
but also the training of decision-makers and operational staff to respond effectively
under pressure, in tense contexts or sophisticated attacks.

The essential purpose of cyber wargaming is to evaluate an organizations
preparedness for major cyber incidents, test response capabilities, improve decision-
making processes, and strengthen overall resilience to emerging cyber threats.
By simulating conflicts in a safe environment, cyber wargaming contributes to
developing more effective security policies, reducing reaction times during crises,
and reinforcing interdepartmental cooperation within organizations.

This methodology is an essential tool for any organization looking to sustainably
enhance its cybersecurity posture and improve its ability to manage attacks in a
dynamic and adversarial digital environment. The use of wargames in the cyber
domain still requires further development to realize its full potential. While
many countries armed forces recognize the implications of cyber threats for
national security and regularly conduct cyber wargames at the national level or in
collaboration with allies, the private and civilian sectors are still in the early stages
of adopting these practices. Cyber wargames differ from traditional cybersecurity
measures such as technical assessments, penetration tests, or vulnerability scans,
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although they can be integrated when necessary. Beyond these conventional methods,
cyber wargames offer a comprehensive evaluation of an organization’s cybersecurity
strategy by realistically simulating a cyber conflict. These exercises prepare both
civilian and military organizations to make rapid decisions in unforeseen situations,
such as shutting down parts of a network to contain damage. Cyber wargames thus
contribute not only to the identification of technical vulnerabilities but also to the
overall assessment of defence strategies, response mechanisms, professional skills,
and resilience to a cyberattack. Designing and conducting controlled cyber warfare
is a complex process that requires the involvement of experienced professionals
and the use of state-of-the-art technologies. Since the goal of a cyber wargame is to
provide participants with a near-real-time experience, scenario planners need to be
familiar with both recent attack techniques and up-to-date defence methods.

Any organization, company, or institution can conduct independent wargames if it
has the necessary technical infrastructure and qualified personnel. If these resources
are lacking, it is advisable to outsource to specialized experts. The first step in
planning and organizing a cyber war game is to clarify the scope and objectives. The
scope can range from testing isolated tactics to operational or strategic assessment
of the organization’s cybersecurity system. The duration of the exercise, the level of
participants, and the degree of complexity are determined according to the objectives
and expectations initially defined. Conducting exercises in real environments carries
additional risks, which is why it is recommended to use a Cyber Range platform. This
solution allows for a realistic simulation of the organization’s digital environments
while minimizing the risk of interfering with actual operations systems and
providing a learning experience under conditions close to reality (Abbas 2024).

By simulating near-realistic cyber incidents, Cyber Wargaming enables
organizations to detect weaknesses, validate the effectiveness of security policies,
update operational procedures, and prepare a coordinated response in critical
situations. It also supports the development of an integrated cyber strategy by
combining technical, procedural, and human elements to prevent costly surprises
and manage emerging threats more effectively.

Another type of exercise using customized cyber scenarios for training is the Cyber
Tabletop Exercise (TTX). This involves an interactive role-play simulation in which
participants respond to hypothetical situations developed and presented by one
or more scenario facilitators. Typically, they assume their actual roles within the
organization, but depending on the exercise’s needs, they may also play other roles
to cover critical missing functions. Facilitators or scenario coordinators gradually
introduce narrative elements that, although seemingly trivial at first, often conceal
significant issues or systemic dysfunction indicators. Intentionally, contradictory
information may be inserted to test the team’s ability to critically analyze, prioritize
risks, and maintain decision-making coherence in uncertain situations. This type
of exercise is designed to support organizations in analyzing risk scenarios and
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preparing for potential cyber threats. Being relatively easy to implement, these
exercises provide an efficient and flexible tool for evaluating cybersecurity (Center for
Internet Security 2025). Unlike operational exercises, a TTX does not aim to achieve
perfect individual performance but focuses on practicing cooperation, identifying
procedural vulnerabilities, and strengthening collective response capacity under
normal conditions, when there is time to correct deficiencies. In a real incident,
this time is no longer available, making such exercises essential for effective team
preparation in a controlled yet realistic and challenging environment. Besides its
formative value, this type of exercise is an effective and convenient tool for rapidly
testing an organization’s capacity to respond to cybersecurity incidents according to
its own plans and procedures. Since there is no time to correct internal deficiencies
during a real incident, such exercises become essential for team preparedness in
a controlled but demanding environment. Furthermore, team coordination can
no longer be optimized, which is why these exercises are essential in peacetime
(Cybersecurity and Infrastructure Security Agency 2025).

Live Fire Exercise (LFX) is an advanced form of cybersecurity training in which
participants react in real time to simulated attacks, conducted in a highly realistic,
controlled technical environment. The largest and most sophisticated demonstration
of this type of exercise is Locked Shields, organized annually by the NATO Centre of
Excellence for Cyber Defence Cooperation, which brings together hundreds of experts
from member and partner states. The purpose of this exercise is to test, in a simulated
but operationally realistic environment, the security and defence capabilities of IT
infrastructures and critical systems against highly complex cyberattacks. It also aims
to strengthen the practical training of cybersecurity professionals by involving them
in real-time activities within broad, interinstitutional, and multidisciplinary teams.
The scenario is complex, designed to train participants in protecting governmental,
military, and national critical infrastructures from multiple cyberattacks. Among
the simulated infrastructures are banking systems, water, electricity, and natural gas
distribution networks, satellite communication systems, and 5G networks (Ministry
of National Defense 2023).

The exercise is structured on the Red Team vs. Blue Team model, where rapid
reaction teams from NATO member states and partner countries are tasked with
defending, in real-time, a fictional country subjected to a large-scale cyberattack. In
addition to the purely technical and operational components, the exercise includes
essential aspects of strategic decision-making, legal elements, public communication,
and interinstitutional coordination. Thus, Locked Shields plays a vital role in refining
operational competencies and strengthening international cooperation mechanisms
in the cyber domain (The NATO Cooperative Cyber Defence Centre of Excellence
2022). It also provides an optimal framework for testing and refining response
procedures to cyber incidents under intensely simulated crisis conditions, allowing
for comparative performance evaluations of participating teams. The scenario
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realistically and pragmatically reflects the complexity of modern cyber defence and
the need for coordinated, integrated, and well-organized allied responses.

A distinctive element of the Locked Shields exercise is its holistic nature and
performance-oriented approach. Furthermore, it provides a platform for testing
defence procedures, interinstitutional collaboration, and developing innovative
solutions for military, civilian, and academic environments. Participating teams were
challenged to operate outside their professional comfort zones through surprise
technical scenarios. In addition to strengthening their own capabilities, participants
directly contribute to enhancing the content of the Locked Shields exercise through
applied feedback on legal, strategic communication, and operational components.

The significance of this annual exercise lies not only in its technical complexity but
also in the emphasis placed on transnational and multidisciplinary collaboration,
the simultaneous training of experts from sectors such as defence, industry, and
academia, and continuous adaptation to emerging technological challenges. Locked
Shields demonstrates that effective preparation for cyber warfare requires a realistic,
integrative, and anticipatory approach in which complex scenarios, interoperability,
and strategic analysis are as crucial as protecting digital infrastructure itself
(The NATO Cooperative Cyber Defence Centre of Excellence 2025). Moreover,
multinational cyber exercises hold a central place in the strategic architecture for
enhancing allied cooperation and promoting the exchange of best practices in
cybersecurity. They provide a valuable operational framework in which allies can
test, in a simulated but realistic environment, the interoperability and effectiveness of
shared procedures, thereby increasing collective response capacity to real incidents.
Additionally, by integrating civilian entities such as universities, research institutes,
and private sector companies, these exercises help expand cyber defence capabilities
beyond the strictly military domain. This civil-military cooperation enhances
adaptability to emerging technological challenges and fosters a comprehensive
approach to cyber risks based on complementary resources and competencies. In a
global environment characterized by technological interdependencies and increasing
digital vulnerabilities, such initiatives are indispensable for maintaining strategic
superiority in cyberspace. They not only strengthen the national capacities of each
member state but also lay the foundation for a coherent, agile, and effective collective
defence. Furthermore, through their anticipatory and deterrent nature, these
exercises contribute to reinforcing NATO’s defensive posture, enabling coordinated
responses to emerging threats and robust protection of critical infrastructures across
the Euro-Atlantic area.

According to the definition provided by the National Institute of Standards and
Technology (NIST) and cited by several experts, a Cyber Range can be ‘an interactive,
simulated representation of an organization’s networks, systems, applications, and tools
connected to an environment that simulates the real internet. They provide a safe and
legal space for acquiring practical cyber skills, developing IT products, and testing
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security posture” (Chouliaras, Kittes, et al. 2021). The scenario is identified as one of
the central pillars of a modern cyber range exercise. It plays a crucial role in shaping
the exercises and generating relevant situations. Scenarios enable the introduction
of realistic events with varying network typologies, automated user behaviors, and
simulated attacks, contributing to the realism and complexity of the exercise. The
purpose may vary, with the main objectives being (Chouliaras, Kittes, et al. 2021):

- Research - testing tools, methods, and components.

- Education and training - developing practical skills in cybersecurity.

- Exercises and competitions - running simulations, Capture the Flag, Red vs.

Blue Team, or Crisis Management Exercises.

Unlike the other types of exercises, Capture-the-Flag (CTF) is a competitive
cybersecurity exercise in which participants must identify and exploit cyber
vulnerabilities to locate and extract a specific target, called a flag, usually represented
by a hidden data fragment. These exercises simulate realistic attack and defence
conditions, involving activities such as network analysis, reverse engineering,
cryptography, or digital forensics (Rochford 2024). The main goals of these exercises
are the following: on the one hand, they contribute significantly to the development
of the technical and strategic skills of the participants, especially among talented
young people or professional teams; on the other hand, they promote cybersecurity
education and facilitate the formation of collaborative networks between
organizations, institutions and experts from different fields. In particular, the
“Attack-Defence” format is valuable for professional training, as it simulates real-
life conditions in which teams must simultaneously defend their systems and attack
the adversary’s infrastructure (European Union Agency for Cybersecurity 2021). By
their competitive nature, this type of exercise provides a dynamic training framework
(Rochford 2024) for:

a) Modeling cyber threats;

b) Threat hunting;

c) Risk analysis;

d) Incident response;

e) Data collection;

f) Detection effectiveness;

g) Forensic evidence collection;

h) Critical Infrastructure Protection.

Regarding the role of the scenario in a CTF exercise, we could say it is essential for
creating a realistic and coherent framework in which participants can test their
knowledge and responses to cyber incidents. Scenarios may be inspired by real
attacks or artificially constructed, but must be relevant, stimulating, and tailored to
the participants’ level. The scenario determines the nature of the challenges, tactical
objectives, technologies used, and the complexity of the exercise. Thus, the scenario
functions as the central element of the exercise, providing coherence in training
within an operational context. CTFs are considered effective tools both for individual
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training and for operational preparation of teams responsible for cybersecurity,
depending on the chosen format.

The types of exercises presented above demonstrate how the practice of cyber
wargaming is used in various contexts and sectors, both military and civilian,
to improve defence capabilities, raise awareness, and build resilience against
increasingly sophisticated and persistent cyber threats. Moreover, they can serve as
essential tools for preparing and testing defence capabilities against cyberattacks.
These exercises simulate realistic attack scenarios, allowing participants to develop
practical skills, enhance incident response strategies, and strengthen organizational
resilience to cyberattacks.

Conclusions

Cyber resilience can no longer be conceived outside of dynamic and proactive
preparedness mechanisms, where cyber scenarios play a fundamental role.
In a digital landscape characterized by uncertainty, persistent aggression, and
technological complexity, an organization’s ability to respond effectively to incidents
depends on the maturity with which it periodically tests and validates its own
defence capabilities. Cyber scenarios have proven to be among the most effective
tools for achieving this objective.

Scenarios, due to their simulated nature, allow for the replication of real or
hypothetical contexts that are customized to fit the specific needs of an organization,
the types of infrastructures it manages, and the expected level of threats. The scenarios
created during cyber exercises - whether they are tabletop exercises (TTXs) focused
on strategic decision-making or live-fire exercises (LFXs) that mimic real-time
attacks - foster an accelerated learning environment. This enables teams to gain a
better understanding of the strengths and weaknesses of their systems. Additionally,
scenarios promote integrated learning, both technical and organizational, by
bringing together IT experts, decision-makers, legal specialists, and security system
managers in a collaborative setting. Another major advantage is the scenarios’
capacity to support a collaborative approach to resilience. International exercises,
such as Locked Shields or the International Cybersecurity Challenge, emphasize
cross-border cooperation and the testing of interoperability mechanisms among
agencies, states, and organizations. This collaborative character generates essential
synergies for rapid and coordinated responses in the event of large-scale cyberattacks.
At the same time, scenarios contribute to the standardization of best practices and
the strengthening of the regulatory framework in the field of cybersecurity. In terms
of educational dimension, CTFs and applied exercises conducted on cyber ranges
are essential tools for training the new generation of experts. They allow not only the
testing of technical knowledge but also the development of transversal competencies
such as critical thinking, adaptability, and crisis management skills during critical
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moments. The integration of these formats into national training programs and
European initiatives like the Digital Skills Agenda (Misheva 2021) is a necessary step
in strengthening the collective defence capability.

However, the practice of devising scenarios does have its limits. In the absence of
a well-defined methodological framework, they can become formal, repetitive
activities with little impact on learning processes. Additionally, scenarios not adapted
to organizational specifics risk generating false results or creating a false sense of
security. Therefore, the design and evaluation of exercises must be conducted by
professionals using tested methodologies, such as those proposed by ENISA, NIST,
or CCDCOE.

Another important aspect is the integration of scenario results into security policies
and strategies. Lessons learned must be documented, analyzed, and transformed
into concrete measures to strengthen the defence posture. This integration
requires a formalized feedback process and an organizational culture open to
continuous learning. Only in this way do scenarios become true governance tools in
cybersecurity.

Cyber scenarios are more than simple simulation exercises; they constitute a complex
framework for training, evaluation, collaboration, and transformation. When
implemented strategically, with rigor and vision, they can become the backbone
of resilience-building efforts in the digital domain. In a world where cyberattacks
are no longer a possibility but a statistical certainty, investing in such tools is not a
luxury but an imperative necessity for digital survival and informational sovereignty.

All these types of cyber exercises or simulations mentioned in this study are essential
methods of operational training, contributing to the development of the response
capacity to real cyberattacks. At the same time, they offer a controlled framework for
testing offensive tactics to evaluate defensive capability and specific preparedness.
Held annually or even multi-annually, these exercises bring together member
and partner states in joint scenarios, becoming not only a means of enhancing
interoperability but also a modern form of active deterrence in a climate marked by
persistent and asymmetric cyber threats.
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Abstract
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n recent decades, amid the rapid evolution of information technologies,
Iglobalisation, and changes in geopolitical structures, modern conflicts have
become increasingly complex, and their nature has evolved considerably. As a
result, conventional warfare as we knew it in the past has given way to much more
sophisticated forms of aggression, which go beyond direct confrontations between
armies. One of the most significant transformations in this regard is the emergence
of hybrid aggression, a type of conflict that simultaneously integrates traditional
combat methods with information warfare, cyberattacks, economic pressure, and
even public opinion manipulation (Grigore 2015).

This major shift in the dynamics of conflict poses new challenges for the decision-
making processes of states and international organisations involved in crisis
management. In the face of a hybrid threat, decisions must be made in a context
characterised by uncertainty, speed, and complexity. Thus, decision-making
pragmatism becomes a key factor, especially in crisis situations, where every choice
has the potential to influence the course of the conflict.

In this era of hybrid warfare, decisions are no longer merely a matter of strategic
options on the battlefield; they also encompass areas such as cybersecurity, critical
infrastructure protection, international relations management, and the coordination
of public information and mobilisation efforts. Therefore, authorities must adopt
innovative and flexible approaches that allow for quick and adaptable responses in
the face of an unpredictable and multifaceted enemy.

In this context, the decision-making process becomes essential not only for military
strategy but also for safeguarding the social and economic integrity of the state.
Hybrid aggression presents political leaders, government institutions, and the
military with complex dilemmas regarding available resources, coordination of
actions, and prioritisation of objectives.

Thus, analysing decision-making pragmatism in the face of hybrid aggression addresses
multiple fundamental dimensions of modern conflict. The response to this challenge
is not limited to technical or military solutions, but requires the integration of a wide
range of resources, from economic and political strategies to information management
and the involvement of civil society. In this sense, decision-making pragmatism is
not just a matter of efficiency, but an absolute necessity for ensuring the security and
stability of a state in the face of a complex and often unforeseen attack.

Hybrid Aggression - A New Paradigm of Conflict

Hybrid aggression represents a sophisticated and complex form of warfare,
characterised by a synergistic combination of conventional and unconventional
means, state and non-state actors, and both overt operations and covert tactics
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(Stefanescu 2024). The military component of hybrid aggression is subtle but highly
effective, as it involves the use of armed forces in an indirect and strategic manner,
often under the guise of civilian or non-military actions.

One of the most striking features of hybrid aggression is the use of military force
below the threshold of conventional war, thereby avoiding a direct international
response. For example, in the case of the annexation of Crimea, Russian armed forces
operated without official insignia, leading to their being labelled as “little green men.”
This technique allowed Russia to maintain a degree of plausible deniability and avoid
an open military confrontation with NATO.

Moreover, the military means employed in a hybrid conflict are often accompanied
by intense disinformation campaigns, psychological destabilisation, and information
warfare, aimed at weakening the morale of the target state’s armed forces and sowing
confusion among the population. “Shock and awe” tactics no longer require massive
bombings, but instead may involve cyberattacks on critical infrastructure, disrupting
power grids, communications, and military logistics.

Special forces play a crucial role in hybrid aggression. These well-trained units can
carry out reconnaissance, sabotage, infiltration, and influence operations among
local populations. Their missions are generally fast, efficient, and difficult to directly
attribute to a state actor. These forces are also logistically supported by a parallel
civilian infrastructure, allowing them to operate covertly in seemingly peaceful
environments.

Technology has a decisive impact on the military component of hybrid warfare.
Drones, surveillance satellites, facial recognition technologies, and big data analytics
software are used to gain strategic advantages without the need for massive troop
deployment. As a result, instead of a traditional battlefield confrontation, we see an
invisible but lethal battle fought simultaneously on multiple fronts.

Another important aspect of hybrid aggression with a military focus is
the exploitation of local conflicts or ethnic tensions to legitimise so-called
“humanitarian” interventions or actions to “protect minorities” Under this pretext,
the aggressor’s armed forces are deployed to foreign territories with the apparent
goal of maintaining peace, but in reality, they contribute to territorial occupation
and manipulation of local power structures.

In addition to all of this, the importance of modern military doctrines cannot be
underestimated. States that are potential victims of hybrid aggression must adapt
their military strategies, modernise their armed forces, and invest in the training
of specialised units for rapid response, urban warfare, and cyber defence. Doctrinal
flexibility and rapid response capability are essential to counter the effects of hybrid
aggression.
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Therefore, the military dimension of hybrid aggression does not manifest through
classical invasions, but rather through a subtle, persistent, and multidimensional
presence. To counter this type of threat, a profound reconfiguration of how military
capabilities are conceived and employed is necessary, integrated with the broader
framework of national security.

The Foundations of Decision-Making Pragmatism
in Crisis Situations

In the context of hybrid aggression, the decision-making process is subjected to
unprecedented pressure, as political and military leaders must manage a type of
conflict that does not follow traditional patterns. Within this framework, decision-
making pragmatism is not merely an efficient option but an imperative necessity.
Pragmatism means orienting decisions toward concrete results, efliciency,
adaptability, and flexibility, while avoiding the pitfalls of ideological rigidity or
decisions based solely on precedent.

In crisis situations characterised by uncertainty, time pressure, and an imbalanced
flow of information, decision-makers must adopt an approach based on continuous
analysis of risks and opportunities (Dumitru 2022). The fundamental elements of
such pragmatism include:
1. Real-Time Contextual Evaluation - Decision-making pragmatism
requires constant adaptation to the dynamics of the threat. In the case of
hybrid aggression, the unpredictable nature of events demands continuous
monitoring of the operational environment using multiple sources: military
intelligence, diplomatic channels, media, and open-source analysis.
2. Strategic Flexibility — A core principle is the avoidance of rigid planning.
Under hybrid aggression, where the adversary’s tactics shift rapidly, response
strategies must be modular, scalable, and reversible. This implies having
predefined scenarios, as well as the ability to adjust them in real time.
3. Data-Driven Decision Making - Instead of impulsive reactions or
intuition-based decisions, pragmatism promotes the use of data-driven
analysis: predictive models, simulations, and machine learning algorithms.
These tools support rational decision-making—concise, informed, and
grounded in reality.
4. Rapid and Accountable Decisions — In the context of a hybrid attack,
delaying decisions can lead to devastating consequences. Pragmatism involves
accelerated decision-making processes and an institutional culture where
accountability is encouraged. Effective leaders must act under uncertainty and
be ready to correct course as the situation evolves.
5. Interinstitutional and Multidisciplinary Collaboration - Decisions
can no longer be made in isolation. In the face of hybrid aggression, where
military, economic, cyber, and social dimensions are simultaneously targeted,

collaboration among institutions is essential: military, intelligence services,
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government, academia, and the private sector.

6. Adaptive Thinking and Anticipatory Leadership — A pragmatic leader
anticipates crisis scenarios and prepares the organisation for response and
resilience. This means fostering a learning culture in which lessons from past
crises are documented and translated into viable policies.

Beyond these operational and strategic elements, decision-making pragmatism is
also influenced by the individual traits of decision-makers: emotional intelligence,
stress management ability, empathy, and communication skills. In an environment
marked by informational chaos and social panic, a leader’s ability to project calm
and coherence becomes a crucial vector of stability.

The foundations of decision-making pragmatism in crisis situations are deeply
rooted in the complex realities of the 21st century, where hybrid aggression demands
a profound reconfiguration of decision-making mechanisms. This modern paradigm
cannot be reduced to simple manuals or doctrines, it must become an integral part
of organisational culture, leadership education, and institutional architecture. Only
through such a coherent and multidimensional effort can an effective, legitimate,
and sustainable response to contemporary hybrid threats be ensured.

Decision-Making Tools and the Management
of Hybrid Aggression

Managing hybrid aggression involves a complex set of decision-making tools capable
of responding to the multifaceted challenges of modern conflict. These tools must
integrate strategic, operational, and tactical dimensions within a coordinated and
adaptive action framework (Dojan 2016). In this context, the role of the pragmatic
decision-maker is to select and operationalise the most appropriate tools, depending
on the nature of the aggression, the scope of the threat, and the internal capabilities
available (Cullen 2017).
1. Integrated Early Warning Systems (IEWS) - These represent the first
line of defence against hybrid aggression (Botea 2019). The early collection
and analysis of weak crisis signals from multiple sources — social, economic,
military, and cyber — enable the activation of response mechanisms before the
effects become critical. Pragmatic decision-making involves the efficient real-
time use of these tools, avoiding decision paralysis.
2. Interagency Crisis Cells - In the face of hybrid threats, an effective response
requires a multisectoral approach. Creating crisis cells with representatives
from defence, public order, intelligence, strategic communication, and the
private sector ensures a collective decision-making process, based on the
rapid sharing of information and the ability to act simultaneously on multiple
fronts.
3. Simulations and Wargaming - These tools allow for the testing of
hybrid aggression scenarios in a controlled environment. They help
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identify vulnerabilities, test decisions under stress conditions, and refine
institutional responses. Pragmatic decision-makers use these exercises not
only for preparedness but also to develop an organisational culture focused on
anticipation and adaptation.

4. Artificial Intelligence-Assisted Decision Platforms — In the digital age, AI
can process vast amounts of data to provide rapid and precise decision support.
Machine learning algorithms can detect behaviour patterns, anticipate hybrid
actors’ moves, and suggest response options. The implementation of these
platforms must be done cautiously, ensuring constant human oversight over
critical decisions.

5. Strategic Communication and Counter-Narratives — Hybrid aggression
often includes a strong informational component. Combating disinformation
and manipulation requires clear mechanisms of strategic communication
through which the state can convey coherent, credible, and synchronised
messages. Pragmatic decision-makers must understand the importance of this
dimension and integrate it into the response architecture.

6. Societal Resilience Mechanisms - An effective response to hybrid
aggression cannot exclude the civilian population. Pragmatic decision-making
also involves investment in civic education, digital literacy, volunteerism,
and community infrastructure - all aimed at reducing vulnerability to
manipulation and supporting social cohesion (Buica 2022).

7. Legal and Normative Instruments - Responding to hybrid aggression
requires a legal framework that enables rapid interventions without sacrificing
democratic values. Pragmatic decisions must be legally sustainable, and the
normative framework must be periodically revised to keep pace with the
evolving nature of threats.

The decision-making tools used to manage hybrid aggression must reflect a holistic
and integrative approach, so that they are aligned with each other through a clear,
coordinated, and pragmatic decision-making process. Effective leaders are those who
understand the complexity of these tools, select them based on context, and apply
them in a flexible yet firm manner. Only in this way can a coherent and effective
response be ensured in an increasingly fluid and challenging geopolitical landscape.

Decision-Making Pragmatism in the Context
of the Conflict in Ukraine

The conflict in Ukraine, which began in 2014 and escalated in 2022 with the full-
scale invasion by the Russian Federation, represents a relevant example of the
application of decision-making pragmatism in a hybrid aggression context. The
war in Ukraine combines conventional warfare techniques with cyber operations,
information warfare, economic pressure, and manipulation of public opinion.
Faced with this complex hybrid threat, Ukrainian authorities were forced to make
rapid and effective decisions to protect national territory and maintain internal
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stability, demonstrating their ability to respond flexibly and adaptively in a fluid and
unpredictable environment (Lesenciuc 2023).

The Context of Hybrid Aggression in Ukraine

The 2022 Russian invasion intensified hybrid aggression, as the Russian Federation
combined conventional tactics with cyberattacks, disinformation campaigns, public
opinion manipulation, economic pressures, and attempts to destabilise society
(Stancu 2019). Russia employed multiple hybrid tools to destabilise Ukraine and gain
a strategic advantage, and Ukraine’s response was marked by pragmatic decision-
making. The hybrid methods used by Russia and Ukraine’s responses are analysed in
greater detail in the following sections.

Hybrid Tools Used by the Russian Federation

The Russian Federation employed a complex combination of hybrid tools to

destabilise Ukraine and undermine its government (Giurgea 2024):
* Cyberattacks: Before and after the 2022 invasion, Russia launched a series
of cyberattacks against Ukraine’s critical infrastructure, including power
systems, communication networks, and banking systems. These attacks aimed
to paralyse state institutions and create panic among the population.
* Information warfare and disinformation: Another hybrid method was the
massive disinformation campaign. Kremlin spokespersons and state-affiliated
media launched propaganda efforts to manipulate public opinion in Ukraine
and internationally by spreading fake news, conspiracy theories, and messages
that undermined trust in Ukrainian authorities.
* Economic pressure: Russia imposed economic sanctions and trade
blockades to undermine Ukraine’s economy. It also blocked Ukrainian ports
and disrupted supply chains for vital resources.
* Undermining internal political structures: Russia used internal
destabilisation tactics to create chaos among the Ukrainian population. These
included attempts to stoke ethnic and sectarian conflicts and fuel internal
discontent and divisions among different groups of Ukrainian citizens.

Ukraine’s Pragmatic Response to Russia’s Hybrid Tactics

Ukraine’s response to Russias hybrid aggression was characterised by decision-
making pragmatism. Ukrainian authorities quickly adopted adaptable and effective
measures to counter each of the hybrid tools employed by Russia:

v' Cyber defence response: In the face of cyberattacks, Ukraine collaborated
closely with international partners, including NATO and cybersecurity
companies, to strengthen its national cyber infrastructure. Swift measures
were implemented to restore affected systems and protect critical
infrastructure, demonstrating rapid and flexible decision-making in
safeguarding national security.

v' Disinformation counter-campaigns: Ukraine implemented information
warfare strategies, using social media and mass media to provide accurate
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information to the population and combat Russian propaganda. Efforts
included identifying and eliminating sources of disinformation and working
with international social media platforms to limit the spread of fake news.
The Ukrainian president played a central role in these campaigns with an
active social media presence and direct communication with Ukrainian
citizens and the international community.

v' International support and strategic alliances: Ukraine swiftly sought
assistance from international partners, such as NATO, the European Union,
and the United States. This support included not only weaponry but also
financial aid and economic assistance to help stabilise Ukraine’s economy
under Russian pressure. Ukraine’s pragmatic diplomacy secured a unified
international response, isolated Russia, and bolstered global support for
Ukraine.

v" Mobilisation of internal and external resources: Ukraine quickly mobilised
internal resources, including the military, territorial forces, and civilian
volunteers, to defend the national territory. Simultaneously, authorities
engaged civilians in various activities, such as defence equipment production
and logistics, thereby strengthening national resilience. The rapid
mobilisation of reservists and the integration of local communities into
defence efforts were clear examples of effective decision-making pragmatism.

v’ Protection of vital infrastructure and economic adaptation: Ukraine
implemented quick measures to protect its energy and economic
infrastructure, reorganising resource distribution and finding alternative
energy supply solutions. Authorities also adopted flexible economic policies
to maintain financial stability despite Russian-imposed economic sanctions.

v' Rapid development of the “Diia” application: This digital tool was essential
in crisis management, providing a constant flow of information and
assistance to Ukrainian citizens. The app facilitated efficient government
communication and resource coordination, allowing citizens quick access to
official documents, real-time crisis alerts, and participation in mobilisation
processes.

v' Online recruitment campaigns: Ukrainian authorities quickly launched
online platforms to encourage citizens, including those in the diaspora, to
join national defence efforts. These platforms demonstrated the authorities’
rapid adaptation to the immediate needs of the conflict.

v Use of civilian safety and location apps: Authorities launched applications
and platforms that enabled the safe location of civilians, coordination of
evacuations, and information about safe shelters.

These measures illustrated Ukraine’s decision-making pragmatism, enabling a swift
and adaptive response to each phase of the hybrid aggression. These actions were
essential for maintaining internal cohesion and ensuring that both internal and
external resources were used effectively.
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Ukraine’s pragmatic decision-making was also reflected in the resilience and
adaptability of Ukrainian society in the face of hybrid aggression. The population
showed remarkable resilience to Russian attacks and internal pressures, actively
participating in national defence efforts. Public information campaigns, citizen
education, and support for civilians actively involved in protecting their territories
were essential for maintaining morale and social cohesion. Civic spirit and active
public engagement across various areas of national defence were key factors
contributing to Ukraine’s initial success in countering Russia’s hybrid aggression.

The decision-making pragmatism of Ukrainian authorities, combined with
international support and active public involvement, was fundamental in
countering Russian hybrid aggression and maintaining a coherent and effective
long-term response. This case study highlights the importance of decision-making
flexibility and adaptability in an extremely volatile security environment, such as
that of hybrid aggression.

Conclusions

In today’s era, marked by geopolitical instability, the proliferation of emerging
technologies, and the volatility of non-state actors, hybrid aggression represents a
complex, adaptive, and persistent threat. In this landscape, decision-making can
no longer be an isolated, bureaucratic, or linear process, but must transform into
a continuous exercise of pragmatism and anticipation. Thus, decision-making
pragmatism becomes a criterion for strategic survival in the face of hybrid aggression,
and in an environment dominated by ambiguity and ambivalence, the decision-
maker’s ability to act quickly, flexibly, and based on continuous risk assessment is
crucial. Pragmatism in this context means abandoning dogmatism and continuously
adapting to the changing realities of the operational environment, with decision-
making becoming an act of balancing what is possible, feasible, and acceptable at a
given moment.

Institutional interoperability, artificial intelligence, big data analysis, and strategic
simulations are the central pillars of modern decision-making infrastructure. In
a hybrid conflict where reaction time is critical, the ability to integrate multiple
sources of information and extract relevant patterns in real time from large
data volumes can make the difference between success and failure. Moreover,
interoperability between civilian and military structures, as well as between national
and international bodies, is fundamental to avoiding dysfunctions and overlaps that
adversary parties could exploit.

Another critical element in the hybrid conflict landscape is adaptive, reflective, and
proactive leadership. Leaders must be not only skilled strategists but also empathetic,
open to feedback, and capable of managing tensions between competing priorities.
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They must make decisions under intense stress, mobilise their teams, and maintain
organisational cohesion amid uncertainty. Their training should include not only
military preparation but also the development of emotional intelligence, critical
thinking, and strategic communication skills.

The societal dimension of the response involves an integrated vision of national
security. Well-informed citizens, educated in resilience and aware of the mechanisms
of hybrid aggression, become active partners in the defence of the country. Combating
informational manipulation, promoting critical thinking, and strengthening trust in
democratic institutions are essential actions to limit the tactical success of hybrid
actors. Additionally, government communication must be transparent, coherent,
and adapted to modern channels to build public trust.

Last but not least, normative frameworks and democratic mechanisms must be
modernised to provide both operational flexibility and guarantees for the protection
of citizens’ rights. Decision-making pragmatism requires a delicate balance between
reaction speed and adherence to the rule of law. Legislative reforms should include
clearly defined emergency scenarios, rapid activation procedures for defence
mechanisms, and public-private collaboration protocols, especially in critical areas
such as cyber infrastructure, media, and the financial sector.

In conclusion, success in countering hybrid aggression does not depend solely
on resources or technology but on the quality of the decision-making process.
A pragmatic, informed, and strategically well-articulated approach can turn
vulnerability into a competitive advantage and crisis into a catalyst for reform. In
a world where the boundaries of conflict become increasingly blurred, it remains
essential that the decision-making process be grounded in reality but oriented
toward the future.
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he ethical management of information systems in the field of national security

has become a major strategic challenge. Military and security institutions are
faced with the need to balance the transparency of operational processes with the
protection of sensitive information, in an environment where confidentiality, loyalty,
and accountability are essential pillars of institutional trust. Military and security
institutions are faced with the need to balance the transparency of operational
processes with the protection of sensitive information, in an environment where
confidentiality, loyalty, and accountability are essential pillars of institutional trust.
In the current strategic climate, deeply marked by accelerated digitalization and
geopolitical volatility, the protection of sensitive information is a priority objective
for organizations in the field of national security. In parallel, the demands regarding
the transparency of processes and institutional accountability are becoming
increasingly significant, including in the military sector. Thus, a fundamental ethical
dilemma emerges: how can a sustainable balance be ensured between the need for
operational transparency and the imperatives of confidentiality?

Confidentiality is no longer just a technical issue, but a fundamental ethical
dimension in the architecture of strategic information systems. Recent studies
highlight that the effectiveness of information security is influenced by institutional
and cultural factors, and the integration of these aspects into security strategies
is essential for protecting sensitive data (Metin, et al. 2024). Research emphasizes
that the performance of information security systems depends significantly
on the institutional context and cultural values, and the incorporation of these
factors into security policies is crucial for ensuring the protection of sensitive data
(Xu, et al. 2025). The loyalty of personnel with access to classified information is
another critical element. Deviant behaviors, such as violating security policies, can
have serious consequences for the integrity of information systems. Behavioral
analyses highlight the importance of a strong organizational culture and ethical
leadership to prevent these risks (Metin, et al. 2024). At the same time, the loyalty
of personnel with access to classified information is asserted as an essential link
in the security chain. Ethical misconduct and human factor risks remain among
the main vulnerabilities of information systems. Preventing these risks requires
cultivating a strong organizational culture, rooted in values such as institutional
commitment and professional discipline. Accountability, both at the individual
and institutional levels, is essential in the governance of information systems. The
implementation of clear policies and effective audit mechanisms contributes to
ensuring the integrity and availability of information, crucial aspects for the optimal
functioning of strategic organizations (Almomani, et al. 2023). On the other hand,
responsibility in information governance involves both formal control mechanisms
(audit, traceability, regulations) and the conscious assumption of the consequences
of decisions taken at all structural levels. The implementation of a framework of
distributed responsibility contributes to strengthening institutional resilience and
public trust (Almomani, et al. 2023).
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In this context, the present article aims to explore the ethical triad formed by
confidentiality, loyalty, and accountability, analyzing how these values can be
integrated into the management of information systems in the field of national
security. Through a multidisciplinary approach, we will examine the ethical
challenges and solutions that can contribute to strengthening information security
in strategic organizations.

1. Confidentiality in Strategic
Information Systems Architecture

1.1 Defining the Concept of Confidentiality in the Context of National Security
Confidentiality, along with integrity and availability, is one of the three essential
dimensions of information security, known as the CIA triad. In an operational sense,
confidentiality involves protecting data from unauthorized access, ensuring that
only authorized individuals or entities can view, manipulate, or distribute sensitive
information.

Within national security organizations, this component takes on critical importance.
Protecting strategic, military, or diplomatic information from compromise is not just
a technical requirement, but an institutional obligation that supports state sovereignty
and the functioning of the defense system. Classified information, if disclosed or
accessed in an unauthorized manner, can lead to operational vulnerabilities, damage
to international relations, or even loss of life in theaters of operations.

One of the fundamental conceptual models for implementing confidentiality is the
Bell-LaPadula model. It was designed for military environments, where classification
levels are rigorous, and proposes two main rules: simple security property (“no read
up”’) and property (“no write down”). These rules aim to prevent access to higher-
level information by users with lower authorizations, respectively blocking the
unauthorized transfer of information from higher to lower levels. The application
of this model contributes to maintaining a rigorous security hierarchy, in which the
information flow is strictly controlled and documented.

Thus, confidentiality in the architecture of strategic information systems must be
understood not only as a technological protection measure but also as an ethical and
institutional responsibility, anchored in the national and international regulatory
framework on information security.

1.2. Technological and procedural tools for ensuring confidentiality

Protecting sensitive information within strategic information systems involves
implementing a set of technological and procedural measures designed to prevent
unauthorized access, interception, or compromise of data. These measures are
integrated into a comprehensive security architecture that operates both at the level
of the IT infrastructure and within organizational structures.

Data encryption is one of the most effective technological means of protecting
confidentiality. Advanced cryptographic algorithms, such as the Advanced
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Encryption Standard (AES), ensure the confidentiality of information both in transit
and at rest, preventing access to its content in the absence of a valid key (NIST,
2001). In military environments, where data circulates through distributed and often
vulnerable networks, encryption is accompanied by robust authentication protocols
and digital signatures, which help validate the identity of users and the integrity of
messages.

Another fundamental pillar of privacy protection is access control policies. These
are governed by mechanisms such as Role-Based Access Control (RBAC) and
Attribute-Based Access Control (ABAC), which ensure that access to information
is granted according to the functional responsibilities and authorization level
of each user. In strategic institutions, where the degree of classification of data is
high, these mechanisms are complemented by Mandatory Access Control (MAC)
policies, which impose rigid and hierarchical restrictions, in accordance with the
legislation on classified information. In addition to technological components,
procedural tools play an essential role in guaranteeing confidentiality. Systematic
auditing of IT activities, real-time monitoring of data access, and analysis of user
behavior contribute to the rapid identification of possible security breaches (Kent
and Souppaya 2006). In parallel, continuous staft training, carried out through
institutional awareness and training programs, aims to reduce the risks associated
with human error, which remains one of the most frequent causes of compromising
classified information.

Therefore, ensuring confidentiality is not limited to the implementation of high-
performance technologies but requires integrated governance of information risk, in
which processes, policies, and individual behaviors are in a relationship of strategic
interdependence.

1.3. Risks associated with the disclosure or loss of classified data

Unauthorized disclosure or loss of classified information represents one of the most
serious vulnerabilities in the architecture of strategic information systems, with
direct implications for national security, geopolitical stability, and the operational
capacity of military institutions. These incidents can compromise tactical plans,
reveal technical capabilities, or affect strategic alliances and partnerships, generating
a domino effect in decision-making and operational chains.

First of all, compromising classified information can lead to the loss of strategic
advantage. In an operational environment where information asymmetry is decisive,
adversaries’ access to sensitive data can favor actions of anticipation, deterrence,
or sabotage, which undermine the efficiency and safety of military missions. Cases
documented in the specialized literature reveal that information leaks within defense
institutions have repeatedly led to the reassessment of command structures, the
temporary suspension of operations, and the diminution of inter-institutional trust.
Second, the loss of control over classified data severely affects international relations
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and security cooperation. Strategic partners base their information exchange on
the premise of mutual confidentiality and the existence of equivalent information
protection measures. A breach in this system of trust can lead to the restriction of
access to critical information, the suspension of collaborations, or the reassessment
of the geopolitical position of the affected state.

From an institutional perspective, such incidents generate significant costs, both
logistically and in terms of reputation. Reconfiguring the affected systems, initiating
internal investigations, remedial measures, and additional investments in security
involve the allocation of considerable budgetary resources. Moreover, in the
context of public opinion, the loss of sensitive information can erode citizens’ trust
in the state’s ability to protect its fundamental interests, fueling the perception of
institutional vulnerability. To mitigate these risks, strategic organizations must
adopt a proactive approach, based on ongoing risk assessments, penetration testing,
incident simulations, and independent audits. These mechanisms must be supported
by a coherent regulatory framework and an organizational culture oriented towards
compliance, accountability, and information vigilance. Without these measures,
the protection of classified data remains exposed to persistent, sophisticated, and
systemic threats.

With the growth of strategic data and the rise of hybrid threats, protecting sensitive
information can no longer be effectively achieved through traditional security and
institutional control mechanisms. This article has argued that the ethical triad of
confidentiality, loyalty, and accountability cannot be sustainably supported without the
integration of emerging technologies, especially intelligent information systems (IIS).

These systems not only extend the technical capabilities of strategic organizations but
also fundamentally transform the way information governance is understood and
applied. With the ability to monitor user behavior in real time, generate predictive
risk assessments, and support strategic decisions through recommendations that
comply with ethical and legal standards, IISs become distributed accountability
infrastructures. They provide additional guarantees for the integrity of processes and
significantly reduce the risk of human error, abuse, or institutional negligence.

Another essential contribution of these technologies is to support an ethical
organizational culture. Through traceability, impartiality in evaluation, and
adaptability, SII contributes to strengthening the professional awareness of staft
and to the internalization of institutional values. Thus, technology functions not
only as a control tool, but as a mechanism for cultivating institutional ethics, in
which responsibility is not imposed externally, but supported by infrastructure and
decision-making process.

The integration of intelligent information systems into the architecture of strategic
organizations must be seen not as a technological option, but as a strategic
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necessity. They provide the premises for robust, compliant, proactive, and value-
oriented governance. In an increasingly unstable information environment, where
reaction time is critical and the costs of mistakes are irreversible, SII constitutes an
indispensable support for ensuring security, legitimacy, and institutional resilience.

2. Institutional and individual responsibility
in the governance of information systems

2.1. Normative frameworks and legal obligations regarding information protection
(national laws, international treaties)

Responsibility in the field of information governance is closely correlated with
compliance with a complex normative framework, which brings together national
regulations, international directives, and multilateral treaties regarding the protection
of classified data and critical infrastructures. In Romania, Law no. 182/2002 on the
protection of classified information, together with the related methodological rules,
establishes the obligations of public institutions and authorized personnel regarding
the classification, handling, and storage of sensitive data. These provisions are
harmonized with NATO and EU requirements regarding interoperability in the field
of secured information.

At the international level, instruments such as the NATO Information Security
Treaty and the General Data Protection Regulation (GDPR) — where the interaction
also involves civilian or dual-use components — impose clear standards regarding
confidentiality, traceability, and responsibility for information processing. Also,
conventions such as the Budapest Convention on Cybercrime outline state
obligations in preventing and combating illegal access to systems and data.

Compliance with these rules is not optional, but is part of the institutional
responsibility to guarantee information security as an integral part of national
security. This responsibility presupposes the existence of functional internal control
structures, periodic auditing, and continuous updating of procedures in accordance
with technological developments and emerging threats (Dragomir-Constantin
2025¢).

2.2. Accountability mechanisms: traceability, auditing, criminal or disciplinary
liability

In the context of information systems used by strategic organizations, responsibility
cannot be reduced to a theoretical principle or an abstract value; it must be expressed
concretely through a set of institutionalized mechanisms that allow both the
prevention and remediation of incidents that affect the confidentiality of classified
information. This responsibility is twofold: individual, in the sense of the assumption
of decisions by each authorized user, and institutional, through the existence of
structures and procedures that ensure the traceability of actions, the auditing of
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systems, and the application of sanctions in case of misconduct. Traceability is the
fundamental condition for any form of accountability. By implementing technical
monitoring mechanisms, such as activity logging, cryptographic journaling systems,
and behavioral analysis platforms, organizations can ensure continuous visibility
of user interactions with critical systems. Thus, each access, modification, or
transmission of data is recorded and associated with a digital identity, eliminating
the premises of anonymity and reducing the risk of impunity (Dignum 2019). This
system of tracking individual actions is indispensable for identifying the source of an
incident, but also for establishing proportional responsibility.

Audit, as a formal tool for verifying compliance and efficiency, contributes to
maintaining a transparent and predictable institutional climate. Periodic assessments
of information security policies, carried out by internal or external entities, allow not
only to correct deviations, but also to anticipate structural vulnerabilities. In military
environments, audit has an additional strategic dimension: it validates the capacity
of information systems to support operations under conditions of informational and
cyber adversity (Kent and Souppaya 2006).

Disciplinary and legal sanctions complete this framework, ensuring a proportionate
institutional response to violations of security norms. Without clear sanctioning
mechanisms, responsibility becomes illusory, and the organization runs the risk of
the norms being perceived as purely formal. The consistent application of measures
- from withdrawal of access, to temporary or permanent suspension from office,
to criminal prosecution in serious cases — contributes to the consolidation of an
institutional culture based on compliance with regulations and awareness of the
individual consequences of negligence or malicious intent (Metin, et al. 2024).

Thus, accountability in a strategic information ecosystem cannot function in
the absence of a coherent framework of traceability, audit, and sanctioning. This
institutional triad ensures not only operational resilience but also the internal and
external legitimacy of the organization in the face of the challenges specific to the
contemporary security environment.

Traceability is an essential functionality within the security architecture of strategic
information systems, defining the system’s ability to record, track, and correlate all
actions carried out on information resources by authorized users. This function
is not only a technical role, but also constitutes the foundation of individual
and institutional accountability, providing evidentiary support for assessing
user behavior and process compliance with policies and regulations in force.
Operationally, traceability is achieved through a set of technologies and methods,
such as detailed access logs, cryptographic journaling systems, and behavioral
analysis modules, which allow the correlation of each action in the system with a
unique digital identity. In high-security military and institutional environments,
these systems are configured to operate in a non-repudiation regime, ensuring that
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no relevant operation can be subsequently contested by the actor that generated it
(Sulaiman, et al. 2022).

The importance of traceability is not limited to the post-incident investigative
dimension, although this is vital for determining the causes and responsibilities in
the event of information compromise. It plays a preventive and systemic role in the
information risk governance process, allowing institutions to monitor user activity in
real time, detect behavioral anomalies, and react promptly to violations or potential
internal attacks. Thus, traceability contributes to strengthening operational response
capacity and maintaining an organizational culture based on transparency and
accountability. In addition, traceability is an essential condition for effective auditing
of information systems. Especially in strategic organizations, logs must be protected
against modification or deletion, as they can constitute legal evidence in disciplinary
or criminal investigations. For this reason, military institutions implement solutions
that ensure the integrity of logs through digital sealing mechanisms, temporal
synchronization with external time sources, and replication in redundant systems,
thus guaranteeing that any attempt to alter records is detectable and punishable.

Therefore, traceability is not only a technological component but a strategic
dimension of the security architecture, integrated into the overall compliance,
internal control, and information governance policies. Without a robust traceability
mechanism, strategic institutions risk not only losing control over information
resources but also diminishing the ability to react legitimately and effectively to
internal misconduct or external attacks.

Auditing is one of the most important components of the institutional control
mechanism in information security, with the role of assessing the compliance,
efficiency, and robustness of processes, policies, and IT infrastructures. In strategic
environments, auditing transcends the purely procedural dimension, becoming
an essential tool for governance and risk anticipation, which contributes to
strengthening organizational integrity and maintaining operational capacity in
conditions of uncertainty or threat. Information security auditing is carried out
on two interdependent levels: the technical and the procedural. The technical
audit involves examining information systems from the perspective of security
configurations, encryption levels, intrusion detection systems, as well as access and
logging policies. The objective is to identify vulnerabilities that could be exploited by
internal or external actors and assess the system’s ability to withstand cyberattacks,
including advanced persistent threats (APT). In military organizations, this type
of audit is often complemented by penetration simulations (“red teaming”), in
which specialized teams attempt to compromise systems in a controlled manner to
highlight weaknesses in the defense.

On the other hand, procedural auditing focuses on how security policies and
regulations are applied in practice. It analyzes the compatibility between operational

303



EL. Dragomir
No0.2/2025 (vol. 14)

https://doi.org/10.53477/2284-9378-25-31

304

flows and regulatory requirements, the degree of compliance with protocols for
accessing and handling classified information, and the level of training of personnel.
Discrepancies between theoretical provisions and the actual behavior of institutional
actors may signal communication deficiencies, the lack of an organizational culture
focused on security, or even systemic risks generated by tolerance for deviations. An
effective audit requires the independence of control structures, access to unfiltered
data, and the ability to formulate operational recommendations, not just technical
findings. It is also essential that the audit results are integrated into a continuous
improvement cycle, in which recommendations are translated into concrete
measures and their implementation is monitored with the same rigor.

In conclusion, auditing is not just a retrospective verification practice, but an
active element of the information security system, designed to detect and correct
vulnerabilities, validate measures, and strengthen individual and institutional
responsibility. In the absence of a solid audit function anchored in the decision-making
architecture of strategic organizations, control over information risks remains partial
and reactive, which can compromise the resilience of the entire system.

Legal and disciplinary liability is the sanctioning dimension through which strategic
organizations strengthen their control mechanisms and prevent non-compliant
behaviors. In highly classified environments, such as military ones, individual
responsibility for protecting classified information is not only a professional
obligation but also a legal requirement, regulated by internal rules, national
legislation, and international treaties on security and defense. Within military
institutions, the sanctioning regime is complemented by internal regulations that
include, in addition to temporary suspension or revocation of access to classified
information, procedures for demotion or exclusion from the system. Criminal
liability is activated when the compromise of information occurs through intentional
acts, gross negligence, or culpable omissions. Such acts include the unauthorized
transfer of data, unauthorized access to classified systems, loss of physical storage
media, or failure to comply with operational procedures. In these cases, the
competent authorities, including specialized structures of the Public Ministry or
counterintelligence services, initiate investigations that may lead to the prosecution
of the individuals involved (Metin, et al. 2024). Disciplinary liability, although
distinct from criminal liability, plays a complementary role, with the objective of
maintaining internal order and compliance with organizational norms. This can be
applied even in situations where the act does not meet the constitutive elements of
a crime, but reflects unacceptable conduct from the perspective of job obligations.
Sanctions can range from written warnings and temporary salary reductions to
dismissal from office or exclusion from security structures, depending on the
seriousness of the violation and the position occupied by the person in question.

In strategic environments, the effectiveness of these forms of liability depends
on three factors: the clarity of the rules, the consistency of application, and the
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transparency of the procedures. The lack of a well-defined regulatory framework or
the selective application of sanctions can lead to the erosion of the organizational
culture based on ethics and responsibility. In contrast, a firm but fair liability regime
contributes to strengthening internal trust, preventing information risks, and
protecting the integrity of classified systems.

Thus, legal and disciplinary liability must be understood as an essential link in the
information security ecosystem, through which individual behavior is correlated
with institutional norms, and protecting sensitive information becomes an act of
compliance, loyalty, and respect for the national interest.

3. Contributions of Intelligent Information Systems
in Strengthening Organizational Responsibility and Ethics

In the era of accelerated digital transformation and intensification of hybrid
threats, Intelligent Information Systems (IIS) have become essential elements in
the architecture of strategic organizations, redefining the paradigms of governance,
security, and decision-making. These systems, based on artificial intelligence (AI),
machine learning (ML), predictive analytics, and cognitive automation processes,
extend the functionalities of traditional information infrastructure, offering
an increased capacity for adaptation and anticipation in volatile operational
environments (Dignum 2019; Xu, et al. 2024).

In particular, IIS allows the modernization of decision-making processes by reducing
uncertainty and increasing the speed of reaction to information threats. Machine
learning algorithms can analyze massive volumes of data in real time, identifying
relevant patterns, anomalies, and weak signals that could indicate a security breach or
deviant behavior by an internal user. This early detection capability, combined with
automated response mechanisms, directly contributes to strengthening information
resilience and preventing incidents with systemic impact (Grigaliunas, et al. 2024).
Furthermore, intelligent systems facilitate proactive governance of information
risks by generating predictive models and decision-making recommendations
based on probabilistic threat assessment. These tools not only support tactical
security processes but also allow for the alignment of operational decisions with
pre-established ethical and legal standards. Thus, SIIs become ethical support
tools in environments where rapid decisions must be compatible with national and
international regulations on data protection and fundamental rights (Dignum, 2019;
Tounsi and Rais 2021).

A key element that differentiates intelligent information systems (IIS) from
classic security infrastructures is their ability to facilitate proactive governance of
information risks, based on anticipation, adaptation, and regulatory compliance.
This proactive approach involves moving beyond the reactive paradigm, in which
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security measures are implemented post-factum, and moving to a predictive model,
in which threats are identified, assessed, and neutralized before they materialize.
IIS integrates machine learning algorithms and artificial intelligence models that
process large volumes of data from heterogeneous sources - including system
logs, communication flows, behavioral profiles, and threat indicators — to generate
probabilistic assessments of emerging risks. Through these capabilities, systems can
detect weak signals and correlate seemingly isolated events, identifying patterns that
indicate abnormal, potentially dangerous activities before they become manifest
(Tounsi and Rais 2021). This type of predictive analysis gives decision-makers a
significant time advantage, allowing them to adopt preventive, not just corrective,
security measures.

In addition to the technical dimension, SII also contributes to supporting a coherent
ethical and legal decision-making framework. In strategic organizations, where
decisions often have to be made under pressure and uncertainty, intelligent tools
provide objective analytical support, reducing the risk of arbitrary or non-compliant
decisions. For example, by integrating ethical rules or data protection compliance
criteria, systems can assess decision-making options not only from the point of view
of operational efficiency, but also from the point of view of compliance with legal
norms and principles of law (Dignum 2019).

This “automated ethical assistance” function becomes crucial in sensitive areas, such
as national defense, cybersecurity, or the protection of critical infrastructures, where
decisions can simultaneously involve technical, human, and political consequences.
SIT can recommend options that minimize collateral risks, protect personal data, or
respect fundamental rights, even in operational contexts where such dimensions are
easy to neglect. Thus, these systems not only optimize the response to threats but also
institutionalize a framework of distributed ethical responsibility, in which normative
principles are incorporated into the algorithmic logic of action. In this sense, the role
of SII transcends the function of technological support, becoming an integral part of
a responsible decision-making mechanism, capable of integrating security, legality,
and ethical criteria in real time. In a complex and hyperconnected information
ecosystem, in which the boundaries between the operational and the normative are
increasingly fluid, this ability to support decisions compatible simultaneously with
the imperative of efficiency and with moral and legal requirements represents a
major strategic advantage.

Another essential benefit of SII consists of supporting an ethical organizational
culture. By continuously and impartially monitoring user interactions with
information systems, these technologies provide a framework of distributed
responsibility, in which each actor is aware that their actions are subject to an
objective regime of evaluation and traceability. In this sense, technology functions
not only as a data guardian but also as a moral compliance mechanism, reducing the
space for deviations or opportunistic behaviors (Xu, et al. 2024).
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In conclusion, intelligent information systems contribute to the modernization of
security architectures and the professionalization of strategic decisions, providing
indispensable technological support for achieving a sustainable balance between
operational efficiency, accountability, and institutional ethics. In an environment
where reaction time is critical and human errors can have irreversible consequences,
the integration of SII is no longer an option, but a strategic necessity for organizations
that manage classified information and critical resources.

One of the most relevant benefits of intelligent information systems (SII) within
strategic organizations lies in their ability to support and strengthen an ethical
organizational culture, in which behavioral norms, institutional values, and
individual responsibility are continuously promoted, verified, and reinforced
through transparent and impartial technological mechanisms. Unlike traditional
compliance models, which are predominantly based on hierarchical supervision
and periodic audits, SII offers the possibility of constant, scalable, and neutral
monitoring of interactions between users and critical information resources. By
automatically collecting and analyzing data on user activity, including file access,
configuration changes, communication through internal channels, or activity
outside of work hours, these systems can build behavioral profiles that allow the
detection of significant deviations from institutional norms. This form of monitoring
does not aim at repressive control, but rather at cultivating an environment in which
organizational actors become aware that each action is subject to a form of objective
evaluation, unmediated by subjective perceptions or interests (Xu, et al. 2024).

In this configuration, technology becomes a catalyst for individual responsibility,
contributing to the internalization of ethical norms by users. The awareness that
professional activity is visible and traceable not only discourages opportunistic
behaviors but also encourages the adoption of compliant practices, in which
compliance with policies is no longer perceived as an external obligation but
as a norm integrated into the individual’s professional identity. This distributed
responsibility, supported by impartial and automated systems, has the advantage of
reducing the room for maneuver for destructive actions, while strengthening trust in
institutional control mechanisms.

Furthermore, SII can contribute to the development of an organizational climate in
which moral compliance is not just a result of fear of sanction, but of understanding
and assimilation of institutional values. By analyzing collective and individual
behaviors, systems can generate useful information about dominant patterns, the
organization’s ethical vulnerabilities, and the need for training or cultural adjustment
interventions. This type of analytical feedback allows decision-makers to adopt
proactive organizational ethics policies, based on data, and not just on assumptions
or reactive incidents (Tounsi and Rais 2018).

Through advanced capabilities for predictive analysis, anomaly detection, reaction
automation, and decision assistance, SII provides operational support that goes

307



EL. Dragomir
No0.2/2025 (vol. 14)

https://doi.org/10.53477/2284-9378-25-31

308

beyond the technical sphere and penetrates the normative and organizational
dimensions of security. Thus, decisions are no longer made solely based on intuition
or individual experience, but are supported by data, correlated with scenarios,
assessed according to risks, and filtered through ethical and legal constraints.
This recalibration of the decision-making process allows not only to minimize
human errors, but also to strengthen legitimacy and transparency within strategic
institutions (Dignum 2019).

In the contemporary operational context, in which reaction time is compressed
and the pressure on institutional leaders is constant, rapid but compliant decisions
become an imperative. In this equation, SII offers a competitive advantage through
its ability to provide information in real time, learn from previous incidents, and
generate adaptive solutions in the face of dynamic threats (Tounsi and Rais 2018).
Moreover, by promoting an organizational culture based on transparency,
traceability, and distributed ethics, these systems support the development of an agile
institution, capable of operating in volatile environments without compromising its
fundamental values. In this sense, the role of SII is not limited to a security tool,
but extends to the status of critical infrastructure for responsible decision-making,
strategic governance, and organizational resilience.

Therefore, in institutional environments that manage classified information, critical
infrastructures, or national strategic stakes, the implementation of intelligent
information systems can no longer be considered a luxury or an optional choice. It
represents an imperative necessity for strengthening security, optimizing decisions,
and ensuring institutional conduct in line with international standards of ethics,
legality, and performance.

Conclusions

With the growth of strategic data and the rise of hybrid threats, protecting
sensitive information can no longer be effectively achieved through traditional
security and institutional control mechanisms. This article has argued that the
ethical triad of confidentiality, loyalty, and accountability cannot be sustainably
supported without the integration of emerging technologies, especially intelligent
information systems (IIS).

These systems not only extend the technical capabilities of strategic organizations but
also fundamentally transform the way information governance is understood and
applied. With the ability to monitor user behavior in real time, generate predictive
risk assessments, and support strategic decisions through recommendations that
comply with ethical and legal standards, IISs become distributed accountability
infrastructures. They provide additional guarantees for the integrity of processes and
significantly reduce the risk of human error, abuse, or institutional negligence.
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Another essential contribution of these technologies is to support an ethical
organizational culture. Through traceability, impartiality in evaluation, and
adaptability, SII contributes to strengthening the professional awareness of staff
and the internalization of institutional values. Thus, technology functions not only
as a control tool, but as a mechanism for cultivating institutional ethics, in which
responsibility is not imposed externally, but supported by infrastructure and
decision-making process.

The integration of intelligent information systems into the architecture of strategic
organizations must be seen not as a technological option, but as a strategic
necessity. They provide the premises for robust, compliant, proactive, and value-
oriented governance. In an increasingly unstable information environment, where
reaction time is critical and the costs of mistakes are irreversible, SII constitutes an
indispensable support for ensuring security, legitimacy, and institutional resilience.
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Abstract

To improve the responsiveness and adaptability of decision-makers in the ever-changing and unpredictable world
of contemporary military operations, flexible and adaptable approaches to planning are essential. Originally created
for software development, Agile approaches offer a new way to increase the effectiveness and efficiency of planning
in the military context through the use of project management. This study examines the application of Agile concepts
- such as collaboration, flexibility, and iteration - to the planning of military operations. This study highlights the
advantages and challenges of applying these concepts in a military setting, emphasising how they can improve
strategic adaptability and rapid response times. Focusing on their development, fundamental ideas and various
project management applications, the study summarises the body of research on Agile approaches. The main focus
of the paper is on the way in which Agile frameworks such as Scrum and Kanban can be adapted for use in military
contexts, emphasising teamwork, customer satisfaction and continuous improvement. Key studies show that by
encouraging greater cooperation and adaptability, Agile approaches dramatically improve project performance in
dynamic contexts. However, obstacles such as reluctance to adapt, lack of qualified staff and problems in scaling
Agile methods are also reported.
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Military operations are conducted in environments characterised by volatility,
uncertainty, complexity and ambiguity. Agile project methodologies,
originally created for software development, offer promising approaches to
enhance the effectiveness of military planning in these dynamic environments.
This paper examines how Agile frameworks can be adapted to military contexts,
providing empirical evidence of their benefits while recognising the challenges of
their implementation. Research shows that military organisations adopting Agile
methods have achieved significant improvements in responsiveness, collaboration,
and operational efficiency. Medium-sized projects using Agile methods have
delivered greater customer benefits than traditional approaches, with notable
success in military IT deployments. While organisational resilience and security
concerns pose challenges, strategic implementation approaches that balance military
hierarchical structures with Agile principles hold great promise for improving
military operational capabilities.

1. Historical background and evolution of military planning

1.1. Traditional military planning approaches

Military planning has historically used linear, sequential processes that emphasise
comprehensive, advanced planning and strict hierarchical execution. These
traditional approaches, while providing structure and clarity of command, often
fail to respond effectively to rapidly changing operational conditions. Military
organisations around the world have recognised this limitation in contemporary
operational environments where threats evolve rapidly and information flows
continuously.

Traditional military planning typically follows a “waterfall” approach, with
sequential phases that include intelligence gathering, mission analysis, course of
action development, comparison, approval, and execution. This methodology
emphasises thorough analysis and detailed planning before execution begins
(Tudose 2021). While this approach provides a comprehensive analysis of factors
and clear direction, it suffers from significant limitations in dynamic environments.
Once launched, these plans are difficult to modify without substantial disruption,
creating rigidity that can be exploited by more agile adversaries.

As military leaders face increasingly complex and unpredictable operational
environments, the limitations of traditional planning approaches have become
more apparent. The quest for greater flexibility within military organisations has
become the “requirement of the moment” in the digital age, as they seek to flatten
organisational structures to speed decision-making and improve responsiveness.
This recognition has led to increased interest in alternative planning approaches that
can better accommodate uncertainty and change.
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1.2. The emergence of Agile methodologies

Agile methodologies emerged in the software development industry in the 1990s,
culminating in the “Agile Manifesto” in 2001. This manifesto established four core
values: individuals and interactions are more important than processes and tools;
functional software is more important than complete documentation; collaboration
with customers is more important than contract negotiation; and responding
to change is more important than sticking to a plan. These values represented a
significant departure from traditional “waterfall” approaches to development, which
followed a linear, sequential process similar to traditional military planning (Agile
Manifesto 2001).

The Agile approach introduced several key innovations in project management,
including iterative development, self-organising teams, continuous customer
feedback, and adaptation to changing requirements. These principles were initially
applied to software development, but have since been extended to diverse domains
including product development, marketing and organisational management. Agile’s
success in managing complexity and uncertainty in commercial environments has
sparked interest in its application in military contexts.

The evolution of the software industry from waterfall to Agile approaches reflects the
challenges faced by military organisations. As Gen. Ellen M. Pawlikowski, former
commander of Air Force Materiel Command, explained in 2017, Agile is about
continuous iteration: “You plan it, you build it, you release it, you get feedback.
And you do it constantly” This iterative approach offers a potential solution to the
adaptability challenges facing military operations (U.S. Air Force 2019).

2. Theoretical framework for implementing
agile approaches in the military environment

2.1. Fundamental principles of Agile project management

Agile project management is based on several fundamental principles that differentiate
it from traditional approaches. First, it emphasises iterative development, breaking
projects into small, manageable cycles that produce incremental value. Second, it
prioritises adaptability, encouraging change rather than resisting it. Third, it focuses
on collaboration, promoting self-organising, cross-functional teams working closely
together. Fourth, it focuses on the customer, ensuring continuous alignment with
user needs. Finally, it encourages continuous improvement by regularly reflecting
and adapting processes (Daraojimba, et al. 2024).

These principles manifest in various practices within Agile. Daily stand-up meetings
improve communication and problem-solving. Sprint reviews (in Scrum) provide
regular opportunities for stakeholder feedback. Retrospectives allow teams to learn
from experience and improve processes. Visual workflow management (in Kanban)
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increases transparency and identifies bottlenecks. Together, these practices create a
framework to respond effectively to changing requirements while maintaining focus
on delivering value (Orlov, et al. 2021).

The iterative nature of Agile project management is particularly valuable in uncertain
environments. Rather than trying to predict all requirements and plan everything
in advance, Agile approaches recognise uncertainty and establish mechanisms
for periodic reassessment and adaptation. This iterative approach allows teams to
learn and adapt as they progress, making it well-suited for complex and dynamic
environments such as military operations.

2.2. Parallels between military strategy and Agile philosophy

Surprisingly, many Agile principles find parallels in traditional military strategy and
tactics. The ancient Chinese military strategist Sun Tzu emphasised adaptability,
rapid response, and exploiting changing circumstances - concepts that align closely
with Agile philosophy. Research has explored these connections, highlighting how
military strategy concepts can be translated into Agile development principles. For
example, Sun Tzu’s emphasis on adaptability and adjusting strategies according to
the situation aligns with Agile’s emphasis on responding to change (Tudose 2021).

Military doctrine has long recognised the importance of adaptability in uncertain
environments. The concepts of mission command and commander’s intent provide
subordinate units the freedom to adapt their approach while maintaining alignment
with overall objectives. This balance between autonomy and alignment reflects Agile’s
emphasis on self-organising teams working toward common goals (Tudose 2021).

The link between military strategy and Agile becomes particularly evident when
examining the military’s approach to VUCA (Volatility, Uncertainty, Complexity,
and Ambiguity) environments - a concept that has also been applied to business
contexts. Both military doctrine and Agile methodologies recognise the limitations
of prediction and detailed planning in such environments, emphasising instead
adaptability, learning, and decentralised decision making (Supriyadi, et al. 2023).

2.3. Adaptability and responsiveness in military contexts

The ability to adapt quickly to changing circumstances is crucial in military
operations. Soldiers typically operate in uncertain, hostile and ambiguous
environments where rapidly changing scenarios are the norm. Traditional
planning approaches often have difficulty maintaining relevance in such dynamic
environments, as plans can become obsolete before they can be fully executed.

Adopting Agile methodologies allows military leaders to exert control while
adapting to changing conditions that might otherwise disrupt operations. By
breaking down operations into smaller iterations, maintaining continuous feedback
loops, and empowering teams to adjust tactics based on the realities on the ground,
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Agile approaches can enhance the military’s ability to respond effectively to emerging
threats and opportunities.

This increased adaptability can provide strategic advantages in conflict situations.
Military theorists have long recognised that the ability to execute the OODA
(Observe, Orient, Decide, Act) loop faster than adversaries provides a significant
advantage. Agile methodologies, with their emphasis on rapid feedback and
adaptation, can accelerate this loop, enabling military forces to outperform
adversaries in dynamic environments (Toroi and Stanciu 2023).

3. Agile frameworks and their military applications

3.1. Scrum framework in military operations

Scrum, one of the most widely used Agile frameworks, provides a structured but
flexible approach to project management that can be adapted to military contexts.
The framework organises work into time-framed iterations, called sprints, typically
lasting 1-4 weeks. Each sprint begins with planning, includes daily synchronisation
meetings, and concludes with review and retrospective sessions. A product owner
prioritises work based on value, while a Scrum master facilitates the process and
removes impediments (Schwaber and Sutherland 2020).

In the military environment, Scrum can be adapted to support operational planning
and execution. Sprint planning sessions can include mission analysis and course
of action development. Daily meetings serve as synchronisation meetings for
operational teams, ensuring alignment and surfacing challenges. Sprint reviews
provide structured opportunities to assess progress and adjust plans as conditions
change. Retrospectives support after-action review processes and lessons learned,
reinforcing organisational learning.

The US Army has successfully used Scrum to manage logistics operations in Iraq
and Afghanistan, demonstrating its applicability beyond software development. By
organising logistical support into sprints and maintaining regular synchronisation,
these operations achieved greater responsiveness to changing needs while
maintaining coordination between units. This application shows how the Scrum
structure can provide a sufficient framework to ensure coordination while allowing
the flexibility needed in dynamic environments (Orlov, et al. 2021).

3.2. Kanban implementation for logistics and military support

The Kanban method provides a visual approach to workflow management that can
be particularly valuable for logistics and military support functions. The method
visualises work items on a whiteboard with columns representing workflow steps,
limits work in progress to prevent overload, and focuses on optimising flow through
the system. This visualisation makes bottlenecks immediately visible, allowing teams
to address problems before they affect operations (Kanban University 2021).
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In military contexts, Kanban can efficiently manage operational tasks, logistics and
support activities. The US Navy has used Kanban to manage the development of
software systems, demonstrating its military applicability. By visualising the status
of tasks and limiting work in progress, logistics teams can focus their resources on
critical priorities instead of spreading their efforts too thinly across multiple tasks
(Abercrombie, Fullbright and Long 2016).

Kanban’s emphasis on limiting work in progress aligns with the military principle
of concentrating force, suggesting a natural fit between the two approaches. By
visualising workflows and identifying bottlenecks, military units can ensure that
resources are directed to the most critical tasks, increasing overall operational
efficiency.

3.3. Hybrid approaches: Scrumban, Kanplan and Military Design Thinking (MDT)
Recognizing that there is no single framework that fits all contexts, hybrid approaches
have emerged that combine elements of different Agile methodologies. Scrumban
combines the Scrum framework with Kanban flow optimisation, while Kanplan adds
Scrum backlog concepts to Kanban, allowing teams that don't work iteratively to
benefit from backlog preparation.

Similarly, the military has developed hybrid approaches that combine Agile principles
with traditional military planning. Military Design Thinking (MDT) adapts the
principles of design thinking to military contexts, creating an innovative and flexible
command and control (C2) method. This approach maintains the necessary military
structures while incorporating iteration, user-centeredness, and adaptability from
Agile and Design Thinking approaches (Alaidaros, Omar and Romli 2021).

These hybrid approaches provide valuable flexibility by combining structure with
adaptability. They recognise the reality that military organisations cannot completely
abandon hierarchical structures and formal processes, but they can improve them
with Agile principles. This balanced approach may be the most practical way forward
for military organisations that want to become more adaptive while maintaining the
necessary command structures.

4. Empirical evidence and case studies

4.1. Transnational analysis of military IT projects

Empirical studies of military IT projects provide valuable insights into the
effectiveness of Agile methodologies in military contexts. A cross-country study
of IT projects in NATO countries and agencies found that projects using Agile
methods delivered more benefits to customers than those using traditional methods.
Medium-sized projects performed better than small and large projects, and customer
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involvement had a positive effect on project success. Clear specification of objectives
also had a statistically significant positive effect on project outcomes.

This research challenges the common assumption that traditional approaches are more
suitable for military projects. Empirical evidence suggests that Agile methods can
deliver superior outcomes, particularly in terms of benefits and customer satisfaction.
The finding that medium-sized projects performed best indicates that Agile methods
can be most effective when applied at an appropriate scale, neither too small to justify
the overhead nor too large to be managed effectively (Orlov, et al. 2021).

The study also highlighted the importance of customer involvement - a core Agile
principle - in project success. Military IT projects that benefited from active end-
user participation were more likely to deliver benefits that met real operational
needs. This finding supports Agile’s emphasis on collaboration between developers
and users throughout the project lifecycle.

4.2. Diggerworks: an Agile success story in the military

One of the most compelling cases of a successful Agile implementation in a
military context is Diggerworks, the Australian defence organisation responsible
for the design, development, and integration of combat equipment and clothing for
soldiers. Following its move to Agile, Diggerworks has achieved remarkable results:
productivity has increased by 400-600%, project delivery times have dropped from
months to weeks in many cases, and employee satisfaction has increased significantly
(Cebon and Samson 2012).

The Diggerworks case is particularly notable because it involves physical hardware
rather than software, demonstrating the applicability of Agile beyond IT. The
organisation was established in 2011 after Australian Senate hearings identified
critical problems in procurement and supply chain arrangements for military
equipment. By adopting Agile approaches that emphasise innovation and
responsiveness, Diggerworks has dramatically improved its ability to deliver better
equipment faster.

This success has prompted other military groups to consider adopting Agile,
including Army R&D groups, personnel management, and major procurement
projects. Even the Royal Australian Navy and Air Force have expressed interest,
suggesting a growing recognition of the potential benefits of Agile across all areas of
the military.

4.3. US Air Force Agile Transformation

The U.S. Air Force has adopted Agile methodologies to address challenges in
software development and acquisition. Following the lead of organisations such as
the Defence Innovation Unit (DIU), the Air Force is implementing a more modern
and less bureaucratic approach to development that aims to deliver capabilities to
warfighters faster and at lower cost (U.S. Air Force 2019).
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One notable example is the Air Force’s Kessel Run software development initiative,
which utilises Agile methods to rapidly develop and deploy software capabilities.
By adopting Agile practices, Kessel Run has significantly reduced development
times, enabling more responsive support to operational needs. This initiative
represents a departure from the Air Force’s traditional “waterfall approach” to
software development, which typically followed a sequential process with lengthy
documentation and review requirements (Budden, et al. 2021).

These Air Force initiatives demonstrate how even large, traditionally hierarchical
military organisations can successfully adopt Agile approaches. By starting with
specific projects and demonstrating success, these initiatives create momentum for
broader organisational change while addressing immediate operational needs.

5. Agile benefits in military operations

5.1. Improve responsiveness to changing conditions

One of the main benefits of Agile methodologies in military contexts is increased
responsiveness to changing conditions. Traditional military planning processes can be
time-consuming and difficult to adjust once set in motion. Agile approaches, which
emphasise iteration and adaptation, allow military units to react more quickly to
changing circumstances while maintaining operational effectiveness despite uncertainty.

Research on military projects using Agile methods has shown significant
improvements in cycle time and responsiveness. For example, the ISPAN program
shortened cycle time by 45 months, demonstrating the time-saving potential
of Agile approaches (Kniberg and Skarin 2010). Similarly, the Diggerworks
experience has shown dramatic reductions in project delivery times from months
to weeks (Cebon and Samson 2012). These improvements in responsiveness
translate directly into operational advantages. In combat situations, the ability
to adapt quickly to changing circumstances can determine success or failure.
By adopting Agile principles, military organisations can enhance their ability to
respond effectively to dynamic operational environments while maintaining the
initiative and seizing opportunities as they arise.

5.2. Improving collaboration and information exchange

Agile methodologies emphasise collaboration and communication within and between
teams. In military contexts, this can lead to more effective coordination and information
sharing, addressing the “stovepipe” problem often seen in military organisations where
information remains siloed in separate units or systems (Tudose 2021).

Studies of military IT projects have found that customer engagement, a key aspect of
Agile approaches, has had a positive effect on project success. By encouraging closer
collaboration between developers and users, Agile methods ensure that solutions
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meet real operational needs rather than assumed requirements. Beyond IT projects,
Agile principles can improve collaboration in operational planning and execution.
Practices such as daily meetings and regular reviews improve synchronisation
between units and ensure that all stakeholders have a common understanding of
the situation and plan. This improved collaboration can reduce friction, increase
coordination, and ultimately improve operational effectiveness (Alaidaros, Omar
and Romli 2021)..

5.3. Increase operational efficiency and effectiveness

Agile methodologies can improve the efficiency and effectiveness of military
operations by focusing resources on prioritised tasks, reducing waste, and
promoting continuous improvement through regular feedback and adaptation.
Kanban’s emphasis on visualising work and limiting work in progress helps military
units identify bottlenecks and ensure that resources are allocated to essential tasks.
Diggerworks’ experience with a 400-600% increase in productivity demonstrates the
potential efficiency gains of Agile approaches. By focusing on delivering incremental
value, limiting work in progress, and continuously improving processes based on
feedback, military organisations can potentially accomplish more with limited
resources, addressing the perennial challenge of balancing strategies with available
resources (Agile Manifesto 2001).

These efficiency improvements are particularly valuable in resource-constrained
environments. By eliminating waste, focusing on high-value activities, and
continuously improving processes, Agile approaches enable military organisations
to maximise the impact of available resources. This efficiency can create strategic
advantages by enabling faster capability development and deployment.

5.4. Strategic adaptability and learning

At the strategic level, Agile methodologies provide military organisations with
increased adaptability and learning capabilities. The iterative nature of Agile
approaches creates regular opportunities to assess progress, gather feedback
and adjust course as necessary. This enables faster learning and adaptation than
traditional approaches that rely on extensive post-operational analysis. Military
strategy research suggests that adaptability and learning are critical factors in long-
term success. By adopting Agile principles, military organisations can improve these
capabilities, gaining strategic advantages over less adaptive adversaries. The ability to
learn and adapt faster than adversaries creates opportunities to seize and maintain
the initiative in dynamic environments. This strategic adaptability also supports
innovation in the development of military capabilities. By creating shorter feedback
loops between users and developers, Agile approaches enable faster identification and
implementation of innovative solutions to operational challenges. This accelerated
innovation cycle can provide significant advantages in capability development and
deployment (Abercrombie, Fullbright and Long 2016).
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6. Implementation challenges and considerations

6.1. Organisational and cultural barriers

Despite its potential benefits, implementing Agile methodologies in military
contexts faces significant organisational and cultural barriers. Military organisations
have deep-rooted traditions and established ways of working that can be difficult to
change. The hierarchical nature of military structures may seem to conflict with Agile’s
emphasis on self-organising teams and distributed decision making. For example, in
international contexts, cultural differences may accentuate incompatibilities between
self-organising Agile teams and rigid hierarchical structures (Smite, Gonzalez-
Huerta and Moe 2018).

Research on Agile adoption in government and military contexts has identified
resistance to change as a common barrier. Cultural factors, including risk aversion
and a preference for established processes, can impede the adoption of new
approaches. Overcoming this resistance requires strong leadership support, clear
communication of the benefits, and careful phased implementation that respects the
necessary military command structures.

The military’s traditional emphasis on extensive planning and formal documentation
may also conflict with Agile’s preference for functional solutions over comprehensive
documentation. Finding an appropriate balance that maintains necessary
documentation while eliminating unnecessary bureaucracy is a significant challenge
for military Agile implementations (Alaidaros, Omar and Romli 2021).

6.2. Security and privacy concerns

Military operations involve sensitive information and strict security requirements
that can potentially conflict with Agile’s emphasis on transparency and information
sharing. Balancing security needs with collaborative practices is a significant
challenge for military Agile implementations.

Classified information and compartmentalised access create practical barriers
to the free flow of information that supports Agile collaboration. Teams may be
unable to share certain information across organisational boundaries, limiting the
effectiveness of collaborative practices. For example, the DIACAP process used for
security assessment in DoD projects introduces significant delays that run counter to
the fast pace of Agile methodologies (Chung and Nixon 2013).

Military organisations must develop adapted approaches that maintain the necessary
security controls while preserving the core benefits of Agile. In addition, military
systems often operate on isolated networks with restricted access, which complicates
the implementation of digital collaboration tools that support Agile practices. Creative
solutions that maintain security while enabling necessary collaboration as well are
essential for successful military Agile deployments (Kniberg and Skarin 2010).
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6.3. Agile scaling for large-scale military operations

Scaling Agile methodologies to large and complex military operations presents
significant challenges. While Agile approaches work well for small, co-located teams,
they become more difficult to implement in large, distributed organisations with
multiple interdependencies - exactly the environment in which military operations
typically take place. Research on scaling Agile in large organisations has identified
coordination difficulties, alignment issues, and communication barriers as common
problems. Military operations, which can involve thousands of people in multiple
locations, face similar challenges in extending Agile approaches beyond small units
or specific projects.

Several frameworks for scaling Agile have emerged in commercial contexts,
including SAFe (Scaled Agile Framework), LeSS (Large-Scale Scrum), and Nexus.
For example, Saab has demonstrated the success of scaling Agile by coordinating
over 100 Agile teams to develop the Gripen aeroplane, using daily stand-ups and
synchronised sprints. Such examples emphasise the importance of adapting the
Agile framework to the complexity of military projects while maintaining alignment
between teams and strategic goals (Rigby, Sutherland and Noble 2018).

While these frameworks offer potential solutions, they need to be tailored to military
contexts to account for specific hierarchical command structures and operational
requirements. Developing military-specific approaches for Agile scaling is an
important area for future research and innovation.

6.4. Implementation strategies for military contexts

The successful implementation of Agile methodologies in military contexts
requires thoughtful strategies that recognise organisational realities while pursuing
meaningful change. Research on organisational change suggests that incremental
approaches are often more successful than radical transformations, particularly in
established organisations with strong cultures.

An effective approach is to start with pilot projects in selected areas where Agile is most
likely to succeed. These might include IT projects, logistics management, or training
programs where the benefits of adaptability and rapid feedback are most evident.
Successful pilots serve as examples and learning opportunities for wider implementation,
creating momentum for organisational change (Daraojimba, et al. 2024).

For example, initiatives such as the U.S. Air Force’s Kessel Run have utilised Agile
methodologies for critical application development, achieving significant resource
savings and improved operational planning (Budden, et al. 2021).

Hybrid approaches that combine elements of traditional and Agile methods offer
another promising strategy. For example, maintaining the structure of traditional
military planning processes while incorporating Agile practices such as iteration,
feedback, and adaptation can provide a bridge between approaches. These hybrid
models recognise the reality that military organisations cannot completely abandon
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hierarchical structures, but they can improve them with Agile principles. Leadership
support and involvement are critical to successful Agile implementation. Leaders
must not only support Agile adoption but also model the behaviours and mindsets
that support it, including accepting appropriate levels of uncertainty, encouraging
experimentation, and valuing learning from failure. Education and training
programs should address both Agile technical practices and the underlying mindset
shift towards adaptability and continuous improvement (Tudose 2021).

7. Future directions and research opportunities

7.1. Emerging trends in Agile adoption in the military

Several emerging trends suggest growing interest and innovation in applying
Agile methodologies in military contexts. These include integrating Agile with
artificial intelligence and autonomous systems, extending beyond IT to operational
domains, and developing military-specific Agile frameworks tailored to the unique
requirements of military operations.

As military organisations increasingly use artificial intelligence, machine learning,
and autonomous systems, Agile approaches provide valuable frameworks for
managing these complex, rapidly evolving technologies. The iterative and adaptive
nature of Agile aligns well with the continuous learning and improvement inherent
in these technologies.

While many military Agile implementations have focused on IT and procurement
projects, there is growing interest in applying Agile principles to operational planning
and execution. Concepts such as agile command and control (C2) seek to increase
adaptability in operational environments while maintaining the necessary command
structures. These applications represent promising areas for future development and
research (Orlov, et al. 2021).

7.2. Research and training needs

Several research opportunities exist in the area of Agile adoption in the military.
More empirical studies of military Agile implementations are needed to better
understand outcomes and success factors in these specific contexts. Developing and
validating military-specific Agile frameworks is another important area of research,
as is investigating the cultural and organisational factors that influence Agile
adoption in the military.

Training programs that address both Agile technical practices and the underlying
mindset change are essential for successful implementation. They should be tailored
to military contexts, recognising the unique challenges and requirements of military
operations while preserving core Agile principles. Developing effective approaches to
Agile education in military training institutions is an important area for development.
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The intersection of Agile methodologies with military strategy and doctrine offers
particularly rich opportunities for research and innovation. Exploring how Agile
principles can improve military concepts such as mission command, commander’s
intent, and the OODA loop could provide valuable insights for both military
operations and Agile project management (Schwaber and Sutherland 2020).

7.3. Technology enablers for Military Agile

Technological advances can support and enhance the application of Agile
methodologies in military contexts. Digital collaboration tools working within
security constraints can enable the application of Agile practices in geographically
dispersed military units. Advanced analytics and decision support systems can
provide the rapid feedback needed for effective iteration and adaptation in complex
environments. Simulation and modelling capabilities can support experimentation
and learning without the risks associated with real-world operations.

The military’s increasing adoption of cloud computing also supports Agile
deployment by providing more flexible and scalable environments for development
and deployment. This shift to the cloud increases organisational agility by reducing
reliance on outdated systems with limited flexibility.

These technology enablers, combined with appropriate organisational change and
training, can help military organisations overcome some of the practical barriers
to Agile implementation. By providing infrastructure and tools that support Agile
practices, technology can facilitate the transition to more adaptive approaches to
planning and execution (Orlov, et al. 2021).

Conclusions

Applying Agile project methodologies to military action planning is a promising
approach for improving adaptability and responsiveness in dynamic operational
environments. Evidence from military IT projects and initiatives such as Diggerworks
demonstrates that Agile methodologies can bring tangible benefits in terms of speed,
quality and operational effectiveness. By adopting principles such as collaboration,
iteration, and adaptation, military organisations can improve their ability to respond
effectively to the complexity and uncertainty of contemporary operations.

However, implementing Agile methodologies in military contexts presents
significant challenges, including organisational resilience, security requirements,
and scaling issues. Addressing these challenges requires thoughtful implementation
strategies that balance the need for adaptation with respect for the necessary military
structures and processes. Hybrid approaches that combine elements of traditional
and Agile methods offer practical paths forward, recognising organisational realities
while pursuing significant improvements in adaptability.
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As military organisations continue to explore and adopt Agile approaches,
opportunities exist for further research, innovation, and development of military-
specific frameworks. By learning from experiences gained in both military and non-
military contexts, organisations can develop approaches that leverage the strengths
of Agile while addressing the unique requirements of military operations.

In an era of rapid technological change and evolving threats, the ability to adapt
quickly and effectively is increasingly critical to military success. Agile methodologies,
which emphasise adaptability, collaboration, and continuous improvement, provide
valuable tools for improving this capability and can contribute to more effective and
responsive military operations in the 21st century.

The journey towards more agile military planning is only just beginning, but early
results suggest that this path holds great promise for improving military effectiveness
in complex and dynamic environments.
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ilitary actions conducted in a multinational framework involve skills that are
Mnot necessarily a common part of general or specialized military training.
Multinationality highlights not only the need to legitimize the military actions of
multinational forces (Herciu 2019, 19). From this point of view, both NATO and
the EU must be able to ensure full cooperation not only among the member states
participating in the multinational operation, but also with other states contributing
troops from outside their sphere of responsibility.

Therefore, the training for this type of action is specialized, which is somehow
above the usual military training. The basic skills and principles for multinational
operations differ from mission to mission; they are not similar for an Alliance-type
mission or a coalition of forces, with only member states or with non-member states,
respectively, a peacekeeping or peace enforcement mission, for example.

Along with the selection process, the success of the mission conducted in an
international context largely depends on the way in which the training process for
personnel participating in multinational operations is developed and implemented,
which necessarily requires an understanding of the space for engaging forces and
the complexity of the multinational operation (Herciu 2019, 21). In other words,
the two processes make a significant contribution to quantifying the results of the

multinational operation.

The two processes mentioned above, both the selection process and especially the
training process that takes place after the completion of the first one, influence each
other, are complementary, and value each other. A well-thought-out, efficient, and
effective selection process shows us both how the selection should be carried out and
how it can be better enhanced. Subsequently, the entire training process ensures the
preparation of the selected soldiers for participation in the multinational operation,
to the specifics of the mission, so that they can face the rigors, risks, and threats
identified for the respective operation (Alexandrescu and Bahnédreanu 2007, 39-40).

Organizing the training process

The process of training for personnel participating in multinational operations
under the command of international security organizations contains a complex set of
measures and activities that are organized, planned, and executed for the acquisition
by military personnel of the knowledge necessary to carry out missions during
deployment in the theatre of operations. As a rule, the process of training personnel
for participation in multinational operations has an intensive, practical-applicable,
multidisciplinary character, in order to carry out missions by the entire military
force to high standards in safe conditions, as much as possible without unnecessary
risks, with reduced resource consumption. In accordance with the new concept
of training military personnel (Stoica 2015, 38) participating in multinational
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operations, we believe that it is necessary to plan and organize their training based
on a plan perfectly adapted to the mission conditions.

From a temporal perspective and specific location, the training process of military
personnel taking part in military actions in theatres of operations covers two main
phases, namely the one intended for the preparation of multinational missions,
which is carried out predominantly within the unit assigned to carry out military
actions of this type, through training programs and lessons where the emphasis
is on knowing the standard operating procedures within the mission in which
the military structure is to participate, on knowing the specific conditions in the
country of mission, through advanced training and specialization courses, therefore
a theoretical training, as well as through practical-applicative activities, exercises,
various staff trainings, with a profound demonstrative and methodical character.

The materials presented during the theoretical training can be organized in the
form of lessons that will have both presentations and practical sessions, always
taking into account that the information necessary for the mission is obtained both
through the effort of each participant (individual study), and through verifications
regarding existing and possible situations that may arise in the theatre of operations,
depending on the deployment area. The final result must aim at obtaining a volume
of knowledge that will ensure that the mission participants fulfil the tasks received,
resulting from the job description.

The second phase concerns the time spent in the theatre of operations, during the
execution of the multinational mission, the training of personnel having a special
note, in the sense that all this activity will be carried out in a decentralized manner,
considering the sometimes-large distances that can separate the locations of
personnel deployment within the same contingent, this being carried out according
to necessity, situation and time available.

We consider the way in which the training activity is carried out, in the deployment
area, in the theatre of operations, to be very important. In this regard, the continuous
training process should take into account that the training sessions should have
both a theoretical and a practical-applicative character, with the presentation of
information and concrete situations, for which the allocation of time should take
into account newly emerging aspects and, obviously, the elimination of some formal
behaviours, generated by stationing in the theatre of operations for a longer period
of time or by some events that influence the way the personnel act.

Due to these particularities, it is necessary that during the preparation of the
mission, a minimum number of personnel should be selected to participate in a
separate training program that will provide them with the knowledge necessary to
conduct the specific training from both a theoretical and practical point of view, but
especially a psycho-pedagogical one.
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On the other hand, from the perspective of the organization and planning of the
learning process, the training of all personnel participating in the multinational
operation is of a special nature, and it must be carried out on two coordinates.
Thus, the first stage represents the basic level of training (individual training stage)
that all personnel and, within it, all military personnel must reach, regardless of
the multinational mission in which they participate, regardless of the specialties
and positions held. This stage aims to ensure the knowledge and skills necessary to
execute multinational missions.

The second stage aims to achieve specific training (collective training stage),
depending on the type of mission in which the unit is involved. We would like
to highlight the fact that all training topics intended for both the entire staff and
the staft performing various functions will be distributed progressively during the
individual training stage, but also during collective training, aiming to accumulate
the basic knowledge necessary for the mission, as well as the specific ones, adapted to
the conditions of the geographical area of the mission and the theatre of operations.

Specific elements of the training process

The training of personnel selected to participate in multinational operations is
carried out differently, by personnel category, in relation to the category they belong
to, and considering the functions that the military personnel are assigned to. Thus,
from the perspective of understanding the situation and the context in which the
multinational operation is carried out, a theme is considered that includes, among
others:

- knowledge of the principles and requirements of the doctrine of joint

multinational operations, of the organization and functioning of the security

organization in command of the multinational operation, and their application

to the achievement of general and specific objectives;

- improving knowledge regarding the management of military actions in a

multinational framework, and cooperation with other units present in the

theatre of operations;

- manoeuvring of forces and means of the structures in the theatre of

operations, in relation to the missions received, ways of solving the problems

that may arise, etc.;

- knowledge of the technical-tactical characteristics, construction, operation,

maintenance, and repair of the equipment in the endowment, of the equipment

received from various partners in the theatre of operations, including the

principles of their efficient use;

- knowledge of the provisions of national regulatory acts and those contained

in the SOPs of the multinational operation, relating to general and specific

activities;

- the measures required during the preparation, arrival, and deployment of
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the mission regarding ensuring the actions and protection of personnel and
equipment, own materials, knowledge of recognition signals, implementation
of the information system, etc.;

- knowledge and application of specific work measures and safety rules,
and technical supervision of pressure and lifting installations, measuring
instruments, as well as fire prevention and fire extinguishing measures;

- knowledge about how to ensure connections, gather information, prepare
and present information reports to the country, respectively to the regional
command, etc. (SMG/Ctr. 1 2008, 41-46).

Very important is the way in which the commanding officers of the structure that
is to move to the theatre of operations understand how to ensure the training of the
personnel in relation to the specific aspects of all functions. Thus, if for the technical
personnel, the military personnel who receive and are responsible for the operational
status of the military equipment, practical-applicative sessions are usually organized
and carried out regarding the specific ways of conducting maintenance and repair
works, respectively, with the personnel responsible for ensuring campaign services
or operational medical support, the introduction of training sessions will have to
be considered that highlight the way in which the relationship is achieved with the
structures responsible for logistical support in the theatres of operations, while with
the military personnel who form the manoeuvre units (platoons, groups, etc.), the
concrete ways of action, communication, cooperation and collaboration during the
execution of military actions of an operational nature are presented and practiced.

Theoretical and practical-applicative training sessions are organized and carried
out, as a rule, both during the time allocated to specialized training and during
the periods intended for the preparation of exercises or other specific activities,
depending on the destination of the structures within the unit (subunit) taking part
in the multinational operation.

In this regard, it is worth noting that, for the personnel who enter the composition
of the unit (subunit) through detachment, separate training sessions must be
considered for understanding the role, place, and mission of the structure that is
to be deployed in the theatre of operations. From this perspective, the sessions can
be carried out in a differentiated manner, depending on the positions held in the
organizational state by the respective military personnel.

The following remark should also be made here. Situations quite often arise in which
new categories of equipment and technology are introduced into the units (subunits)
participating in multinational operations, even during the preparation for the
mission. In this case, as a rule, the training of those who will operate the equipment
and technology is carried out both during the preparation of the mission (depending
on the remaining time available), and later, after deployment into the theatre of

operations. In such situations, a decision can be made to intensively train some of
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the detachment’s servicemen, with the experience they have gained subsequently
being shared with the others.

Given that, during the second stage, specific training for the conditions of the theater
and the mission area is taken into account (the collective training stage), during this
type of training, emphasis can be placed not only on training personnel through
field exercises, but also on the training, specialization and improvement of military
personnel in the context of receiving new categories of equipment and technology,
in accordance with the provisions of the regulations developed at the level of the
Defence Staff and the categories of forces, for newly emerging situations.

The commanding officers of the units to be deployed in the area of operations are
responsible for the way in which the training process is organized, planned, and
executed in order to learn how to operate the new equipment, respectively, for
updating the content of the materials used in the training process.

Last but not least, commanders of structures (units, subunits) participating in
multinational operations should consider the fact that the personnel training process
must ensure not only general knowledge of the nature of the missions to be executed,
but it should also allow, through a modern approach, an accurate understanding
of the actual way of executing them. Thus, all personnel must obtain and possess,
during the execution of the mission, the skills that allow them to behave coherently
in a multinational force structure, which must act based on the trust of the local
population and its acceptance of its mode of action (based on standard operating
procedures).

A great responsibility pertains, in the context of the participation in the multinational
operation of the Romanian staff and force structures, to the specialized structures
within the Defence Staff and the categories of forces, respectively the support
commands, for the development of regulations and concrete instructions regarding
the training of Romanian military personnel in such multinational operations, to
the way in which they ensure the monitoring and verification of the acquisition
of the initial and final capacity for action. In this regard, they will have to ensure
that the participating military personnel obtain at the end of the training process
the necessary knowledge for the successful accomplishment of both the individual
missions, specific to the positions occupied, and the collective one, depending on
the objectives of the multinational force.

Thus, all personnel participating in the multinational operation should be able to
understand and apply the standards of the international security organization in
command of the multinational operation, the existing procedures at the level of the
multinational force, but also the national ones in activities regarding the organization,
financing and administration of own resources and those made available by NATO,
EU, UN or OSCE, respectively the specific way of negotiating and entering into
contracts in the theater of operations or to obtain certain resources from the country
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considered the Host Nation for the multinational force (fuel, lubricants, drinking
water or for household needs, temporary accommodation and quartering facilities,
class I materials and products, labor, other field services).

Conclusion

Through what has been presented, we wanted to review the manner how the training
process of military personnel participating in multinational operations is carried
out, which leads us to the idea that this type of approach has a fairly significant
generality, meaning that it can be very easily applicable to military structures (units,
subunits) with different specificities and fields of activity.

Given that the training process does nothing more than practically complete the
selection process, we believe that, for the future, the two should be analysed in an
integrated manner, without having differences in terms of approach. On the other
hand, we believe that the organization and planning of a training process should not
lose sight of the concrete ways in which the acquired knowledge must be refreshed
periodically. This approach would be a continuation of the two processes already
mentioned, ensuring a series of new training methods, proposing concrete paths of
action, as well as tools, through which the acquired knowledge is periodically brought
back to the attention of the military participants in the multinational operation.

Organizing training sessions, during the execution of the multinational mission,
without a long duration, with a certain intensity, administered in a pleasant manner,
can contribute to recalling the information and data presented during the training
period in the country, to the memory of the soldiers.

From the perspective of the lessons identified and, subsequently, those learned,
it became very clear that the management, planning and implementation of
a judiciously formulated training process can come to the aid of the military
participants in the multinational operation, being not only a proof of professionalism
of the management and execution bodies at the level of the military structures
involved, but also a measure by which a series of undesired events involving both
personnel and modern technology and equipment can be avoided.

We support this idea by the fact that the implementation of an appropriate training
program can not only contribute to the elimination or minimization of some
shortcomings in current activity, but can also lead to an increase in the combat
capacity of units taking part in multinational operations, to the avoidance of most
of the outages of their own equipment and technology, as well as to the increase
in the average uptime and, implicitly, the degree of serviceability of the equipment
deployed in the theatre of operations.
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From the perspective of what has been presented, it becomes obvious that the
success of the military actions of the Romanian Army structures participating in
multinational operations within NATO and the EU depends to a large extent on
both their self-sustaining capacity in the theatres of operations, and especially on
the combat potential (Moldovan 2007, 50), acquired following the completion of
the selection and training processes by the military personnel who comprise these
structures.
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