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Deep learning on simulated gamma spectra 
for explosives detection using a NaI detector

The detection of explosives and contraband materials using neutron activation analysis (NAA) is a critical 
component of modern security systems. This study investigates the feasibility of identifying explosive 
materials using a simple sodium iodide (NaI) scintillation detector limited to a 3 MeV gamma energy 
range. The detector’s limitations pose a significant challenge as characteristic gamma photopeaks above 
this range, such as those near 10 MeV, are excluded. Utilising a 14 MeV neutron source, gamma spectra 
from simulated neutron interactions with explosive materials were analysed using Geant4. This work 
demonstrates that with advanced machine learning models, such as convolutional neural networks 
(CNNs) and tailored data preprocessing methods, effective discrimination between explosives and 
non-explosives is achievable despite these constraints.

Abstract

Keywords:
Explosives Detection; Artificial Intelligence; Neutron Activation; Gamma Radiation. 

*Laboratory Teaching Staff, Hellenic Army Academy, Athens, Greece
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Detecting explosives before detonation is vital for security, counterterrorism, 
and humanitarian efforts. Explosives pose significant risks in airports, 

government buildings, military bases, and public spaces, where early detection can 
save lives and prevent destruction. As terrorist tactics evolve with greater reliance on 
improvised explosive devices (IEDs) and concealed explosives, pre-blast detection 
has become more critical than ever. The risk of attacks on airports, transit systems, 
and public events highlights the urgency of early intervention. Beyond terrorism, 
landmines remain a major threat in post-conflict areas. Hidden beneath the surface, 
landmines and unexploded ordnance (UXO) continue to injure civilians, obstruct 
economic recovery, and disrupt essential activities like farming and construction. 
Detecting and neutralizing these devices is essential for restoring land and protecting 
communities. Many affected regions still suffer from landmine contamination 
decades after conflicts.

Pre-blast detection also plays a role in preventing the trafficking of explosives, 
which supports terrorism and organized crime. Smugglers conceal explosives in 
cargo, vehicles, and containers, making border and port screening vital. Military 
forces also require preemptive detection of explosives in war zones, where IEDs and 
traps pose serious threats. Addressing these challenges requires advanced detection 
technologies capable of identifying explosives across various environments.

X-ray and computed tomography (CT) scanning are standard methods for detecting 
bulk explosives based on density and atomic composition. Conventional X-ray 
systems provide 2D images, helping security personnel identify suspicious objects 
in luggage, cargo, and vehicles. Dual-energy X-ray systems improve detection by 
differentiating organic explosives from metals. However, their limited penetration 
depth makes them ineffective for landmine detection.  CT scanning, which generates 
3D reconstructions, improves detection in cargo and complex environments but 
remains too large and costly for field use. While effective in airports and shipping 
ports, CT is impractical for remote minefields or mobile detection operations.

Nuclear techniques detect explosives by analyzing their elemental composition 
rather than relying on shape or density. Thermal neutron activation (TNA) involves 
bombarding a target with low-energy neutrons, which trigger gamma-ray emissions 
from nitrogen, a key element in many explosives. Similarly, fast neutron analysis 
(FNA) utilizes high-energy neutrons, enabling deeper penetration into cargo and 
soil, making it a valuable tool for landmine detection. However, these methods 
rely on expensive neutron sources and require highly specialized detectors, such as 
high-purity germanium (HPGe) systems, which provide high-resolution spectral 
data but come at a significant cost. The combination of costly neutron sources and 
advanced detection equipment makes these nuclear techniques impractical for large-
scale deployment in demining and security screening applications, particularly in 
resource-limited environments.

K. Karafasoulis
No.1/2025 (vol. 14)
https://doi.org/10.53477/2284-9378-25-01
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Sodium iodide (NaI) detectors, on the other hand, operating at 3-MeV energy 
limits, provide a low-cost, portable alternative for explosives detection. Unlike 
high-purity germanium (HPGe) detectors, which require cooling and maintenance, 
NaI detectors are lightweight, mobile, and cost-effective—ideal for security 
operations and landmine clearance. Their compact design allows for handheld use, 
drone integration, or vehicle-mounted deployment. However, NaI detectors have 
limitations in detecting high-energy gamma-ray photopeaks that are crucial for 
identifying explosives using neutron activation analysis (NAA). Key markers in the 
gamma spectra of explosives include:

 Nitrogen (N): 10.83 MeV
 Oxygen (O): 6.13 MeV
 Carbon (C): 4.44 MeV

Since these high-energy peaks exceed the 3-MeV limit of NaI detectors, alternative 
strategies are necessary to achieve reliable explosives detection. In this work, we 
present a deep learning-based method utilizing convolutional neural networks 
(CNNs) to effectively identify explosive materials. CNNs compensate for the 
hardware limitations of NaI detectors by analysing the lower-energy gamma 
spectrum, detecting patterns and correlations that are indicative of explosives. By 
training on simulated gamma spectra, our CNN-based approach extracts valuable 
features from limited spectral data, enabling NaI detectors to differentiate explosive 
materials despite their restricted energy range.

Related Work

Previous studies in explosive detection have extensively utilized neutron activation 
analysis combined with gamma spectroscopy to identify materials based on their 
elemental composition (Whetstone and Kearfott 2014). The importance of high-
energy gamma photopeaks, particularly those above 3 MeV, has been highlighted 
in works such as (Nunes et al. 2002) where these peaks were instrumental in 
differentiating explosive materials from benign substances. Similarly, the IAEA’s 
guidelines on neutron activation analysis emphasize the value of these markers for 
accurate material identification (IAEA 2012).

Recent advancements in machine learning have further enhanced the capability 
of gamma spectroscopy (Zehtabvar et al. 2024). CNNs, in particular, have shown 
promise in processing complex spectral data for classification tasks. For example, 
studies have demonstrated their effectiveness in analysing low-resolution or noisy 
spectra, making them suitable for applications where detector limitations exist. 
Moreover, Geant4-based (Agostinelli et al. 2003) simulations have been widely 
adopted to model neutron interactions and generate synthetic datasets, providing a 
controlled environment to develop and validate analytical techniques.
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While prior research focused predominantly on detectors with broader energy 
ranges, limited work has explored the feasibility of explosive detection using low-
energy detectors like NaI scintillators. This study builds on the existing body of 
knowledge by specifically addressing the constraints of a 3 MeV-limited detector and 
investigating the potential of CNNs to overcome these challenges. By leveraging both 
simulated data and advanced computational methods, this work aims to contribute 
to the development of cost-effective and efficient explosive detection systems.

Materials and Methods

1.1. Simulated Experimental Setup
The experimental setup was designed to simulate the neutron activation and gamma 
emission processes for a variety of materials, both explosive and non-explosive. A 14 
MeV deuterium-tritium (D-T) neutron generator (Lou 2003) was positioned 30 cm 
away from the target material, which was modelled as a spherical sample with a radius 
of 2 cm. The target sphere contained either an explosive or a non-explosive material.

A 3-inch sodium iodide (NaI) scintillation detector was placed 30 cm from the 
target sphere, positioned at an angle of 30 degrees relative to the axis connecting 
the neutron source and the target, in order to minimize the direct neutron flux 
interference (Figure 1). The NaI detector was configured to record gamma emissions 
within its effective energy range of 0-3 MeV.
To simulate neutron interactions with the target materials, Geant4 was utilized 
to generate 10⁹ neutron events directed toward the target sample. These high-
energy neutrons activated the material, causing prompt gamma emissions that 
were subsequently recorded by the NaI detector. To mimic the detector’s energy 
resolution, the recorded gamma energies were smeared using a Gaussian function 
with a full-width at half-maximum (FWHM) defined as

Figure 1   Schematic depiction of the experimental setup: a 14 MeV neutron generator positioned 
30 cm from a 2 cm radius target sphere. A 3-inch NaI detector, placed 30 cm from the sphere 

at a 30° angle, records prompt gamma emissions from activated materials.

K. Karafasoulis
No.1/2025 (vol. 14)
https://doi.org/10.53477/2284-9378-25-01
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where A = 52.96 keV and Ec = 662 keV. This smearing process ensured that the 
simulated spectra accounted for the realistic energy resolution of the NaI detector.

From the smeared interaction data, 2000 gamma spectra were generated per 
material. Each spectrum was created through random sampling of the simulated 
events, ensuring statistical diversity and robustness. The gamma spectra comprised 
2048 bins, spanning the full energy range detectable by the NaI detector (0-3 MeV) 
and containing a total of 10000 counts. The gamma spectra from six such materials 
can be seen in Figure 2.

This setup was specifically designed to emulate realistic detection conditions 
while providing high-fidelity data for subsequent machine learning analysis. The 
combination of geometric arrangement, simulation accuracy, and spectrum diversity 
ensures reliable inputs for CNN training and validation.

The materials investigated include a mix of explosives and non-explosives. Their 
chemical formulas and densities are listed in Table 1.

Figure 2   Gamma-ray energy spectra of various materials, plotted on a logarithmic scale. 
The first row displays spectra for explosive materials: (a) Nitroglycerine, (b) Ammonium Nitrate, 

and (c) PETN, while the second row contains non-explosive materials: 
(d) Acrylic, (e) Nylon, and (f) Polyethylene. 
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1.2. CNN Architecture 
Convolutional neural networks (CNNs) are powerful machine learning models 
designed for extracting patterns and features from data, particularly in images 
and sequential data like gamma spectra. CNNs use convolutional layers to identify 
localized features, pooling layers to reduce data dimensionality, and fully connected 
layers for classification. This architecture is well-suited for processing the high-
dimensional data obtained from gamma spectroscopy (figure 3). 

TABLE NO. 1

Target Material Properties

Figure 3   CNN architecture for gamma spectra classification: three convolutional layers  
(32, 64, 128 filters) with ReLU activation, followed by max pooling layers (window size = 2). 

Dropout layers reduce overfitting, and a softmax output layer enables classification.

K. Karafasoulis
No.1/2025 (vol. 14)
https://doi.org/10.53477/2284-9378-25-01
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In this study, the CNN was configured with the following architecture, using Keras 
(Gulli and Pal 2017):

Convolutional Layers (1D): The convolutional layers are responsible for extracting 
features from the input gamma spectra by applying a series of filters that slide over 
the data. Each filter learns specific patterns or features, such as peaks or edges, that 
are important for classification. The configuration of the convolutional layers is as 
follows:

 The first convolutional layer uses 32 filters, a kernel size of 3, a stride of 1, 
and no padding. This layer captures low-level features from the input spectra.
 The second convolutional layer increases the number of filters to 64, with 
the same kernel size, stride, and no padding. It learns more complex features 
by building on the patterns identified by the first layer.
 The third convolutional layer uses 128 filters, maintaining the kernel size of 
3, stride of 1, and no padding. This layer extracts high-level features, capturing 
intricate details of the input data.

All convolutional layers use the ReLU (Rectified Linear Unit) activation function, 
which outputs the input directly if positive or zero otherwise. This activation 
introduces non-linearity to the model, enabling it to learn complex relationships in 
the data while also avoiding the vanishing gradient problem during training.

Pooling Layers: After each convolutional layer, a max pooling layer is applied. 
Pooling layers reduce the dimensionality of the feature maps by selecting the 
maximum value within a specified window, which helps retain the most important 
features while reducing computational complexity. Each pooling layer uses a window 
size of 2, a stride of 1, and no padding. This configuration ensures that relevant 
features are preserved while progressively reducing the size of the feature maps.

Dropout Layers: Dropout layers are incorporated to prevent overfitting by randomly 
setting a fraction of the layer’s nodes to zero during training. This forces the model 
to rely on a broader set of features, improving generalization. In this architecture:

 A dropout layer with a rate of 0.1 follows each pooling layer.
 An additional dropout layer, also with a rate of 0.1, is applied after the dense 
layer.

Dense Layers: The dense layer serves as a fully connected layer that maps the 
extracted features into a higher-dimensional representation for classification. In this 
architecture, the dense layer consists of 128 nodes with ReLU activation, enabling 
the model to capture and represent the complex relationships between the extracted 
features.

Output Layer: The final layer is the output layer, which assigns probabilities to each 
material class. This layer uses the Softmax activation function, which converts 
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the raw output values into probabilities that sum to 1. This makes it well-suited for 
multi-class classification tasks, as it enables the model to determine the most likely 
class for each input spectrum.

1.3. Training and Validation of the Model
The CNN was trained and validated using the gamma spectra data generated for 
each material. From the 2000 spectra per material, 60% were used for training, 20% 
for validation, and 20% for verification. To optimize the model, L1L2 regularization 
was applied to prevent overfitting, and a batch size of 100 was used during training.

The loss function employed was categorical cross-entropy, which measures the 
difference between the predicted probability distribution and the true distribution. 
This function is particularly suitable for multi-class classification tasks, as it penalizes 
incorrect predictions proportionally to their confidence levels.

Training performance was monitored by recording the accuracy and loss values for 
each batch. The training process achieved an overall accuracy of 0.882 and a final 
loss of 0.035. Figures 4 and 5 illustrate the training accuracy and loss progression 
over the batches, respectively, highlighting the model’s convergence and reliability.

Figure 4   Training and validation accuracy of the CNN model per batch, demonstrating 
convergence and stability throughout training, with a final accuracy of 0.882 achieved.

Figure 5   Loss progression during CNN training and validation, showing a steady decrease in 
categorical cross-entropy loss per batch, with a final loss value of 0.035 achieved.

K. Karafasoulis
No.1/2025 (vol. 14)
https://doi.org/10.53477/2284-9378-25-01
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Results

The CNN model’s performance was evaluated using 20% of the original dataset, 
which was reserved as verification data. The evaluation involved constructing a 
confusion matrix based on the model’s predictions. The confusion matrix (Figure 
6), with rows representing the real materials and columns the predicted materials, 
provides a detailed breakdown of the model’s classification performance.
The overall accuracy achieved by the CNN model was 89.615%, reflecting its 
capability to distinguish between the various materials under study. The model’s 
ability to generalize effectively, despite the limitations of the 3 MeV NaI detector and 
the constrained energy range, demonstrates the robustness of the proposed approach.

To evaluate the model’s capability in distinguishing between explosive and non-
explosive materials, the metrics were grouped accordingly (Table 2).

By aggregating all classification results for explosive and non-explosive materials, 
the system’s performance can be evaluated using sensitivity, a metric derived from 
the confusion matrix that measures the ability to correctly identify positive cases.

 Sensitivity for detecting explosives: 0.98, meaning the system accurately 
identifies 98% of actual explosives, with only 2% of explosives misclassified as 
non-explosive materials.
 Sensitivity for detecting non-explosives: 0.99, indicating that 99% of 
benign materials are correctly classified, with only 1% incorrectly flagged as 
explosives.

Figure 6   Confusion matrix showing the CNN model’s performance in classifying materials. 
Rows represent the actual material classes, and columns represent the predicted classes.

TABLE NO. 2

Summarized Confusion Matrix
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These results highlight the model’s effectiveness in detecting explosives while 
maintaining a high level of sensitivity for non-explosive materials. The slight 
imbalance in performance metrics between the two categories may be attributed to 
variations in the gamma spectra patterns and overlapping spectral features among 
certain materials.
The confusion matrix revealed that misclassifications predominantly occurred among 
materials with similar elemental compositions. These overlaps can be attributed to the 
inherent limitations of the detector’s energy range and resolution, which constrain the 
availability of distinct spectral features. Despite these challenges, the CNN successfully 
leveraged subtle spectral patterns to achieve high classification accuracy.

Discussion

This study highlights the potential for low-energy NaI detectors to be employed 
in explosive detection through advanced computational methods. By leveraging a 
3-inch NaI detector and advanced CNN algorithms, the approach demonstrated 
robust performance despite the detector’s energy limitations. The high overall 
sensitivity of 0.98 for explosives underscores the reliability of this method in 
accurately identifying explosive materials. The use of Geant4 simulations enabled 
detailed modelling of neutron interactions and gamma spectra, providing a solid 
foundation for training and validating the CNN.

One significant finding is the ability of the CNN to compensate for the lack of high-
energy gamma photopeaks by recognizing subtle patterns in the lower-energy 
spectrum. This demonstrates the potential for machine learning to overcome hardware 
limitations, offering a cost-effective solution for explosive detection. However, the 
reliance on simulated data necessitates future work involving real-world experiments 
to validate these findings. Additionally, while the model’s performance in detecting 
non-explosives was strong, slight variations in precision suggest the need for further 
optimization of the network’s architecture and training process.

Future research should focus on expanding the range of tested materials, 
incorporating real-world noise conditions, and refining machine learning techniques 
to enhance robustness and generalizability. Furthermore, exploring the integration 
of this method with complementary detection technologies could provide a 
comprehensive solution for security applications.

Conclusion

Detecting explosives with a NaI detector limited to 3 MeV is not only feasible but 
also highly reliable when combined with machine learning techniques. Despite the 
detector’s inherent limitations in capturing high-energy gamma-ray emissions, the 

K. Karafasoulis
No.1/2025 (vol. 14)
https://doi.org/10.53477/2284-9378-25-01
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integration of deep learning algorithms, particularly convolutional neural networks 
(CNNs), enables the accurate classification of explosive materials by analysing the 
lower-energy gamma spectrum. The achieved overall sensitivity of 0.98 for explosives 
detection underscores the effectiveness of this approach, making it a promising 
solution for security screening, border control, and landmine detection.

This method offers a cost-effective alternative to traditional high-energy detectors 
like high-purity germanium (HPGe) systems, which, while highly precise, are 
expensive, require cryogenic cooling, and are impractical for large-scale deployment 
in field applications. By leveraging advanced computational models, this approach 
compensates for the hardware constraints of NaI detectors, proving that machine 
learning can bridge the gap between cost and performance.

Moving forward, future research should focus on validating these findings with 
experimental data, optimizing model robustness under real-world conditions, and 
expanding the system’s applicability to diverse environments, including dynamic 
security checkpoints, cargo screening facilities, and field-based demining operations. 
Enhancing the model’s adaptability to various background radiation levels and 
material compositions will further increase its reliability and expand its practical 
deployment potential.
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Introduction

The rise of lone-wolf terrorism has posed unique challenges to urban security 
systems across the European Union. These isolated attackers often evade traditional 
intelligence networks, exploiting the vulnerabilities of densely populated cities. This 
paper aims to evaluate the effectiveness of urban security policies in addressing these 
emerging threats. The research focuses on analysing security strategies implemented 
in key European cities that have experienced such attacks.

1. Conceptual Framework and Literature Review

1.1. Defining Lone Wolf Terrorism
Characteristics and patterns of lone wolf attacks
Lone wolf terrorism involves individuals carrying out violent attacks independently, 
without direct support from a terrorist group, though they are often inspired by 
extremist ideologies found online. These attackers frequently struggle with social 
isolation, mental health issues, or personal grievances, which make them vulnerable 
to radical content, particularly through social media. (Danzell and Maisonet 
Montañez 2016; Phillips 2017).
In recent years, lone wolves have shifted towards using simple but deadly methods 
like vehicle ramming and knife attacks, as seen in the 2016 Nice truck attack and 
the 2017 London Bridge stabbings. These quick, low-planning assaults often target 
crowded public spaces, making them difficult to prevent. Authorities try to detect 
warning signs—like online threats or extremist posts—but distinguishing real 
danger from online rhetoric remains a major challenge (Spaaij and Hamm 2015; 
McCauley and Moskalenko 2014).

Distinction from organized terrorist networks
Lone wolf terrorists differ from members of organized groups primarily in their 
independence—they plan and carry out attacks alone, without support from larger 
networks. In contrast, groups like Al-Qaeda rely on hierarchy, collective planning, 
and resources to coordinate large-scale attacks, such as the 2015 Paris attacks and 
the 2005 London bombings, which are often intercepted through surveillance due to 
their complexity (Spaaij and Hamm 2015; Kaplan, Lööw, and Malkki 2017).
However, lone actors are often ideologically linked to global extremist movements, 
drawing inspiration and attack methods from online propaganda by groups like ISIS 
or far-right networks. While their attacks tend to be smaller, their unpredictability 
creates widespread fear, making it harder for security agencies to detect and assess 
(McCauley and Moskalenko 2014; Phillips 2017).

1.2. Urban Security Policies in the European Union
Key policy frameworks and national approaches to counterterrorism
The European Union’s counterterrorism landscape has evolved significantly 
over the past decade in response to a series of high-profile attacks, particularly in 
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Paris (2015) and Brussels (2016). The cornerstone of the EU’s approach is the EU 
Counter-Terrorism Strategy, first adopted in 2005 and revised continuously to 
address emerging threats. It is built on four pillars: Prevent, Protect, Pursue, and 
Respond (Council of the European Union 2015). This framework emphasizes the 
prevention of radicalization, the protection of critical infrastructure, the pursuit of 
terrorists through legal and operational cooperation, and effective crisis response 
mechanisms. Recent evaluations highlight improved cross-border cooperation; 
however, discrepancies in national implementation remain a significant challenge 
(AMMTC 2018).
Complementing this is the Urban Security Action Plan, which underscores the 
importance of safeguarding densely populated urban areas. This plan promotes 
the deployment of advanced surveillance technologies, reinforced law enforcement 
presence, and community engagement to enhance threat detection capabilities 
(Cavallini 2021). Real-time data analysis, including the use of AI-powered CCTV 
systems and social media monitoring, is increasingly employed to monitor potential 
threats in urban environments (Cadet et al. 2024).
Nevertheless, concerns persist regarding the balance between security and civil 
liberties. Critics argue that some surveillance-driven policies disproportionately 
target marginalized communities, fueling distrust and reducing cooperation with 
law enforcement agencies (RHFV Media 2024).

National Approaches: France’s Vigipirate, UK’s CONTEST, Germany’s Prevention 
Strategies
France’s Vigipirate Plan
France’s Vigipirate Plan is a comprehensive national security framework introduced 
in 1995 and regularly updated, notably after the Charlie Hebdo attacks in 2015. It is 
designed to maintain high-level preparedness by integrating military patrols, police 
surveillance, and public awareness campaigns (Yalçınkaya et al. 2022). Following the 
2015 attacks, Operation Sentinelle was launched, deploying soldiers to secure public 
spaces and sensitive sites such as transport hubs, religious buildings, and tourist 
attractions (Ginkel et al. 2016).
While the presence of military personnel has provided citizens with a sense 
of security, its effectiveness in deterring attacks is debated. Research suggests 
that attackers increasingly opt for low-tech methods (e.g., knife attacks, 
vehicle ramming), which are difficult to prevent through visible patrols alone  
(Kellner 2017). Furthermore, concerns have been raised about the long-term 
normalization of militarization in public spaces and its potential to infringe upon 
citizens’ freedoms (Gebrewahd 2019).

UK’s CONTEST Strategy
The United Kingdom’s CONTEST Strategy, first introduced in 2003 and updated 
in 2018, is another notable model. It aligns closely with the EU framework, 
emphasizing Prevent, Pursue, Protect, and Prepare as key pillars (Home Office 
2018). The Prevent component is particularly prominent and controversial, focusing 
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on identifying individuals at risk of radicalization through collaboration between 
schools, healthcare institutions, and local authorities (Pearson, Winterbotham, and 
Brown 2021).
While the UK government has lauded Prevent as instrumental in disrupting extremist 
networks, critics argue it fosters discrimination against Muslim communities and 
undermines trust in public services (Home Office 2024). Some practitioners have 
also expressed concerns about the program’s impact on free speech, as individuals 
may avoid discussing political or religious views due to fear of being flagged as 
extremists (Pearson, Winterbotham, and Brown 2021).

Germany’s Prevention Strategies
Germany adopts a preventive and de-radicalization-focused strategy, further 
strengthened after the 2016 Berlin Christmas market attack. This approach prioritizes 
early intervention, community resilience, and the reintegration of individuals 
disengaging from extremist ideologies (Koehler 2021). Programs such as Live 
Democracy! facilitate partnerships between the state and civil society organizations, 
fostering grassroots solutions to extremism (Tamang and Professor 2024).
This bottom-up approach is often praised for emphasizing social cohesion and 
long-term prevention. However, bureaucratic hurdles and inconsistent funding 
have hindered the program’s agility, limiting its effectiveness in addressing rapidly 
developing threats (Bury 2024). Critics also point out that Germany’s approach can 
sometimes appear overly cautious, lacking the robust enforcement measures seen in 
France and the UK (Afshcarian and Seeleib-Kaiser 2025).

Cross-national Evaluation and Common Weaknesses
While each European country adapts its counterterrorism approach to its specific 
security landscape and political culture, they face common challenges: detecting lone 
actors who evade traditional surveillance designed for organized groups (Shepherd 
2021), overcoming delays in intelligence sharing due to institutional fragmentation 
between agencies (Ginkel et al. 2016), and balancing robust security measures with 
civil liberties to prevent alienating minority communities (Mathews and McNeil-
Willson 2021). Looking ahead, experts suggest that Europe’s future counterterrorism 
strategy will likely combine technology-driven surveillance with community-based 
prevention to address increasingly complex threats (Bury 2024).

1.3. Surveillance, Intelligence, and Early Detection
Surveillance technologies like CCTV, facial recognition, and AI-powered threat 
detection have become central to counterterrorism in Europe, especially in 
busy urban spaces. Cities like London and Paris now use systems that analyse 
behaviour in real-time, spotting potential threats like unattended bags or suspicious 
movements. Facial recognition helps identify suspects in crowds, while AI scans data 
for patterns like unusual purchases, but these tools still produce false positives and 
often misidentify minorities, raising concerns about bias (Asaka and Denham 2023; 
Singer 2024).
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Despite these advances, detecting self-radicalized lone actors remains difficult. 
These individuals often radicalize privately through online content and show few 
outward signs, unlike members of organized groups. Surveillance excels at tracking 
actions but struggles to identify intent—someone buying knives may be a chef, not 
an attacker. Privacy laws like GDPR also limit online monitoring, and lone actors 
can radicalize and strike quickly, leaving security services playing catch-up (Kaplan, 
Lööw, and Malkki 2017; Duncan 2020).
Experts argue that technology alone is not enough; human intelligence and 
community engagement are still crucial. Family, friends, or neighbours often notice 
concerning behaviour before authorities do. Combining AI-powered surveillance 
with trained behavioural assessment teams could improve threat detection, ensuring 
technology is guided by human judgment to reduce false alarms and better identify 
genuine risks (Duncan 2020; Park and Pak 2018).

2. Methodology

2.1. Qualitative Approach
This study adopts a qualitative research approach using a multiple-case study 
design. Paris, Berlin, and London were selected as the primary case studies due to 
their experiences with high-profile terrorist attacks between 2015 and 2017, their 
significance as political and economic hubs in Europe, and their diverse security 
responses. This comparative approach enables an evaluation of how different national 
security frameworks adapt to lone-wolf terrorism threats in densely populated urban 
settings.

The cases were chosen to reflect varying approaches:
- Paris: Militarized deterrence with the Vigipirate Plan and Operation 
Sentinelle.
- Berlin: Physical barriers and surveillance upgrades following vehicle 
ramming.
- London: Community-focused prevention alongside rapid response and 
intelligence integration.

These cities also exemplify the broader European Union’s struggle to balance urban 
security, public freedoms, and multicultural integration.

2.2. Data Collection and Analysis 
The research relies on a systematic review of diverse sources to ensure a 
comprehensive understanding of urban security policies and their effectiveness in 
addressing lone-wolf terrorist threats:
 Primary Sources: National security policies were analysed, including 

France’s Vigipirate Plan (French Government 2017), the UK’s CONTEST 
Strategy (Home Office 2018), and Germany’s Prevention Programs (Federal 
Office for the Protection of the Constitution 2022). European Union-level 
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policies such as the Schengen Information System (SIS) updates (European 
Commission 2023) and the Passenger Name Record (PNR) directive 
(Council of the European Union 2015) were also examined.

 Institutional Reports: Europol’s Terrorism Situation and Trend Reports (TE-
SAT) from 2015 to 2024 provided key insights into terrorism patterns and 
counterterrorism responses across the European Union (Europol 2017; 
2023). National security assessments, such as reports by the German Federal 
Office for the Protection of the Constitution (BfV) (Federal Office for the 
Protection of the Constitution 2022), further informed the evaluation of 
security measures.

 Academic Literature: Peer-reviewed studies published between 2015 and 
2024 were reviewed, focusing on topics such as urban security policies, 
lone-wolf terrorism, and surveillance technologies. Key works included 
research on lone-wolf radicalization (Spaaij and Hamm 2015; McCauley 
and Moskalenko 2014), European counterterrorism strategies (Mathews 
and McNeil-Willson 2021; Kaunert and Léonard 2020), and the impact of 
surveillance systems (Coaffee 2021; Blackbourn and Walker 2023).

 Media Coverage: Verified news reports were consulted to contextualize the 
Paris, Berlin, and London attacks and the subsequent policy adjustments. 
These accounts supplemented official and academic sources, offering real-
time details and public reactions to security interventions (Harris 2017; 
Dearden 2023).

Triangulating these diverse sources—combining official documents, academic 
analysis, and media reports—allowed for a robust evaluation of both the effectiveness 
of urban security policies and their broader societal implications.

3. Case Studies: Responses to Lone Wolf Attacks

3.1. Paris: Vigipirate and Military Patrols
Visible deterrence, such as uniformed patrols and military deployments, has become 
a common security measure in European cities after the 2015-2017 attacks. France’s 
Operation Sentinelle stationed 10,000 soldiers in public spaces, aiming to reassure 
citizens and discourage attackers, while armed patrols in the UK and Germany 
enabled rapid responses during incidents like the 2017 London Bridge attack and the 
2016 Berlin truck attack (Samaan and Jacobs 2020; Hufnagel 2020). These measures 
improved public confidence and reduced casualties in fast-moving attacks but also 
raised concerns about officer fatigue and the long-term impact on civil life (von 
Braunschweig 2022).

However, visible patrols struggle to prevent sudden, low-tech attacks like vehicle 
ramming and stabbings, often carried out by lone actors with minimal planning. 
Incidents in Nice (2016) and Westminster (2017) showed how attackers can bypass 
static security using everyday objects as weapons (Lehr 2018; Escalante 2023). 
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Experts now emphasize combining visible deterrence with intelligence-driven 
policing and community engagement, as seen in Germany’s use of behaviour 
detection officers and the UK’s updated CONTEST strategy, which focuses on early 
intervention and cooperation with local communities to prevent radicalization 
(Hufnagel 2020; Harris 2017).

3.2. Berlin: Securing Public Spaces
The 2016 Berlin Christmas market attack, where Anis Amri drove a hijacked 
truck into a crowded market, killing 12 and injuring 56, exposed weaknesses in 
Germany’s border security and cooperation between federal and state agencies. It 
also highlighted the growing threat of vehicle-ramming attacks across Europe, 
prompting urgent calls for tighter urban security (Schneider 2020; Hufnagel 2020).

In response, Berlin installed permanent anti-vehicle barriers, increased police 
patrols, and tested facial recognition at Berlin Südkreuz station, reflecting a shift 
toward technology-driven security. While these measures improved safety, they 
also restricted public spaces, turning once-open Christmas markets and plazas into 
heavily monitored zones, raising concerns about over-policing and racial profiling 
(McIlhatton et al. 2020; Dorreboom and Barry 2022; Ciax and Runkel 2024).

Berlin’s experience reflects a broader European challenge—balancing security with 
public freedom. While barriers and surveillance deter attacks, they risk limiting 
urban mobility and spontaneous public life. Experts suggest combining flexible 
security measures with community trust and legal safeguards to protect both safety 
and democratic values (Coaffee 2021; Mucha 2017).

The urban security policies adopted across Europe after major terrorist attacks reveal 
both shared patterns and country-specific approaches. France, Germany, and the UK 
implemented a mix of visible deterrence, surveillance expansion, and community 
engagement to prevent future attacks. While these measures improved public safety, 
they also sparked debates over civil liberties and the militarization of public spaces. 
The table below summarizes key security responses in these countries following the 
2015–2017 attacks.

These policy adjustments highlight the tension between strengthening urban 
security and preserving democratic freedoms. While visible security measures have 
reassured the public and reduced response times, concerns about racial profiling, 
restricted mobility, and long-term impacts on community trust remain central to the 
ongoing evaluation of European counterterrorism strategies.

3.3. London: Rapid Response and Intelligence Sharing
The integration of MI5, police forces, and local councils has been central to London’s 
counterterrorism strategy, especially after the 2005 and 2017 attacks. MI5 works 
closely with the Metropolitan Police’s Counter Terrorism Command (SO15), sharing 
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intelligence and embedding officers within police units to speed up responses. 
Local councils also play a key role in the Prevent strategy, identifying individuals 
vulnerable to radicalization and working with police and social services to intervene 
early. However, Prevent has faced criticism from Muslim communities, who often 
feel unfairly targeted, raising concerns about trust and civil liberties (Blackbourn 
and Walker 2023; Qurashi 2018; Brouillette-Alarie et al. 2022).

The “Run, Hide, Tell” public safety campaign, launched in 2015, further strengthened 
the UK’s terrorism preparedness by teaching civilians how to react during attacks. 
Widely recognized by 2018, the campaign was credited with helping people 
evacuate safely during the Manchester Arena bombing. The 2017 London Bridge 
attack highlighted the importance of pairing public awareness with rapid armed 
response, as police neutralized the attackers within 8 minutes, aided by intelligence 
coordination through the Joint Terrorism Analysis Centre (JTAC) (Home Office 
2018; Dearden 2023).

4. Evaluation of Policy Effectiveness

4.1. Successes
Reduced large-scale terrorist plots: shifting trends in European security
Large-scale terrorist attacks like the 2015 Paris attacks and 2004 Madrid bombings 

Source: Compiled by the author (2025).

TABLE NO. 1

Summary of Urban Security Responses in Europe after Terrorist Attacks (2015–2017) 
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have become rarer in Europe over the past decade. This decline is largely due to better 
intelligence-sharing systems like the Schengen Information System (SIS) and the Joint 
Terrorism Analysis Centre (JTAC), the military defeat of ISIS’s territorial caliphate in 
2019, and proactive security work—MI5 and UK police foiled 31 plots between 2017 
and 2023. AI-driven surveillance has also helped detect threats earlier. While lone 
actors and extremists remain a danger, complex, coordinated bombings have become 
far less common (Kaunert and Léonard 2020; Nesser, Stenersen, and Oftedal 2016; 
Dearden 2023; Husain 2021; Pearson, Winterbotham, and Brown 2021).

Enhanced public awareness and cooperation: a critical counterterrorism asset
The rise of low-tech, spontaneous terrorist attacks in Europe has made public 
vigilance a key part of security efforts. Governments now view citizens as first-line 
responders who can spot suspicious behaviour and assist with rapid interventions. 
Campaigns like the UK’s “Run, Hide, Tell” and “See it, Say it, Sorted” have raised 
public awareness, while France’s Vigipirate alerts and Germany’s Security Partnership 
Initiative encourage early reporting and improve situational awareness (Blackbourn 
and Walker 2023; Pearce et al. 2020; Harris 2017).

Citizen reports have successfully helped prevent attacks, such as a tip-off near 
Westminster in 2017 and the arrest of a suspect preparing an IED in Birmingham 
in 2018 (Home Office 2018; Pearce et al. 2020). However, public reporting is not 
without issues—false alarms can drain security resources, and concerns about racial 
profiling have damaged trust between police and minority communities. Rural areas 
and non-English speakers also remain harder to reach through these campaigns 
(Brouillette-Alarie et al. 2022; Pearson, Winterbotham, and Brown 2021).

Experts emphasize that public vigilance works best when paired with professional 
security networks. The decline in large-scale attacks shows the success of this 
cooperation. Systems like the UK’s Anti-Terrorism Hotline and France’s SAIP app allow 
rapid information-sharing between the public and law enforcement, enabling faster, 
more effective responses to potential threats (Kaunert and Léonard 2020; Husain 2021).

4.2. Shortcomings
Low-tech terrorist attacks using vehicles, knives, and other everyday objects have 
emerged as the primary threat across Europe over the past decade. Incidents such as 
the Nice truck attack (2016), the Berlin Christmas market attack (2016), Westminster 
(2017), and London Bridge (2017) reveal a critical vulnerability: these rapid,  
low-planning assaults often bypass surveillance and physical deterrents.

Several systemic weaknesses persist despite security improvements:
Intelligence Gaps and Fragmentation 
The Anis Amri case in Germany exemplifies the limitations of intelligence 
coordination. Although Amri was under surveillance and flagged as a security threat, 
legal constraints and poor information-sharing between federal and state agencies 
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allowed him to execute the Berlin attack. Europol’s 2023 TE-SAT report highlighted 
continued delays in cross-border data exchange, with suspects exploiting loopholes 
within the Schengen zone to evade detection (Europol 2023).

Racial Profiling and Erosion of Trust
Expanded stop-and-search powers in France and the UK’s Prevent program have 
disproportionately targeted Muslim communities. Reports from human rights 
organizations and scholars (Qurashi 2018; Blackbourn and Walker 2023) suggest 
that these measures contribute to social alienation, reducing community cooperation 
with law enforcement, the very cooperation that is crucial for identifying self-
radicalized individuals early.

Over-reliance on Surveillance Technologies
While AI-powered CCTV and facial recognition systems in cities like London and 
Paris have enhanced threat detection, their effectiveness is limited against lone 
actors with minimal planning. These technologies also exhibit bias, leading to higher 
rates of misidentification among minority populations (Singer 2024). False positives 
divert security resources and fuel public resentment.

Militarization and Psychological Impact
Visible security, such as Operation Sentinelle in France, reassures some citizens but 
also creates a perception of a permanent emergency. Research by Coaffee (2021) 
argues that militarization can normalize fear, transforming public spaces into zones 
of suspicion and restricting urban life.

4.3. Policy Recommendations for Urban Security and Lone Wolf Threats
Strengthening Intelligence Integration
Building on Europol’s current efforts, member states should develop a unified 
counterterrorism intelligence hub to minimize information silos. Germany’s post-
Amri reforms, which improved cooperation between federal and regional security 
bodies, offer a model. Expanding the Joint Counter-Terrorism Centre (GTAZ) 
concept across Europe could enhance threat assessments and ensure that data flows 
seamlessly across jurisdictions.

Enhancing Behavioral Risk Assessment
Beyond technological surveillance, frontline officers and community workers should 
be trained in behavioural threat detection. Programs such as Germany’s “Live 
Democracy!” already emphasize this approach but require broader implementation. 
Behavioural risk profiling can complement CCTV analysis, identifying subtle pre-
attack indicators.

Establishing Independent Oversight of Surveillance Systems
To address privacy concerns, surveillance initiatives must be subjected to rigorous 
oversight. Independent bodies—comprising legal experts, data scientists, and 
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community representatives—should review the operation of facial recognition and 
AI monitoring systems. Periodic audits can ensure that security measures target 
genuine threats without disproportionately affecting minorities.

Rebuilding Community Trust
Security cannot operate in isolation. Partnerships with local leaders, educators, and 
mental health professionals can foster early intervention. For instance, revising the 
UK’s Prevent strategy to emphasize voluntary engagement rather than surveillance 
could repair strained relations with Muslim communities. Establishing Community 
Liaison Officers across European cities would strengthen dialogue between law 
enforcement and diverse populations.

Urban Security Design
Flexible security infrastructures such as retractable vehicle barriers and mobile police 
units—can safeguard public spaces without obstructing urban mobility. Berlin’s 
experiment with temporary barriers during markets demonstrates how security can 
adapt to city life without permanently altering its landscape.

Conclusions

European cities have become safer in many ways, thanks to stronger security policies 
put in place after years of facing terrorist threats. Visible patrols, better intelligence 
sharing, and public safety campaigns have helped prevent attacks and reassure the 
public. However, lone wolf attacks, especially those using simple weapons like knives 
or vehicles—remain hard to predict and stop. These threats highlight that security 
is not just about barriers and cameras; it also depends on trust, cooperation, and 
strong relationships between authorities and local communities. Moving forward, 
keeping cities safe will require finding the right balance—protecting people without 
sacrificing the freedoms that make urban life thrive.
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French security management and the 
integrated approach to national security in the 

contemporary security environment

France started major reforms in the security sector in 2008 with the White Paper, which contained the guiding 
principle for numerous changes which occurred from 2008 to 2022. During that period, France suffered several 
serious terrorist attacks and experienced crises which tested the effectiveness of the French national security 
system. The National Security Review presented in 2022 reiterates the determination from 2008 and describes six 
strategic objectives whose coordinated enforcement constitutes an integrated approach to national security. The 
strategic objectives pointed out in NSR 2022 encompass a plethora of intertwined and complementary military and 
non-military actions undertaken by numerous holders. Such a massive security system is coordinated by a wide 
and complex network which enables the integration of multiple actions at horizontal and vertical axes into a single 
activity under the authority of the President and the Prime Minister. At the same time, the strategic objectives are 
threatened by hybrid warfare, which is perceived as a strategy of foes (states and non-state actors) who combine 
military and non-military tools in order to achieve political aims at the expense of the national interests of the 
Republic. This research aims to test the general hypothesis that the French integrated approach presented in NSR 
2022 is well adapted to the contemporary security environment and consistent with and complementary to the 
EU and NATO security policies while the security system of the French Republic is structured and managed in a 
way that ensures an integrated approach to national security. The French integrated approach, the structure of the 
security system and its management were described and explained in order to test the hypothesis.
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France presented its National Security Review 2022 (SGDSN 2022) as the result 
of the strategic shift which happened after the onset of the war in Ukraine. 

However, it would be wrong to consider the NSR 2022 only from this perspective. 
The NSR 2022 represents the continuity within the wider process of restructuring 
the entire security architecture of the Republic, which started in 2008 with the White 
Paper. From 2008 to 2022, France suffered several serious terrorist attacks (Toulouse 
2012, Paris 2015, Nice 2016, Strasbourg 2018) and experienced crises (Migrant 
crisis 2015, War in Ukraine 2022) which tested the effectiveness of its national 
security system. The new security architecture was put to the test under the worst 
circumstances, allowing the security management to identify structural problems 
and make improvements. 

The NSR 2022 contains insight into the security environment. Furthermore, it 
reiterates security determinations expressed in previous strategic documents 
(2008, 2013) and the strategic review (2017) and identifies the national strategic 
objectives whose coordinated enforcement constitutes an integrated approach to 
national security. Hence, the scientific problems were defined through the following 
questions:

1. Is the French integrated approach presented in NSR 2022 adapted to the 
needs of the contemporary security environment and in alignment with the 
security policies of NATO and the EU? 
2. Is the French security system structured and managed in a way that ensures 
an integrated approach to national security?

The subject of this research is the national security system of the French Republic. 
More specifically, this research aims to look into the capability of security management 
to ensure national security in a contemporary security environment. The general 
hypothesis behind this research is that the integrated approach presented in the NSR 
2022 is well adapted to the needs of the contemporary security environment and 
aligned with the security policies of NATO and the EU. In addition, the security 
system of the French Republic is structured and managed in a way that ensures an 
integrated approach to national security. The French security system has structural 
elements which are responsible for the implementation of its strategic objectives in 
key domains of the security policy. These elements are managed, coordinated and/or 
assisted at every level of security management with bodies or individual posts which 
have adequate competence, enabling the integration of their actions at the horizontal 
and vertical axis into a single activity under the authority of the highest executive 
authorities. The scientific goals are to provide a detailed description and analysis of 
the French security policy, examine its strategic approach and the capability of the 
French security system to enforce an integrated approach with a particular focus on 
security management.
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Integrated Approach and Countering Hybrid Warfare

Hybrid warfare, hybrid threats and hybrid strategies were presented in the NSR 2022 
as threats to national security. According to Robert Walker, who first used this term, 
hybrid warfare is a combination of conventional and special operations which has the 
characteristics of both and lies in the interstices between special and conventional 
warfare, wherefore countering hybrid warfare depends on the existence of hybrid 
forces which can act in both domains (Walker 1998). However, Franck Hoffman is 
credited with getting this theory widely used in the security and political discourse. 
In a similar manner, Hoffman describes hybrid warfare as a unique combination 
of threats which incorporate a full range of different modes of warfare employed 
simultaneously and whose significance transcends a blend of regular and irregular 
tactics (Hoffman 2007, 2009 and 2018). This blend of conventional, unconventional 
and irregular tactics blurs the line between war and peace and makes the military 
term “hybrid warfare” and the more neutral term “hybrid threat” equally suitable for 
this phenomenon. 

“Hybrid warfare evolved from an essentially military concept to one that potentially 
embraced all the instruments of state power” (Wither 2023, 7-8). It tends to exploit 
societal vulnerabilities and undermine order, peace, normal functioning of the 
institutions, and trust in the government. Wigell describes this as a wedge strategy 
whose “idea is not to confront the target overtly, but to weaken its resolve by covert 
means of interference calibrated to undermine its internal cohesion” (Wigell 2019, 262). 
Hence, Hoffman stated that resiliency is the first step in countering hybrid warfare  
(Hoffman, Neumeyer and Jensen 2024), whereby resilience is generally understood as 
“the ability of an entity to overcome adversity” (Jungwirth et al. 2023, 17). The main 
hurdle in achieving resiliency in case of a hybrid attack is the absence of awareness 
that one threat (e.g., propaganda) is coordinated with another threat (e.g., terrorism) 
and that both are a part of a wider action (e.g., political coup). This results in partial 
and isolated institutional responses or the absence of any response to a threat(s). 
For that reason, “it is essential that the main security tools work in a fully integrated 
way” (Pardini 2019, 7) in order to eliminate vulnerabilities at home and provide a 
coordinated response to any kind of threat that comes from inside or abroad. In the core 
of such, “comprehensive security thinking is functioning civil-military cooperation as 
well as other cross-cutting cooperation formats, in particular public-private, political-
practitioner, and social science-technology” (Smith 2019, 17).

“EU has increasingly started to emphasize the notion of resilience” (Wigell, Mikkola 
and Juntunen 2021, 6) as an important element in developing a whole-of-society 
(WoS) approach to countering hybrid threats. On the Council of EU initiative, in 
2016, the European Commission presented the Joint Framework on countering hybrid 
threats, which “encouraged a whole-of-society approach, with 22 areas for action, 
to help counter hybrid threats and foster the resilience of the EU and the Member 
States. It enabled a holistic approach to countering threats of a hybrid nature by 
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creating synergies between all relevant instruments” (European Commission 2016, 
3). Hybrid Centre of Excellence was established in 2017 as a non-profit organization 
promoting a whole-of-government and WoS approach whose participants are 
EU and NATO members. In 2023, the Comprehensive Resilience Ecosystem 
(CORE) was developed with the aim of strengthening societal resilience through 
the interconnection of 13 domains (including military, diplomacy, intelligence, 
economy, and cyber). In these domains, actors use tools to counter hybrid activities, 
ensuring the protection of seven key foundations of democratic society (Jungwirth 
et al. 2023). “In March 2022, the Council of the EU presented the Strategic Compass 
for Security and Defence in which it announced the establishment of the EU Hybrid 
Toolbox, which should bring together all civilian and military instruments which 
are suitable for countering hybrid threats. In the Strategic Concept (NATO 2022), 
NATO announced the enhancement of global awareness and readiness to act across 
all domains and directions using military and non-military tools in a proportionate, 
coherent and integrated way to respond to all threats” (Mirković 2024, 98).

NSR 2022 perceives individual threats to national security as elements of 
adversaries’ hybrid strategy which have “shown their impact on multiple theatres”  
(SGDSN 2022, 12) stating in its introduction that “globalized hybrid warfare” 
demands an approach to national security which is “consistent with and 
complementary to” the EU Strategic Compass and Strategic Concept. The French 
integrated approach to national security has its roots in White Paper 2008, which 
pointed the “need to define over-arching strategies integrating all the different 
dimension of security into a single approach” (President of the Republic 2008, 56). 
That was a guiding principle for numerous changes in the security sector which 
happened between 2008 and 2022. NSR 2022 just reiterates that determination and 
describes six strategic objectives whose coordinated enforcement contributes to an 
integrated approach to national security. These objectives reflect the idea of resiliency 
since they encompass a plethora of intertwined and complementary military and 
non-military actions, undertaken at home and abroad, in peacetime, in case of 
crisis or war, by numerous holders. Strategic objectives are empowered with legal 
obligations related to national security and defence, which are imposed on almost 
every executive department, making this approach truly whole-of-government. 

According to the NSS 2022, intelligence services should provide a robust information 
foundation to support the decision-making process of the highest authorities. 
Moreover, they should serve as support for other executive departments. The 
Ministry of the Armed Forces is responsible for nuclear weapons. It also directs 
three intelligence services, advises and assists the civil authorities in the cases of 
major crises and deploys armed forces abroad in order to support the interests of the 
Republic. The Ministry of Foreign Affairs presents French interests at an international 
level and collects information within its competencies in order to inform the highest 
executive authorities. The Ministry of the Interior is responsible for internal security 
(civil protection and the protection of public law and order) along with independent 
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bodies responsible for cybersecurity. The ministers responsible for justice, economy, 
budget, health, environment, transport, energy, and industry have certain obligations 
according to the Defence Code (Code de la Défense) related to national security and 
defence. The coordination of such a massive security system is performed by a wide 
and complex network which enables the integration of all the mentioned actions at 
horizontal and vertical axis into a single activity under the authority of the highest 
executive authorities. In addition, the NSR 2022 insists on the “nation’s involvement” 
and synergy between the people and the officials, making this approach a whole-of-
society approach.

The Strategic Level of French Security Management

The 1958 Constitution established the Fifth French Republic as an indivisible, secular, 
democratic and social Republic, organized on a decentralized basis with the semi-
presidential political regime. The French “semi-presidentialism (or dual executive) 
was based on two old traditions of personal leadership and parliamentarianism” 
(Appleton 2009, 3). The President ensures due respect for the Constitution, proper 
functioning of the public authorities, the continuity of the State and guarantees 
national independence, territorial integrity and due respect for Treaties (Const. Ar. 
5). “Article 5 gives the President the right and the duty to intervene in the political 
process regardless of the composition of the parliamentary majority” (Appleton 2009, 
28). “On this basis, he may invoke the extraordinary powers he holds under Article 
16” (President of the Republic 2008). Furthermore, the President is the Commander 
in Chief of the Armed Forces (Const. Ar. 15) and presides over the higher national 
defence councils, committees (Const. Ar. 15) and the Council of Ministers.

These competencies of the President gave him “a certain margin of interpretation” 
(David 2004) which led to a presumption of the President’s “reserved domain in 
the areas of national defence and foreign affairs. However, the Constitution is far 
from categorical on this issue” (Pateman and Geoffroy 2024). Under the influence 
of De Gaulle and direct suffrage for the post, in the early years of the Fifth Republic, 
the President imposed his authority as dominant. However, with the White Paper 
published in 2008 and the series of reform laws and decrees which were passed after 
2008, the position of the Prime Minister was strengthened, especially at the expense 
of what was known as the ‘reserved domain’ of the President.

The Prime Minister is appointed by the President (Const. Ar. 8) but reports 
to the Parliament “for the various policies contributing to national security: 
defence, domestic security and civil security, economic security, foreign policy 
etc.” (President of the Republic 2008, 244). The Prime Minister directs the actions 
of the Government related to national security; he/she is responsible for national 
defence and ensures the coordination of the defence activity of all ministerial 
departments. Furthermore, the Prime Minister prepares and coordinates the actions 
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of public authorities in the event of a major crisis (Code de la Défense, Ar. L1131-
1). Moreover, the Prime Minister makes regulations and appointments to civil and 
military posts and if the need arises, he/she deputizes for the President as the chair 
of the Council of Ministers and higher councils and committees (Const. Ar. 21). On 
his/her proposal, the President appoints the members of the Council of Ministers. 
The Council of Ministers determines and conducts the policy and has at its disposal 
the civil services and the armed forces (Const. Ar. 20).

The President and the Prime Minister are supported by the Defence and National 
Security Council (the Council). The Council was established in 2009 “as a 
consequence of a strategy in which national strategy is federating and mobilizing 
objective of government action” (President of the Republic 2008, 242). It is a body 
at the highest level in which respectable members can address all the aspects of 
national security and determine priorities and directions in general or in specific 
domains of national security policy, creating the integrated framework for the 
decision-making process for the President, the Prime Minister and the Council 
of Ministers (Code de la Défense, Ar. R*1122-1, Ar. L1111-3). The permanent 
members of the Council are the President, the Prime Minister, the Minister for the 
Armed Forces, the Minister of the Interior, the Minister of the Economy, Finance 
and the Recovery, the Minister Delegate for Public Accounts and the Minister of 
Foreign Affairs (Code de la Défense, Ar. R*1122-2). The Council of Ministers sets 
the Composition of the Council.

Within the Council, there are the National Intelligence Council (NIC) and the 
Nuclear Armaments Council (NAC) (DNSC 2024). The NIC defines strategic 
directions and priorities in intelligence affairs. Its permanent members are the 
President, the Prime Minister, the directors of intelligence services and the National 
Intelligence and Counter Terrorism Coordinator. The NAC defines the strategic 
orientations of the nuclear deterrence program. Its permanent members are the 
President, the Prime Minister, the Minister for the Armed Forces, the Armed Forces 
Chief of Staff, the Delegate General of Armaments and the Director of the Military 
Applications Directorate at the Alternative Energies and Atomic Energy Commission 
(Code de la Défense, Ar. R*1122-6, Ar. R*1122-7, Ar. R*1122-9 and Ar. R*1122-10).

The constitutional and political positions of the President and the Prime Minister 
are complementary and intertwined. However, the French dual executive system 
produces systemic vulnerability. In situations when the President and the Prime 
Minister do not belong to the same political majority, a situation called cohabitation 
arises, and it can lead to ‘reciprocal neutralization’ or a blockage of the executive 
power. Nevertheless, the reforms made in the past decade shifted the balance 
of power in the domain of national security in favour of the Prime Minister and 
the Council of Ministers, while the President still has a personal influence in the 
Council, the right to decide on the use of nuclear weapons and the right to dissolve 
the Parliament and terminate the mandate of the Government. 
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The Coordinating Level of French Security Management

“The coordinating management is composed of a network of managers whose tasks 
are to organize, coordinate and control the enforcement of the strategic objectives 
in a particular administrative area” (Mirković 2024). At the coordinating level of the 
French security management, the post with the most competencies is the Secretary 
General for Defence and National Security (Secretary General). He “assists the Prime 
Minister in the exercise of his responsibilities in matters of defence and national 
security”; chairs and coordinates interministerial bodies; prepares interministerial 
regulations on national security; contributes to the adaptation of the legal framework 
relating to intelligence services, etc. (Code de la Défense, Ar. R*1132-3). 

The Secretary General has at disposal the Secretariat General for Defence and 
National Security (SGDSN 2024). SGDSN is a robust and complex interministerial 
body formed in 2009, which was placed under the authority of the Prime Minister 
with the task to assists in designing and implementing security and defence policies 
(Code de la Défense, Ar. R*1132-2, D*1131-1; (SGDSN 2024). It has a complex 
structure with numerous duties, organizational units and attached bodies, whereby 
some have operational character. SGDSN is the secretariat to the Council and other 
higher councils and committees (e.g., the Nuclear Policy Council). It prepares the 
Council’s meetings and later “monitors the execution of decisions taken by the Head 
of State and, to this end, ensures liaison with the relevant ministerial departments” 
(SGDSN 2024). The Secretary General, accompanied by a small group of associates, 
performs this SGDSN’s role.

Under the authority of the General Secretary there is the Interministerial Control 
Group (GIC) which collects requests for the authorization of use of information 
gathering techniques from all intelligence services and submits them to the National 
Commission for the Control of Intelligence Techniques (CNCTR) for opinion and 
later to the Prime Minister for approval (Code de la Sécurité Intérieure, Ar. L821-
1). CNCTR is an independent administrative authority created by the French 
Intelligence Act 2015, which represents the government’s reaction to the Charlie 
Hebdo shooting, as an oversight authority which ensures “that the actions of the 
French intelligence services across the country comply with legislation” (CNCTR 
2024). Furthermore, CNCTR gives opinion to the Council of Ministers whose 
services, other than the first circle intelligence services, may use information-
gathering techniques (Code de la Sécurité Intérieure, Ar. L811-4). CNCTR comprises 
“two members of the National Assembly, two senators, two members of the Council 
of Ministers, two senior ranking judges from the Cassation Court and a technical 
expert specialized in electronic communications” (Mastor 2017, 718).

The National Cybersecurity Authority (ANSSI) is responsible for the enforcement 
of the national cybersecurity strategy. ANSSI proposes to the Prime Minister the 
“measures intended to respond to crises affecting the security of information 
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systems of public authorities and regulated operators. It coordinates Government 
action and animates the national ecosystem” (SGDSN). ANSSI was founded in 
2009 and it is attached to the SGDSN and subordinated to the Secretary General 
(Décret no. 2009-834, Ar. 2). An Ethics and Scientific Committee, also attached to 
the SGDSN, is responsible for monitoring the activity of the Vigilance and Protection 
Service against Foreign Digital Interference (VIGINUM). VIGINUM is the “technical 
and operational service of the State responsible for monitoring and protecting 
against foreign digital interference” (VIGINUM 2024) on digital platforms. Other 
SGDSN’s units and bodies are the Institute of Advanced National Defence Studies 
(education and science); The Directorate of State Protection and Security (crisis 
management and data protection); The Department for the International, Strategic 
and Technological Affairs; The General Administration Service and the High 
Commissioner for Atomic Energy.

The second most important position at the coordinating level of security 
management is the National Intelligence and Counter-Terrorism Coordinator 
(CNRLT Coordinator). The CNRLT Coordinator coordinates “the general activities 
of the intelligence services” (CNRLT Coordinator 2024) and particular intelligence 
coordination related to counter-terrorism. He performs its duties assisted by “the 
National Coordination of Intelligence and the Counter-Terrorism Coordination and, 
within it, the National Counter-Terrorism Center”, which were formed in 2017 and 
“placed under the authority of the CNRLT Coordinator” (Décret no. 2017-1095). 
The National Intelligence Coordinator is responsible for the implementation of 
the national intelligence strategy and serves as the President’s adviser on national 
intelligence matters. As a permanent member of the NIC, he provides a direct link 
between the President and the security services and vice versa and “transmits the 
instructions of the President to the ministers responsible for these services and 
ensures their implementation” (Premier Ministre 2018, 7). 

As the National Counter-Terrorism Coordinator, he participates in the process of 
determining priorities related to the counter-terrorism system and, alone or through 
the NCTC, coordinates counter-terrorism efforts. NCTC is a task force established 
in 2017 that is specialised in intelligence sharing between “intelligence services, 
police and judicial authorities” (Nunez 2021). This unit is under the direct authority 
of the President, and it “has been created to ensure that the intelligence services 
truly cooperate” (Jarry 2017). The CNRLT Coordinator is engaged in the inspection 
of intelligence services, which are conducted by the Intelligence Inspectorate (ISR). 
ISR is under the direct authority of the Prime Minister, who appoints its members 
after consulting the CNRLT Coordinator. For each inspection, the Prime Minister 
determines the mandate and the composition of the team responsible for carrying 
out the inspection. The Secretary General of the ISR proposes the mandate and the 
composition to the Prime Minister after consulting the CNRLT Coordinator (Décret 
no. 2014-833).
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The Operating Level of French Security Management

The Ministry of the Armed Forces
The Minister of Armed Forces, as the head of the Ministry, is at the operational level 
of security management. He is “responsible within the Government for defence 
policy for which he is accountable to Parliament, along with the Prime Minister” 
(President of the Republic 2008, 243). The Minister has at his disposal the Armed 
Forces (Army, Navy, Air and Space forces), the National Gendarmerie and three 
intelligence services. Armed Forces are subordinated to the Chief of Staff of the 
Armed Forces, who assists the Minister in his duties related to the use of forces 
and serves as the military advisor to the Government. He is responsible for the 
operational use of forces and ensures the command of military operations. The Chief 
of Staff has the authority over the Chiefs of Staff of the Army, Navy, and Air and 
Space Forces who prepare units for operational use (Code de la Défense, Ar. R*3121-
1 and Ar. R*3121-3). The National Gendarmerie is an autonomous armed force, and 
its General Director in military competences of the Gendarmeries is subordinated to 
the Minister of Armed Forces.

In case of an interruption of the regular functioning of public authorities which 
leads to the simultaneous vacancy of the Presidency, the Presidency of the Senate 
and the functions of Prime Minister, the responsibility and powers of defence are 
automatically and successively devolved to the Minister of Armed Forces and, should 
that fail, to the other ministers in the order indicated by the decree establishing the 
composition of the Government (Code de la Défense, Ar. L1131-4).

The territorial organization of national defence is based on Defence and Security 
Zones (DSZ), which serve as a framework for civil and military defence coordination 
(Code de la Défense, Ar. R*1211-1), which enables its integration. All Departments 
as administrative districts of the Republic are organized into six DSZs along with the 
Paris DSZ (Ministere des Armées 2024). The DSZ are also established for overseas 
territories (Code de la Défense, Articles from R*1211-1 to D1212-16). The Prefect of 
the DSZ is the prefect of the Department where the capital of the DSZ is located. He/
she is a delegate of the Minister and serves as a civilian authority that is responsible 
for the organization and coordination of all non-military tasks and missions related 
to defence and civil protection. Each DSZ also has a General Officer who exercises 
the responsibilities of a military advisor to the Prefect of the DSZ and coordinates 
military efforts in the DSZ. The General Officer is placed under the direct authority 
of the Chief of Staff, and in case of an armed attack, by the decision of the Prime 
Minister, he becomes the supreme commander (operational commander) of either 
the entire DSZ or part of it. The General Officer has a military representative in each 
Department who serves as a military advisor to the prefect of the Department for 
the exercise of his/her defence responsibilities. The National Gendarmerie has its 
own territorial organization. However, its commanders in their respective regions 
assist the Prefect of the DSZ and departmental prefects in all matters concerning the 
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civil defence missions. Furthermore, the Gendarmerie provides a specialized unit 
(Nuclear Weapons Security Gendarmerie) for ensuring governmental control over 
nuclear weapons.

The Ministry of the Interior
The Minister of the Interior, as the head of the Ministry of the Interior, is at the 
operational level of security management. The Ministry of the Interior “is 
responsible for preparing and implementing internal security and civil security 
policies that contribute to national defence and security and, as such, is responsible 
for public order, the protection of people and property, and the safeguarding of 
installations and resources of general interest within the territory of the Republic” 
(Code de la Défense, Ar. L1142-2; Code de la Sécurité Intérieure, Ar. L111-1). The 
Minister has available joined units, such as the intelligence service (DGSI), which is 
directly subordinated to the Minister, and organizational units of the Ministry such 
as the Secretariat General, the National Police, the National Gendarmerie and the 
Prefecture of Police. 

The Secretariat-General is headed by the Secretary General – Senior Defence Official, 
who is the first assistant of the Minister in managing the Ministry. He is the general 
manager who coordinates and leads the action of all services, except for those falling 
under the management of the National Police and the National Gendarmerie. He/she 
is in charge of the protection of national defence secrets and ensures the security of 
information systems (Décret n. 2013-728, Ar. 3). The National Police is responsible for 
police missions and tasks which are prescribed in the Code de la Sécurité Intérieure, 
Ar. R411-2. It is headed by the General Director, who is directly subordinate to 
the Minister. In performing police duties, the National Gendarmerie is under the 
authority of the Minister of the Interior. As a police service, it is supposed to ensure 
public safety and order in rural and peri-urban areas. It contributes to the intelligence 
mission of public authorities, the fight against terrorism, and the protection of the 
population and it also performs the duties of the judicial police (Code de la Sécurité 
Intérieure, Ar. L421-1). The Command of the Ministry of the Interior in Cyberspace 
as a service with national jurisdiction is attached to the Director General of the 
National Gendarmerie (Décret n. 2013-728, Ar. 7).

The Prefecture of Police, headed by the Prefect of Police, is formed under the 
authority of the Minister for the territory of Paris and three more departments. The 
President, on the proposal of the Prime Minister and the Minister for the Interior, 
appoints prefects as the State’s representatives in the Departments (Décret n. 2022-
491, Ar. 1). The Prefect of Police and departmental Prefects lead and coordinate 
the entire internal security system in the Prefecture/Department. Furthermore, 
the Prefect of Police is responsible for the security of the three airports in Paris and 
performs the function of the Prefect of the Paris DSZ (Code de la Sécurité Intérieure, 
Ar. L121-1 and Ar. L122-5). The mayors, within their competences, may entrust the 
municipal police officers with duties in matters of prevention and monitoring of 
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good order, tranquillity, security and public health (Code de la Sécurité Intérieure, 
Ar. L511-1).

Other departments with responsibilities in defence matters
National security and defence are considered to be an intergovernmental effort, 
with the Minister of the Armed Forces and the Minister of the Interior as leading 
powers at the operational level. Nevertheless, the Code de la Défense prescribed the 
obligations for other ministers in terms of preparation and execution of national 
defence and security measures. The Minister in charge of the economy takes the 
measures which guarantee the continuity of economic activity in the event of a major 
crisis and ensures the protection of the economic interests of the Republic. The 
Minister responsible for the budget manages and coordinates services which perform 
customs control, providing constant revenues to the budget. The Minister of Foreign 
Affairs, both individually and through the network of diplomatic services, presents 
the priorities of the security and defence policy at the European and international 
level, secures allies and partners and leads defence and security cooperation. The 
Minister of Justice ensures the continuity of judicial affairs and international judicial 
assistance, especially in cases of criminal offences against the fundamental interests 
of the Republic. The Minister of Health is responsible for the resilient health system, 
the protection of the population against health threats, as well as the care for victims. 
The ministers in charge of the environment, transport, energy and industry are each 
responsible within their competences for controlling natural and technological risks, 
transport, energy production and supplies, and infrastructure, meeting the needs of 
defence and national security and, in all circumstances, ensuring the continuity of 
services (Code de la Défense, Ar. L1131-1; L1142-3; L1142-4; L1142-6; L1142-7).

The first circle of French intelligence services
Intelligence activities are performed by the intelligence services, which act under 
the authority of the Government and in accordance with the guidelines determined 
by the NIC (Code de la Sécurité Intérieure, Ar. L811-2). Six intelligence services 
represent the first circle of the French intelligence and together with the CNRLT 
Coordinator and the Intelligence Academy they constitute the French intelligence 
community (Code de la Défense, Ar. R*1122-8). These services are subordinated to 
the ministers of the respective executive departments, while the CNRLT Coordinator 
is responsible for their coordination, having the same function as the director of 
intelligence community in the US.

The Directorate–General for External Security (DGSE) was established in 1982 and 
attached to the Minister of the Armed Forces. Its internal organization was set by 
the Order from 12 July 2022. Its core mission is the collection of information related 
to national security abroad in order to inform the highest executive authorities. 
It is under the control of the Director – General who defines the strategy of the 
DGSE which is in line with the guidelines of the NIC and the instructions he/she 
receives from the President, the Prime Minister, the Ministry of the Armed Forces 
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and some other members of the Government (DGSE 2024). The Military Intelligence 
Directorate (DRM) is established within the Ministry of the Armed Forces in order 
to meet intelligence needs of the Chief of Staff and other authorities, agencies and 
commands of the Ministry as well as the needs of the other relevant government 
authorities and agencies (Décret no. 92-523, Ar. 1-2). DRM functionally coordinates 
the intelligence resources of the Army, Navy, and Air and Space Forces (Ministere des 
Armées 2024). Its internal organization was set by the Order from 30 March 2021. 
The Directorate of Intelligence and Defence Security (DRSD) is a counterintelligence 
agency established in 2016 which was “placed at the disposal of the Minister of the 
Armed Forces to exercise his/her responsibilities for the security of the personnel, 
information, equipment and sensitive sites” (Code de la Défense, Ar. D3126). It 
acts home and abroad in order to protect the forces (force counter-intelligence), the 
defence industry (economic counter-intelligence) and cybersecurity from any kind 
of hostile interference (Ministere des Armées 2024).

The Directorate–General for Internal Security (DGSI) was established in 2014 by 
Décret No. 2014-445 as an active unit of the National Police under the authority of 
the Minister (DGSI 2024). It is an intelligence service with general competencies 
which performs its missions on the territory of the Republic. “The DGSI’s missions 
consist of combating all activities that could constitute an attack on the fundamental 
interests of the Republic. It is responsible for preventing and suppressing activities 
inspired, initiated or supported by foreign powers or organizations and likely to 
threaten the security of the Republic” (Premier Ministre 2018, 15). The Counter-
Terrorism Coordination Unit, which ensured the counter-terrorism collaboration of 
all services and police units, became in 2009 a department inside the DGSI (Olech 
2022, 72). The DGSI also exercises judicial police tasks under the conditions laid 
down in Article 15-1 of the Code of Criminal Procedure (Décret No. 2014-445).

The Financial Intelligence Service (Tracfin) was established by the Décret in 
1990 as a coordination unit of the General Directorate of Costumes and Indirect 
Taxes (DGDDI) which is “responsible for processing intelligence and taking 
action against clandestine financial circuits” (Décret 1990, Ar. 1). Through time, 
Tracfin has become an independent financial-intelligence unit headed by the 
Director and attached to the Minister of Finance (Code Monétaire et Financier,  
Ar. D561-33) with primary obligations related to the fight against money laundering 
and the financing of terrorism (Code Monétaire et Financier, Titre VI, Chapitre Ier). 
The National Directorate of Intelligence and Customs Investigations (DNRED) is the 
only intelligence service established by the minister’s Order. It is a national authority 
attached to the DGDDI within the Ministry of Finance (Arrêté du 29 octobre 2007, 
Ar. 1). “The DNRED implements the DGDDI’s policy of intelligence, controls and 
the fight against major customs fraud. The investigations carried out and the files 
produced in these areas constitute important sources of intelligence, some of which 
can be opportunely used in the fight against terrorism and radicalization” (Premier 
Ministre 2018, 21). It operates through the network of internal organizational units, 
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departments across the Republic and French customs attachés whose expertise 
covers nearly 60 countries.

Operational management in the cyber domain
Security in the cyber domain was highlighted in the NSR 2022 as an important 
aspect of national security. Except for the organizational units in the ministries and 
intelligence services, there are bodies at the operational level which are responsible 
for general or specific aspects of cybersecurity. ANSSI is a national cybersecurity 
authority which performs its mission through sub-directorates for operations, 
expertise, strategy, and administration. One part of the Sub-Directorate for 
Operations is CSIRT-FR as a technical and operational body which deals with cyber 
incidents, manages and coordinates all of the sub-directorate’s activities related 
to cyber incidents and defines the CERT-FR development strategy. VIGINUM 
was established by the Décret No. 2021-922 and attached to SGDSN in order to 
provide the Secretary-General with powers “enabling him to identify foreign digital 
interference operations on digital platforms which are likely to harm the fundamental 
interests of the Republic, to analyse their effects and to lead and coordinate at the 
interministerial level the protection of the State against such operations” (Décret 
No. 2021-922). In other words, VIGINUM is established in order to suppress 
psychological-propaganda activities on the Internet. The head of the VIGINUM 
is appointed by the decree of the Prime Minister on the proposal of the Secretary-
General (Décret No. 2021-922, Ar. 4). Classified Interministerial Information Systems 
Operator was established by Décret no. 2020-445 and attached to SGDSN. “Its main 
mission is to develop and deploy in an optimal manner, in all places and at all times, 
the classified means of communication necessary for the President of the Republic 
and the Government, as well as between the President of the Republic and foreign 
heads of state or government” (SGDSN).

Conclusion

France started major reforms in the security sector in 2008 with the White Paper, 
which paved the way for a comprehensive and integrated approach to security which 
meets the requirements of the rule of law on one hand and the demands of the 
contemporary security environment on the other. The NSR 2022 reiterates strategic 
determinations expressed in previous strategic documents and identifies the national 
strategic objectives which should be achieved through an integrated approach 
to national security. In the introduction of the NSR 2022, the President identified 
“globalized hybrid warfare” as a major security challenge to freedom and emphasized 
the need for a national approach that is consistent with and complementary to the 
EU and NATO security policies. Both the EU and NATO announced readiness to 
act across all domains and directions using military and non-military tools in a 
proportionate, coherent and integrated way to counter hybrid warfare as a wedge 
strategy whose idea is to weaken and undermine the internal cohesion of the society. 
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This is the reason why resiliency should be the first step in countering hybrid 
warfare, and it is also why the main security tools must work in a fully integrated 
way in order to eliminate vulnerabilities at home and provide a coordinated answer 
to any kind of threat that comes from inside or abroad.

The French integrated approach presented in the NSR 2022 has its roots in White 
Paper 2008 which pointed out the need for the integration of all the different 
dimensions of security into a single approach. NSR 2022 describes six strategic 
objectives whose coordinated enforcement contributes to an integrated approach 
to national security. These objectives reflect the idea of resiliency because their 
achievement encompasses a plethora of intertwined and complementary military 
and non-military actions, at home and abroad, in peacetime, in case of crisis or 
war, by numerous holders. Strategic objectives are strengthened by legal obligations 
related to national security, which are imposed on almost every executive 
department, making this approach truly whole-of-government. In addition, the 
NSR 2022 insists on the nation’s involvement and the synergy between the people 
and the officials, making this approach a whole-of-society approach. The results of 
the research confirmed that the French integrated approach presented in NSR 2022 
is well adapted to the needs of the contemporary security environment and is in 
alignment with the security policies of NATO and the EU.

In the second part of the research, the French security system was analysed in order 
to provide an answer to the question of whether it is structured and managed in a 
way that ensures an integrated approach to national security. The national security 
and defence policy of the Republic is determined at the strategic level. The Council 
determines the priorities and directions in general while NIC and NAC do so in 
specific domains of the national security policy, creating a framework for the 
decision-making process for the President, the Prime Minister and the Council of 
Ministers. The implementation of strategic objectives and tasks is performed by 
intelligence services, the Ministry of the Armed Forces, the Ministry of Foreign 
Affairs, the Ministry of the Interior and ministries responsible for justice, economy, 
budget, health, environment, transport, energy and industry which have obligations 
related to national security and defence in accordance with the Code de la Défense. 

The coordination of such a massive security system is performed by a wide and 
complex network which enables the integration of all of the mentioned actions 
at horizontal and vertical axis into a single activity under the authority of the 
President and the Prime Minister. At the coordinating level, the entities with the 
most competences are the Secretary General, as a general coordinator because he 
assists the Prime Minister in the exercise of his responsibilities in matters of defence 
and national security, and the CNRLT Coordinator who has a special coordination 
function due to which he performs his coordination function only in intelligence and 
counter-terrorism matters and also serves as the President’s advisor in these matters. 
Based on the research results, it was concluded that the security system of the French 
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Republic is structured and managed in a way that ensures an integrated approach to 
national security. Thus, the general hypothesis of the research was confirmed.
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Though the Russo-Ukraine War rages without any certain end in sight, 
attempts to prevent another conventional conflict in Europe should 

still be considered. Future agreements and policies should be based on 
the notion that the Russo-Ukraine War was caused in large part by the 
Russia-North Atlantic Treaty Organization (NATO) rivalry, which itself 
was amplified by the deterioration of conventional arms control (CAC) and 
failure to establish a new CAC regime adapted to the significantly altered 
European security landscape than that which existed in 1992 when the 
Conventional Armed Forces in Europe (CFE) Treaty entered into force  
(Kühn 2020; Lippert 2024b; Nelson and Twardowski 2022).

A broad, Europe-wide CAC agreement from the Atlantic to the Urals 
(ATTU) might be called for – essentially an updated CFE Treaty that 
includes all NATO and European Union (EU) members1, Ukraine, Russia, 
Belarus, and potentially other states in eastern Europe but not necessarily 
those in central Asia. Such an agreement may be necessary to offer a 
comprehensive, stable arms control regime that both prevents a surprise 
attack and offers all parties a sense of “indivisible security” (Kvartalnov 2021; 
Perrin de Brichambaut 2010). Alternatively, or in combination with a broad 
agreement, a narrow, geographic demilitarization agreement can contribute 
to crisis stability, stabilize an aspect of the EU/NATO-Russia relationship, 
and improve diplomatic relations to pave the way or build upon other CAC 
agreements2. With the complete suspension of the CFE Treaty, only minimal 
application of the Open Skies Treaty (OST) (NATO 2021), and Russia’s non-
compliance with the Vienna Document (Rosa-Hernández 2023), there are 
currently no Europe-wide arms control measures or significant CSBMs that 
temper the EU/NATO - Russia security rivalry.

This article discusses options and issues concerning a “Montreux 
Convention for the Baltic Sea,” which could include naval limits on Baltic 
Sea states for forces based in the Baltic Sea, controls and rules on access 
to the Baltic Sea through the Danish Straits for all naval vessels, and limits 
placed on naval forces permitted in the Baltic Sea for non-Baltic Sea states. 
Such an agreement could help stabilize the great-power rivalry between 
NATO and Russia (Mazarr et al. 2021) that contributed to the Russo-
Ukraine War through the development and implementation of a specific 
CAC agreement3. This agreement can offer all parties benefits at minimal 
costs. For the EU/NATO, it could improve relations with Russia and prevent 
or halt arms racing in the Baltic Sea. For Russia, it could offer increased 
security compared to an unchecked increase in NATO naval capability in the 
Baltic Sea. Addressing Russia’s security concerns and geopolitical ambitions 
is more necessary now than in the past, given that Moscow is unilaterally 
looking to alter existing borders (AP News 2024). What confronts Baltic 
Sea states and EU/NATO members more broadly today is whether they 

1 The EU has not been 
extensively involved in 
major arms controls 
agreements, but there is 
a need for their future 
involvement. See Portela 
(2021) and Lippert 
(2023b).
2 Burns and Urquidi 
(1968) offer a 
detailed discussion 
of the differences 
between geographic 
demilitarization and 
broader, arms limitations.

3 See, for example, Charap 
et al. (2020) for concrete, 
CAC recommendations 
made prior to the Russo-
Ukraine War.
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want to retain a confrontational approach with Russia or seek (eventually) a more 
cooperative relationship (Claeys and Williams 2022).

Previous discussions about arms control in the Baltic region have focused on land 
forces and/or only offered vague recommendations for CAC in the Baltic Sea (Engvall 
et al. 2018; Kacprzyk and Kulesa 2020; Richter 2016; Zellner, Oliker, and Pifer 2020). 
Buzhinskiy and Shakirov (2019) briefly discuss naval CAC in the Baltic region but 
dismiss it as infeasible. This article offers an original set of detailed proposals and 
discussion focused on the Baltic Sea.

One of the EU/NATO’s main goals would be to offer Russia assurances and a 
diplomatic and security gain both to improve diplomatic relations overall, and 
potentially as part of a broader diplomatic or CAC agreement. For Russia, any offer 
to establish limits on NATO naval forces in the Baltic Sea should be welcomed, given 
the substantial imbalance of naval forces it faces with Sweden and Finland’s accession 
to NATO (Dahlstrand 2024; Dyer 2023; Kayali 2023; Newsweek 2023).

The Montreux Convention

The 1936 Montreux Convention for the Turkish Straits, officially entitled the 
Convention Regarding the Regime of The Straits, was an evolution of an earlier 
agreement, the 1923 Convention Relating to the Regime of the Straits and Turkey 
(Lausanne Treaty). At the end of the First World War, the newly independent 
state of Turkey (now Türkiye) was established from the break-up of the Ottoman 
Empire and the new state’s borders contained in their entirety the Bosporus, 
Dardanelles, and the Sea of Marmara – collectively referred to as the Turkish Straits  
(see map 1). Negotiations between interested states about control of the straits 
resulted in the Lausanne Treaty, which gave Türkiye control of the straits but 
prohibited Türkiye from placing weapons and fortifications along the strait’s 
coastlines. Additional rules applied to naval forces passing through the Straits, in 
part based on a compromise between Soviet Russia in particular which sought to 
restrict all naval ships from passing through the straits and global seapowers such 
as the United Kingdom which sought to retain freedom of navigation to and within 
the Black Sea (Seydi 2010). The basis of maintaining the Turkish Straits as an 
international waterway was based on historical custom and existing international 
law (Ünlü 2002).
Türkiye, however, was dissatisfied with the limits imposed on its military, which 
prohibited fortifications and other military capabilities along the straits, and in 1936, 
it successfully negotiated a revision that was signed by state parties in Montreux, 
Switzerland. 

The Montreux Convention removed any restrictions on Türkiye concerning its own 
military and also removed the limited roles of the League of Nations and the Straits 
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Commission in monitoring compliance. The Montreux Convention’s CAC 
elements include limits on the ship tonnage of non-Black Sea states that 
can transit the straits; the number of naval ships that may pass through the 
straits at any one time; the total tonnage that any non-Black Sea state may 
have in the sea at any one time; and the duration that a non-Black Sea naval 
vessel may stay in the sea. While in times of peace, the straits are open to 
all navies; in times of war, belligerent Black Sea states may only transit the 
straits if the ship is returning to its home port (either entering or exiting 
the Black Sea). A non-Black Sea state at war (in principle anywhere in the 
world) cannot transit the straits4.

The treaty’s application was soon tested during World War Two, when both 
sides sought to use the straits to move military supplies and naval ships back 
and forth between the Black Sea and the Mediterranean. While there were 
instances of deceit and some inconsistent application of the rules, by and 
large, Türkiye upheld the Montreux Convention while remaining neutral 
and applied it equally to all belligerents (Seydi and Morewood 2005). The 
belligerents themselves did not seek to openly violate the rules openly, as 
doing so might have offered Türkiye a justification to lift rules applied to 
the other side. Arguably, the establishment of naval passage through the 
straits and their fair application decreased the incentive of belligerents to 
attempt a (possibly expensive) seizure of the straits. This phenomenon 
finds similarities in other geographic demilitarization efforts, such as 
Norway’s Spitsbergen and Finland’s Åland Islands, which prohibit the 
presence of any military forces in times of peace. This phenomenon of an 
arms control agreement in which the absence of possession by all parties 
resolves a security dilemma reminiscent of Schelling’s (1975) notion of an 
“IFF” preference. In his framework, he was referring to a weapon system, 
with an IFF framework referring to the notion that a state would only 
want to possess a weapon system if and only if its adversaries possessed it. 
The correspondence between Schelling’s IFF and agreements such as the 
Montreux Convention is that both sides may accept that, first, they do not 
need to control the straits as long as an adversary does not; and second, that 
they do not need substantial foreign naval reinforcements if the other side 
does not have them. 

The Convention is still in force and was applied by Ankara soon after 
Russia invaded Ukraine in February 2022. The impact on Russia is likely 
significant – it cannot easily reinforce its Black Sea fleet or quickly replace 
losses (Axe 2023) (most of its navy’s larger surface vessels and submarines 
are homeported outside of the Black Sea (Office of Naval Intelligence 2015; 
“Chapter Five: Russia and Eurasia” 2022). The impact on Ukraine is less 
certain. On the one hand, Ukraine’s surface combat fleet prior to Russia’s full-
scale invasion was relatively small (“Chapter Five: Russia and Eurasia” 2022).  

4 While applying 
Montreux Convention 
limitations to states 
involved in a conflict 
involving Black Sea 
states is relatively 
straightforward – such 
as the Russo-Ukraine 
War, determining that 
states are at war elsewhere 
in the world with no 
immediate impact on 
the Black Sea and its 
littoral states may be 
more complicated. This 
issue arose, for example, 
when the US sought to 
send a warship into the 
Black Sea during the 
Vietnam conflict. The 
Soviet Union objected, 
claiming that the US was 
a belligerent state, but 
Turkey determined that 
the conflict was not a war 
(Ünlü 2002, 90).
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But on the other, Türkiye’s policy of prohibiting any naval ships’ passage 
through the straits reduces Ukraine’s ability to obtain naval vessels for Black 
Sea operations (Reuters 2024), or for NATO to provide any assistance, for 
example, escorting grain shipments (Isachenko 2023; Overfield 2022). 
The absence of naval reinforcements reduces Ukraine’s ability to defend its 
coastline, including its air defense, and clear waterways of mines, which is 
important for Ukraine’s maritime trade5.

The Montreux Convention serves as a useful template for any CAC agreement 
for the Baltic Sea due to similarities such as rival states sharing a large sea 
with limited access, although a substantial difference is that the Black Sea is 
composed of non-NATO states, NATO members, and Russia so that Turkey 
remain – as is currently the case – neutral while two non-NATO Black Sea 
states are at war. This means that Ankara can impartially implement the 
Montreux Convention as a non-belligerent state. However, excepting the 
near-term improbability of two Baltic Sea NATO states engaging in conflict 
with one another, any conflict between Russia and another Baltic Sea state 
would minimize Sweden and Denmark’s neutrality due to all Baltic Sea states 
other than Russia belonging to NATO.

The Baltic Sea

The Baltic Sea’s primary access route that can accommodate ships of all 
sizes runs from the Kattegat Strait between Sweden and Denmark, and then 
through the relatively narrow Oresund, Little Belt and Great Belt into the 
Baltic Sea. While the Kattegat flows through Swedish and Danish territorial 
waters, the Belts are wholly within Danish territory. The Oresund separates 
Denmark and Sweden and is wider and deeper than the Little and Great Belts 
and handles more traffic (Helsinki Commission, n.d.). Collectively, these are 

5 It remains to be seen to 
what extent other Black 

Sea states can reduce this 
threat (see, for example, 

(Kucukgocmen and 
Hayatsever 2024) – and 

if this will be sufficient if 
they do not remove mines 

from Ukrainian waters.

Map 1 - Black Sea
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referred to as the Danish Straits and are considered international waterways 
and thus as a matter of maritime law naval vessels by default have a right 
to transit them with some rules applied for reasons of safety (such as the 
requirement for submarines to surface while transiting) and security, such as 
limits on the number of warships that may pass the Danish Straits together 
(Denmark 1999; Sweden 1966) (see map 2).

The Kiel Canal connects the North and Baltic Seas within German territory, 
cutting across northern Germany south of Denmark. Due to a combination of 
international customs and German laws, the waterway is subject to German 
government approval for the passage of naval vessels6. On the eastern end of 
the Baltic Sea, the White Sea- Baltic Canal and the Volga- Baltic Waterway 
are minor, artificial sets of canals that lead to the North, Black, and Caspian 
Seas (Deaton 1975; Swistek and Paul 2023). While the Russian canals offer 
Moscow some flexibility regarding the way to access the Baltic Sea, due to 
their shallow depth and narrow width, the canals are neither an efficient 
route nor can they support larger vessels (Savitz and Winston 2024).

Perhaps the most significant difference between the Baltic and Black Seas 
is that the former is entirely NATO dominated, with Russia only retaining 
a narrow coastline along the Baltic Sea, and its navy is much smaller than 
NATO’s collective naval forces in the Baltic Sea. Among the strategically 
important Russian areas that border the Black Sea are the exclave of 
Kaliningrad and Saint Petersburg.

Map 2 - Baltic Sea

6 The Kiel canal 
management has 
indicated that permission 
from the German 
government is likely 
required for passage of 
Russian naval vessels 
(UCA Kiel 2023). 
Another document 
indicates that Russian-
flagged vessels are unable 
to use the canal due to EU 
sanctions (“Notification 
Requirements,” n.d.). 
These indicators 
suggest that the Kiel 
canal is subject to more 
restrictions and sovereign 
control than the Danish 
or Turkish Straits.
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Potential CAC in the Baltic Sea

Russia would have an interest in seeing any Baltic Sea naval restrictions. 
Although it can freely move its own naval forces in and out of the Baltic Sea 
in times of peace, Moscow faces comparative disadvantages. First, the overall 
size of NATO’s navies – especially due to the US’s naval fleet – dwarves that 
of Russia’s. Thus, without limits, NATO naval forces can threaten Russia 
far more than Russia can threaten NATO. Second, NATO’s industrial 
and defense capacity outstrips Russia’s so that, if unchecked, the Baltic 
Sea NATO states will produce far more ships than Russia. Access and/or 
national limits could at least stabilize Russia’s disadvantage. Third, it might 
be possible for Sweden and Denmark to prevent the passage of Russian 
warships in times of crisis, leading to escalation and potential conflict. A 
legally binding agreement would establish the precise conditions in which 
the Danish straits could be closed to Russian naval vessels. Table 1 contrasts 
and compares the Turkish Straits agreements with potential Danish Straits 
and Baltic Sea CAC agreements.

Russia should be especially concerned about NATO’s overall growing coastal 
and naval activities in the Baltic Sea area, such as NATO naval exercises 
(Reuters 2023; Brooks 2022). NATO established Baltic Sentry in early 2025 
in response to underwater communications cable damage and to generally 
deter Russian naval activities and presence (Shape.Nato.Int 2025). Baltic Sea 
NATO members plan continued upgrades and expansions of their naval 
capabilities (Livermore 2024).  

Access Control

One aspect of a Baltic Sea CAC regime could be the establishment and 
implementation of naval vessel access controls. These already exist to a 
limited extent according to Danish and Swedish laws, limiting the number 
of naval vessels that may transit the Danish Straits simultaneously and the 
requirement for submarines to transit surfaced. The former likely reflects, 
even if not explicitly, fears of attack by sea. For example, the German 
invasion of Norway by sea included the passage of a German fleet through 
the Danish Straits. Nothing in international or national laws, however, 
prohibit Denmark or Sweden from permitting larger fleets from transiting 
their waters through the Danish Straits in peacetime – a notable difference 
from the Montreux Convention which limits the aggregate number (to 
include non-Black Sea naval vessels already in the Black Sea) and size of 
non-Black Sea state naval vessels7.

Aside from fears of enemy action, Sweden and Denmark impose reasonable 
maritime safety measures due to the Danish Straits’ narrowness and high 

7 The Montreux 
Convention Article 

21 permits Turkey to 
impose unilateral control 

over the straits when it 
might “consider herself 

to be threatened with 
imminent danger of war”.
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traffic. Even in the best of circumstances, ships can collide in busy seaways 
and naval ships may be more vulnerable to accidents due to combinations of 
radar and visibility reductions (modern naval vessels often incorporate radar 
signature reduction designs and due to their often matte gray paint, they are 
less visible compared to commercial and civilian vessels), potentially higher 
speeds, and possibility of turning off identifying, navigation radio signals 
(Labrenz 2023). The requirement for submarines to travel surfaced is an 
obvious question of safety, as submerged submarines are difficult to detect 
and, should they surface in constricted waterways, may easily collide with 
other ships8.

The Montreux Convention imposes a variety of access controls which might 
be transferrable to the Danish Straits. First, there may be limits on the size 
(tonnage) of naval vessels. Ship tonnage is a fairly straightforward measure 
of a ship’s capability, with larger vessels being more capable because more 
systems and weapons fit in it9. This comparison is restricted to ships of the 
same technological generation; an 8000-ton modern destroyer arguably 
has much more anti-ship capability than a World War Two-era 65,000-ton 
battleship because the former is equipped with accurate, long-range anti-
ship missiles.
The Montreux Convention also specifically prohibits the transit of non-
Black Sea states’ capital ships, as defined by tonnage and/or firepower, 
and submarines. Additionally, though not specified in the Convention, 
the Turkish government prohibits the passage of all aircraft carriers 
(“Implementation of the Montreux Convention”, n.d.). 

Ship tonnage and quantity are two approaches to limit access to the Baltic 
Sea through the Danish Straits. First, there may be a universal limit on ship 
types based on tonnage and firepower. Before the age of missiles, firepower 
was easily determined by barrel caliber and the number of large guns. Today, 
however, guns are irrelevant to naval surface warfare, having been replaced 
by missiles. Assessing ship firepower in the missile age is much more 
difficult than in the gun age because missile capabilities vary significantly 
due to technology, design, and tactics. Moreover, ships carry missiles for a 
variety of missions such as anti-ship, anti-submarine, surface strike, and air 
defense. Despite the challenges of measuring naval firepower, as most naval 
ships today are equipped with vertical launch systems (VLS), the quantity of 
these can be used as a measure of a ship’s firepower.

Tonnage-based limitations could hedge against states attempting to 
circumvent firepower limits and might otherwise offer a means to anticipate 
changes in naval ship design and warfare. Moreover, a tonnage limit can 
help prevent ships from circumventing any restrictions based on ship class 
designations. While broad ship classes may exist for naval vessels, many 

8 See, for example, the 
collision of a surfacing 

Japanese submarine with 
a commercial ship 

(Ogura 2021).
9 See, for example, Peck’s 
(2019) discussion about 
battlecruisers being less 
capable than battleships 

due to less armor 
(less mass).
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ships can fall between or within several categories. For example, any restrictions 
on aircraft carriers will be frustrated by a lack of a universal definition of such 
ships. Some fixed-wing aircraft-carrying ships also conduct other missions, such 
as amphibious assault. Two examples of these gray areas are the Soviet Kiev and 
Kuznetsov aircraft-carrying cruisers and the US amphibious assault ships that double 
as fixed-wing aircraft carriers. Both these types of ships displace significantly more 
mass than a modern cruiser or destroyer.

A universal tonnage and firepower restriction would offer Russia an increased sense 
of security as it would decrease its fear of a sea-based attack in the Baltic Sea. This 
would reduce arms racing and contribute to confidence building. While some states 
might object to what would amount to de facto national limits if their entire coastline 
falls within the Baltic Sea, it is unclear that they require the restricted vessels or, if 
they do, that these cannot be based in the ports of other NATO members. Foreign-
basing of naval vessels is widely practiced by the United States, with other countries 
operating primarily foreign naval support facilities without permanently assigned 
ships. This approach may in part suggest a more alliance-wide approach to defense 
planning, basing, and deployments for NATO – one that treats NATO’s entire 
geographic space as a single, continuous zone or at least substantial areas and blocs 
of states as a single zone for CAC purposes, much as Russia seeks be considered as a 
single zone (west of the Urals) instead of it being partitioned into CAC zones which 
restrict internal movement – but this is beyond this article’s scope.

Another approach, which the Montreux Convention also incorporates, is the 
placement of certain limits on non-Baltic Sea states and different restrictions (or no 
restrictions) on Baltic Sea states. The Montreux Convention sets limits on aggregate 
tonnage of all non-Black Sea state naval vessels combined, the aggregate tonnage for 
any one non-Black Sea state, and the duration in which they may remain in the Black 
Sea. The latter varies from most of the other Convention’s stipulations as the limit goes 
beyond transiting; that is, once a vessel has passed through the Turkish Straits, it is 
unclear how Türkiye could compel a state to withdraw the vessel other than through 
diplomatic means and by refusing entry of the violator’s other naval vessels.

Baltic Sea limitations that apply only to non-Baltic Sea states could still reduce arms 
racing and build confidence and security, but without Russia seeing limits imposed 
on its navy. On the other hand, the limits would not (in this approach) apply to 
the Baltic Sea NATO states, thus it might not go far in increasing Russia’s sense of 
security although restrictions placed on NATO’s top three naval powers – the US, 
UK, and France –in the Baltic Sea (as non-Baltic Sea states) should improve Russia’s 
perception of security.

National and Bloc Limits 
The national naval limits of Baltic Sea states represent another approach that 
could be adopted to CAC in the Baltic Sea. This would be a substantial variation 
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of the Montreux Convention, which did not impose limits on the size or 
composition of Black Sea naval fleet sizes – limits rather applied primarily 
to transiting the Turkish Straits and de facto limits. Rather, national naval 
limits would build on an established history of national, military capability 
CAC agreements. Among these are the 1922 Washington Naval Treaty 
which set limits on capital ships amongst five major naval powers and the 
1990 Conventional Armed Forces in Europe (CFE) Treaty which set limits 
on five categories of land-based weapon systems from the North Atlantic to 
the Ural Mountains (often referred to as the Atlantic to the Urals (ATTU)).

While the CFE Treaty set equal limits for NATO and the Warsaw Pact, the 
Washington Naval Treaty established a ratio of naval forces between five 
states. Measured in tonnage, the ratio was 5:5:3:1.67:1.67 ratio of tonnage 
for the United Kingdom, the US, Japan, France and Italy, respectively. This 
ratio was established based on a combination of existing naval power and 
perceived naval force requirements with the US and UK, for example, 
having by agreement a greater need for a larger navy compared to other 
state parties. Importantly and relevant to today, the CFE and Washington 
Naval Treaties were signed during times of peace between the signatories, 
albeit the proxy war that NATO and Russia find themselves in Ukraine 
creates a much more challenging atmosphere for agreement as well as 
casting into question bases for any ratios. Another agreement of interest 
is the 1817-1818 Rush-Bagot Treaty between the US and Canada, which 
sets (it is still in force despite the two states’ close alliance) limitations on 
fortifications and naval vessels in and around the Great Lakes (Bagot and 
Rush 1817; O’Neill 1991).

The issue of whether an agreement is signed during peace or war (or 
soon after) is important because peace agreements often require extensive 
bargaining and discussions, as each side has the capacity to refuse the 
agreement with minimal consequences. In contrast, a conflict or post-
conflict agreement, such as the post-World War treaties, permits the 
victor to impose CAC limits and measures on the defeated state(s) 
without accepting any limits on their own military forces10. It is unclear 
if post-Russo-Ukraine War agreements between Russia and NATO 
are likely to lean towards peacetime or discriminatory post-conflict 
agreements, but currently, a Baltic Sea agreement is more likely to reflect 
a peacetime agreement due to neither side having the capacity to impose a 
discriminatory agreement on the other (Lippert 2024a).

Currently, available information from the 2025 IISS Military Balance and 
other sources suggest that Baltic Sea NATO tonnage far surpasses Russia’s 
by a ratio of 85:15, or 217,000 metric tons to 40,00011. Thus, realistically, 
Russia is unable to compete with NATO’s current Baltic Sea fleet, even 

10 One exception to 
this was the peacetime, 

1920 Russia-Finnish 
agreement signed in 
Tartu/Dorpat which 
imposed substantial 

limits, particularly naval, 
on Finland. Finland was 
newly independent from 

imperial Russia, but 
newly-established.

11 For this calculation, 
all of Germany’s fleet is 
counted for simplicity, 
although its ships can 
be based in the North 

Atlantic rather than 
the Baltic Sea. The 

calculations are based 
on various open sources, 

such as The Military 
Balance (“Chapter Three: 

Europe” 2025; “Chapter 
Four: Russia and Eurasia” 
2025), and count combat 

ships of 20 tons and 
higher, excluding, for 

example, inflatable boats. 
Russia’s calculations are 

an estimate based on 
multiple sources of what 
it may have in the Baltic 

Sea at any given time, and 
likely overestimates 

actual holdings.
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excluding NATO reinforcements from outside of the Baltic Sea. For 
example, a ten percent increase in tonnage offers Russia a modest 4000 tons, 
which is approximately one frigate. NATO, on the other hand, would gain 
22,000 tons with a ten percent increase – or the equivalent of five frigates.

Though the CFE Treaty and its additional protocols specify national limits 
in five TLE categories, the treaty established equal limits for NATO and the 
Warsaw Pact collectively. A similar approach could be done with a Baltic 
Sea limitation treaty. NATO and Russia could agree on a broad ratio and 
limitations, and then work backwards to define national limits. Alternatively, 
the two sides might agree on an overall NATO ceiling, reflecting Russia as a 
single-entity, then NATO could manage the ceiling internally12.

The ratio approach still leaves open several questions and choices. First, 
should there be reductions in TLE or should Baltic Sea fleets be subject to a 
ceiling that is either at or higher than current inventories? The CFE Treaty 
mandated the destruction of a significant amount of TLE by both blocs, 
although the Warsaw Pact had a heavier destruction burden as they had 
more TLE than NATO at the time of CFE signature and entry into force. 
TLE limits or reductions reduce the capability of conducting a surprise 
attack – which was one of the CFE Treaty’s main goals.

Another question would be whether to only count tonnage or to also include 
counts for specific ship types. For example, a strong case can be made that 
20 ships of just 1000 tons each (a large patrol vessel) are not as capable as 
5 ships of 4000 tons each (approximately a frigate). This is because small 
ships lack capabilities that larger ships have, such as advanced radar and 
sonar systems as well as helicopter-carrying capacity. Thus, limits could be 
both on total tonnage and per ship class and type. This would be in line with 
previous naval agreements, including the Washington Naval Treaty and the 
Montreux Convention, which established ship class definitions and limits 
specific to each class. Prohibitions on specific ship classes or ships above 
a certain size could also be considered, such as cruisers, large amphibious 
assault ships, and aircraft carriers.

Another, and perhaps the most important and difficult question to resolve, 
is the allocation of limit ratios. Russia might seek (and certainly prefer) an 
even ratio of 1:1 or even a ratio in its favor. However, there is no historical 
justification for this, as CAC agreements often reflect the military balance 
at the time of agreement13; that is, NATO is unlikely to give up a substantial 
advantage unless the agreement is closely tied to a broader ATTU agreement 
and/or to ending the Russo-Ukraine War. If a substantial reduction in the 
gap between NATO and Russian Baltic Sea capabilities is not likely, this 
still leaves open the possibility that the gap can be narrowed – or even 

12 When the Soviet 
Union was dissolved, 
the newly independent 
states divided CFE Treaty 
TLE limits amongst 
themselves.

13 Reference CSP article.



64

broadened – but to an extent that reduces the potential, long-term gap. Concerning 
the latter option, if Russia faces a potential tonnage ratio of 95:5 in fifteen years, it 
might be willing to accept a limitation which locks in a ratio at 90:10 – worse than 
the current ratio of 85:15 – but better than 95:5.

NATO, in the interests of stability, confidence building, and improved diplomatic 
relations might be willing to sacrifice some of its advantages in the Baltic Sea, 
especially as it is unclear if such overwhelming naval capabilities are essential to 
offense or defense given advantages in airpower, strategic depth, and difficulties Russia 
might face in conducting amphibious operations (Baev 2023; Gapiński, Kulesza, and 
Muzyka 2023). Thus, NATO might reasonably tolerate a 66:33 ratio, for example.

Implementation and Delegation

Two important aspects of implementation are verification and implementation 
management. Verification measures include a combination of national intelligence 
collection, on-site inspections, state reporting, and remote monitoring. There are 
three broad approaches to monitoring and verification: state-based “good faith”, 
state-based multilateral intrusive inspections, and delegated implementation. In the 
first, which was the approach adopted for the interwar naval agreements, states did 
not establish a formal system of inspection. Rather, they relied on espionage, open 
sources, and good faith. After the Second World War, intrusive measures became 
more commonplace, with state parties sending inspectors to one another’s military 
facilities. The management of the arms control treaties, however, was by the state 
parties themselves. In the case of several agreements, a coordinative body was created 
(such as the CFE Treaty’s Joint Consultative Group (JCG)). This body was legally 
established as part of the agreement, but it was composed of national representatives 
who met to discuss administrative, technical and coordinative issues. Disputes could 
be raised in the JCG, but the JCG itself did not conduct monitoring or verification 
activities and did not assess compliance.

Other agreements, such as the Organization for Security and Cooperation in 
Europe’s (OSCE) role in implementing the 2015 Minsk Agreements for the reduction 
in hostilities in Ukraine, involved a neutral, third-party implementer. The OSCE was 
charged with a full range of monitoring and verification functions, which included 
over 1000 staff members, many of whom were based in Ukraine on both sides of the 
line of contract (OSCE 2021). The OSCE issued compliance reports but did not have 
an enforcement mandate.

The Lausanne Treaty for the Straits established the Straits Commission which was 
charged with collecting information about naval vessels in the Black Sea, sharing 
this information with all states concerned, and “to see that the provisions relating 
to the passage of warships and military aircraft are carried out,” (“The Convention 
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Relating To The Regime Of The Straits And Turkey” 1923, art. 15). The agreement 
also established a commission to verify defortification along the Turkish Straits. 
In practice, the commissions were only minimally active, perhaps due to a lack of 
violations and because of Türkiye’s desire to be in control of the straits. With the 
Montreux Convention’s entry into force, the commissions were dissolved, and 
Türkiye assumed full responsibilities for monitoring, verification, and enforcement.

A notable difference between the Montreux Convention and other CAC agreements 
is that Türkiye has substantial capabilities to enforce the agreement due to the 
straits running through its territory. In contrast, most CAC agreement violations 
occur in opposing states’ national territory, outside of the control of the state(s) 
making any accusations of violations. For example, the US had no means to enforce 
Russian compliance with the INF Treaty when Washington accused Russia of 
testing a prohibited conventional land-based cruise missile. The US’s only means of 
compelling enforcement was through diplomacy.

An important caveat on CAC agreement enforcement, however, is necessary. 
States or their supranational agreement implementors may be able to enforce 
discriminatory, post-conflict agreements when the victorious states occupy the 
defeated states or are otherwise willing to use force to enforce the agreements. One 
of the clearest examples of this are the post-World War Two Allied Control Councils 
and Commissions (ACCs) set up in the defeated Axis states.  These had the backings 
of the occupation armies to ensure compliance with agreements. In the case of the 
much narrower agreement that ended the 1999 Kosovo conflict, the agreement 
authorized NATO to enforce the demilitarized zone by force.

The geography of the Turkish Straits permits, and the Montreux Convention 
implicitly authorizes Türkiye to enforce rules concerning the passage of the Straits. 
As recently demonstrated due to the Russo-Ukraine War, Türkiye unilaterally 
decides which naval vessels are and are not permitted to pass through the straits. 
Aside from diplomatic costs, violators risk military action in an extremely tactically 
disadvantageous position. Of course, for Türkiye to attack a state with whom they 
are otherwise not at war would be extreme. But other measures could be undertaken, 
including the non-provision of a pilot and non-cooperation from traffic control 
authorities. The Straits, which may have difficult navigational natural, marine, 
and man-made obstacles, might be risky to pass through if authorities erect non-
destructive barriers such as obstacles or do not offer navigational assistance (“Note 
on the Turkish Straits,” n.d.).

The agreement execution body options available for a Baltic Sea agreement can be 
any of the three approaches mentioned above. A purely state-based approach with no 
agreement executor would likely disadvantage Russia as Russia has no control over 
the Danish Straits, and they (as well as other states) would face the complicated factor 
that the straits run through two states instead of one. With Sweden and Denmark 



66

being NATO members, Russia may not trust their objectivity in implementing the 
agreement. While Türkiye is also a NATO member, perceptions of it being a fair 
custodian of the straits going back to Türkiye’s foundation likely alleviate concerns 
about Türkiye’s objectivity. Russia might have less faith in Denmark and Sweden’s 
goodwill. This approach, however, ruffles the least sovereignty feathers. States engage 
in traditional bilateral and multilateral diplomacy without the perceived interference 
of a treaty executor, however weak.

Still, a weak agreement executor is not without its advantages, which the JCG 
demonstrated. As a standing forum, it can efficiently coordinate information 
exchange, deal with disputes to some extent, and resolve technical questions in a way 
that can be accepted by all state parties. A standing body would develop institutional 
knowledge, experience, and norms especially if the same group of experts regularly 
assemble (Finnemore 1993).

A strong agreement executor and neutral body such as the OSCE or United 
Nations (UN) (which was charged with implementing weapons of destruction 
disarmament in Iraq, for example) has the advantage of being perceived as relatively 
fair and objective (compared to an adversaries’ state organs or alliances performing 
inspections and assessments). Depending on its mandate and how it is structured, it 
may also be endowed with considerable resources, as in the case of the OSCE Special 
Monitoring Mission (SMM) in Ukraine or the European Union Monitoring Mission 
(EUMM) in Georgia, to execute the agreement’s mission.

One advantage of an empowered, delegated treaty executor is that it is likely more 
adaptable – if the agreement is written to incorporate adaptability – than either of 
the other two approaches, which are more likely to require a whole renegotiation of 
the agreement. CAC agreements can only, at best, reflect military capabilities and 
technologies at the time of signature, but military capabilities evolve continuously. 
In the case of the Montreux Convention, for example, it had not anticipated armed, 
converted merchant vessels (Seydi and Morewood 2005). Similarly, some of the 
limits are based on gun caliber, which is no longer relevant to modern surface 
combatants. Türkiye’s monopoly over the Montreux Convention’s enforcement – a 
relatively unique situation amongst CAC agreements – likely facilitates agreement 
adaptability and evolution.

An agreement implementer could be charged with adapting the agreement based 
on changes in military technologies and geopolitical changes such as alliance 
memberships (Lippert 2023a). Indeed, agreement adaptation potential may be an 
important component of agreement survivability. Agreements that do not adapt to 
technological or geopolitical changes – both of which occur over the lifetime of CAC 
agreements – may easily become irrelevant. This irrelevance may be because they are 
no longer effective in addressing the problem they were designed to address, such the 
CFE Treaty’s relevancy struggles following the dissolution of the Warsaw Pact when the 
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agreement had been conceived specifically to prevent a NATO-Warsaw Pact conflict; 
or because one or several parties no longer view the agreement as in their interests, 
such as the Russian perception of the INF Treaty’s limitations on conventional, land-
based, medium-range missiles due to perceptions of overwhelming NATO long-range 
precision strike capability (Kühn and Péczeli 2017). 

Kühn (2015) emphasizes that adaptability is one of the three main factors of 
institutional success in arms control agreements (the other two being courtesy 
and clarity). Debre and Dijkstra (2021) note, for example, that international 
organizations – which conceptually include CAC agreement executors, though these 
are not specifically mentioned in their study – are more survivable when they are 
larger and more flexible. On the other hand, international organizations with very 
narrow mandates – which may characterize some CAC agreement executors – may 
be unable to adapt. This would suggest that an organization such as the OSCE is 
more survivable and adaptable compared to a narrow CAC body such as the CFE 
Treaty’s JCG – which is largely borne out by the fact that the OSCE continues 
to function (albeit with substantial handicaps due to NATO-Russian rivalries  
(Hill 2023) while the JCG is de facto disbanded due to most state parties having 
suspended participation (Alberque 2023).

Conclusion

This article’s underlying theme is that another war in Europe should be prevented 
and that preventing wars is about creating the conditions in which states view war 
as more costly than beneficial (Hausken 2016). CAC accomplishes this by stabilizing 
the military balance and reducing, if not eliminating, arms racing (Baliga and 
Sjöström 2004; Downs, Rocke, and Siverson 1985; Gray 1971). CAC also offers a 
forum for improving diplomatic relations, both through the process of negotiating 
agreements and in implementing the agreement. A successful CAC agreement helps 
to build trust and confidence between rivals and, ideally, removes some sources of 
dispute that can lead to conflict.

This article suggests that an effective CAC regime in the Baltic Sea can accomplish 
these goals. The article offers several approaches, indicating some of their advantages, 
disadvantages, and impacts. There is no singular approach to CAC agreements that 
assures success or failure. Over the past 100 years, CAC agreements have been 
varied and have met different levels of success. However, the relative success of the 
Lausanne and Montreux agreements, which have collectively surpassed 100 years 
of implementation, suggests that a similar approach to the Baltic Sea might be 
successful. The Lausanne/Montreux agreements survived several major historical 
periods: the interwar years, World War Two, the Cold War, and the post-Cold War 
decades – and still function amidst the Russo-Ukraine War. Surviving through 
these periods demonstrates that even if the agreement was intended for a certain 
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geopolitical situation, it retained its relevance despite significant changes in Europe. 
A Baltic Sea agreement designed for a second Cold War might similarly maintain 
relevance and durability.

A Baltic Sea CAC agreement, whether it imposes access controls, establishes naval 
inventory and capability limits, or both, is unlikely to do more harm than good for 
all the state parties. Russia finds itself significantly outnumbered, out-tonned, and 
out-missiled by NATO. Thus, they should welcome any opportunity to limit NATO 
naval forces, whether this is by locking in a fixed ratio of Russian and NATO navy 
ships and/or reducing non-Baltic Sea naval capabilities from entering the Baltic.

NATO’s Baltic Sea CAC interest lies in preventing arms racing, which, even if it 
could prevail, would still require funds that might otherwise be better spent, and in 
improving diplomatic relations with Russia. The Russo-Ukraine War has shattered 
mutual trust. A Baltic Sea CAC agreement could be one brick in rebuilding a stable 
security foundation. Even if such an agreement might only slightly contribute to 
preventing another large-scale European conflict, the costs of the war in Ukraine 
suggest that all efforts should be undertaken to avoid a second 21st-century 
European war.

The author did not receive any funding for this study.
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NATO opportunities in the MENA region 
in the context of the Russian threat

The Middle East and North Africa (MENA) region represents a geopolitical space marked by instability, 
strategic competition and the influence of global actors, including the Russian Federation, which has 
strengthened its presence through economic and military partnerships, as well as information influence 
campaigns. In this context, the North Atlantic Treaty Organization (NATO) can adopt new strategies to 
expand its engagement in the region, aiming to counter these dynamics and reduce Russia’s ability to 
destabilize Euro-Atlantic security.
This study employs prospective analysis methods, specifically the RVAP-O framework (Risks, 
Vulnerabilities, Threats and Opportunities) to identify the main challenges and possible courses of action in 
the MENA region and the environmental scanning/horizon scanning (ES/HS) method to assess their short-
term impact. Thus, the research examines the extent to which NATO’s involvement in MENA can alter the 
balance of power and reshape the Russian Federation’s strategic priorities, thereby limiting its operational 
capabilities in the Euro-Atlantic space. 
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The Middle East and North Africa (MENA) represent an epicentre of global 
geopolitical dynamics, characterized by high strategic complexity and multiple 

challenges to international security. The region is marked by phenomena such as the 
expansion of extremist ideologies, the transnational terrorist threat, drug trafficking 
and risks associated with weapons of mass destruction. Simultaneously, political 
instability and internal fragmentation affect numerous states, such as Iraq and 
Afghanistan, while others, including Pakistan and Lebanon, are exposed to internal 
tensions that could escalate into civil conflicts. Even in states considered relatively 
stable, the persistence of ethnic and sectarian divisions constitutes vulnerability 
factors with destabilizing potential.

Against this backdrop, MENA remains a space where strategic competition among 
global powers such as the United States of America (USA), Russia and China is 
particularly intense, with each seeking to strengthen its influence in the region. The 
North Atlantic Treaty Organization (NATO), as a fundamental actor in the Euro-
Atlantic security architecture, maintains its interest in regional stability, especially as 
the Russian threat to the European continent necessitates a reassessment of strategic 
priorities.

In this context, the present research aims to identify the opportunities that NATO 
can leverage in the MENA region, considering the evolution of security risks and 
challenges, as well as their impact on European security. The study employs qualitative 
analysis methods, specifically the RVAP-O framework (Risks, Vulnerabilities, 
Threats, Dangers and Opportunities), which enables a systematic assessment of 
regional security dynamics and the environmental scanning/horizon scanning (ES/
HS) method, which explores the potential impact of NATO’s actions in the region. 
This methodological approach will facilitate not only a deeper understanding of 
emerging risks but also the identification of possible strategic courses of action for 
NATO in MENA.

1. Geopolitical context

During the Cold War, various dominant political and ideological movements in 
the Arab world significantly contributed to shaping a negative perception of NATO 
among the states and populations of the region (Liteanu, Degeratu and Toma 2007, 
162-167). The Arab nationalist movement, the Arab socialist movement, leftist and 
communist groups, along with Islamist organizations, have historically been and 
continue to be political forces strongly opposed to the West and, by extension, to 
NATO. Additionally, many of these groups developed ideological affinities with the 
former Union of Soviet Socialist Republics (USSR) and the member states of the 
Warsaw Pact, which were perceived as a counterbalance to Western influence in the 
region. These sympathies materialized through diplomatic, economic and military 
support provided by the Soviet Union to certain Arab regimes, including Gamal 
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Abdel Nasser’s government in Egypt, Hafez al-Assad’s administration in Syria and 
Ahmed Ben Bella’s leadership in Algeria, as well as through the adoption of socialist-
oriented policies in Arab states such as Iraq, Libya and Sudan.

Although NATO established itself as an organization with both political and military 
dimensions, its image during the Cold War was largely associated with Western 
interventions in former European colonies. For example, the Suez Crisis of 1956  
(US Department of State 2017b), in which France and the United Kingdom, 
alongside Israel, launched a military intervention in Egypt to regain control of the 
Suez Canal, nationalized by Nasser’s regime, was perceived in the Arab world as an 
imperialist action, despite NATO as an organization not being directly involved. 
Additionally, Western support for Israel in the Arab-Israeli conflicts, particularly 
during the Six-Day War in 1967 (Lorch 2008, 1-8), reinforced the perception that 
NATO and its member states supported Western hegemony in the Middle East to the 
detriment of Arab states. This perception was further amplified by the propaganda of 
socialist states and pan-Arab movements, which portrayed NATO as an instrument 
of Western imperialism and neocolonialism (Droin, et al. 2024).

During the Cold War, NATO focused primarily on defending the Euro-Atlantic 
territory and deterring the USSR, without significant involvement in strategic 
communication campaigns in Arab states. As a result, the Alliance’s perception in 
the MENA region was shaped by external factors, and its image was often influenced 
by nationalist and anti-Western rhetoric (Baban 2018, 351–357) promoted by certain 
regimes and ideological movements.

Subsequently, NATO placed public diplomacy among its priorities, particularly after 
the September 11, 2001 attacks, amid intensified efforts to counter radicalization and 
negative perceptions associated with Western presence in the Middle East and North 
Africa. In this regard, the Alliance launched initiatives such as the Mediterranean 
Dialogue in 1994 (NATO 2024b) and the Istanbul Cooperation Initiative in 2004 
(NATO 2024a), aimed at strengthening relations with countries in the region and 
fostering a better understanding of its strategic objectives. However, the impact of 
these initiatives remained limited, primarily due to the sensitive political context and 
persistent suspicions toward Western interventions in the Arab world.

NATO’s perception in the MENA region is shaped by historical and geopolitical 
factors, often being associated with the strategic interests of the West, particularly 
those of the USA. Unlike other international alliances, where decisions are 
frequently dominated by the most powerful members, NATO operates through a 
collective decision-making mechanism, involving all its allies in the development 
of security policies and strategies (NATO 2023). However, in the Arab world, 
the perception persists that NATO serves as a tool for projecting American 
power, a viewpoint reinforced by the role the United States has played in military 
interventions in the region.
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This perception is not exclusive to the MENA region but is also present within public 
opinion, where debates persist regarding the predominant influence of the USA over 
NATO’s decision-making process (Ivanov 2011, 242). In Arab states, this view is 
further amplified by a climate of scepticism and a tendency to interpret international 
events through the lens of conspiracy theories.

Although ten member states of the Arab League have joined NATO’s cooperation 
initiatives with the MENA region, their objectives and impact remain insufficiently 
understood both at the level of political elites and among the Arab public. The 
Mediterranean Dialogue, launched in 1994, includes seven partner states, six of 
which are members of the Arab League: Algeria, Egypt, Jordan, Mauritania, Morocco 
and Tunisia (NATO 2024b). The Istanbul Cooperation Initiative, launched in 2004, 
was adopted by four Gulf Cooperation Council states: Bahrain, Kuwait, Qatar and 
the United Arab Emirates (NATO 2024a). Despite this formal commitment, NATO 
has not managed to clearly communicate the tangible benefits of these partnerships 
(Zara 2006, 146-148), reinforcing the perception that the Alliance’s involvement in 
the region remains limited and lacks a well-defined strategic direction.

NATO’s lack of a clear direction in the MENA region generates uncertainty 
regarding its role and its ability to influence political and security developments. 
Additionally, concepts such as “dialogue,” “initiative,” and “partnership” are often 
perceived as vague in the absence of concrete results that demonstrate the impact 
of these collaborations on regional security. In this context, the European Union 
(EU) enjoys a more favourable perception among regional actors (EEAS 2021), 
due to its diplomatic approach and involvement in strategic negotiations, without 
being directly associated with military interventions. A relevant example is the EU’s 
role in managing the Iranian nuclear dossier, where it acted as a mediator in the 
negotiations that led to the Joint Comprehensive Plan of Action (JCPOA), signed in 
2015 between Iran and the five permanent members of the United Nations Security 
Council (US Department of State 2017a).

In this process, the EU facilitated dialogue, implemented and later eased the 
economic sanctions imposed on Iran, while also monitoring compliance with the 
agreement alongside the International Atomic Energy Agency (IAEA). Following 
the USA’s withdrawal from the JCPOA in 2018, the EU sought to maintain the 
agreement through alternative mechanisms, such as the Instrument in Support of 
Trade Exchanges (INSTEX) (European Parliament 2023), designed to facilitate trade 
with Iran without relying on the US dollar.

A key aspect of the research documentation is that the Gulf Cooperation Council 
states that have joined the Istanbul Cooperation Initiative – Bahrain (Bureau of 
Near Eastern Affairs 2022), Kuwait (US Embassy in Kuwait 2025), Qatar (Bureau of 
Near Eastern Affairs 2020a) and the United Arab Emirates (Bureau of Near Eastern 
Affairs 2020b) – already benefit from institutionalized security partnerships and 
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military cooperation with the USA. These bilateral agreements cover areas such 
as counterterrorism, the prevention of weapons of mass destruction proliferation, 
defence planning assistance, military training and exercises, border security and 
critical infrastructure protection. Given the overlap between these commitments 
and NATO’s objectives in the region, the general perception is that the Alliance has 
yet to define a distinct and autonomous role in relation to US initiatives.

2. Methodological approach

The purpose of this research is to identify the opportunities that NATO can leverage 
in the MENA region in the context of the threat posed by the Russian Federation 
to Euro-Atlantic security and, subsequently, to assess its potential impact on the 
security landscape.
Therefore, the main research objective is determining the optimal course of action for 
NATO to strengthen its strategic position in MENA in order to counter the Russian 
threat to Euro-Atlantic security.

This objective is supported by two specific research objectives:
- Identifying the opportunities that NATO can exploit in MENA to consolidate 
its influence;
- Establishing the optimal course of action for NATO in MENA to counter 
the threat posed by the Russian Federation in the Euro-Atlantic space, while 
maintaining stable relations with regional partners.

The research objectives will be addressed through the following research questions:
- What opportunities can NATO leverage in the MENA region to expand its 
influence?
- What is the optimal course of action for NATO in the MENA region to limit 
Russia’s capacity to project strategic influence in the Euro-Atlantic space?

In this context, the research aims to identify the opportunities that NATO can leverage 
in the MENA region, considering the evolution of security risks and challenges, as 
well as the short-term impact on European security. The study employs qualitative 
analysis methods, specifically the RVAP-O framework (Risks, Vulnerabilities, 
Threats, Dangers and Opportunities), which will allow for a systematic assessment 
of regional security dynamics, and the environmental scanning method, which will 
explore the potential impact of NATO’s actions in the region.

From a data collection standpoint, the analysis relies on official sources and 
institutionally validated strategic documents, including reports produced by NATO, 
the EU, and the US on emerging global trends and recent geopolitical developments 
in the MENA region. For a comprehensive perspective on the geostrategic context, 
these sources were complemented by academic analyses and open-source materials, 
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such as specialized articles and media reports, used strictly for contextualization 
and for verifying data correlations. To ensure that research remains relevant, the 
timeframe under examination is limited to the past five years (2019–2024), thus 
allowing for an assessment of recent trends and the short-term impact of NATO’s 
strategies in the region.
The analysis of the relationship between MENA states and NATO or Russia is 
conducted across three dimensions: diplomatic, military, and economic. Each 
dimension is examined through a set of specific variables tied to relevant indicators.

Within the diplomatic dimension, the targeted indicator is the relation between 
MENA states and NATO or Russia, analyzed through two variables. The first 
variable, the effectiveness of regional cooperation mechanisms, is reflected in the 
capacity of regional structures to manage crises, the influence of internal rivalries on 
decision-making processes, and the coherence of regional organizations in relation 
to global actors. The second variable, the institutional relation with NATO and 
Russia, is analyzed in terms of the consistency of security commitments made to 
these two actors, the impact of foreign policy changes on how MENA states position 
themselves, and the general trends in their strategic orientation.

Within the military dimension, the targeted indicator is the dependence of MENA 
states on NATO or Russia for ensuring security and defence, examined through 
two variables. The first, the role of arms imports in defining strategic partnerships, 
considers the predominant direction of military equipment acquisitions, patterns of 
military cooperation, and technological transfer between MENA states and NATO 
or Russia. The second variable, the link between non-state actors and external 
military support, analyzes how the actions of these groups influence MENA states’ 
reliance on external military assistance, as well as the support tendencies provided 
by NATO or Russia in contexts involving non-state actors.

From an economic standpoint, the targeted indicator is the degree of stability of 
internal economic markets in MENA states, assessed through two variables. The 
first, the level of economic dependence includes an examination of the structure of 
national economies in relation to key resources and dominant economic sectors, 
vulnerability to global economic factors, and the role of oil and gas resources in the 
economic framework of producer states. The second variable, economic support 
from NATO or Russia, addresses how reliance on external backing influences 
internal economic policies and considers the effects of strategic investments on the 
stability of local markets.

Building on the research methods employed, the analysis will be structured around 
two main directions. The first research direction focuses on the strategic assessment 
of the opportunities that NATO can leverage in the MENA region in the diplomatic, 
military and economic domains, based on the RVAP-O analytical framework 
developed by Deac and Grigoraș (2014, 62-70). This approach involves identifying 
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the key advantages that NATO can exploit to strengthen its position in relation to 
regional partners and to limit Russia’s ability to maintain or expand its influence. In 
this context, the risks, vulnerabilities, threats and dangers stemming from the current 
status quo in the MENA region will be identified, followed by the determination of 
potential courses of action for NATO.

The second research direction aims to determine the optimal course of action for 
NATO in the MENA region, based on the environmental scanning method, with the 
goal of assessing the potential impact of different strategies adopted by the Alliance. 
This approach will allow for an analysis of how NATO can engage in MENA 
while maintaining relations with regional partners and avoiding the escalation 
of geopolitical tensions, with the ultimate objective of countering the Russian 
Federation’s influence in the Euro-Atlantic space and enhancing deterrence. Based 
on the identified opportunities, action plans will be developed, serving as potential 
events. Subsequently, possible consequences and their impact on the geopolitical 
landscape will be assessed.

The RVAP-O analytical framework (Deac and Grigoraș 2014, 62-70) was developed 
to provide a coherent analytical structure for the concept of national security strategy. 
Thus, after identifying risks, vulnerabilities, threats and dangers, the authors propose 
establishing action opportunities, a key aspect that can facilitate the mitigation of the 
previously identified challenges. This instrument has proven effective in analyzing 
conflict dynamics and strategic planning, offering valuable insights for anticipating 
potential outcomes.

The environmental scanning method can be defined as “a process of collecting data 
and information about specific events and causal relationships that may influence 
the future of an organization” (Grigoraș 2022, 38). It is classified as a prospective 
estimation method, with viable applicability in the short term (up to five years). 
Initially, this method was used in strategic planning (Renfro 1993) to identify 
indicators of change. Thus, after assessing the initial results (courses of action), key 
determinant factors can be developed to support planning processes.

The research approach is based on a theoretical framework grounded in the 
concepts adopted by the Romanian state regarding vulnerabilities, risks, threats and 
dangers, as defined in the National Defense Strategy Guide for the 2015-2019 period 
(Administrația Prezidențială 2015, 7).

3. Assessing strategic opportunities

In this chapter, vulnerabilities, risks, threats and dangers in the MENA region will 
be analyzed from the diplomatic, military and economic perspectives. This analysis 
will be followed by a synthesis in tabular form, summarizing the main findings, 
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including NATO’s potential opportunities, which could negatively impact Russia’s 
ability to project power in the Euro-Atlantic space.

3.1. Vulnerabilities in the MENA Region
From a diplomatic perspective, the lack of an effective coordination mechanism 
undermines the diplomatic stability of MENA states. In the absence of functional 
cooperation structures, countries in the region fail to adopt unified positions in crisis 
management and their engagement with international actors (Trobbiani 2017, 25-30). 
Strategic orientations vary significantly, with some Gulf states maintaining close relations 
with the USA, while Algeria and Syria strengthen their partnerships with Russia and 
China, thereby weakening the effectiveness of regional diplomatic initiatives. 

From a military perspective, the vulnerabilities of MENA states are shaped by their 
dependence on arms imports and limited domestic production capabilities. While 
Saudi Arabia and the United Arab Emirates continue to invest in the modernization 
of their armed forces, countries such as Libya, Yemen and Syria remain affected by 
prolonged conflicts, which have significantly weakened their autonomous defence 
capabilities (van den Bosch and Lindstaedt 2024, 376). 

From an economic perspective, MENA states are vulnerable to fluctuations in oil 
and gas prices due to their dependence on hydrocarbon exports (Mezni and Nesrine 
2022, 7-10). Gulf states, despite their vast resources, are striving to diversify their 
economies to mitigate exposure to energy market shocks, North African countries, 
such as Algeria and Egypt, face persistent economic challenges driven by population 
growth and political instability. 

3.2. Risks in the MENA Region
From a diplomatic perspective, the increase in interstate tensions represents a 
significant risk in the MENA region. Political and strategic divergences between 
states such as Saudi Arabia and Qatar or Turkey and Egypt fuel regional competition 
and hinder the establishment of functional cooperation frameworks (Quero 2023, 
114-116). These tensions weaken diplomatic mechanisms and heighten the risk of 
conflict escalation in the region. 

From a military perspective, the arms race is an escalating trend in the MENA region, 
increasing the risk of conflict escalation. Gulf states, such as Saudi Arabia and the 
United Arab Emirates, have significantly increased their acquisitions of advanced 
weaponry (Vieira and Eslami 2023), while Iran continues to develop ballistic missile 
capabilities and electronic warfare systems.

Another significant military risk is the dependence on non-state actors in regional 
conflicts. Groups such as Hezbollah in Lebanon, the Houthi movement in Yemen 
and paramilitary forces in Libya are used as instruments of influence by states 
engaged in conflict (National Intelligence Council 2021, 86), and this weakens 
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central governments’ control over internal security and facilitates the prolongation 
of conflicts. 

From an economic perspective, the region faces significant risks, particularly due to 
its high dependence on external loans (Rustamov, Ozatac and Taspinar 2024, 107). 
The increasing pressure on national budgets restricts the ability of states to invest in 
development and security, which may further exacerbate social instability.

Another emerging risk is the instability of financial and commercial markets in 
the region, driven by regulatory fragmentation and political uncertainties. Foreign 
investors are reluctant to engage in long-term projects in countries such as Libya, 
Iraq and Syria (Muhamad and Khayyat 2024, 77-80), which hinders economic 
recovery and limits improvements in living standards in these states. 

3.3. Threats in the MENA Region
From a diplomatic perspective, a significant threat is the intervention of major 
powers in the internal affairs of MENA states, which generates diplomatic instability 
(Ipsos 2023, 117). USA, Russia and China are strengthening their influence by 
supporting rival regimes or groups, undermining the sovereignty of states in the 
region and intensifying the polarization of international alliances. 

From a military perspective, the proliferation of weapons of mass destruction still 
represents a major threat in the MENA region (National Intelligence Council 2008, 
61-63). The expansion of nuclear capabilities and the development of armament 
programs by states such as Iran and Israel, along with the potential dissemination of 
nuclear technologies to non-state actors, escalate large-scale armed confrontation. 

Additionally, the threat posed by extremist and paramilitary groups remains high. 
Dawla al-Islamiya fi al-Iraq wa al-Sham (Daesh), Hezbollah, the Houthi movement 
and other insurgent organizations continue to adapt (National Intelligence Council 
2021, 107), utilizing modern technologies to carry out attacks and maintain control 
over unstable territories. The support provided to these groups further exacerbates 
conflicts and complicates their long-term resolution. 

From an economic perspective, the threat posed by global competition for resources 
is increasing, driven by the involvement of major actors such as the Russian 
Federation, China and India, which are expanding their influence through the 
acquisition of strategic assets and investments in the region’s energy infrastructure 
(Muhamad and Khayyat 2024, 75). This competition leads to market reconfiguration 
and economic pressure on MENA’s producing states.

3.4. Dangers in the MENA Region
From a diplomatic perspective, a major danger is the increase in the number of 
unresolved conflicts (Moosa, Yasmin and Tamer 2024, 132), which hinders the 
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establishment of cooperation mechanisms and sustains diplomatic instability. As the 
Arab League and the Gulf Cooperation Council remain affected by internal rivalries 
and external powers intensify their influence, the region’s ability to act in a unified 
manner is severely compromised.

From a military perspective, the escalation of indirect confrontations represents 
a major danger in the MENA region (Vieira and Eslami 2023, 369). State rivalries 
are intensified by competition for military superiority and the dependence on non-
state actors to project influence. Amid the expansion of nuclear capabilities and 
the development of armament programs by states such as Iran and Israel, indirect 
confrontations are becoming increasingly difficult to control.

From an economic perspective, a significant danger is the intensification of economic 
and humanitarian crises caused by reduced access to resources (National Intelligence 
Council 2021, 71). Egypt, Sudan, and Algeria are experiencing severe economic 
deterioration, driven by limited access to food and water, which exacerbates 
migration and intensifies resource control disputes .

TABEL NO. 1
 RVAP-O analysis results
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As a result of the identified factors (see Table no. 1), one of the opportunities that NATO 
can leverage in MENA is strengthening strategic partnerships through multilateral 
cooperation initiatives, using the Mediterranean Dialogue and the Istanbul Cooperation 
Initiative as main platforms. Given the fragmentation of regional alliances and the 
inability of MENA states to adopt unified positions in the face of regional crises, NATO 
can facilitate dialogue between Arab states and its global partners, providing a stable 
framework for coordinating diplomatic and security initiatives. The Alliance could 
expand the role of these platforms by organizing periodic diplomatic forums, where 
NATO member states and those in MENA collaborate to address regional issues, such as 
counterterrorism, conflict management, or maritime security cooperation. In this way, 
NATO not only consolidates its influence in the region but also contributes to reducing 
the influence of other actors, such as the Russian Federation, which is trying to expand 
its strategic partnerships in MENA.

Another opportunity that NATO can leverage in the MENA region is enhancing strategic 
communication to consolidate its diplomatic position and counter the influence of global 
competitors. The creation of an official digital platform in Arabic, which would provide 
clear information about the Alliance’s missions and objectives, would allow NATO to 
combat misinformation and correct negative perceptions, especially in a context where 
the Russian Federation is intensifying its efforts to influence public opinion in the region. 
By promoting a clear and transparent message, this initiative would facilitate dialogue 
with academic elites, security experts, and the media in MENA, contributing to the 
creation of a favourable framework for diplomatic cooperation. Strengthening NATO’s 
presence in the regional information space could reduce the influence of other powers 
and support the consolidation of strategic partnerships.

Another opportunity that NATO can leverage in the MENA region is strengthening 
cooperation in nuclear security and non-proliferation, given the danger of the expansion 
of weapons of mass destruction programs and the risk of the dissemination of nuclear 
technologies to non-state actors. By enhancing monitoring and control mechanisms 
for nuclear materials and collaborating with regional partners, using the necessity of 
protecting Muslim communities as a favourable precedent – demonstrated through 
interventions in Bosnia-Herzegovina, Kosovo province, the Former Yugoslav Republic 
of Macedonia, and Afghanistan – NATO could contribute to reducing emerging threats. 
These initiatives would diminish the Russian Federation’s influence over Arab states, 
reducing their dependence on Russia in terms of security and military technology, 
thereby reinforcing NATO’s position as a strategic partner in the region.

4. Evaluation of strategies’ impact

According to the second research direction, this chapter will evaluate the short-term 
impact of the implemented strategies and the opportunities previously identified 
using the RVAP-O framework.
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The first step in evaluating the impact of NATO’s strategies in the MENA region is 
identifying potential events, which, in this analysis, are represented by the strategic 
opportunities identified. This process is crucial for environmental scanning, as it 
allows the formulation of realistic scenarios based on the actions the Alliance might 
implement. In this regard, three major directions are identified as having significant 
potential for NATO’s influence in the region.

Strengthening strategic partnerships through the Mediterranean Dialogue and 
the Istanbul Cooperation Initiative could facilitate a more effective consultation 
mechanism between MENA states and NATO, offering an alternative to their 
dependence on external actors such as the Russian Federation. In the short term, such 
an initiative could encourage certain Arab states to explore security options aligned 
with NATO, thereby reducing the need for military and technological support from 
Moscow. This would force Russia to intensify its efforts to maintain influence in 
MENA, potentially diminishing its ability to focus resources on projecting power 
in the Euro-Atlantic space. However, this strategy may face opposition from certain 
NATO member states, particularly the USA, which could view an expanded NATO 
engagement in MENA as conflicting with its own bilateral security partnerships, 
especially with Gulf states. In this scenario, the success of this strategy would depend 
on the balance between European support for an extended engagement in MENA 
and any reservations expressed by Washington, which might prefer maintaining 
direct control over its relationships with regional partners.

Improving strategic communication through a NATO digital platform in Arabic 
could have an immediate impact on the Alliance’s perception in the region, helping 
to combat misinformation and build a more balanced image. Direct access to 
verified information about NATO’s objectives and commitments could limit the 
effect of the information campaigns carried out by the Russian Federation and 
reduce the influence exerted by Moscow in the regional environment. In the short 
term, this initiative could prompt Russia to reorient its strategic resources towards 
maintaining influence in MENA, thereby reducing its ability to project power in the 
Euro-Atlantic space. However, such a project might be met with scepticism by some 
NATO member states, which could perceive the initiative as likely to provoke hostile 
reactions from MENA state actors with close ties to the Russian Federation.

Strengthening cooperation in nuclear security and non-proliferation of weapons 
of mass destruction could contribute to limiting non-state actors’ access to nuclear 
technologies and reducing emerging risks associated with the development of 
autonomous strategic capabilities by states in the MENA region. This initiative 
could compel Russia to intensify its efforts to maintain influence over states seeking 
technological support in this field, which could benefit Euro-Atlantic security. 
However, the success of this initiative would depend not only on the receptiveness 
of MENA states to such cooperation but also on the position of certain NATO 
members, who may view extensive involvement in this area as posing significant 
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diplomatic risks. For example, Turkey, which has expressed interest in developing 
its own nuclear program and is collaborating with Russia on the construction of the 
Akkuyu Nuclear Power Plant (Nuclear Regulatory Authority 2024), may demonstrate 
reluctance.

Evaluating the impact of NATO’s strategies in MENA cannot be done without 
considering the balance between the costs and benefits of these initiatives for 
Euro-Atlantic security. If these strategies lead the Russian Federation to reorient 
its resources towards maintaining its influence in MENA, instead of focusing on 
expanding its presence in the Euro-Atlantic area, this could be considered a strategic 
advantage. In this scenario, NATO could gain an indirect benefit by reducing Russia’s 
ability to exert pressure on the eastern flank of the Alliance, which could be one of 
the positive effects of these strategies in the short term.

Of the three scenarios analyzed, the most beneficial strategy for NATO is enhancing 
strategic communication through a digital NATO platform in Arabic.
This scenario offers the advantage of maximizing NATO’s influence in MENA 
without direct military involvement, reducing the Russian Federation’s ability to 
control public discourse and consolidate its influence in the region. Such an initiative 
would allow NATO to combat Russian propaganda, clarify its commitments, and 
support regional partnerships by creating a direct, accessible communication 
channel for both the local population and decision-makers. Furthermore, this 
strategy would not generate significant opposition within NATO member states, as 
it is a non-military approach that does not interfere with US bilateral interests in the 
region or the positions of other members.

The most important aspect of this scenario is its impact on the Russian Federation’s 
influence in the region. Russia actively employs disinformation strategies in MENA 
to strengthen its geopolitical position, undermine trust in Western partnerships, 
and maintain access to arms and energy markets. By implementing a NATO digital 
platform in Arabic, the Alliance could reduce the region’s informational dependence 
on Russian sources, thereby forcing Moscow to redirect its resources to maintain 
dominance over the strategic discourse in MENA. This effort would implicitly reduce 
Russia’s capacity to focus its attention on the Euro-Atlantic space, representing a 
strategic gain for NATO’s security.

To implement this strategy, NATO must adopt a set of concrete measures. In this 
regard, the first course of action involves creating and launching a NATO digital 
platform in Arabic, which will provide updated information about the Alliance’s 
commitments in MENA and clarify its positions in relation to regional partners. 
The platform could be managed by a specialized strategic communication centre, 
composed of regional policy experts and specialists in combating disinformation, 
ensuring that the messages are tailored to the cultural and political context of the 
target audience.
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A second essential element of the strategy is the establishment of a partnership with 
local experts and academic institutions in MENA states, to enhance the platform’s 
credibility and integrate it into the regional information landscape. Involving 
local personnel would help reduce the perception that this initiative is an external 
influence tool and would facilitate the acceptance of NATO’s messages among 
decision-makers.

For this initiative to achieve its objectives, it is necessary to combat misinformation 
through a proactive strategy, which includes the constant monitoring of influence 
campaigns carried out by the Russian Federation and the development of counter-
narratives based on verified information. Integrating interactive approaches, such as 
detailed analyses of geopolitical events and Q&A sessions with NATO experts, could 
facilitate the understanding of the Alliance’s positions and counter hostile messages.

Another course of action focuses on integrating the platform into a broader 
framework of regional cooperation so that it can support the Mediterranean 
Dialogue and the Istanbul Cooperation Initiative. In this way, the platform would 
not only serve as an informative tool, but also as a complementary mechanism for 
strengthening NATO’s relationships with MENA states in the field of security.

To ensure the effectiveness of this strategy, it is essential to evaluate the impact of 
the platform on NATO’s perception in the region through periodic surveys and data 
analysis, so that messages can be adjusted based on public reactions and geopolitical 
dynamics. Constant monitoring would allow for the adaptation of content to 
regional developments and more precise calibration of messages in relation to the 
specific interests of MENA states.

Conclusions

In conclusion, NATO’s involvement in MENA should be observed not just as a 
regional strategy, but as a crucial tool for diminishing the Russian Federation’s ability 
to project power in the Euro-Atlantic space. Reducing Moscow’s influence in the 
region could require the redistribution of Russian strategic resources, thus limiting 
the pressure on NATO’s eastern flank and strengthening regional security.

Of the scenarios analyzed, improving strategic communication through a NATO 
digital platform in Arabic emerges as the most feasible short-term solution, with 
the potential to counter Russian disinformation and offer MENA states a credible 
alternative in terms of security. By implementing this strategy, NATO can weaken 
the Russian Federation’s influence without generating significant internal opposition 
within the Alliance, making it a viable and sustainable option.
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Therefore, strengthening NATO’s presence in MENA not only improves relations 
with regional partners but also directly contributes to balancing the power dynamics 
between the Alliance and the Russian Federation, reducing strategic pressure on 
Europe and granting NATO more freedom of action in addressing Euro-Atlantic 
security challenges.
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Weaponization of data: the role of data 
in modern warfare

The 21st century is swamped with innumerable technologies distributed across different fields. Consequently, loads 
of data is being generated, transforming it into a tactical forte. Using appropriate tools and procedures, data can be 
appraised to generate enhanced insights into facts vital in decision-making for governments and businesses alike. 
However, despite its significance in strategic security, little attention has been paid to this concept. Accordingly, 
this article analyses ways in which data has influenced modern warfare and ways in which its potential misuse 
can be mitigated upon. Specifically, it highlights the aspect of power dissemination abetted by data availability, its 
influence in military strategies and procedures, and the role it plays in tactical intelligence and surveillance as well 
as military decision-making. The study adopts a qualitative and analytical research design as it comes with fewer 
ethical considerations. Secondary data is gathered from existing records, journals, reports, internet sources, policy 
papers, presented papers and books. Using the case study of Russia and Ukraine, the findings indicate that data has 
been transformative in present-day conflicts. Through open source data, actionable intelligence has been realized. 
Further, technologies such as remote sensing have been valuable to tactical intelligence, while the documentation 
of war crimes provided situational awareness in Ukraine as well. For ethical purposes, therefore, the use of data in 
the battlefield calls for sufficient regulations to oversee its use. This will also ensure caution during its deployment 
for the preservation of human rights as stipulated in the International Humanitarian Law. 
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Cyber-space, through its ability to connect the world, has been fundamental in 
redesigning the global security perspective. The extensive use of technology 

has provoked the online administration of countless businesses, hence growing the 
amount of data generated. In 2023, for instance, a report by Global Data projected 
a 26% increase in the total amount of data produced for the periods between 2017 
and 2022, with mobile traffic taking up 9% of the internet traffic (Army Technology 
2023). At present, approximately 8.55 billion searches are made daily using Google 
(Shewale 2024), and approximately 402.74 million terabytes of data are being 
created daily, with the figure expected to hit 181 zettabytes by the end of 2025  
(Duarte 2024). Given the current emerging economic space, data has gained some 
sort of additional economic value. Alec Ross, a US technology-policy expert, labelled 
it the “raw material” of the new Industrial Revolution (Manning 2020), with other 
analysts referring to it as the new oil of the 21st Century, a phrase coined by the 
famous British mathematician and entrepreneur Clive Humby (Wilbik 2024). 

As more sectors integrate technology into their daily operations, the collection of 
data intensifies. Just as corporate entities, Netflix for instance, have made use of 
data from their subscribers to understand and predict their habits (Marr 2016), 
governments especially in the Global South could leverage on a centralized data 
system (Offiong, Nta, and Etim Bassey 2021) in addition to big data generated from 
technologies such as the GPS systems (Nwanga et al. 2014) to combat insecurity and 
acts of terrorism. To note, however, is that data has the potential to be misused as 
was the case in Xinjiang, where the Chinese government is accused of using the IJOP 
app to surveil and collect data on its residents (Human Rights Watch 2019).

In the military, data can be valuable in the enhancement of situational awareness 
and weaponized during wars to earmark the opponents (Hammond-Errey 2022). In 
Liverpool for instance, during the COVID 19 pandemic in 2020, Professor Iain Buchan 
together with the members of the 8 Engineer Brigade, tapped into a data linkage and 
AI-automated intelligence system dubbed the Combined Intelligence for Population 
Health Action (CIPHA) to help combat the virus, classified then as a threat to the 
civil society (King 2024). By the same token, Ukraine, along with its allies, have made 
use of open source data such as satellite images to identify and attack its opponents 
(King 2024). With the help of a private technology company, Ukraine has benefitted 
immensely in the area of targeting (Farnell and Kira 2024). Data has, therefore, ceased 
being a mere facet in understanding the battlefield frontiers to a frontier in itself. In 
order to gain tactical advantage on this new characteristic of war, therefore, states 
require massive investment in data gathering and analysis capabilities. 

Data can be described as the raw material making up any given information 
(Räsänen and Nyce 2013). They are recorded facts (Michael 2017) that can be 
logicalized and processed to come up with valuable information (Gu 2023). Data 
can also be viewed in terms of facts with reference to occurrences (Davenport and 
Prusak 1998). Herian (2021) broadly looks at it as known or supposed facts that, 
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if processed, could generate knowledge defining policies and also explain specific 
behavior. It is made up of structured and unstructured facts represented in the 
form of numeric, alphabets, photos, videos and audios, collected from sources such 
as social media, transactions, surveys just to mention but a few. It operates as a 
tool for dissemination in the economic process, hence crucial towards any critical 
decision-making process. Through data, actionable insights are realized making it an 
intermediary of experience and an undisputable source of truth (Herian 2021). 

The use of data within the armed forces has gained traction, especially in the 
Global North. During the 2018 NATO Science and Technology Organization’s 
Specialists meeting held in France, Roberto Guerrero, an official, resonated that for 
NATO to enhance and maximize its force, digitizing the battlefield by making use 
of big data is paramount (Poland 2018). Through sufficient data, Guerrero added, 
rational and insightful decisions on smart operations will be made. To bring this to 
perspective, he highlighted findings on how the inclusion of data brought about a 
deeper understanding of the effects of flight planning to fighters, allowing the Air 
Force leadership to come up with informed decisions in support of the respective 
operations (Poland 2018). 

For the effective use of data on the battlefield, an enhanced comprehension of the 
problem at hand is paramount. Dawson and Matthew, therefore, propose examining 
it as ammunition. They argue that viewing it from this perspective will unveil its 
weaponry-like attributes, making it possible to understand its capabilities and 
enabling the defense forces to appreciate this major shift in the character of war 
(Dawson and Matthew 2024). Furthermore, with this concept, it will be possible 
to conceptualize the potential risk data poses, enlightening leaders on its threats 
to individuals as well as the armed forces (Dawson and Matthew 2024). To note, 
however, unlike physical ammunition that becomes unserviceable over a period of 
time, once data is stored, its value and form remain intact. Similarly, with numerous 
claims of data exploitation and massive violations of human rights by both state and 
non-state actors in the Global South, Mone et al. (2024a) propose the concept of data 
warfare. Data warfare in this case means the use of information and communication 
technologies (ICTs) by states to manipulate data systems of other states or entities for 
political or economic advantage (Mone et al. 2024a). This can be executed through 
hacking or malware attacks leading to insecurities at the national level, in addition 
to interfering with human rights. This concept has widely been adopted by a number 
of states to advance their agendas. China, for instance, has been accused by the US 
several times of attacking its key research facilities to steal data on its key innovations 
to enable its foreign influence campaigns (Farivar 2023).

As the role of data across numerous fields grows rapidly, challenges on the 
international legal frame to manage its malicious use have come to light. At present, 
the basic principles that govern personal data are being violated on purpose in 
favor of military operations while defying the International Humanitarian Law 

D.P. Olasya; A. Kiamba
No.1/2025 (vol. 14)
https://doi.org/10.53477/2284-9378-25-06



93

OF ”Carol I” NATIONAL DEFENCE UNIVERSITY

BULLETIN

(IHL) (Mone et al. 2024b). Therefore, concerns have been raised on the application 
of the IHL to military operations such as targeting and surveillance that majorly 
leverage data, considering that its operationalization is merely considered an act of 
espionage and hence falls under domestic rather than international law (Mone et al. 
2024a). Further, due to the act of attribution, it is almost impossible for states to take 
responsibility for their actions. A case in point is the recent allegation of the hacking 
and intrusion of Kenya’s key ministries and government departments by the Chinese 
government, allegations that have since been denied (Reuters 2023). 

This article, therefore, contributes to the ongoing debate on the use of data in the 
modern battlefield by demonstrating its influence in the current transformation 
in power distributions, as well as its role in key military strategies and procedures, 
military decision making, in addition to tactical intelligence and surveillance. The 
study is anchored on two key objectives: first, to highlight the ways in which data 
has influenced modern warfare, and second, to discuss ways in which the potential 
misuse of data can be mitigated now that its incorporation in modern warfare is 
inevitable. The case study of the Russian - Ukraine war intends to bring to perspective 
the specific areas in which data has been transformative in present-day conflicts and 
how it has influenced major decisions on how wars are fought. 

Methodology

This study seeks to highlight the role of data in modern warfare. Under the numerous 
activities conducted online, a lot of data is being produced. Using appropriate tools 
and procedures, therefore, data has been transformed to a tactical forte in key 
military strategies. Currently, states are not the only collectors of data; non-state 
actors are scrambling for its collection, analysis and exploitation to gain a niche in 
their respective areas. With this, data has been translated to one of the most valuable 
commodities not only to governments but also to non-state actors. Using the case 
study of the Russian – Ukrainian war, this study seeks to answer the following 
research questions:

1. How has data influenced modern warfare?
2. How can the potential misuse of data, especially in warfare situations, be 
mitigated?

The study adopts a qualitative and analytical research design as it comes with less 
ethical considerations while providing for the opportunity to maintain neutrality, 
objectivity and credibility of the data sets. Secondary data used is gathered from 
existing records, journals, reports, internet sources, policy papers, presented research 
papers and books. The findings and conclusions are drawn from the analysis of the 
available empirical data used. 
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Ubiquity of Data
The fourth industrial revolution is characterized by the proliferation of technologies, 
such as mobile phones and social media platforms, that have enhanced connectivity 
and communication among individuals and groups. Through these technologies, 
people across all divides can benefit from equal access to information and 
communication systems. Owing to the fact that the computing powers of cellphones 
today exceed organizational resources owned by institutions in the past, users, at the 
comfort of their cell phones, have the capabilities to access and process numerous 
online data sets. The processing power currently possessed by cell phones and other 
easily accessible devices have therefore made data ubiquitous and readily available to 
everyone for access and processing. 

Ubiquitous data elucidates unstructured and decentralized data, sourced from 
different, possibly contradicting or overlapping sources (Hotho, Pedersen, and 
Wurst 2010), the social bookmarking systems being a typical example. Since the 
establishment of the social web in the late 1990s, content generated by users through 
the various social media sites became central to the internet culture. Through 
smartphones, users are able to create, upload and share content instantly from 
anywhere across the globe. This has created a web of interconnected networked 
devices, acting as information collection points publicly sharing its findings on 
social media.  The outcome has been the proliferation of information with possible 
operational and intelligence value. 

The accessibility of information, some of which may contain operational and 
intelligence value, has opened up opportunities to civilian organizations to carry 
out accurate intelligence analysis away from state intelligence organizations. For 
instance, in 2014, the covert activities of Russian soldiers in Ukraine were unfolded 
by the Atlantic Council and Vice News, following the combatants’ activities on social 
media (Allen 2020). On the same note, the Global Investigative Journalism Network 
has been able to carry out high-caliber investigations on divergent issues by merely 
using readily available open-source intelligence, which is mostly generated from 
social media platforms (Allen 2020). Further, during the COVID-19 pandemic, 
using phone data, a private geospatial analytics company was able to point out the 
fact that several arms industries in Russia were decelerating their production, despite 
the government depicting very little effects of the pandemic within the country  
(Tucker 2020). Coincidentally, days after the report emerged, members of the forces 
were prohibited from carrying any digital device likely to record or store data to 
work (RFE/RL 2020).

Presently, content devoid of credibility is disseminated at a supersonic speed to audiences 
sitting in different corners of the world. Data on individual citizens and their patterns 
of life, likes, and preferences are easily collected, collated and analyzed by commercial 
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entities as well as malicious actors, using readily available tools and methodologies 
(Motupalli 2017). Additionally, the ubiquity of data has not only enhanced the global 
production chain but has also accelerated trade and investment flow. Making use 
of big data, companies have come up with new services, such as customer relations 
management, in addition to revamping their management strategies and exploring 
novel market domains. In a nutshell, through available data, commercial services have 
been transformed, directly impacting the respective economies (Ülgen 2016).

Data and Global Power Shift
For a long time, power within the international system has been discussed in the 
form of a state’s military strength (Nye 1990). At present, however, this notion is 
diminishing as other factors, such as economic interdependence and the spread 
of technology, are diffusing power away from the traditionally great powers to 
private actors as well as perceived small states (Nye 2023). Additionally, along 
with modernization, increased communication being experienced in developing 
countries has also contributed to the diffusion of power from governments to private 
entities (Nye 2023). As information becomes powerful, the ability to respond to new 
information promptly becomes supreme. 

Wang and Nye (2022) highlight two categories of power shifts being experienced 
in the current information age. First is the power shift from the west to east, that 
is, from Europe and the Atlantic to the Pacific and Asia, and power shifts from 
governments to non-governmental and transnational actors, with the second 
category being majorly driven by technology. Hence, power is slowly diminishing 
from being defined in terms of capital wealth to being defined in terms of the 
quantity of information one has access to (Nye 2023). With its massive cross-border 
distribution, therefore, information in the form of data has become a component 
of globalization, with data flow registering over a 100% increase between 2008 and 
2020 (McCormick and Slaughter 2021). 

Data is key in devising new ideas. Therefore, its unlimited flow provides economic 
potential because of its nonrival nature. Nonrival means that its consumption does 
not diminish its value, and hence it is still available for use by others (McCormick 
and Slaughter 2021). Because of this, innovation and, consequently, economic power 
depend on the quality and quantity of data accessible by states and corporations 
(McCormick and Slaughter 2021). Hence, tech companies, as the main collectors 
of data, through their newly acquired power, are taking part in foreign policies 
independent of their home states. A case in point is the relationship between 
Google and China, which contradicts American foreign policy. Further, reports 
have emerged of American tech companies still engaging with Huawei, completely 
disregarding its blacklisting by the U.S government (Apostolicas 2019).

Besides policy formulation, tech companies are rapidly investing and acquiring 
military technologies and capabilities that could highly impact cyber warfare. 
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Examining a 2018 Cybersecurity Accord, tech companies, such as Microsoft, agreed 
to refrain from any current or future cyber wars (Apostolicas 2019), meaning that 
while they do have these capabilities in place, they chose to refrain from using them. 
Through computer capabilities such as Quantum computing, spearheaded by private 
tech companies such as IBM and Intel, the current encryption methods could be 
unraveled. Although this is unlikely to be used in wars, it certainly would be one of 
the deadliest cyber-weapons globally not in the hands of government entities.

Data in Military Strategies and Decision Making
The current digital age has seen the military increasingly take advantage of data 
science for enhanced capabilities. By analyzing historical and real-time data, the 
armed forces have been able to identify trends, patterns and anomalies, thereby 
pointing out threats while forecasting the outcomes of upcoming military operations 
(Jang 2023). Through an extensive analysis of a wide range of data, it is possible to 
identify high-risk activities and, hence, allocate resources accordingly. Consequently, 
data has been able to enhance situational awareness while providing a comprehensive 
understanding of the operational environment, such as the weather conditions and 
the terrain in question (Jang 2023). Through war-gaming and simulation, available 
data can be used to create scenarios allowing the forces to refine their strategies. 
During the 2004 battle in Fallujah, for instance, war gaming was used to showcase 
the anticipated damage in view of classifying the reconstruction process (Mcwilliams 
and Schlosser 2004).

Military strategy is a critical element in military affairs, and it captures the planning 
phase and the execution of wars. Kofman et al. define military strategy as a set of 
guidelines states and top military officials adopt for defense and the management 
of war on the battlefield (Kofman et al. 2021). Through strategic decision-making, 
the military is able to come up with effective courses of action regarding specific 
situations (Zabala-López et al. 2024). This process first identifies a problem, then 
collects and carries out an analysis on the available data, after which the possible 
approach is identified, weighing its pros and cons. Depending on the specific 
ideologies, the decision is passed to the command and control for execution 
(Zabala-López et al. 2024). Military strategic decision-making is mainly carried out 
to deal with issues emanating from the various military domains and threatening the 
sovereignty and security of states. 

For a successful military operation, decisions need to be prompt and accurate. 
Treiblmaier (2022), therefore, proposes the use of a data-driven decision-making 
strategy to coordinate the available resources with the goal to be achieved. He defines 
data-driven decision-making as the prior preparation and analysis of data for timely 
decision-making. Hence, this necessitates building up an analysis-based corporate 
culture. To build up a data-driven decision-making strategy within the military, he 
recommends the collection of data in all the available sources, the Internet of Things 
included, after which the data is evaluated, grouped and presented. This comes with 
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a number of advantages. For instance, with real-time data obtained from various 
sources, it is easy to get precise information regarding situations that can also be 
adjusted to meet specific undertakings. This also eliminates human biases and 
limitations, allowing military leaders to come up with accurate and timely decisions 
(Haraburda 2019). However, imaginative skills are needed to enhance the quality of 
decisions to be made. This strategy can be valuable in areas such as military logistics, 
location assessment, and deployment possibilities in addition to the replenishment 
of supplies and other needs on the battlefield (Treiblmaier 2022).  

Similarly, to enhance military strategy, Rettore et al. (2023) propose the concept of 
Military Data Space (MDS), which integrates civilian and military data. Typically, 
the MDS consists of two divergent data sources: Inter- Military Data (IMD) and 
Extra-Military Data (EMD). While IMD encompasses data-sets provided by the 
military, EDM includes data-sets collected from physical or virtual sources like 
social media, in addition to government reports. This set of data could allow a 
comprehensive understanding of local behavior explaining the environment around 
the military operation. For efficiency, the study introduces the concept of data fusion 
as the authors consider that, in military applications, having varied sets of data 
has the potential to boost information dominance and awareness in multifaceted 
warfare scenarios. They add that data fusion could alleviate information overload 
and, therefore, enhance accuracy, coming up with sufficient knowledge to support 
strategic operations and situation assessment. 

The study, however, notes that data harvested from external military sources do come 
with cyber security risks, making the military systems prone to cyber-attacks. This 
is well articulated by the recent rise in cyber-attacks, with reports indicating that 
data breaches cost businesses approximately $4.35 million in 2022, up from $4.24 
million in 2021 (Griffiths 2024). It is also observed that once data is manipulated, 
the consequences could be severe to the populace as well as the process of military 
decision-making, hence undermining the integrity of the stipulated data sources. 
This is clearly illustrated by the current spread of misinformation and disinformation 
on social networking sites mostly used for political gain (Rettore et al. 2023). 

Data in Tactical Intelligence and Surveillance
The Cold War, in addition to globalization, massively transformed the strategic 
security framework during the mid and late 1990s. However, the onset of the new 
millennium saw the proliferation of technologies that have not only altered every 
aspect of human lives but also contributed to the production of huge amounts of data 
globally. At present, almost 402.74 million terabytes of data are produced daily (Duarte 
2024), with the figure expected to rise exponentially. Just as business entities, this 
massive production of real-time data has proved valuable for tactical commanders to 
engage successfully high-priority targets (Romine 1994). Hence, through technological 
inventions, the battlefield has been broadened at unimaginable levels, bringing forth 
the need to reevaluate the existing doctrines governing wars and conflicts. 
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With diverse data sources, intelligence entities have been presented with 
extraordinary capabilities to collect and process useful and relevant information 
to national interest promptly (Katz 2020). Technical intelligence, for instance, 
can aid the forces in uncovering signals used by the opponents and help detect 
abnormal behaviors within the battlefield, thus enabling them to forecast any 
forthcoming dangers (Katz 2020). In the Navy, data on intelligence, surveillance, and 
reconnaissance from devices such as drones can be useful in situational awareness 
or assist in safely navigating the vessels in addition to target identification (Porche 
et al. 2014). By the same token, through the massive data available, the armed 
forces have been presented with nouvelle opportunities in intelligence gathering 
as well as targeting domains, opening up the possibilities of swiftly unravelling a 
target, leading to successful litigations (King 2024). Through intrusive surveillance 
and targeting, a suspect’s activity online, location and movement can be unraveled 
(Hammond-Errey 2022). This can be achieved by making use of spyware. Although 
Allen (2020) predicted a data-swept battlefield in 2035, where data will be supreme 
in all aspects, this happened sooner than expected. In 2021, the Israel Defense Forces 
utilized AI and data for precision to mount a series of strikes against Hamas in Gaza. 
Accordingly, this effective use of data prompted the attack to be labelled as the first-
ever digital war (King 2024) to be successfully executed. 

Currently, tactical intelligence that involves the analysis and transmission of data by 
specialized units and is majorly engrossed in holding up operations at the tactical 
level (Gragido and Pirc 2011) is already cyber-oriented. This transformation is 
evident in the field of open-source intelligence (OSINT), where information of 
tactical value is identified, processed and disseminated for tactical applications  
(Allen 2020). Apart from OSINT, Allen notes that the Internet of Things (IoT), 
because of its numerous vulnerabilities, presents exciting tactical intelligence 
opportunities. If intelligence and cyber operations are well harmonized, IoT could 
be an asset since it is capable of exposing the numerous sensors that could help 
unmask adversaries.

The value of data in intelligence analysis can further be showcased by its ability 
to highlight previously unknown relationships, even without the knowledge of 
the context and causality of these relations (Landon-Murray 2016). Through the 
analysis of data from signal intelligence sources such as phone communications, 
human behavior can be predicted, hence to the extreme, allowing stakeholders to 
devise directives to mitigate any negatives associated with the identified behavior  
(Reilly 2015). Additionally, considering that social media sites have been identified 
as the instigators of sentiment analysis, they could be of value to intelligence 
organizations as well as policymakers in predicting trends and, therefore, adjusting 
accordingly in terms of strategic change (Landon-Murray 2016). And, while data 
presents great opportunities for intelligence organizations, there exist possibilities 
of data corruption that could compromise targeting either by obstruction or leading 
to false targeting (King 2024). Adversaries may engineer data with the sole intent of 
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deceiving and confusing intelligence agencies. This manipulation could also lead to 
massive intelligence failure that could result in loss of lives. The October 7th 2023, 
attack on Israel by Hamas is a typical example, where the sensors, signals, image and 
human intelligence networks all failed, leading to massive loss of lives, abductions 
and loss of property (King 2024). 

Case Study:

Russia and Ukraine

The war between Russia and Ukraine escalated on 24th February 2022, after what is 
described as an unprovoked and unjustified invasion of Ukraine by Russian troops 
(Shafy Ramadhan 2023). To date, this war has experienced a decentralized military 
engagement, where violence has not only been spewed over the traditional battlefields 
of war, that is, land, sea and air, but also through cyberspace. Making use of cutting-
edge technologies, both sides have employed contemporary innovations such as 
armed drones and Artificial intelligence-enabled systems for prompt intelligence 
gathering (Favaro and Williams 2023). Leveraging the data explosion experienced 
globally over the past years, military intelligence, targeting and decision-making 
processes have been made easy and accurate (King 2024). The Russian invasion of 
Ukraine, therefore, presents a sneak peek of warfare in a data-rich environment, 
with each side capitalizing on data to foresee the enemy’s next move.  

Since its invasion, Ukraine, along with its allies, has been able to capitalize on 
technology for its defense against Russia. By making use of the current explosion 
of open-source data such as phone and radio messages, actionable intelligence has 
been realized. Through photos posted online by both civilians and combatants, 
locations of key Russian targets have also been identified. On December 31st 2022, 
for instance, exploiting pictures posted on social media by Russian soldiers, Ukraine 
was successfully able to strike the barracks in Mariivka, where over 600 Russian 
recruits are believed to have been killed (King 2024). Also, just before the invasion, 
open-source satellite imagery sourced from private companies, as well as photos 
and videos posted on social networking sites like TikTok, helped Ukraine uncover 
Russian forces’ activities along its borders. Through social media intelligence 
and biometric data, it was also possible to identify Russian agents working within 
Ukrainian borders (Mysyshyn 2024). 

Since the onset of the war, Ukraine has also made use of remote sensing for tactical 
intelligence. Through smart remote sensing devices, data is collected in remote 
areas analyzed, visualized and then interpreted using specialized software, where 
patterns, trends and anomalies are identified (Mysyshyn 2024). This technique has 
been valuable in documenting war crimes executed by the Russian troops as well 
as providing situational awareness on occurring events besides areas currently 
experiencing active war or environmental hazards. To illustrate this, although Russia 
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denied any dealings to do with images that occurred of dead civilians along the 
streets of Bucha, analysis of satellite images and videos provided placed Russian 
troops at the location where the bodies of the civilians were. Additionally, making 
use of satellite images, the cause of death of Ukrainian prisoners of war held in 
Olenivka in July 2022 was easily pinpointed to the Russian troops that had occupied 
the village (Mysyshyn 2024).

The current digital atmosphere has provided an ideal breeding ground for 
propaganda and disinformation, evoking the concept of weaponizing information 
to point out its damaging nature to the targeted group of people (Mandić and 
Klarić 2023). In Russia, information warfare has been used consistently as part 
of its strategic thinking to achieve its objectives and has continuously propagated 
falsified information to justify its “special military operation” in Ukraine  
(Fortuin 2022). Making use of social media sites, Russia has intentionally spread 
propaganda to garner support in addition to spreading hate against Ukraine and 
its Western supporting counterparts. To substantiate this, Geissler et al. (2023), in 
their study on the use of propaganda on social media during Russia’s invasion of 
Ukraine, deduced that online propaganda has become a powerful tool in modern 
warfare. Making use of social media, fabricated information is easily available and 
can be spread swiftly. The study records that the bulk of pro-Russian messages have 
been disseminated through X, formerly Twitter, by bots. To note is that on the day 
of the UN vote on Resolution ES-11/1, Russian propaganda was directed towards 
the countries that abstained from voting, suggesting a deliberate and strategic 
manipulation of public opinion on X (Geissler et al. 2023). 

Discussion and Findings:

The Russian invasion of Ukraine was majorly provoked by Ukraine’s reassertion 
of their intentions of getting enlisted in NATO (Khoirunnisa and Sugiati 2024). 
Expressing its dissatisfaction, Russia deployed strategies, both military and non-
military, against Ukraine with the sole intention of toppling what is seen as a Western-
aligned government of Volodymyr Zelenskyy. After successfully invading and seizing 
Crimea in 2014, along with its strategic and economic might (Kramer 2015), Russia’s 
expectation indicated that Ukraine would be easily subdued. However, three years 
on, this is not the case. Ukraine’s synergy when it comes to modern technologies, 
along with skilled combatants, has proved valuable in the current war environment 
(Śliwa 2022). Following the attack, Ukraine has harnessed technology for its defense 
(Mysyshyn 2024), accentuating its tactical advantage and, at the same time, the 
numerous ethical dilemmas that come along with it. Together with private entities, 
Ukraine has been able to make use of data via technologies such as remote sensing, 
AI and facial recognition to boost its capabilities. This visible presence of non-state 
actors opens up new debates on the role of tech companies, mostly privately owned, 
manufacturing and holding patents to the numerous advanced military technologies 
currently being used on the battlefield. 
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Further, the war has transformed Ukraine into a research lab, with private companies 
testing and deploying their innovations on the battlefield (Sharma 2023). Tech 
companies such as Palantir, an American company specializing in software platforms 
for big data analytics, have been incorporated into the Ukrainian war routine with 
numerous government agencies the defense included utilizing the company’s 
products (Bergengruen 2024). This collaboration calls to attention the extreme 
incorporation of technology into the various defense processes.  Additionally, 
international companies are scrambling for data captured from the Ukrainian 
battlefield to help improve AI and machine learning (Sharma 2023). Consequently, 
a symbiotic relationship between tech companies and the state of Ukraine, both 
benefiting from the ongoing war, has been created and enhanced.  To note further 
is that the relationship between the West and Ukraine has been enhanced, and this 
is evidenced by the bilateral agreement between the two states put forward in June 
2024 (The White House 2024). 

Data is the basis of innovativeness (McCormick and Slaughter 2021). Through data, 
the world has been able to experience new innovations such as AI and Machine 
Learning that have been used to alter the battlefield. Currently, the Ukrainian 
battlefield has encountered innovations that are likely to interfere with human 
judgment. Making use of the available data along with the technologies mentioned 
above, in the near future, key decisions on the battlefield are likely to be determined 
by algorithms, disregarding the human judgment, which is vital in the preservation 
of human rights. What this means is that there is a likelihood of massive infringement 
of human rights with the wide spread of the use of non-human elements within the 
battlefield. Additionally, as most of these technologies are owned by tech companies, 
the possibilities of them posing as independent actors within the battlefield are 
massive (Bergengruen 2024). 

Nouvelle innovations have not only transformed the Ukrainian battlefield but have also 
presented overwhelming challenges to democracy and privacy rights (Mysyshyn 2024). 
Technologies in use for surveillance and face recognition, for instance, have proved 
to be detrimental to individuals’ privacy as the majority of the time, data extracted or 
accessed is done without the user’s consent. The use of Clearview AI, for instance, is 
facial recognition software identifying people by images previously sourced from social 
networking sites and other search engines, such as Google (Mysyshyn 2024). Although 
this technology is aimed at identifying Russian adversaries, the photos uploaded therein 
were uploaded without the consent of the users. The fact that Clearview AI’s database 
has been sold to different authorities indicates the intentional violation of personal data 
for the force’s gain, violating the International Humanitarian Law.

Conventional wars are regulated by the International Humanitarian Law. 
However, a transformed battlefield, as showcased in the Russian- Ukraine war, 
has uncovered loopholes in war management. The war has demonstrated that the 
current international institutions are not sufficient to deal with the proliferation of 
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data; neither are they prepared to deal with the developing flaws (McCormick and 
Slaughter 2021). Even with the explosion of cross-border data flows, global data 
management remains unregulated. This intensifies the concerns on the state of global 
security, bearing in mind the stipulated capabilities of data in as far as AI and machine 
learning are concerned. Also, as highlighted by Mone et al. (2024a), data inequality 
between the Global North and South has allowed the Global North to weaponize data 
to enhance their economic and technological influence. Maintaining control over 
data, companies in the North have continuously disregarded the opinions of those in 
the South on data mining and the supposed use of the data mined. 

Recommendations:

The presence of data and its availability has transformed modern warfare. This is 
evidenced by the ongoing Russia-Ukraine war, where data has been used in war 
decision-making and strategies, military tactics and intelligence collection. Making 
use of AI and Machine learning, precision in targeting has been enhanced. And, as 
data is incorporated into key military strategies, concerns are raised considering 
that in the near future, key decisions on the battlefield are likely to be determined 
by algorithms, disregarding human judgment. Thus, the likelihood of contravening 
the International Humanitarian Law is eminent. Therefore, while technology and its 
accessories are deployed on the battlefield, caution needs to be exercised to ensure 
the preservation of human rights as per the IHL. 

Additionally, the Russian- Ukraine war has demonstrated massive public – private 
partnership with the private sector putting forward technologies to enhance military 
strategies. While this is desirable, it is important to note that having these forms 
of technologies in the hands of private entities presents a huge challenge to global 
security as they can be misused if they land in the wrong hands. Also, the fact that 
private entities have been actively involved on the battlefield automatically grants 
them the chance of being players in the conflict, complicating the war situation. With 
this, regulations need to be put in place to manage the extent to which third parties, 
in this case, private entities, need to be involved in the battlefield. This will bring 
forth clarity on who the actual enemy is, avoiding cases of victimization, especially 
in as far as private entities are concerned. 

Lastly, as demonstrated in this paper, the capabilities of data in war situations are 
massive. Basically, it has been transformed to be the “heart of the global body”, as 
its importance cannot be overemphasized. However, despite its position, there is no 
international regulation managing its application and use. Consequently, chances 
of data misuse not only in the battlefield but also commercially do exist. Thus, just 
as the IHL oversees international conflicts, it is important to put in place agreeable 
legislation to oversee the global use of data, especially in the war front. This will 
ensure that ethics as well as privacy are adhered to.   
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Conclusion

Technology has no doubt been encompassed in every aspect of human life, and the 
more we use it, the more data is produced, intensifying its importance. With this, a 
paradigm shift has emerged across all sectors, the military included, where data has 
become valuable in not only intelligence gathering but also in predictive maintenance 
and strategic decision-making. Through massive amounts of data, military 
operations have been remolded to strengthen their effectiveness, thus enhancing 
their capabilities. Nonetheless, data has proved to be a double-edged sword; apart 
from generating ethical debates in matters of privacy and security, misuse of data 
by collecting agencies has been widely reported. With the current emerging trend of 
incorporating data in military operations, questions have emerged in terms of ethics, 
management and misuse of data within the battlefield. Based on this, therefore, this 
study calls for caution in the deployment of technology and its accessories on the 
battlefield to ensure the preservation of human rights as per the IHL. Additionally, 
with third parties in the form of technology companies being actively involved in the 
battlefield, the importance of regulations to manage their role cannot be emphasized 
enough, as this will eliminate instances of victimization, especially concerning these 
private entities. Lastly, with the rapid evolution of technology, its management, 
especially on the battlefield, is key. In reference to this, therefore, agreeable legislation 
to oversee their deployment, especially in the war front, will be valuable in ensuring 
ethics as far as the deployment of technology is concerned.
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Artificial intelligence in multidomain 
operations: a SWOT analysis

Multidomain operations are a strategic concept that integrates multiple domains of operation (land, sea, air, space 
and cyber) to achieve common objectives in a complex and dynamic environment. In the context of rapidly evolving 
technology, Artificial Intelligence (AI) has become an essential tool for optimizing and streamlining multi-domain 
operations, providing innovative solutions for sectors such as mobility and maneuver of forces and weapons, 
logistics, decision-making and other military technologies. In this paper, we will highlight the applications, benefits 
and challenges associated with the implementation of AI in multi-domain operations through a SWOT (Strengths, 
Weaknesses, Opportunities, Threats) analysis and propose some future development directions. 
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The implementation of Artificial Intelligence (AI) in multi-domain operations 
is considered a turning point that will provide innovative solutions, based on 

the valorization of all previous experiences and knowledge of the military domain 
and incorporating not only new capabilities in data processing and decision-making 
systems, but also other emerging technologies such as augmented reality, quantum 
cryptography and new cybersecurity models.

However, the success of its implementation depends on the correct approach to 
weaknesses and threats, as well as capitalizing on strengths and opportunities. In our 
paper, through SWOT (Strengths, Weaknesses, Opportunities and Threats) analysis 
we will demonstrate that an army that invests in AI, in a balanced perspective, 
combining technological innovation with ethical and strategic responsibility, will 
not only have an essential decision-making support tool but also has a real capability 
to connect to an increasingly intelligent future.

State of the art - the specificity of using AI 
in multidomain operations

Initially, multidomain operations were considered a set of operational functions. 
Today, they represent a central doctrinal element through which modern armies are 
shaped and soldiers are transformed into fighters capable of facing future military 
operations. Multidomain operations integrate the use of space and cyber capabilities 
in land, air and naval operations (FM3-0 2022). This historical stage represents 
a revolution in the conduct of military operations in that, for the first time, 
technologies specific to these capabilities were used by adversary forces to challenge 
decisions and execute offensive measures against their own combined forces.

The operational environment understanding model represents the absolute novelty 
of this new doctrine. Knowledge of the operational environment is the precursor to 
any effective activity. It is made up of five domains (land, maritime, air, outer space 
and cyberspace) and three dimensions (physical, informational and human). For its 
knowledge and understanding, disruptive technology, especially AI, represents a real 
support for the collection, analysis and processing of information, support in the 
development of decisions and in the dissemination of information to autonomous 
combat platforms or which integrate command-control (C2) systems of different 
capabilities and specific to each domain. 

Cyberspace, one of the five domains of the operational environment, integrates 
digital networks and information technology infrastructures, resident information, 
telecommunications networks, computer systems, embedded processors and 
controllers, relevant frequency bands in the electromagnetic spectrum, etc., into 
global networks that allow fast connections, anywhere and anytime, as well as the 
geostrategic context in which they operate (Vevera and Ciupercă 2019). The systems 
that operate within these networks are of one’s own forces, friendly or allied, of 
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enemies, of host nations or supporters of a cause, communication and mobile 
telephony systems, social and media networks, and other technical infrastructures 
such as weapons, autonomous platforms, computers, controllers, etc.

AI has the potential to be the most important technological development of the 
historical period we are going through, attracting the attention of many specialists 
in the field of security and defense sciences. In fact, the final report of the US AI 
Security Commission (Final Report 2025) mentions that this technology is so 
versatile that a historical parallel can be drawn with the transformative effect of 
electricity in all fields of human activity, an effect that the American inventor Thomas 
Edison described as “a field of fields... it holds the secrets which will reorganize the 
life of the world” (Schmidt 2021). 

The current stage of development and implementation of AI is at a level where we 
can encounter new threats and vulnerabilities, as well as disruptive events, as a 
result of the large-scale implementation of the technology (Georgescu 2022). This 
trend shapes international relations and global cooperation frameworks in this 
area (Ciupercă et al. 2022), stimulating the ambitions of confirming the normative 
power position in the field of the EU and the USA on the one hand and of China and 
Russia on the other. These powers seek to implement AI in a sustainable and safe 
way to maximize the positive impact on their own military, economic and strategic 
capabilities, but at the same time to ensure that their own and other actors do not 
generate unacceptable risks to critical infrastructures and digital systems which the 
functioning of the globalized world depends on. The new operational environment 
forces military leaders to understand the information relations specific to war 
through three dimensions, namely: the physical, the informational and the human. 
In this view, any military activity involves the organization of echelons and the 
coordinated conduct of their activities in the three directions determined by terms 
of time, space, and purpose. Thus, the combat power of a dominant operational 
component is applied to the other components of the combined force, coordination 
being achieved through unique requirements regarding the organization and 
conduct of combat. 

The major challenge lies in the reality that anyone can use these technologies, 
adapting them quickly to be used safely and to counteract the effectiveness of 
previous versions. In this context, understanding the adversary’s relative advantage 
requires understanding the capabilities of all actors involved, the adversary’s 
purpose and objectives, the particularities of the operational environment for 
the geographical area where the conflict is taking place and, more than that, the 
influences and interdependent relationships of each domain and dimension. The 
large number of activities specific to armed conflict, from logistical support to direct 
combat, leads us to focus on the analysis of a set of challenges and circumstances 
essential for maintaining the security of forces in the context of increasing the 
lethality of weapons and combat systems. Of particular interest are the operational-
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tactical decisions in direct confrontations, decisions developed with the support of 
disruptive technologies (AI). These are embodied in battle orders, in the design of 
courses of action and the choice of the optimal course, in the selection of offensive 
reaction measures in response to threats from the operational environment and the 
enemy, and in measures to coordinate efforts and achieve effective cooperation, with 
potentially lethal consequences.

In some armies, norms and recommendations are developed regarding the use of 
autonomous systems in combat. For example, regulations regarding the use of 
precision-guided munitions (fire-and-forget missiles) are designed with systems for 
monitoring target identification by a human operator, without the possibility of his 
intervention (DoD Directive 3000.09 2012).

The regulation of the development and use of AI by the armed forces is a complex 
matter, governed not only at the national level but also at the European level, at 
the alliance level or at the corporate level. In addition to the emerging national 
framework, the most important framework is the European one, which seeks 
to encourage ethical and trustworthy AI through specific legislation (European 
Commission 2021a), action plan (European Commission 2021b) and voluntary 
standards generated by High-Level Expert Groups (European Commission 
2019) that broadly define no-risk applications, minimal-risk applications, high-
risk applications and unacceptable-risk applications, each with different levels of 
regulation and different emphasis on self-regulation.

The two most important frameworks for a perspective on AI regulation for the 
armed forces are those created by the US Department of Defense (DoD 2019) and 
NATO (Stanley-Lockman and Christe 2021), which have a strong compatibility 
of vision, both being focused on several force principles: accountability, legality, 
fairness, explicability and traceability, governability, reliability. Here, we should also 
add voluntary frameworks created by companies in the AI industry or industries 
implementing AI. These frameworks can be more cost-effective by being specialized 
on the specific challenges of the respective industry. An example of this is the 
automotive industry, through the BMW AI governance framework (BMW Group 
2020). However, we could also see voluntary frameworks in the arms industry 
because these companies will want to prevent the risk of overregulation by the state 
by demonstrating their own responsibility.

The lessons learned from contemporary warfare fully demonstrate that current 
military technology offers multiple opportunities, with advances in all fields of 
science establishing fewer and fewer barriers to limiting threats and violence against 
global peace. Revisionist and revanchist tendencies of some actors will inevitably 
trigger tensions that will be based on the performance of military technologies and 
the race to achieve relative balance in military efficiency. AI technology will probably 
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be the most important for delegating authority to combat systems/platforms, as well 
as for establishing the level of human control. Choosing the wrong direction in cyber 
diplomacy, even if it is represented by a set of promises and declarations of intent, 
will not be able to be blurred, with attenuated effects, without careful prior thinking, 
without identifying the optimal course from a multitude of scenarios.

In this sense, the analysis of AI technology in the context of multi-domain operations, 
followed by the identification of possible solutions to solve future challenges and the 
use of opportunities for beneficial purposes for human safety can bring added value 
to research and development in the field of military sciences. 

Method – SWOT analysis

Based on the existing literature analysis, specific to the field of military sciences, 
we used the SWOT (Strengths, Weaknesses, Opportunities and Threats) method to 
better reflect the characteristics of AI in multi-domain operations. The purpose of 
this analysis is to identify the advantages of developing military applications based 
on AI, to distill the opportunities for implementing scientific advances in future 
military operations, as well as the current challenges for the target areas of the ratio 
of requirements for strengthening human security vs. economic and technological 
development. We believe that the results of this analysis will provide some guidelines 
to guarantee a positive change in the development and use of AI technology in 
support of the decision-making component for organizing and planning multi-
domain operations.

As a result of the analyzed literature, we identify the following strengths, weaknesses, 
opportunities and threats that AI can bring to each area and direction established for 
multi-domain operations, presented in table no. 1.

Strengths
S.1 – Automate decisions regarding speed and efficiency: AI can quickly analyze 
information from a variety of sources such as: satellites, drones, individual sensors or 
implemented in combat equipment, etc., can search online scientific publications and 
propose solutions in the development of strategies or for the efficient coordination 
of operations that are carried out simultaneously in multiple domains. Autonomous 
systems, such as drones or land and naval robots, can be supported or even 
coordinated by AI to perform complex missions without direct human intervention. 
Sufficiently advanced AI systems can even systematize in real time information from 
human agents who verbally report changes on the battlefield.

S.2 – Advanced data analysis capabilities: AI algorithms can reduce human errors, 
provide solutions that are more accurate by analyzing large volumes of data and 
information, execute complex operations and learn to adapt to new situations. They 
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can also be used to create predictive models and simulations of operational scenarios, 
providing essential support for anticipating results and optimizing strategies.

S.3 – Optimization of resource consumption and logistics: AI can automate repetitive 
and complex processes, reducing execution time and the value of the effects of 
human errors. By analyzing operational requirements and their predictability, it 
can optimize field distribution, minimizing delays and risks associated with supply. 
In addition, AI facilitates communication and coordination between operational 
components involved in a multi-domain operation in real time, protecting 
critical infrastructure and sensitive information. The application of predictive AI 
models together with blockchain technologies allows for the secure and efficient 
management of intelligent, informational and energy networks, allowing for high 
precision and efficient exploitation of human resources, weapons and combat 
systems. Especially in multi-domain operations, this aspect represents the rapid and 
efficient management of resources within the framework of logistical support.

S.4 – Increased interoperability: AI technologies can contribute to increased 
interoperability between different multinational armed forces and host nation or 
international organizations. AI algorithms can optimize communication between 
units, even in conditions of great diversity and technological complexity.

S.5 – Reduced risks to the human component: Autonomous or semi-autonomous 
systems can take over risky tasks, increasing the overall security of the mission 
and the safety of human life. In addition, it can provide personalized experiences, 
increasing the level of training and training of the military while substantially 
reducing the physical risks of equipment destruction and injury to the military.

TABLE NO. 1

Implementing AI in Multidomain Military Operations: A SWOT Analysis
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S.6 – Precision and increased lethality among adversaries: AI can contribute to 
increased precision of attacks, identifying targets with precision. Increased lethality 
can occur through the analysis and prediction of enemy behavior, by increasing 
autonomy and combat effectiveness, and by developing autonomous weapon 
systems. Of course, a number of ethical issues arise here that require clarification.

Weaknesses
W.1 – Technology Dependence: One of the main risks is related to the excessive 
dependence on AI that can lead to the loss of essential human critical thinking 
skills and new types of vulnerabilities, in case of technological and system failures. 
If an AI-based system were to be affected by a cyber-attack, the entire operational 
ecosystem could be compromised. On the other hand, resistance to change from 
decision-makers or operators who fear replacement or loss of their position in the 
function can represent a threat within the team intended to solve a mission.

W.2 – High implementation and maintenance costs: The development and 
implementation of advanced AI solutions requires considerable resources, both 
financial and human specialists. These costs include research, algorithm development, 
specialized infrastructure, specific acquisitions and specialized personnel training 
programs. In addition, the continuous maintenance and updating of systems to keep 
them at the highest performance standards is another critical economic factor.

W.3 – Complexity of integration into current organizational structures: Integrating 
AI technology into existing military echelon technologies can be a major challenge. 
This involves staff training and cognitive changes for operators to quickly adapt to 
new technologies and abandon traditional technologies and processes.

W.4 – Capital intensity: The increased technological capital needs of the defense 
industry necessary for multi-domain operations can represent a major vulnerability 
by limiting investments in military equipment as well as in communication systems, 
cyber warfare, AI, drones, satellites, etc., but also in training personnel to operate 
effectively in specific military domains. Thus, high operational costs and the 
risk of economic overload will aggravate economic instability and the capacity to 
conduct multi-domain operations. Another aspect concerns the lack of long-term 
sustainability. With the investment sector no longer being managed correctly, the 
maintenance of equipment and infrastructures will exceed maintenance plans, the 
collapse of financial and technological support capacities being a clear possibility.

W.5 – Decision-making errors (programming, data interpretation, etc.) with 
serious consequences: Although AI can improve the decision-making process, 
programming or data interpretation errors can lead to serious consequences. In 
multi-domain operations, where wrong decisions can lead to high loss of human 
lives or the escalation of conflicts, excessive dependence on AI without critical 
human supervision can represent a serious threat. A key issue in this context is the 
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phenomenon known as the “black box” of artificial intelligence, which refers to the 
difficulty humans face in understanding and auditing AI decision-making processes. 
This lack of transparency reduces accountability and limits the ability to optimize 
algorithms by correcting errors. The consequences of this situation are twofold: 
AI systems may be unjustifiably accepted, leading to unforeseen and potentially 
devastating effects, or they may be rejected, hindering competitiveness and widening 
technological gaps relative to adversaries.

W.6 – Cascading compromise of military information systems to affect not only 
the targeted system but also other components in the network (weapon systems, 
communications, weapon networks, etc.), with chain effects that endanger the entire 
operational capacity. Thus, if a domain control system is compromised, for example, 
a land forces cyber system, the capabilities of the air and naval components will also 
be affected, disrupting the synchronization and coordination of operations carried 
out in several directions.

W.7 -–Cyber vulnerabilities: AI technology is closely linked to the digital 
infrastructure and can become the target of cyber-attacks. In addition, the 
exploitation of programming errors or the admission of information controlled by 
the adversary during the machine learning process can lead to wrong decisions or 
mission failure and loss of trust in the technology. Vulnerabilities to cyber-attacks 
can be amplified by the complexity of communication networks and the large 
number of connection points of electronic devices in the networks used. Also, the 
architecture of AI systems can be opaque to military technical support personnel, 
meaning that the remediation of problems caused by an adversary or errors could 
only be done by the provider, introducing an additional element of complexity in the 
planning and conduct of operations.

Opportunities
O.1 – Development and implementation of technologies: Disruptive technologies and 
especially AI can be used to create innovative solutions in areas such as disaster 
management, crisis management and other multi-domain operations, where rapid 
coordination between entities of the various components of the combined forces is 
essential. Innovations in the field of natural language machine learning or digitalized 
visual observation can be new capabilities that improve operational efficiency.

O.2 – Integrating knowledge from multiple scientific fields: The use of AI algorithms 
allows the integration of knowledge from multiple fields, improving the process of 
knowledge discovery and decision-making. This approach leverages the strengths of 
AI technology specific to military applications to provide much more comprehensive 
information.

O.3 – Inter-institutional and international collaboration and cooperation: The use of AI 
can stimulate collaboration between various government entities and international 
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organizations, combining expertise from various professional and scientific fields, 
facilitating the exchange of information and the coordination of resources to 
resolve transnational events such as terrorism or cyber conflicts. In addition, AI can 
contribute to identifying solutions to complex global problems such as adapting to 
climate change or strengthening cyber defense.

O.4 – Spin-offs and spin-ins as a way to offset increased costs: The interaction between 
the civilian and military sectors facilitates the transfer of technology and resources to 
develop multi-domain operations and to support innovation in both domains. For 
example, the Internet, GPS and drones are military systems that have been transferred 
to the civilian sector and have a huge impact on the global economy. Specifically, 
spin-ins, AI and ML (machine learning), battery and energy storage technologies, 
autonomous vehicle technology, etc., are being adapted and integrated into the 
military sector to improve the performance and efficiency of military operations.

Threats
T.1 – Use of AI for aggressive purposes: In addition to using AI for defensive purposes, 
an adversary can also exploit it to increase the aggressiveness of attacks. For example, 
autonomous drones and cyber-attacks can be used to develop lethal weapons and 
undermine the defense and security of both operational and national security 
components. The paradigm of hybrid threats is also undergoing transformations 
because AI-based systems can implement cyber, physical or electronic attacks on 
critical infrastructures, as well as disinformation, manipulation and propaganda 
campaigns, with much lower costs and risks for the actor implementing them.

T.2 – Ethical and legal challenges: Responsibility in the use of autonomous weapons as 
well as the use of AI in autonomous decision-making applications, raises numerous 
ethical and legal issues. For example, there is no global regulation for establishing 
responsibility in the event of an error in an autonomous system. We consider the 
scenario in which an American drone, operated by AI, decided to attack anyone 
who tries to prevent it from carrying out its orders, including its own operator  
(Nețoiu 2023). In addition, the use of autonomous weapons may amplify concerns 
about possible human rights violations.

T.3 – The problem of human resources in the competition for high-performance AI: 
In the context of multi-domain operations, where technology plays an essential 
role in the success of missions, human resources become a critical factor in both 
the development and implementation of intelligent solutions and in increasing the 
shortage of professionals. These will generate significant delays in the development 
and implementation of innovative solutions, high costs of recruitment, training 
and retention of personnel, and difficulties in developing an organizational culture 
for public and military entities. Thus, the costs and resources necessary to ensure 
continuous professional training of civilian and military personnel will be much 
higher and will put additional pressure on the already affected budgets of the 
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institutions. These issues affect all armed forces around the world, regardless of 
resource abundance, as the relative gap between the private and military sectors 
remains significant in all countries.

T.4 – Widening technology gaps between national components of joint forces: The rapid 
pace of AI technology development in line with national economic opportunities can 
lead to technology gaps, which, at the level of national armed forces, establish different 
levels of readiness to face emerging challenges and threats. Thus, some nations may be 
vulnerable if they do not invest sufficiently in technological research and development 
to keep up with the rapid pace of development of disruptive and emerging technologies. 
A sharp technology gap limits the ability to cooperate with allies, including political 
and strategic consequences (Stanley-Lockman and Christe 2021).

T.5 – Dependence on the civilian economy: AI implementation is subject to increasingly 
stringent regulations, which can limit flexibility and increase compliance costs, 
which can erode the interest in their development by a private partner. Developers 
of AI solutions with military potential may be targeted by an adversary for sabotage, 
data theft or infiltration into systems to distort the functioning of AI systems or 
provide access to other military systems. Last but not least, the global economic 
model that emphasizes the mobility of capital has resulted in numerous instances in 
which critical entities in the development of technologies with dual potential have 
been taken over partially or entirely by an entity from a rival/adversary state, possibly 
also in coordination with the armed forces or intelligence services of that state (such 
as China’s digital and electronic technology companies). Also, the dependence of 
military entities on critical civilian communications or energy networks can affect 
the conduct of a multi-domain operation by importing vulnerabilities specific to 
civilian infrastructures to physical and cyber-attacks by the enemy. In addition, 
if civilian economies are not sufficiently robust or resources are limited, they can 
generate difficulties in providing materials and logistical services, aspects that can 
lead to conflicts of priorities between civilian and military infrastructures. In the 
case of AI, military actors in countries with limited resources can end up depending 
on civilian suppliers not only for the development of specific AI solutions but also 
for computing capacity, data sets or other services under the Software-as-a-Service 
(SaaS), Infrastructure-as-a-Service (IaaS) or Platform-as-a-Service (PaaS) paradigm. 
Last but not least, a global or regional economic crisis can affect both the civilian and 
military sectors, generated, in particular, by economic sanctions and trade blockades 
that will limit access to external resources.

Discussions on the interaction of the analyzed elements

Capitalizing on strengths and opportunities can counterbalance weaknesses and 
threats and create advantages for the development of divergent and disruptive 
technologies, through AI. Information created based on AI can quickly reform 
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multi-domain operations strategies as well as contribute to identifying opportune 
operational requirements for the development of combat means and platforms. The 
identified opportunities can eliminate threats (except T2).

The ethical and legal aspects that are included in T2 cannot be eliminated through 
AI development opportunities, which are related to the human factor. Thus, 
concurrently with these developments, a reconversion of the military career and 
professional specialties is necessary; therefore, university training programs must 
be adapted to the particularities of hybrid warfare, with an emphasis on innovative 
ways to identify solutions to deal with the listed threats, independently, at the level of 
each decision-making echelon.

In addition, based on the strengths, plans can be developed to develop new 
opportunities in industry and military education, with military bases becoming 
centers for the development of the regional economy (Topor 2024). To do this, 
mindsets must be changed, and initiatives regarding equipment, acquisitions and 
education must be prioritized based on impact studies according to the ultimate 
objective, namely maintaining national security and defending the population, 
resources and critical infrastructures.

Anyone using an internet search engine will be able to observe a paradox, namely 
that simultaneously with the evolution of revolutionary technologies such as AI and 
quantum computing, more and more malicious cyber actors are attacking critical 
infrastructures such as: communication and energy networks, banks and financial 
services, other critical infrastructures and even the citizens of a country. The purpose 
of these actions is to degrade the economic capacity of a state, to degrade the defense 
capacity, to limit or sabotage the production of critical goods and services including 
for the armed forces, but also to demoralize the population, to prove the attacker’s 
power for psychological coercive purposes and to undermine the trust in authorities 
of citizens but also of partners, allies and investors. Moreover, it is recognized that a 
contemporary conflict is staged and takes place predominantly in the digital domain.

Under this approach, we appreciate that strategies based on the SWOT combination 
can transform and strengthen the security of multi-domain operations based on AI, 
maximizing their growth and stability by:

- Government support for investments in the development of companies that 
produce electronic chips and conductors, as well as for those that develop 
critical AI infrastructure. They can be achieved through strategic approaches 
to trade and import/export policies that help Romanian companies develop 
and create data centers and digital platforms whose services could be exported 
worldwide;
- Government support for the effective governance of the development of 
ethical and trustworthy AI systems by ensuring reliability, transparency, 
accountability and other attributes of safe AI systems enshrined in the 
European and NATO frameworks. An important role is played by the state’s 
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involvement in ensuring secure sources of relevant data for training AI models. 
Poisoning of datasets for AI models is one of the most insidious new cyber 
threats, and safe and trustworthy datasets have become a critical national 
resource to identify, protect and capitalize on (Sambucci and Paraschiv 2024);
- Development of competent leadership, especially in the procurement and 
technology implementation sectors. AI generates effective solutions, but 
without the critical thinking of human leadership, gains in efficiency, costs, 
and security will not be maximum. All national communities, including 
the military and intelligence, must streamline their procurement services, 
modernizing based on AI, cloud and revolutionary technologies, whose 
exploitation period is relatively very short, due to their constant renewal. 
Hence the need to outsource such services, which through blockchain 
technology can ensure a high level of information security;
- Development and multiplication of public-private collaborations in the field 
of cyber defense. The expansion of identified threats to other areas, not only 
that of military operations, will affect governmental and economic relations 
of the spin-ins type, with rapid effects on the combat power of all military 
components involved. In this regard, strengthening the existing effort to 
institutionalize operational collaboration will allow private sector agencies and 
companies to act more quickly to respond to incidents and to support national 
institutions in blocking cyberattacks. In addition, international institutional 
collaboration relationships in the field of cyber defense can be formed and 
strengthened. This way, good practices can be exchanged and popularized, 
collaborative procedures can be established to discover vulnerabilities in 
software, and safe and secure models can be built that are constantly adapted 
to new AI security challenges.

Even though AI is and will remain a subject and goal of interstate competition for 
a long time to come, it must be accepted that it also represents a huge potential in 
the field of economic and military development. This strategy can materialize in 
operational plans that transform inter-institutional cooperation into directions 
for the development of AI technologies in order to establish safe and sustainable 
adoption models. Thus, the transatlantic dialogue and cooperation between the 
US and the EU is to occupy one of the most important roles in the face of China’s 
tendencies, and implicitly other countries, to gain hegemonic positions in the AI   
competition to determine future superpowers.

Conclusions

Artificial intelligence is an emerging digital technology with systemic impact, which 
can also have a transformative effect on multidomain operations. Within these 
operations, AI-based systems can perform data collection and analysis roles, support 
decision-making, facilitate communication and interoperability between actors 
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and systems, and occupy concrete functions in the order of battle, such as logistics 
and maintenance optimization roles, cyber attacker and defender roles, but also 
autonomous systems operation roles. In a military context, all these functions bring 
significant benefits. In the context of multi-domain operations, in the five domains 
identified by NATO (air, water, land, space and cyber), the role of AI will be vital 
to ensure the congruence, coordination, effectiveness and flexibility of the forces 
engaged in such operations. In this article, a SWOT analysis was conducted on the 
field of AI in the military context, which resulted in a series of recommendations for 
the Romanian authorities. The existing framework for cross-border cooperation in 
the military field on the regulation of the ethical and responsible use of AI was also 
analyzed based on the risks of corruption by adversaries or the malfunction of these 
complex and difficult-to-repair systems. We believe that further research can lead us 
to concrete standards for the implementation of AI in military systems, including 
weapons systems, that are compatible with the NATO and European frameworks, 
and that ensure not only the necessary capabilities for the armed forces in multi-
domain operations, but also a leveling factor against a potential adversary with more 
numerous military resources.
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Challenges of equipping with 155 mm 
self-propelled howitzer systems from a

DOTMLPF-I perspective

Fire support systems represent a combat power multiplier for force structures, making a significant contribution 
in all types of operations, as they directly facilitate the force’s ability to accomplish its mission. Considering 
national programs for equipping with modern military systems, this article has addressed the potential challenges 
of transitioning land force structures from being equipped with 152 mm towed artillery systems to NATO standard 
155 mm self-propelled artillery systems. The challenges have been considered through the lens of the NATO 
capability foundation model, described by the acronym DOTMLPF-I (Doctrine, Organization, Training, Materiel, 
Leadership, Personnel, Facilities and Interoperability). This paper aims to underline some aspects that may 
influence the integration and exploitation of fire support capabilities, provided by equipping national land forces 
structures with this type of 155 mm self-propelled howitzer system. I have structured the article into two sections, 
aiming in the first part to briefly present the relevant basic ideas of the NATO capability foundation model, and in 
the second part to argue the challenges of equipping with 155 mm self-propelled howitzer systems and to include 
some actions, which I consider necessary, on the eight directions described by the acronym DOTMLPF-I. The 
perspective presented aims to highlight useful ways to enhance the national-level fire support capability provided 
by the new NATO-standard 155 mm self-propelled howitzer systems.
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Equipping national land forces structures with 155 mm self-propelled howitzer 
systems implies, first and foremost, a revision of the doctrines and combat 

manuals in force concerning the use of these systems in operations. National armed 
forces structures will be able to exploit the new fire support capabilities acquired 
both in combat operations, in stability and support operations and for peace 
support operations. Thus, existing doctrines, combat manuals or various operating 
procedures will have to be adjusted or updated in some way to allow the potential 
of these capabilities to be exploited in the actions and activities carried out by force 
structures in all types of operations.
Updating the current doctrinal framework is not the only measure needed to 
integrate and exploit the full potential of the new fire support capabilities that will 
be introduced in land force structures. In order to have a more comprehensive 
perspective on all the implications of this new equipment, I have used the NATO 
capability foundation model (NATO 2021, 7) with the eight action lines described by 
the acronym DOTMLPF-I (Doctrine, Organization, Training, Materiel, Leadership, 
Personnel, Facilities and Interoperability).

In writing this article I applied the method of documentary analysis as a research 
method for the systematic review and evaluation of physical and electronic 
documents (Bowen 2009, 27) in the field of study. Being a method specific to 
qualitative research, the documentary analysis in this case involved the examination 
and interpretation of data on the equipping with 155 mm self-propelled howitzer 
systems, in order to be able to understand the implications of the substantiation of 
the new capabilities obtained by the national armed forces structures. “What are 
the implications of equipping with 155 mm self-propelled howitzer systems from the 
perspective of the NATO capability foundation model?” is the research question that I 
set out to answer in this paper. To this end, I explored open sources of information 
- mainly websites, NATO-level publications and authored papers, detailing the 
conceptual way of capability foundation as well as relevant aspects of military 
equipping and exploitation in operation, so that I can argue for actions needed at 
national level on the eight directions described by the NATO model.

According to the Army Media Agency’s website we have, as a strategic objective, 
the modernization of the Romanian Army through the development of capabilities 
according to the Romanian Army 2040 program and the Multiannual Plan for 
Equipping the Romanian Army, which includes a program for the equipping with 
Battalion level 155 mm self-propelled howitzer system (Bâtcă 2024). The systems 
agreed upon at the national level are the 155 mm self-propelled howitzers - K9 
Thunder (Curtifan 2024) and the contract with the Korean manufacturer Hanwha 
Aerospace, foresees the acquisition of 54 K9 self-propelled howitzer systems and 36 
K10 refuelling vehicles.

The equipping of land forces structures with such systems will lead to doctrinal and 
organizational changes, in terms of how to use self-propelled howitzers in operations, 
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in order to exploit the full potential of these modern fire support platforms. In 
addition, the novelty and specific nature of self-propelled howitzer systems will also 
create a need for tailored training of military personnel, both for their operation and 
maintenance and for their timely exploitation in accordance with the operational 
needs of the force structures they will be part of. From another perspective, the 
commissioning of the new systems will only take place once the organizational status 
of the designated structures has been updated and the territorial infrastructure and 
the quantities of materials of all classes of supply will ensure the minimum necessary 
for the proper operation and maintenance of the howitzers. In my view, these aspects 
presented argue the need to identify the measures required at the national level, 
along the eight lines of the NATO capability foundation model.

How can we use the NATO capability foundation model?

The NATO capability foundation model, described by the acronym DOTMLPF-I, 
is a comprehensive standardized methodology (Willi 2016) in my view, that 
can be used to assess the impact of equipping national land force structures with  
155 mm self-propelled howitzer systems. The NATO model is also a useful tool for 
the identification of potential needs for preliminary enhancement of the forward-
looking capability in the eight action lines under the acronym DOTMLPF-I. The 
exploitation of the fire support potential that self-propelled howitzer systems can 
have in an operation, depends on a multitude of factors that can be addressed within 
the aforementioned action lines. This comprehensive perspective will ensure, in my 
view, the maximum level of effectiveness of 155 mm self-propelled howitzer systems 
in national armed forces structures operations.

The actions identified in the doctrine direction aim primarily at standardization, so 
that specific activities and actions are carried out according to the same “best practice 
guide” implemented uniformly across force structures. The common doctrinal 
framework ensures clarity and efficiency in the exploitation of the capability and is 
the basis for training personnel in the accomplishment of their missions so that the 
capability can be effectively exploited according to operational needs.

Figure 1   NATO capability foundation model
Source: Adaptation in accordance with MD Harris Institute 2013
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Concerning the organization’s direction, the actions aim at achieving the optimum 
operational effectiveness of force structures. Efficient organization involves clearly 
establishing the command authority and the role of personnel within the structure 
so that the objectives set can be effectively achieved. The level of coordination of 
component elements and structural functionality determines the maximum available 
capability potential.

The training actions aim to ensure and maintain the optimal level of training for 
the force structure personnel in order to be able to perform their specific tasks 
effectively in all types of situations or scenarios. The purpose is to build and maintain 
a competent and flexible force structure capable of accomplishing its mission in a 
dynamic operational environment. Force education and training are indispensable 
to performance and ensure the ability to meet all operational challenges. The way 
in which training is carried out is clearly established by the normative framework in 
force, which includes doctrines, field manuals and regulations with specific tactics, 
techniques and procedures.

The actions identified in the field of materiel are aimed at the efficient management 
of military equipment and materiel so that the capability in question is permanently 
operational. This line of action covers all military equipment throughout its life 
cycle, including all aspects of the logistic support required by force structures.

As far as leadership is concerned, the actions in this direction focus on the training 
of military leaders with emphasis on the development of their specific skills and 
competencies – high level of professional knowledge, integrity, responsibility, 
adaptability, etc. The exploitation of a capability directly depends on the level 
of professional competence of military leaders, as they train the force structure 
personnel and influence their operational effectiveness. Moreover, military leaders 
are also those responsible for initiating the process of adaptation of the military 
organization at the tactical and institutional levels (Nistorescu 2024, 205).

The identification of actions in the personnel direction is aimed at staffing force 
structures with highly qualified personnel, able to exploit the full potential of the 
capability pursued. The available human resources influence the capability’s level 
of operability, the effective management of individuals in positions/functions 
suited to their skills and competencies ensuring a force structure truly capable of 
accomplishing the entrusted mission. Actions in the area of personnel also aim at 
maintaining the health and morale of individuals with a direct impact on the 
performance and operability of the pursued capability.

Actions in the facilities direction are mainly aimed at providing the required 
infrastructure in order to properly operate and maintain the operational status of 
the targeted capability. This also includes those actions resulting from assessing 
conformity or operational status of existing national facilities, including those in 
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barracks or road communications to be operated by the new capabilities. Military 
personnel and equipment must be provided with all those elements of infrastructure 
– spaces, buildings, utilities, etc., on which the operational status of any capability is 
directly dependent. 

The interoperability action line can be explored through its three domains – 
technical, human and procedural interoperability. Actions in this direction aim at 
both the component elements’ interoperability of a capability and its interoperability 
as a whole with other elements, systems or capabilities already existent or deployed. 
As this article explores the way to apply a NATO capability foundation model, 
interoperability is an integrating element of all the action lines addressed.

What are the implications of equipping with 155 mm 
self-propelled howitzer systems?

The utility of the NATO model detailed above is reflected in ensuring the 
operational effectiveness of the new capabilities by focusing the effort on each 
direction of the DOTMLPF-I acronym. Some requirements can thus be identified 
for updating, adjusting or harmonizing the existing doctrinal normative framework, 
the current logistic support and the way in which the beneficiary force structures 
must reorganize or train so that the new capabilities acquired can be exploited and 
leveraged according to the purpose for which they were developed and acquired.

The perspective presented below comes as a response to the research question “What 
are the implications of equipping with 155 mm self-propelled howitzer systems from 
the perspective of the NATO capability foundation model?”, arguing potential actions 
along the eight strands of the DOTMLPF-I acronym, thus applying a method of 
analysis used at the alliance level (NATO 2018).

Doctrine direction
The current doctrinal normative framework does not detail how self-propelled 
artillery systems are to be employed in operations. Although the artillery missions 
and the specific lethal/nonlethal tasks they accomplish in an operation are basically 
the same for all fire support systems, the employment of the new 155 mm self-
propelled howitzer systems has some particularities. A first doctrinal action would 
be to detail and integrate the particularities of the use of self-propelled howitzers 
in the current doctrinal normative framework, so that their superior characteristics 
– mobility, firepower, maximum striking range, automated fire control system, etc., 
can be used in the actions of land force structures.

Considering as starting points the specific documentation provided by the 
manufacturer, alongside the training and expertise gained by the military personnel 
involved in the takeover from the Korean partner, we will have to develop (update) 
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our own doctrines, field manuals and specific regulations to clarify how to use in 
combat the new 155 mm self-propelled howitzer systems. In my view, the relevant 
publications available from the alliance or NATO member militaries operating such 
tracked self-propelled howitzers will prove useful in this regard. Exploiting the 
potential of 155 mm self-propelled howitzer systems can also be the subject of joint 
operations, but in my view, this should be done based on a joint fire support doctrine, 
a national-level necessity that I have argued in another paper: “Implementing a joint 
fire support doctrine - a requirement of joint operations”. (Mirea and Stanciu 2024)

Another action that I consider necessary in the doctrine direction is implementing 
in current national doctrines, field manuals and regulations, those lessons learned 
in recent conflicts within which tracked self-propelled artillery systems (M109, 
PZH2000, AS-90 and Krab), similar to those that will be used in our national land 
forces structures, have proven their relevance and operational effectiveness. In 
addition, the increased interest of Western armies (Vlad 2024) in the development of 
the conflict in Ukraine is recognized, as they have the opportunity to test in combat 
both military equipment and doctrines in force. The need to implement the lessons 
learned in recent conflicts is all the more obvious if we consider that, at the national 
level, the last self-propelled tracked artillery systems (the Romanian self-propelled 
howitzer cal. 122 mm, md. 1989 - 2S1) were removed from our land force structures 
in 2005 (Stroea and Băjenaru 2010).

Organization direction
The new 155 mm self-propelled howitzer systems are operated by a small number 
of crew members compared to the towed artillery systems they will replace, and this 
will also be reflected in the organization of beneficiary artillery structures. If the 152 
mm towed artillery usually had a total of 8 crew members (Military-history Fandom 
2025), the new 155 mm self-propelled artillery systems, have 5 crew members 
(Global Defense News 2024). In addition to the implicit issues of reorganizing 
personnel currently assigned to the new structure, certain challenges arising from 
the reduction in the number of servicemen operating self-propelled systems must 
also be considered, such as the challenges of providing the physical protection needs 
of force structures, like: guard duties (in peacetime) or the close defence of firing 
positions (in wartime). Another challenge caused by the reduction in the number 
of servicemen is the operation of self-propelled howitzer systems for long periods of 
time, specific to a high-intensity conflict, where the physical and mental attrition of 
the personnel involved (24 hours a day) is an important element that can influence 
the very combat power of the artillery structure as a whole.

Following the analysis of the above-mentioned implications, actions in the 
organization’s direction will also include, in my view, an appropriate resizing of 
personnel structure (including, for example, one or more guard/military police/
infantry sub-units), as well as a review of specific tactics, techniques and procedures, 
thus reducing the risks associated with the downsizing of the new self-propelled 
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tracked artillery units/sub-units. The artillery structure must have the appropriate 
regulatory framework and the resources of all types in order to be able to accomplish 
its mission both in peacetime and in war.

Training direction
Given that, as mentioned, the last self-propelled tracked artillery systems were 
removed from our land force structures in 2005 (Stroea and Băjenaru 2010) 
both the training of personnel, directly involved in the operation of the new self-
propelled howitzers and of those involved in their operational exploitation, have 
a lot of catching up to do. Until the doctrinal normative framework is established 
(updated) we will use for training purposes the specific documentation provided 
by the manufacturer with the expertise gained by military personnel involved 
in equipment takeover from the Korean partner and the publications in the field 
available at the alliance level or at NATO member armies equipped with tracked 
self-propelled howitzers. Moreover, lessons learned from recent conflicts such as the 
one in Ukraine, where, as mentioned above, tracked self-propelled artillery systems 
(M109, PZH2000, AS-90 and Krab), similar to those that will be used in our national 
land force structures, have proved their operational effectiveness.

Another training action aims at specific training of force structure staff through 
command post exercises, field applications, joint exercises, etc., in order to integrate 
the potential of self-propelled howitzers into all operational processes. The 
advantages and disadvantages of exploiting the new capabilities in operations must 
be understood by all the personnel of the beneficiary force structures, especially 
those responsible for planning and providing fire support using such systems.

Given the fact that Romania is a member of the ASCA community (Artillery System 
Cooperation Activities) (Orjanu 2023), and that 155 mm self-propelled howitzers have 
modern fire control systems interoperable at the NATO level, it offers the possibility of 
implementing specific actions in the training direction, through the integration and 
participation of national land force structures equipped with such systems in training 
activities conducted in a multinational context. In addition to joint training with 
members of allied and partner armies (Statul Major al Apărării 2021), the benefits 
of involvement in such training activities include the validation of the doctrinal 
normative framework on the use of new capabilities in operations and the possibility 
of implementing lessons identified (including from recent conflicts), aspects which 
provide an up-to-date perspective on the potential of self-propelled howitzers.

Materiel direction
The availability of modern equipment in accordance with the equipping programs 
(Ministerul Apărării Naționale 2025) generates, as mentioned above, multiple 
challenges for the force structures (updating the doctrinal normative framework, the 
need for reorganization, training, etc.) so that the newly acquired capabilities can 
be exploited according to the purpose for which they were purchased. Some of the 
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challenges of equipping with modern systems stem from the need for harmonization, 
at least in the first phase, regarding the use of new capabilities together with old or 
existing ones at the force structure level. Thus, until we replace all 152 mm artillery 
systems, there will probably be a transitional period during which the two types 
of artillery systems – 152 mm towed and 155 mm self-propelled, will be operated 
simultaneously. A first action in the field of materiel would be, in my view, to review 
logistic support at the force structure level to ensure the operability of new and 
old capabilities alike, at least during the transition period. Resourcing new and old 
capabilities alike will entail a considerably greater effort for logistic structures given 
the different needs for fuels, lubricants and maintenance products, 152 mm and  
155 mm NATO standard munitions or 12.7 x 99 mm NATO standard munitions).

Another action on materiel is to review the current national equipping rules. The 
revision of the organization of the land force structures directly benefiting from new 
equipment must be accompanied by a revision of the rules of equipping with all 
types of resources so that the specific needs of the new capabilities are covered from 
all points of view. In my opinion, all materiel quantities available to force structures 
equipped with modern systems should be reviewed in order to identify possible 
shortfalls in the efficiency of the units in their core mission. The main argument is 
that the changes brought about by equipping with 155 mm self-propelled howitzer 
systems, will have an impact on all the elements that define the structure of the 
operation (displacement of forces, available fire system or engineer support). The 
quantities of military equipment and materials of all types available to the force 
structures must ensure operational effectiveness in all respects.

Leadership direction
Training military leaders represents an outcome of the entire educational process 
and the development of their skills and competencies is based on the training, 
and adequate professional and personal development of individuals. Equipping 
with modern self-propelled artillery systems will determine, as a first step in the 
leadership direction, the identification, promotion and filling of command positions, 
starting from the lowest hierarchical level, with the most suitable available personnel 
with the appropriate level of training, skills and qualities of military leadership. The 
operational effectiveness of the newly acquired capabilities will depend on these 
personnel. From a different perspective, the attractiveness of positions will be higher 
in these structures targeted for equipping with modern artillery systems, and will 
probably generate competition, including for leadership positions in such structures, 
a positive aspect that will result in a larger selection base and in identifying the most 
suitable personnel for the available positions.

Another action in the leadership direction is, in my view, to update the curriculum 
of career courses for field artillery officers, in order to include in the professional 
training of current and future military leaders the study of new self-propelled 
artillery systems with their specific technical and operational features. In my view, 
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the same leadership direction actions also include the appropriate professional 
training of command post staff members responsible for planning and integrating 
fire support into operations. The fire support coordinator (at the brigade level he 
is also the commander of the organic artillery battalion) together with his staff 
are the ‘first’ specialists in the operational exploitation of self-propelled howitzer 
systems and are also responsible for training subordinate personnel to exploit the 
full potential of the new fire support capabilities in operations.

Personnel direction
The novelty of modern capabilities, which are or will be part of our national armed 
forces structures, makes them more attractive and is thus an argument in favour 
of increasing the professional quality of the military personnel directly involved 
in their exploitation. As stated in the leadership direction, the attractiveness of 
available positions in the structures targeted for equipping with modern artillery 
systems is likely to generate greater competition for their recruitment – with a larger 
selection base, the professional quality of the personnel recruited will also be higher. 
A major challenge, in my opinion, will be the staffing of functions that are novel for 
the current artillery structures, such as the driver functions for each tracked vehicle 
in the perspective organization. There is thus a need for action on the personnel 
side in terms of retraining existing personnel (to receive a certificate of professional 
competence as drivers), specific training of new soldiers in training centres 
(Agenția Media a Armatei 2017) or identification of those already certified. This is 
a requirement to transition from towed artillery structures – with truck drivers – to 
self-propelled artillery structures - with specialized drivers, and certified personnel 
who will be on every K9 self-propelled howitzer, every K10 supply vehicle, every 
K11 fire control vehicle, and also on other armoured vehicles that the acquisition 
contract include.

Once the positions are filled with the most suitable individuals, another personnel 
action will be the development (consolidation) of professional knowledge and skills 
of all personnel involved in the operation and exploitation of the new capabilities. By 
the time the new self-propelled howitzers arrive in the country, at least some of the 
personnel of the structures concerned will be involved in training activities adapted 
to the requirements of the new systems. This training may take several forms, 
including participation in specialization courses organized by the manufacturer of 
the systems, by prior training of a small number of soldiers on the train the trainer 
basis, or it may be carried out gradually directly in the units which will be equipped 
with the new systems during their arrival in barracks. In either case, there will 
probably be a transition period necessary for the personnel involved in operating 
the new systems to be trained in order to switch to the new organization of artillery 
structures and achieve full operational capability.

Another personnel action that I consider necessary is the training of responsible staff 
members on how to capitalize on the new capabilities in operations. In addition to 
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the aforementioned action to train military leaders, the training of all personnel 
involved in the planning and integration of fire support into the operation, as well as 
in the target management process, should be considered. Command post exercises 
are a good opportunity, in my view, for members of the various cells or working 
groups with responsibilities in the field of fire support and target management, 
to visualize and practice ways to exploit the full potential of the new capabilities 
available.

Facilities direction
A first action in the facilities direction would be to assess the infrastructure of 
the territorial units (if it has not been done so far), where the new self-propelled 
howitzers will be exploited and maintained in operational condition. The aim is to 
identify possible shortcomings in ensuring the minimum required conditions for the 
physical protection, safe operation and proper maintenance of all components and 
materials intended for the new systems. I appreciate that such modern equipment 
has a higher sensitivity in terms of requirements for preservation, operation and 
specific maintenance compared to the towed artillery systems they will replace. 
A further argument for the need to assess the available infrastructure may be the 
different requirements for palletization, transportation and storage of 155 mm 
munitions. Such an assessment may highlight some related needs for the beneficiary 
territorial units, such as the need for forklift trucks, the need for reworking of the 
earth cover and protection for storage or the need to keep storage spaces within 
certain temperature and humidity limits. Enforcing new, NATO level, regulations 
may be required in order to properly secure storage conditions for the new 155 mm 
munition type (e.g. AASTP-1 Manual of NATO safety principles for the storage of 
military ammunition and explosives).

I will mention among the ongoing actions at the national level in the direction 
of facilities, the commitment of our defence industry in the opening of assembly 
lines and production of the K9 self-propelled howitzer starting in 2026 (Defense 
Romania 2024), and with the entry into the country of the first systems, will begin 
the production of 155 mm NATO standard munitions (Grădinaru 2024). Once 
materialized in the form of production units, these actions at the national level 
will ensure the operability of 155 mm self-propelled howitzer systems without the 
land force structures being dependent on any external manufacturer or supplier of 
components and materials.

Another action in the facility’s direction is to analyze the opportunity of setting up or 
delimiting a training range within national territory that would allow firing at long 
distances to test, for example, the accuracy of 155 mm rounds fired at maximum 
range. We should consider that the transition from 152 mm calibre ammunition to 
the standard NATO 155 mm calibre ammunition will make it possible to engage 
targets at long distances, with higher lethality and accuracy than with 152 mm 
rounds. The munition used by the K9 self-propelled howitzer systems can hit 
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targets at ranges of 30 km (with standard explosive projectiles) and 40-50 km using 
rocket-assisted projectiles - RAP (Global Defense News 2024; European Security 
& Defence 2022). The existing nationally approved training areas ensure the firing 
of artillery munitions within certain limits. In my opinion, the possibility of firing 
155 mm self-propelled howitzers at maximum range on national territory (perhaps 
offshore?) should be considered or, failing that, a solution should be identified in a 
suitable range of an allied or partner state, so that this new capability-specific target 
engagement solution can be periodically tested and validated. The utility of using 
such a range can also be extended to other systems in the current or prospective 
equipping of national armed forces structures, for example, to M142 HIMARS (High 
Mobility Artillery Rocket System) or Bayraktar drones.

Interoperability direction
The capability foundation model described by the acronym DOTMLPF-I is a NATO 
model, and at the alliance level, interoperability itself is a force (NATO 2023). The 
interoperability requirements for elements of the new capabilities, provided by 
equipping with 155 mm self-propelled howitzer systems, should be analyzed from the 
perspective of its three domains - technical, human and procedural interoperability.

From the perspective of technical interoperability K9 155 mm self-propelled 
howitzers come with automated fire control systems that will most likely be integrated 
into the IFATDS (International Field Artillery Tactical Data System) already 
operated by national structures equipped with HIMARS. As this is an international 
command and control system, it can be estimated that K9 155 mm self-propelled 
howitzers ensure a high degree of technical interoperability. The above-mentioned 
actions on facilities, concerning the local production of 155 mm ammunition, sub-
assemblies and K9 systems also used by other allied armies, reinforce the high degree 
of technical interoperability of the new capabilities.
A necessary action in the technical interoperability direction is, in my view, to 
ensure the compatibility of 155 mm self-propelled howitzer systems with current 
and future systems intended for command and control of force structures and for 
ISR (Intelligence, Surveillance and Reconnaissance). The superior characteristics 
of the new self-propelled howitzer systems and their full operational potential can 
only be exploited in operations if they are combined with equally high-performance 
command and control and ISR systems.

Human and procedural interoperability will be ensured in particular through the 
above-mentioned actions in the doctrinal, leadership and personnel directions. 
Intending to update the doctrinal framework and implement tactics, techniques 
and procedures specific to operating 155 mm self-propelled howitzers, in a form 
similar to those in force in allied armies, I believe that they will constitute a common 
basis for the professional training of personnel and for the participation of force 
structures, equipped with self-propelled howitzers, in military exercises in an allied 
or multinational context.
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Conclusions

Equipping land force structures with modern military equipment, according to our 
developing national programs, comes with some challenges in terms of ensuring 
all the necessary conditions to exploit the full potential of the new capabilities 
thus acquired. Updating the doctrinal framework in force, reorganizing the 
force structures directly involved in operating the new systems or ensuring the 
infrastructure and facilities corresponding to the new requirements, are just some 
of these challenges. In addition to the operational impact of the new capabilities, 
a comprehensive perspective on equipping with modern systems can, in my view, 
be achieved by addressing all areas influenced by the implementation of current or 
prospective acquisition programs.

I believe that the NATO capability foundation model, described by the acronym 
DOTMLPF-I, is a useful tool for analyzing the implications of equipping with 155 
mm self-propelled howitzer systems and, through this paper, I was able to argue 
its relevance. Focusing on each of the DOTMLPF-I model’s eight directions for 
action, I have highlighted potential shortfalls in exploiting and harnessing the new 
capabilities and presented some actions to eliminate or mitigate the influence of 
these shortfalls. I have thus come up with a reasoned answer to the question “What 
are the implications of equipping with 155 mm self-propelled howitzer systems from the 
perspective of the NATO capability foundation model?”.

Assumed capabilities, for strengthening the national defence capacity and as 
a contribution to NATO collective defence, must be analyzed from both an 
operational perspective and through DOTMLPF-I type instruments, as some related 
procurement requirements, harmonization or optimization needs for the current 
context of deployment can be identified. On meeting these needs may depend the 
actual ways of exploiting the new capabilities in operations.
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As digital technologies become more and more deeply integrated into every segment 
of our society, cyber security is an increasingly critical concern worldwide, playing a 
central role in the smooth functioning of modern society.
In recent years, the European Union’s (EU) increasing dependence on digital 
technologies has led to growing concerns about cyber security risks. Given the 
cyber challenges facing states, organizations, and citizens today, cyber security is no 
longer a matter of choice but a fundamental necessity to ensure the protection and 
resilience of EU societies and economies.

As a component of national security, the importance of cybersecurity cannot be 
underestimated (Romanian Government 2021). With the rapidly evolving digital 
landscape, a large number of states have become increasingly exposed to a wide 
range of cyber challenges targeting critical information infrastructures, disrupting 
key services and sectors such as finance, healthcare, transportation, energy, 
communication networks, and supply chains, all of which pose significant risks to 
national and international security, but also to economic, political, social stability, 
democracy and society at large. Such malicious activities can be used by state or 
non-state threat actors to conduct or support hybrid campaigns or activities specific 
to Foreign Intelligence Manipulation and Interference (FIMI).

Cyber resilience has become a cornerstone of the EU Cyber Security Strategy for 
the Digital Decade (European Commission 2020b). These are the EU’s overarching 
cybersecurity objectives for critical information infrastructure and a secure digital 
future, with the European Union focusing on building a robust framework that can 
withstand and recover quickly from cyber incidents. Cyber resilience goes beyond 
simply preventing cyber attacks, as it involves preparing for potential disruptions, 
minimizing their impact, and restoring normal operations as quickly as possible.

Cyber issues and digital resilience are also key topics for the EU’s Union Security 
Strategy (European Commission 2020a). The EU has prioritized the protection of its 
digital infrastructure (a critical area where cybersecurity plays a vital role), including 
energy networks, communications, supply chains, and financial systems, which are 
increasingly dependent on interconnected technologies.

Cyber security is essential for maintaining public trust in digital services and 
preventing unauthorized access to sensitive information. Privacy is another 
significant concern in the EU’s cybersecurity framework. The European Union is a 
world leader in privacy protection, with a specific legal framework – the General 
Data Protection Regulation (GDPR) of 2016 (EUR-Lex 2016), which sets high 
standards for data security. The GDPR imposes strict rules for handling personal 
data, requiring organizations to implement robust cybersecurity measures to protect 
citizens’ privacy. Breaching this law can lead to heavy fines and reputational damage. 
As more and more personal data is generated and stored digitally, ensuring the 
security of this data has become more important than ever.
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It can be seen that the EU has put in place several strategies, regulations, policies, and 
legal frameworks to strengthen its cyber security. These focus on setting objectives to 
protect critical information infrastructures, create a secure digital space, strengthen 
cooperation between Member States, adopt stringent cybersecurity management 
standards in key sectors, or establish a framework for European cybersecurity 
certification schemes for ICT products, processes, and services. These efforts reflect 
the EU’s commitment to building a united and secure digital ecosystem and further 
demonstrate the EU’s proactive approach to cyber security.

In order to lay the foundations for a secure and prosperous digital future, in 
addition to existing cyber strategies, regulations, policies, and legal frameworks, 
submitting project proposals for EU grants can benefit research, innovation, 
digital infrastructure development, capacity building in the cyber security 
sector, security of networks and information systems, international cooperation, 
exchange of information and experience, etc.

Thus, the European Union has established several funding programs that align with 
its cybersecurity strategies, policies, and regulations to ensure a coordinated and 
strategic approach to cyber resilience, thus reinforcing the objectives outlined in the 
EU Cybersecurity Strategy for the Digital Decade and the EU Strategy on the Security 
of the Union.

Key funding instruments include the Horizon Europe Programme (European 
Commission 2021c), which prioritizes cybersecurity research and innovation, 
supporting projects that develop cutting-edge security technologies, and encouraging 
collaboration between academia, industry, and government agencies. Another 
important program, the Digital Europe Programme (European Commission 
2021d), focuses on building digital capabilities, including cybersecurity resilience, 
through large-scale deployment projects and promoting digital skills training. In 
addition, the Connecting Europe Facility - CEF Digital (European Commission 
2021a) is a key EU funding instrument to promote competitiveness, growth, and jobs 
through targeted infrastructure investments across the Union. It aims to stimulate 
public and private investment in digital connectivity infrastructures of common 
interest to the EU. In addition, the EU Funding & Tenders Portal (European 
Commission 2021b) is a key tool providing centralized and up-to-date information 
on available grants, eligibility requirements, and application procedures.

Developing and submitting a proposal for a cyber security grant project is a 
complex exercise that requires the strategic integration of European, national, and 
organizational priorities. Such alignment not only demonstrates the relevance of the 
project but also ensures that it responds to the real needs identified at all levels.
The current work will analyze the importance of cybersecurity proposals for ensuring 
the protection and resilience of EU societies and economies, as well as the key 
aspects of successfully developing cybersecurity project proposals for EU funding. 
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This research is relevant for national governments, the cybersecurity industry, 
academia, civil society, the legislature, as well as the EU institutions, as it identifies the 
specific challenges, lessons learned, best practices, success factors, and complexities 
involved in the successful development of EU cybersecurity project proposals.

The methodology used and research hypotheses

The study adopts an analytical and exploratory methodology, based on the 
following components: (1) Desk review: examining relevant EU directives 
and regulations, such as the NIS2 Directive, the Cyber Resilience Act, Horizon 
Europe, Digital Europe, and CEF Digital, which set the cybersecurity framework 
and requirements for obtaining EU funding; (2) Benchmarking: comparing EU 
strategies and policies with the requirements and challenges of funding applicants, to 
identify discrepancies and key success factors; (3) Best practice review: Identifying 
factors that have contributed to the success of previous project proposals in the field 
of cybersecurity and extracting lessons learned to optimize the application process; 
(4) Actionable recommendations: formulating concrete suggestions for effectively 
aligning projects with EU requirements, thus maximizing the chances of obtaining 
funding and successfully implementing cybersecurity projects.

The presented methodology provides a practical and grounded insight into 
the complexities of the funding application process, supporting stakeholders in 
improving their chances of success and contributing to the development of a robust 
framework for cybersecurity projects in Europe.

This article explores how cybersecurity projects can be optimized to obtain funding 
and contribute to the EU’s digital resilience. The research aims to highlight the 
critical factors influencing the success of these initiatives, with a focus on compliance 
with European strategies and regulations, as well as the effectiveness of consortia 
and implementation mechanisms. 

The study is based on the following research hypotheses:
1. Alignment with EU, national and organizational strategies, compliance 
with the legal framework, and prioritization of EU funding issues are key 
factors of the success of cybersecurity projects in obtaining funding and 
their contribution to strengthening digital resilience and critical information 
infrastructure protection;
2. A strategic and well-informed approach to cyber issues and project 
development ensures long-term sustainability and relevance;
3. Building strong consortia and demonstrating the impact of projects are 
key factors for the successful acceptance and implementation of cybersecurity 
project proposals.
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Challenges related to cyber security, hybrid warfare, 
and FIMI around the world

According to the present research, the major challenges existing in the cyber security 
domain across the globe are currently related to: 

- The expanding range of IT devices, and the increasing sophistication 
of cyber attacks (Spencer 2024), including state-sponsored, ransomware, 
phishing, advanced persistent threats, data breaches, terrorism, and cyber 
espionage attacks. They are harder to detect, harder to counter, increasing 
in frequency and sophistication. Such malicious activities can also be used 
by state or non-state threat actors to conduct or facilitate hybrid campaigns 
(European Union 2023) and specific FIMI activities.
- FIMI: One of its most damaging effects is the erosion of public trust in 
democracy and democratic institutions. At the same time, misinformation, 
fake news, and hate speech, including against ethnic, religious, and sexual 
minorities, widen social divisions in democratic states, lead to increased 
discrimination and violence, and fuel political and cultural polarization. 
Trust in institutions and traditional media is also being eroded, leading to 
increased scepticism and difficulties in distinguishing between real and false 
information (Maftei and Bogdan-Duica 2024).
- Malicious actors (especially non-state actors) conduct hybrid warfare-
specific operations, including by exploiting vulnerabilities of social media 
platforms or using cyber-attacks, thus affecting children, girls, women, 
citizens, societies, economies, critical services, democracy, and national 
security (Maftei and Bogdan-Duica 2024). Researchers have observed the 
steady evolution of Russian information warfare doctrine, which has deep 
roots in Soviet practice (Giles 2016; Snegovaya 2015). Recent Russian military 
thinking emphasizes hybrid warfare as a new persistent reality, with the 
”information sphere” and ”information warfare” as a critical battlespace.
- Cybersecurity governance and coordination, appropriate strategies, 
policies, and legal frameworks on cyber issues are lacking or 
underdeveloped. Several countries are faced with fragmented cybersecurity 
systems, where national efforts are not coordinated, and policies can differ 
widely. This can lead to ineffective responses against national and cross-
border cyber threats, which requires better international cooperation and 
standardized approaches to cybersecurity.
- Lack of implementation of national strategies, policies, and legal 
framework on cyber issues. Although existing strategies, policies, and 
legal frameworks are well drafted, in some countries they are not properly 
implemented. The reasons could range from political interests to financial or 
human resources issues.
- A low level of cybersecurity and cyberspace hygiene.
- Low level of cybersecurity education and culture and lack of adequate 
training of network and information systems operators (Maftei 2024). Lack of 
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digital literacy and education on cyber issues leads to human errors that make 
IT systems and networks vulnerable (European Commission 2023).
- Lack of qualified cybersecurity professionals. The demand for qualified 
cyber experts outstrips the supply, making it difficult for organizations 
to effectively defend against attacks. This shortage of experts hinders the 
coagulation of a sufficiently qualified cyber security workforce (Maftei 2024).  
However, the EU is working hard to raise public and business awareness of 
cybersecurity risks and best practices. Educational programs and certifications 
are also being developed to close the cybersecurity skills gap in both EU 
institutions and private organizations.
- Retention of human resources. Governments, critical and important 
entities, or operators of critical information infrastructures face difficulties 
in retaining cybersecurity experts, who often leave the organization for 
better salaries. However, several states have identified ways to address such 
challenges. For example, in Romania, the National Cyber Security Directorate 
- DNSC - a specialized body of the central public administration, under the 
authority of the Government, responsible for ensuring the cyber security of 
national civilian cyberspace (DNSC 2022), has managed to multiply four (4) 
times the favourable conditions necessary for retaining cyber professionals 
within the organization: 1) by hiring the experts as contracted staff; 2) due 
to this type of contract, by allowing part-time work for other organizations 
(of course, the conflict of interest must be absent); 3) also, by allowing part-
time work in externally funded cyber security projects; 4) by amending the 
legal framework necessary to increase the salaries of staff employed as cyber 
security experts.
- Cyber resilience is often weak, with some countries lacking the necessary 
cyber resilience capabilities. Cyber resilience refers to the ability to anticipate, 
respond and recover from cyber attacks. The ability to quickly restore 
operations after a cyber incident is critical to mitigating long-term damage 
and many states around the world have underdeveloped recovery plans or 
vulnerable cybersecurity infrastructures (CISCO 2025).
- Privacy concerns are a challenge as more and more personal and sensitive 
data is stored and shared digitally. Balancing the need for security with 
protecting citizens’ privacy remains a delicate task, especially as laws and 
regulations such as the GDPR put pressure on organizations to comply with 
strict privacy standards.
- National, regional, and international cooperation is not sufficiently 
developed. Old mindsets and silo thinking (Gleeson 2013) still exist within 
some organizations. This has a particularly high negative impact on increasing 
trust between partners, the level of cooperation, information sharing and 
countering cyber incidents or other security challenges.
- Public/private partnerships should be developed. Only a few countries 
in the world could be presented as examples of this type of partnership. For 
example, in Romania, one of the five main objectives of the Cyber Security 
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Strategy for the period 2022-2027 is the Pragmatic Public Private Partnership. 
”A pragmatic public-private partnership between public authorities, private 
entities, academia, research and citizens is a necessity, given that cyber-attacks 
target a large number and broad spectrum of networks and information 
systems” (Romanian Government 2022). This demonstrates the government’s 
focus on public/private partnerships.
- Cyber incidents are underreported by citizens, private businesses, 
critical information infrastructure operators, supply chain members or 
even state institutions, and the reasons can be different: lack of awareness 
or understanding; lack of clear regulations for incident reporting; fear of 
reputational damage; legal and financial consequences; fear of escalation 
of attacker threats; disruption of operations; government and regulatory 
pressure; internal divergences; cost and resource constraints, etc. (Maftei 
2025). Improved cyber incident reporting enables governments to take 
informed, initiative-taking actions that protect national security, support 
economic stability, strengthen economic resilience, and contribute to the 
development of policies and regulations needed to improve cybersecurity in 
general.
- Emerging trends in cybersecurity. Today, there is an increasing use of 
artificial intelligence and machine learning both by cyber professionals 
seeking to identify and mitigate cyber threats faster and more effectively, 
and by malicious actors using increasingly complex techniques to carry out 
attacks. Such emerging technologies, including quantum computing, could 
rapidly change the cybersecurity landscape, and the EU must be ready for 
such advances (Apriorit 2025).

***

The aforementioned challenges highlight the need to adopt and implement 
comprehensive cybersecurity strategies, policies, legal frameworks, education, 
cooperation, and investments in both technology and human resources to address 
the growing cyber challenges. Given these challenges, cyber security is no longer 
an option but a fundamental necessity to ensure the protection and resilience of EU 
societies and economies.

Essential components of a cybersecurity project proposal 
for successful EU grants

Developing and submitting a proposal for a cyber security grant project is a 
complex exercise that requires the strategic integration of European, national, and 
organizational priorities. Such alignment not only demonstrates the relevance of the 
project, but also ensures that it responds to the real needs identified at all levels.
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How can European, national, and organizational strategies be aligned? 
One of the most important challenges is to demonstrate the alignment 
of the project proposal with the priorities set at European, national, and 
organizational levels. This requires a well-defined process based on thorough 
analysis, integration, and justification. Understanding the strategic context, 
making direct links between the project objectives and the proposed 
solutions, and justifying the intended impact are essential steps. These are 
only the first steps.

EU legal framework on cyber issues to consider...
The European Union has put in place several strategies, regulations, policies, 
and a legal framework to strengthen its cybersecurity. Thus, according to 
key documents such as the EU Cybersecurity Strategy for the Digital Decade, 
the EU considers cybersecurity as a major strategic priority. This document 
demonstrates the EU’s proactive approach to cybersecurity and sets clear 
objectives for protecting critical information infrastructures, creating a 
secure digital space, and strengthening cooperation between Member States. 
These objectives are essential for any project that aims to contribute to 
strengthening the EU cyber security framework.

Another key document is the NIS2 Directive (Network and Information 
Systems Directive) (EUR-Lex 2022a), which sets stringent standards for 
cybersecurity management in key sectors such as health, transport and 
energy. Compliance with the requirements of the Directive is essential to 
demonstrate that the project aligns with European priorities. The NIS2 
Directive is linked to the Critical Entity Resilience Directive (EUR-Lex 2022b).

Regulation 881/2019, known as the EU Cybersecurity Act (EUR-Lex 2019),  
strengthens the role of the European Union Agency for Cyber Security 
(ENISA 2025) and establishes a Cybersecurity Certification Framework for 
ICT products, services and processes. The Regulation also aims to ensure 
the smooth functioning of the internal market and to achieve a high level of 
cybersecurity, resilience, and trust within the EU. On the other hand, ENISA 
produces a large number of reports on EU projects and comprehensive 
analyses of the EU cybersecurity landscape.

The Regulation on Cyber Resilience - Regulation (EU) 2024/28471  
(EUR-Lex 2024) provides EU-wide minimum cybersecurity standards for 
digital products and software connected to the internet, setting a high level 
of technological excellence. This regulation will improve the overall security 
of society, with increasingly secure electronic devices available on the market 
as designs with ICT components must clearly demonstrate how they meet or 
exceed the set standards.

1 The Regulation is also 
known as the Cyber 
Resilience Act.
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There are, of course, other sectoral directives and regulations that form part of 
the legal framework on cyber issues. All these, together with the new European 
Cyber Security Competence Center (ECCC 2025), the EU’s innovation hub 
for advancing cybersecurity technologies, reflect the commitment of the EU 
and its Member States to build a united and secure digital ecosystem.

Alignment with national strategies...
At the national level, each EU Member State has its own cybersecurity strategy, 
adapting European priorities into measures specific to the national context. 
These strategies often emphasize CERT2 capacity building and securing 
critical information infrastructures. At the same time, national recovery 
and resilience plans include strategic investments in digital transformation, 
creating opportunities for projects focused on building digital resilience.
A well-founded project should clearly demonstrate how it addresses the 
priorities outlined in these national strategies. For example, a project focused 
on securing the digital infrastructure of hospitals should align with national 
digital health strategies and specific measures specified in the implementing 
legislation of the NIS2 Directive and also with additional sector-specific 
measures.

Integrating organizational strategy...
In addition to being aligned with European and national priorities, the 
project proposal should also reflect the mission, vision and strategy of the 
organization developing it. This integration demonstrates that the project 
is not just a response to a funding application, but is part of a broader, 
well-articulated plan that reflects the values and strategic direction of the 
organization.
For example, if an organization’s mission is to increase the digital resilience 
of the public sector, the proposal should outline how the proposed solutions 
contribute to this mission. Similarly, the organization’s long-term vision, such 
as becoming a regional leader in cybersecurity solutions, should be supported 
by the project’s ambitious goals.
A project aligned with the organization’s strategy is more likely to benefit from 
its resources and expertise. For example, if the organization’s strategy includes 
securing critical information infrastructures, the proposal should highlight its 
continuity with previous initiatives and demonstrate how it adds value. Such 
alignment can be argued through concrete examples of the organization’s 
experience, such as the successful implementation of similar projects. This 
demonstrates a deep understanding of the domain and the ability to deliver 
tangible results.

... And the objectives of open calls – ”call-fiche”
Another key aspect of developing a proposal is to explicitly align it with the 
objectives of the open calls for proposals. These calls set out specific priorities, 

2 Computer Emergency 
Response Team.
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expected results and eligibility criteria that the proposal must address.
For example, if a funding request focuses on increasing the digital resilience of critical 
information infrastructures, the proposal must articulate how the proposed solution 
directly addresses this objective. This may include presenting a detailed technical 
solution that addresses the problems outlined in the request, demonstrating 
its alignment with strategic priorities such as interoperability, innovation, or 
sustainability, and defining clear performance indicators such as, for example, 
reducing response time to cyber incidents or improving data protection.
Open calls may also specify additional requirements, such as cross-border collaboration 
or private-sector involvement. The proposal should address these requirements 
explicitly, detailing how the project contributes to the objectives pursued. 

Justifying the impact and establishing a solid implementation plan...
A well-structured proposal includes a clear section justifying the impact of the 
project, supported by measurable objectives and performance indicators. For 
example, a monitoring system that reduces the response time to cyber-attacks from 
24 hours to 2 hours should be explicitly presented in the proposal. Such results can 
be backed up with relevant statistics and reports, such as those from ENISA.
The proposal should also contain a detailed implementation plan, including the 
resources available, the team involved and the project milestones. These elements 
create an overall picture that gives confidence to the evaluators.

Who said it was easy?
Developing a proposal for a cybersecurity project is an achievable process when it 
is approached systematically, following steps of thorough documentation, strategic 
alignment, and detailed justification. By integrating EU, national and organizational 
strategies, as well as the objectives of open calls for funding, the proposal proves its 
relevance, feasibility, and value. In this way, the proposed project becomes more than 
just an idea; it emerges as a solid solution that contributes to increasing cybersecurity 
resilience at all levels.

Challenges, lessons learned, good practices, 
and success factors for successful application to EU-funded 

cybersecurity programs

Applying for EU-funded cybersecurity programs can be a complex but rewarding 
process. Such activity presents several challenges, which can be both complex 
and time-consuming. Based on experiences from previous applications, some key 
challenges, lessons learned, and good practices related to funded programs dealing 
with cybersecurity have been revealed, such as:

Understanding program objectives, priorities, and requirements. Not all EU 
programs are similar. Each program has its own specific goals, objectives, and 
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priorities. Many applicants fail to align their project proposals with the main 
objectives of the program, leading to rejection. Please carefully read the call for 
proposals, work programs and any related documentation. The project must align 
perfectly with the objectives presented. Priority needs to be given to addressing EU-
wide challenges such as critical infrastructure protection, cross-border cyber threats, 
or resilience to cyber attacks. It is particularly important that the technical, legal, 
and financial aspects required in proposals for EU-funded projects should be well 
understood and respected.

Focus on innovation and impact. EU funding tends to favour innovative, scalable, 
and impactful cybersecurity projects. Proposals with vague objectives or low impact 
often fail to stand out, with limited chances of winning. The project must provide 
a clear innovative solution to urgent cyber security challenges. Measurable results 
such as strengthening cyber security capabilities, improving threat detection, or 
developing cross-border collaboration need to be demonstrated.

Strict compliance with EU policies and the legal framework to be followed 
(regulations, financial management directives, eligibility criteria, funding limits, 
evaluation criteria, reporting, data protection, state aid law, sustainability objectives 
and any other sector specific legal requirements). Applicants must ensure compliance 
with these rules and failure to do so may lead to disqualification of the project or 
rejection of funding. This can be particularly difficult for organizations that are 
unfamiliar with specific EU rules or that operate in multiple jurisdictions.
Applicants should invest time and effort to understand the policies and legal 
framework relevant to the projects. In parallel, it is essential to involve legal or 
financial experts who are familiar with EU compliance and funding requirements.

Highly competitive environment. Many EU funding programs, particularly in the 
area of cybersecurity, are highly competitive because of the fairly large number of 
applicants and the low proportion of proposals that could receive funding. A strong 
record in cybersecurity or EU-funded projects, development of a highly innovative 
and impactful project that directly addresses EU cybersecurity priorities, strong 
partnerships and clear alignment with EU objectives can significantly increase the 
chances of success.

Complex application processes and procedures. The application process for EU-
funded programs is often complex and requires extensive documentation. It involves 
several steps (proposal writing, budgeting, partner agreements, compliance checks, 
etc.). The complexity of the application may be a barrier for smaller organizations 
or those with limited experience in EU funding. Incomplete or inaccurate proposals 
may result in disqualification. This is why applicants should devote sufficient time 
and resources to understand the requirements of the application and to ensure that all 
conditions are correctly fulfilled. Career guidance or consultants can also be helpful.
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Difficulty in creating the right consortium. Collaboration is often key to the success 
of proposals. Many EU-funded cybersecurity programs require the involvement of 
multiple partners, including government bodies, research entities, academia, private 
companies, and NGOs. Weak or insufficient partnerships can lead to the failure of a 
funding application. Identifying suitable, reliable partners to commit to the project 
can be a challenge and an incomplete or weak consortium can undermine the quality 
and chances of the proposal, making it difficult to meet the program requirements. 
In addition, inter-partner dynamics, different organizational cultures and unclear 
roles can affect project implementation. Experts with complementary skills should be 
recruited and all partners must be fully engaged and contribute equally to the project.
Establishing a strong consortium requires careful planning, and clear and transparent 
communication from the outset about roles and responsibilities is essential. On 
the other hand, applicants should partner with trusted organizations that bring 
complementary skills and resources. It is clear that the EU’s international initiatives 
in the field of cybersecurity should be further explored, including cooperation with 
NATO, the UN, and non-EU states in addressing global cyber threats.

Budgeting and financial planning. Poorly prepared financial plans, unrealistic 
budgets or administrative errors are often found in submitted proposals. Insufficient 
clarity or transparency can also lead to doubts about project feasibility. Projects have 
to adhere to specific rules on eligible costs, co-financing and reporting requirements, 
and there is often a detailed breakdown of how the funds will be allocated. A lack 
of clarity or inaccurate financial planning may lead to the rejection of the proposal. 
In addition, financial complexity may discourage small businesses or research 
institutions without in-house financial expertise. Applicants should carefully follow 
the program’s financial guidelines. A detailed and realistic budget and transparency 
in the allocation of funds are essential. Consultation with financial experts can 
ensure compliance with EU rules. Applicants must be clear about how the funds will 
be allocated and ensure compliance with EU financial rules. It is also necessary that 
the programme guidelines are followed and that the administrative documents are 
complete and accurate.

Risk of blocking activities and limited reporting. After receiving funding, 
beneficiaries must report regularly on progress, results, and financial management. 
This can be time-consuming and failure to comply with reporting requirements can 
lead to sanctions or loss of funds. Applicants may underestimate the effort required 
for post-grant activities (e.g. progress monitoring and reporting), which may result 
in delays, mismanagement or even project failure.
In order to avoid such problems and to ensure good project management, applicants 
should prepare a robust monitoring and evaluation framework to track project 
milestones, outputs and expenditure incurred, as well as allocate the necessary 
resources for regular reporting and internal audits.
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Risk management. Cybersecurity projects face numerous risks, including delays, 
technical challenges, and potential collaborative failures. Underestimating risks 
or providing weak mitigation strategies can lead to poor evaluation scores. A 
comprehensive risk management plan outlining potential risks (technical, financial, 
operational) and mitigation strategies should be developed. Being proactive in 
addressing risks increases confidence in project execution.

Holding discussions with EU officials and other entities involved. Many applicants 
fail to make timely contact with EU officials or other involved entities with an 
important role in cybersecurity. This may limit the understanding of the program 
priorities, leading to poorly aligned proposals. Active participation in information 
days, networking events and webinars organized by the EU or funding bodies could 
be a huge asset. In the meantime, engagement with relevant stakeholders and officials 
early in the process to clarify any questions and refine the project, as well as getting 
feedback from EU bodies, is important.

Sustainability. To be successful, projects need to consider long-term sustainability, as 
EU funds are interested in supporting projects that have a lasting impact beyond the 
funding period. Applicants need to clearly articulate how the project will be sustained 
beyond the end of funding, conditions which would require establishing self-financing 
models, partnerships with industry actors or ensuring that the results will be adopted 
by end-users, including government bodies, businesses, and the public sector.

Communication and reporting. To avoid creating confusion and undermining 
confidence in the project, a transparent, clear, and concise communication plan 
should be developed, including measurable results, timelines, and regular reporting. 
All stakeholders should be kept regularly informed of project developments.

Long and uncertain deadlines. Applications for EU funding usually involve long 
preparation times and a delayed funding approval process. The assessment, selection 
and funding agreement phases can take months or even longer. Prolonged timelines 
can create uncertainty for organizations, especially if they need immediate funding 
to start cybersecurity projects. Delays in receiving funding can also affect the project 
implementation timetable. Applicants should plan ahead and be prepared for 
possible delays. It is useful to have alternative funding sources or backup measures 
in place to fill gaps during waiting periods.

Managing cross-border collaboration. Many EU cybersecurity programs involve 
international collaboration, which means different partners in different EU Member 
States need to work together. Cultural differences, different regulatory environments 
and different legal systems can complicate the coordination process. Managing a 
multinational project requires effective communication, understanding of different 
laws and a harmonized approach to project objectives. These challenges can lead to 
misunderstandings, delays, or inefficiencies.
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Clear governance structures, well-defined roles and regular communication are 
essential for successful international collaborations. It is important that all partners 
understand the project objectives and are committed to the common vision.

Limited knowledge of cybersecurity needs. Applicants may have difficulties in fully 
understanding or addressing the specific cybersecurity challenges highlighted by the 
EU. As the cybersecurity landscape is constantly evolving, it is essential to be well 
versed in new types of threats, trends and emerging technologies through briefings 
and consultation of EU publications, research papers, as well as participation in 
relevant EU events addressing cybersecurity issues. The project proposal should also 
be aligned with the latest EU cyber security strategies.
Proposals that do not adequately address current or future threats to cybersecurity 
are unlikely to be accepted. In addition, misalignment of the project with EU 
priorities or failure to demonstrate the relevance of the project to the European 
cybersecurity agenda may affect the application.

Lack of post-project sustainability. EU funding often requires projects to 
demonstrate how the results will be sustained and scaled up after the end of the 
funding period. Many applicants strive to provide a clear roadmap for the long-term 
sustainability of their projects, as those who fail to demonstrate clear sustainability 
after the EU funding period risk being rejected. Funders want to ensure that 
projects create a lasting impact and do not rely solely on continued EU funding. 
A sustainability plan should be developed outlining how the project will continue 
to operate, whether through commercialization, government support, industry 
partnerships or other means.

Intellectual property and data sharing. In EU-funded collaborative projects, 
intellectual property and data-sharing issues can be controversial. Some rights 
disputes may also arise, especially when partners have different national or 
institutional policies. To avoid friction between partners, delayed projects, legal 
problems or funding sanctions, attention should be paid to the mismanagement 
of intellectual property and non-compliance with data protection legislation. 
Intellectual property, data-sharing agreements and confidentiality clauses should be 
defined in advance. All partners need to be aligned on these issues and comply with 
EU data protection and intellectual property legislation.
Preparing applications in advance. As the proposal development process often 
requires significant time and effort, work should start early, allowing time for 
drafting, review, refinement, and revisions.

***

By applying these best practices and learning from previous experiences, 
organizations can increase their chances of success when applying for EU-funded 
cybersecurity programmes.
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Conclusion 

Looking ahead, it can be concluded that the continued evolution of cyber threats 
and the increasing dependence on digital technologies require sustained investment, 
innovation, research, and development of digital infrastructure while increasing the 
level of security of networks and information systems, capacity building in the cyber 
security sector, exchange of information and experience, and better collaboration in 
the field of cyber security. Strengthening international cooperation, fostering public-
private partnerships and improving cyber security education will also be essential 
to ensure a secure digital future in the EU and the world, to ensure the protection 
of privacy, the resilience of EU societies and economies, stability, national and 
international security, the security of critical information infrastructure assets, as 
well as democracy and the functioning of democratic institutions.
This paper has analysed the importance of cyber security project proposals for 
ensuring the protection and resilience of EU societies and economies.

The scientific research, based on an analytical and exploratory methodology, validates 
the research hypotheses and confirms that the success of cybersecurity project 
proposals is conditioned by their alignment with EU strategies, compliance with the 
legal framework and effective integration of European funding requirements. The 
literature review of relevant directives and regulations, such as the NIS2 Directive, 
the Cyber Resilience Act and the Horizon Europe, Digital Europe and CEF Digital 
funding programs, highlights the importance of projects’ compliance with the 
objectives set by the European Union for cybersecurity and digital resilience.

Comparing EU strategies and policies with the needs and challenges of applicants 
reveals that differences between European requirements and the ability of 
organizations to meet them can influence the chances of success of proposals. Thus, 
strategic and documented alignment of projects not only demonstrates their relevance 
but also ensures better integration into the European digital security ecosystem. The 
research also confirms that a systematic approach to project development, including 
a clear justification of their impact and long-term sustainability, is essential for the 
success of applicants.

Analysis of good practice from previous successful proposals shows that a key 
determinant is the formation of strong, interdisciplinary, and international consortia, 
where partnerships between government institutions, private companies and 
academic entities contribute to increasing innovation capacity and demonstrating 
project impact. In this context, impact assessment and the definition of measurable 
objectives are critical to validate the relevance of proposals.

Research also underlines the importance of effective risk management and 
compliance with EU requirements. The implementation of a detailed risk 
management plan, including clear mitigation strategies and robust monitoring 
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mechanisms, contributes to optimizing the implementation process and avoiding 
administrative obstacles. Therefore, projects that demonstrate rigorous planning, 
clear integration into EU strategies and a sustainable approach are the most likely to 
get funding and contribute to strengthening the EU’s digital resilience.
By recognizing and proactively addressing the challenges identified, while applying 
the good practices presented and learning from past experiences, applicants/
stakeholders can increase their chances of success in securing EU funding when 
applying for cyber security programmes.

Identifying the strategies and key components of successful proposals, examining 
best practices, relevant case studies and lessons learned from previous EU 
cybersecurity proposals could be vital factors for writing effective applications.

The current scientific research contributes to a better understanding of the specific 
complexities of obtaining EU grants and developing sustainable cybersecurity solutions 
in the EU and EU Member States and could have a direct impact on EU policies on 
cybersecurity project proposals or the effectiveness of specific funding programs.
The study is of importance for national governments, the cyber security industry, 
academia, civil society, legislators, and the EU institutions as it identifies the 
specific challenges, lessons learned, best practices, success factors and difficulties in 
preparing successful cyber security project proposals within the European Union. 

At the same time, this work may be of relevance to cybersecurity professionals, 
organizations, and policymakers in the EU. The material also provides concrete 
recommendations for organizations wishing to submit successful cybersecurity 
project proposals in the EU context.
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Human security in the context of unconventional 
security threats. A theoretical approach

This article explores the concept of human security in the context of the emergence of a suite of unconventional 
threats that undermine traditional state-centered security paradigms. Drawing on document analysis, the 
article redefines security as individual-oriented, emphasising the interdependence between fundamental 
rights, human development, and global stability. It addresses the complex dimensions of human security – 
economic, food, health, environmental, ecological, personal, community and political – and the principles 
that underpin it, including the legitimacy of authorities, multilateralism and a focus on prevention and early 
intervention. This article highlights the shift from exclusively military to multidimensional security, in which 
the state shares responsibility with international organizations, NGOs and civil society. The importance of 
the theme lies in its ability to respond to global challenges such as climate change, migration and pandemics, 
reaffirming the imperative of transnational cooperation to protect the dignity and well-being of individuals.
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In one of his seminal writings on the theory of international society, “The 
Anarchical Society”, published in 1977, the renowned Australian professor 

Hedley Bull suggested that the world order is “fundamental and primordial [...] 
because the ultimate elements of the great society of mankind are not states [.... ] but 
individuals” and “the question of a world order arises irrespective of the political or 
social structure of the globe” because “if international order really has value, it is 
only because it is useful for achieving order in human society as a whole”  (Griffiths 
2003, 241), thus intuiting the broad process of fundamentally reconceptualizing 
the meaning of the concept of security and the elements to which security should 
be provided. 

The redefinition of security has two main sources. First of all, we are talking about a 
new field of international relations, which gained ground during the 1980s, namely 
international political economy (IPE), whose literature attempted to provide logical 
explanations for the turbulence generated by the globalization process. Secondly, 
there was a growing involvement of the social sciences in the field of security 
studies, attempting to provide explanations for hitherto quite irrelevant issues such 
as identity, ethnicity, religion, poverty, terrorism, organized crime, environmental 
issues, etc. The predominantly military content of security studies during the Cold 
War period established a clear distinction between external and internal security, 
which were always analyzed as distinct areas of national security. The end of the 
Cold War, the new literature bringing to the fore the process of globalization, 
plus the new information technology, which has reduced the limitations imposed 
by space and time on the movement of capital, services, ideas, and labour, have 
given rise to a transnational process that is radically changing the environment 
and the traditional agenda of security studies. Thus, the military aspects have been 
relatively blurred by political, economic, societal, and environmental aspects, while 
the international dimension of crises has become regionalised. Moreover, security 
has ceased to be the exclusive prerogative of the state, although it remains its main 
task. In this sense, the culture of security has become increasingly assimilated 
by civil society, with the security agenda being written, in practice, in the public 
arena. Thus, during the 1990s, security had become a “public emergency register of 
the most pressing political, military, economic, societal, environmental issues” (Sava 
2005, 13-14; 16).

In this “register” the questions, and especially the answers, were not those dealt 
with by security in its traditional version because it (A/N security) was seen as 
the main “Westphalian prerogative of the nation” contracted in sovereign states 
that, internally, had concluded “a Hobbesian bargain with subjects, who would 
have ceded certain rights in exchange for the protection of Leviathan against war”, 
a vision that no longer fully reflected the tangible realities of the international 

“Systems are only as strong as their weakest link, creating a 
zommon and mutual vulnerability between all actors” - Jorge Nef
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community. Moreover, what this “bargain” failed to foresee was the situation 
in which the state1 is unable or unwilling to protect its citizens in the face 
of unconventional threats consisting of serious human rights violations 
practiced by the state itself, or underdevelopment, which the state does 
nothing to alleviate/remove, or any other unconventional threats where the 
state “no longer claims that its use of force is legitimate” (Tadjbakhsh 2005, 4).
Against this backdrop of the conceptual inconsistencies of traditional 
security in the context of the occurrence of a series of unconventional threats 
to it (A/N security), which have revealed the weaknesses and limitations 
of traditionalist paradigms, objectified by the inability of the state to cope 
with these threats, have disrupted the stability of global security and have 
highlighted the need to rethink the concept of security.

The main purpose of the article is to theoretically assess the concept of 
human security, with the specific aim of understanding the mechanisms and 
valences that define human security, as well as to identify and explain the 
fundamental principles underlying it. 

In order to achieve this aim, the article has the following objectives:  
(1) to define and conceptualize human security, with a focus on clarifying 
the different interpretations of the concept and identifying its constituent 
elements; (2) to define the key principles underlying human security; and 
(3) to identify the differences and particularities between traditional, state-
centric and human security, as well as to identify the main approaches and 
debates on the latter. At the same time, in order to achieve the proposed 
goal, we aim to answer the following research questions: Whose security and 
by whom? Security from which threats?
From the methodological point of view, the present article is a mark of 
qualitative studies, the main method of documentation and substantiation 
of the research being based on document analysis.

From traditional security to human security

The discussion in this chapter starts from the rather controversial idea that 
security is a fundamentally contested concept. A proponent of critical security 
studies, W.B. Gallie2 was the first to describe security as a “fundamentally 
contested concept” in a 1956 paper. What the author meant to express was that 
security, as a fundamentally contested concept, “differs [...] so widely on a value 
scale that they could never agree on what it means” (Robinson 2010, 46-47). 
Therefore, in the spirit instilled by the Scottish political scientist, sociologist 
and philosopher, W.B. Gallie, this chapter attempts to capture an important 
element, often omitted by researchers in the field, namely that “the issue of 
security is, first and foremost, a matter of perception” (Miroiu 2006, 182). 

1 As the supreme, 
sovereign and legislative 

power in a given territory, 
depositary of the 

monopoly on legitimate 
violence.

2 Walter Bryce Gallie was 
a Scottish sociologist, 
political scientist and 

philosopher. His 1956 
paper in which the 

“fundamentally contested 
concept” formula appears 

is entitled “Essentially 
Contested Concepts”, 

Proceedings of the 
Aristotelian Society,  

vol. 56, 1956, pp.167-198.
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In this sense, we can analyse the transition from traditionalism to human security 
by using two concepts that have come into use fairly recently, namely negative 
security, which is mainly valid for the traditionalist symbolism of security, and 
positive security, which is in favour of security as an intersubjective process. Thus, 
the symbolism of security understood through the prism of negative security aims 
at the fact that the most important and, in fact, the only actor of security is the state, 
which “counteracts security threats by external means, namely organized violence, 
with recourse to armed force as its most eloquent expression”. In this key, state security 
becomes a security of survival (Dumitrescu 2020, 14-15).

The need to transition towards human security can be understood through the 
prism of positive security, a concept that suggests that security practices must 
generate trust and build capabilities, which is why the characteristic emotions of 
this type of security are safety and stability, with practices being mainly nonviolent. 
Positive security emphasizes the concept of ‘everyday security’, understood as the 
institutional capacity of the state to generate predictability for the ordinary citizen 
on a routine basis. Routinely conveyed, security is thought to become the hallmark 
of the “multiple actor”, in the sense that security, as a process, is sustained not only 
by the state and its formal institutions, but also by the informal institutions of the 
state, namely family networks, kinship networks, professional networks and so on. 
Thus, like Arnold Wolfers, the positive security view argues that security, as an 
intersubjective process, “represents a permanent negotiation between the state and 
the individual, especially with regard to the meanings attributed to security threats” 
(Dumitrescu 2020, 14-15).

Against this backdrop, the emergence of human security was conditioned on 
the one hand by the need to redefine it (A/N security) as a “subjective experience 
at the micro level”, and on the other hand, by the new post-Cold War realities, 
which problematized the relationship between nations and state, which had been 
considered until then an irreducible element of global politics.
The need to redefine security as a subjective experience at the micro level was 
simplistic, but well characterized by the Iranian-American researcher Shahrbanou 
Tadjbakhsh who stated that:

“‘Security’ for a farmer growing poppies in Badakhshan or Helmand was 
the livelihood he gained from selling his crops to a middleman, but this 
form of security was very different from the ‘security’ interests of recipient 
states concerned about their drug addicts and about the terror-crime-
drug-mafia networks. For a school teacher in Jalalabad, security was 
the fact that he could properly clothe and educate his children and invest 
in the construction of his house, confident that the little he had today 
would not be taken away from him tomorrow. His security was quite a 
different matter from that of the coalition troops in Paktika, fearful of 
a suicide attack or a renewal of insurgency by the Taliban or Al Qaeda” 
(Tadjbakhsh 2005, 4).
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As for the problematization of the nation-state relationship, this has been 
accentuated by the new post-Cold War realities. Thus, during the 1990s and 
early 2000s, 57 major armed conflicts took place in 45 states, of which only 
4 conflicts3 could be categorized as conventional inter-state conflicts. Thus, 
the exponential increase in the number of civil wars and intra-state conflicts, 
resulting in significant loss of life (e.g. through ethnic cleansing) and massive 
displacement of people putting pressure on various states, demonstrated 
that “traditional security approaches could not respond to these problems, 
as they were not sufficiently sensitive to a range of factors such as cultural, 
ethnic or religious differences”. Moreover, unconventional threats began to be 
predominantly directed against society, thus undermining the state’s ability 
to govern and manage threats as a unit (Leucea 2012, 99-100).

Human security: emergence and conceptualization

The idea of a security that considers the individual as the object of reference of 
security studies (whose security?) stems from the 1994 Human Development 
Report of the United Nations Development Program.
The concept of human security challenges the state-centric security 
narrative by cultivating an emphasis on the individual as the referent object 
of security (Leucea 2012, 105). In this sense, human security is primarily 
concerned with the ”security of individuals and communities rather than 
the security of states and combines human rights and human development” 
(Kaldor 2010, 214).

The 1994 Human Development Report of the United Nations Development 
Program is considered to be the first official document to introduce the 
term human security as a universal, people-centred framework of analysis 
with seven (7) interrelated components, which together lay the conceptual 
foundation for human security:

 economic security – ensuring a secure basic income;
 food security – physical and economic access to food;
 health security – ensuring a minimum level of protection against 
disease and infection;
 environmental security – ensuring access to safe drinking water, 
clean air, and an undamaged land system;
 personal security – protection against physical violence and threats;
 community security – ensuring the security of cultural identity; and 
 political security – ensuring protection of fundamental human 
rights and freedoms (WHO 2002, 2).

Furthermore, the baseline report states four (4) essential characteristics 
of human security: (1) it is a universal concern; (2) its components are 

3 The invasion of 
Kuwait by Iraq and the 

subsequent international 
intervention (August 2, 
1990); the war between 

Ethiopia and Eritrea 
(1998-2000); the conflict 

between India and 
Pakistan (1999) and the 

US-led intervention in 
Iraq (2003-2011).
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interdependent/interconnected; (3) human security is better ensured through early 
prevention than late intervention; and (4) it is people-centred (Caballero-Anthony 
2002, 23). 

As guiding principles, human security involves:
  supremacy of human rights – as the main difference between human 
security and traditional, state-centred approaches. In this sense, human 
security states that fundamental rights, such as the right to life, to a home 
or the right to freedom of expression must be respected and protected even 
during conflicts.
 legitimate political authority – as the main condition for achieving human 
security. Thus, human security depends on the existence of institutions/
authorities vested with legitimacy and public trust, as well as with a certain 
capacity to assert themselves. Legitimate institutions/authorities here do 
not necessarily refer to the state but may include local or regional public 
authorities or international political arrangements such as protectorates or 
transitional administrations.
 multilateralism – as a principle intricately linked to legitimacy, an aspect that 
distinguishes the human security approach from that of neo-colonialism. Seen 
from a human security perspective, multilateralism implies: (1) a commitment 
to act together with international institutions and through the procedures of 
multinational institutions; (2) a commitment to creating common rules and 
norms, solving problems through regulation and cooperation, and ensuring 
that rules are enforced; and (3) the inclusion of coordination rather than 
duplication and rivalry, as an effective approach to human security requires 
coordination between intelligence, foreign policy, economic exchange policy, 
development policy and security policy initiatives. 
 the ‘bottom-up’ approach – as a guiding principle for decision-making 
on the type of security and development policies to be adopted. Thus, 
these policies should be made with an exclusive focus on the most basic 
needs identified by people affected by violence and insecurity, in which 
communication, consultation and dialogue are indispensable tools for security 
and development;
 regional focus – as opposed to national focus, given that non-conventional 
threats are often transnational, materializing through refugees and displaced 
persons, minorities living in different states, criminal and extremist networks, 
or other phenomena that transcend the capacity of a single state to manage 
them (Kaldor 2010, 217-223).

 
Since the 1994 Human Development Report of the United Nations Development 
Program, the concept of human security seems to have developed in two main 
directions.
The first was the approach used by the Canadian government, the direction of which 
was reflected in the Human Security Report published in 2005, which emerged amid 
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the failure of the international community to combat war crimes, genocide and 
purge, in which sense the concept of the “responsibility to protect” (R2P) was brought 
into the discussion, which focuses on three main responsibilities: (1) to prevent; (2) 
to react; and (3) to rebuild (Dungaciu 2019, 529-531).  The R2P principle is that, a 
state’s sovereignty is no longer absolute, but is directly conditioned by the fact that if the 
state is unable or unwilling to provide its population with basic rights, the international 
community finds itself obliged to override the sovereignty of the state in question in 
order to ensure the security of its citizens (Fukuda-Parr and Messineo 2012, 10). The 
report also makes a number of important points:

 it redefines the meaning of sovereignty to include a dual responsibility 
of the state: (1) in external affairs, where the state is responsible to respect 
the sovereignty of other states, and (2) in internal affairs, where the state is 
responsible to respect the dignity and fundamental rights of all its citizens;
 it redefines interventions as “actions taken against a state or a leader, with 
or without its consent, for purposes defined as humanitarian or protective”. 
These would include both military intervention and a range of soft power 
alternatives, such as economic sanctions and criminal prosecutions, used 
mainly as measures to prevent the need for military action. However, the 
Report stated six (6) criteria that had to be met for military intervention to be 
justified:  (1) obtaining authority from the UN Security Council to intervene; 
(2) the existence of a situation that could lead to significant loss of life or 
large-scale ethnic cleansing; (3) the existence of the need to stop or avoid 
massive human suffering; (4) the use of military force as a last resort; (5) the 
use of appropriate methods/proportionate to the threat; (6) the existence of 
reasonable prospects for success of the intervention;
 it includes clarifications on the post-intervention policy, which should 
ensure a return to peace and order, (re-)establishment of justice, reconciliation, 
and local development. At the same time, the report stipulates the need to 
set a time limit within which post-intervention policies should be stopped in 
order to limit the duration of the international community’s intervention in 
the internal affairs of other states (Tadjbakhsh 2005, 14-15).

The second direction was evidenced by the emergence of two documents that 
attempted to clarify the threats to human security and the measures that the 
international community should take in this regard. The two documents were: (1) 
the UN High-Level Panel Report on Threats, Challenges and Change, entitled “A 
more secure world: Our shared responsibility” (2004) and (2) the reform agenda 
proposed by Kofi Annan, then UN Secretary-General, in “In Larger Freedom: 
Towards Development, Security and Human Rights for All” (2005).

Thus, the Report “A More Secure World: Our Shared Responsibility” advanced the 
cause of human security by establishing a general framework for collective programs 
to address unconventional threats, which the group shared into six (6) main 
categories: (1) economic and social threats, such as poverty and deadly infectious 
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diseases; (2) inter-state conflicts and rivalries; (3) internal violence, including civil 
war, state collapse and genocide; (4) nuclear, chemical and biological weapons; (5) 
terrorism; and (6) transnational organized crime. Beyond recognizing these threats, 
the report also clarified the interlinkages between them, arguing that large-scale 
development is indispensable for the establishment of the new collective security, 
which would require a higher degree of intergovernmental cooperation, for which 
national, regional actors and civil society are a defining element. 

The UN High-Level Panel also presented a package of reforms that Kofi Annan 
proposed in his report “In Larger Freedom: Towards Development, Security and 
Human Rights for All”, aimed at restoring the UN’s credibility and relevance on 
collective security issues. Although Kofi Annan’s report did not specifically use 
the term human security, it clearly emphasized “the links between human rights, 
development and security as three mutually reinforcing imperatives”. Alluding to the 
widespread concern about the conditions created when states fail to provide for the 
basic needs of their citizens, the report noted that these threats “could undermine not 
only human survival but also the state as the basic unit of the international system” 
(Tadjbakhsh 2005, 12-13). 

Whose security and by whom? Security from what threats?

As for the referent of the concept of human security (Whose security?), this is clear 
from the issues outlined above. Whose security? The security of the individual as a 
basic unit that cannot be broken down is the ultimate reality of social life.

Security by whom? We believe that the responsibility for providing human security lies 
primarily with the states. When states are unable or unwilling to take “responsibility” 
for their own sovereignty, other actors have, if not an obligation, then at least a 
“moral responsibility” to act. Thus, in addition to state actors, actors that can play an 
important role in ensuring human security are: (1) non-governmental organizations 
(NGOs), whose activities extend beyond the borders of a single state, they can be 
both service providers, providing humanitarian assistance, monitoring human rights 
and offering conflict mediation services and can also exert pressure on governments 
and international organizations; (2) social movements, representing groups that are 
often involved in various forms of protest, they tend to be local in character, although 
they can also establish cross-border coalitions; (3) networks, which represent 
“loosely articulated coalitions between NGOs and social movements, often using the 
opportunities offered by the internet to directly publicize the groups’ arguments”; (4) 
think tanks and commissions, which are often situated close to elites and primarily 
use the power of words, shaping specific proposals and policies; and (5) international 
mass-media (radio, television, print and web), which often plays an important role 
in drawing attention to crises in distant places, being “a tool, an expression of public 
debate rather than an independent actor” (Kaldor 2010, 34-51).
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Moreover, by emphasizing the interconnectedness of unconventional security 
threats and giving moral priority to the security of individuals, the human security 
paradigm lays the foundation for a culture of responsibility in the sense that, in order 
to ensure the survival, livelihood and dignity of the population, those in a position of 
power must submit to new responsibilities: 

 first, that of the state, for if sovereignty once meant the monopoly over the 
legitimate use of violence and the defence of national territory from external 
threats, now the state must integrate and submit to the idea of the responsibility 
to protect its citizens.
 secondly, the concept of human security requires an increasing recognition 
of the role of the people in ensuring their own security, given that it is the 
complementary duty and response of the people that will enable the state 
to assume its true role and gain the legitimacy it needs to achieve that goal. 
Moreover, as I stated at the beginning of the article, “security is a public good 
that involves subjective feelings and requires people to make demands and 
requests and to be prepared to make effective use of what they are given”, and 
they in turn have a responsibility to act for the common good at the expense 
of self-interest.
 third, the concept of human security also holds the international 
community responsible for fulfilling its responsibility to protect in the 
event that the state actor is unable or unwilling to fulfil this responsibility. 
However, what the concept of human security entirely fails to do is to hold the 
international community accountable in terms of taking the blame (along with 
the independent state actor) for the mass underdevelopment of certain areas, 
the existence of famine, disease and continued environmental degradation 
(Tadjbakhsh 2005, 23-26).

Security from what threats? Threats to security are represented, in the traditionalist 
view, as external to the state, being a precondition of human nature characterized by 
a deep sense of insecurity, which instils in the human being distrust and suspicion of 
other people, peculiarities that spread automatically to all forms of institutionalized 
forms of human beings, thus creating an anarchy at the systemic level, characterized 
by the absence of a central, moral authority to direct and resolve in complete 
impartiality the dissensions between certain individuals or states (Miroiu 2006, 95).

However, new concrete realities in the sphere of international relations have 
destabilized the conceptual and philosophical foundation of traditional assumptions 
about the nature and causes of security threats, in which context some scholars have 
noted the limitations of this perspective and argued for the need to broaden the 
analytical framework.

Thus, more recent studies under the direction of the Norwegian sociologist Johan 
Galtung have brought to light a new perspective on human security threats. Galtung 
defines peace as the opposite of violence, but, for him, violence is not simply the 
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regulation or controlled use of force by humans but involves “anything that impedes 
human self-realization and can be avoided” (Griffiths 2003, 217). Thus, the novelty 
brought by Galtung consists in the concept of “structural violence”, a form of violence 
that represents ”everything that prevents the self-realization of the human being in 
terms of the satisfaction of fundamental human needs, which can be physiological, 
ecological, economic or spiritual” (Leucea 2012, 125). In this key, he distinguishes 
four types of violence in world politics: (1) classical violence - which refers to the 
infliction of suffering through torture or war; (2) poverty - as the lack of minimum 
living conditions such as food, water, clothing or shelter; (3) repression - as the loss 
of freedom of individuals to choose and express their own desires; and (4) alienation 
- as a form of structural violence against our identity and our needs to belong to a 
community or to establish inter-human relations (Griffiths 2003). 

McSweeney also talks about the importance of considering “structural threats”, by 
which he refers to the “unintended consequences of social action”, i.e. the structure 
of the global economy, the pattern of power relations and dependencies within it, 
the profound influence of the food, tobacco and alcohol industries on government 
policy, gender inequality, relative and absolute poverty levels, income inequality and 
so on (Stoeva 2020, 5-6). 

Also, within peace studies, following the contributions made by the Norwegian 
sociologist J. Galtung, a distinction can be made between (1) negative peace - 
as the absence of war, the absence of explicit and overt physical violence and (2) 
positive peace - as a state of “social justice”, characterized by the absence of structural 
violence, representing, in particular, an idealized form of peace studies (Dungaciu 
2019, 478-480).

The problem with concepts that expand the scope of threats to human security is that 
the “progressive expansion of the field of security studies jeopardizes the intellectual 
coherence of security, thereby giving it such a broad meaning that it may become 
incomprehensible” (Buzan, Waever and Wilde 2010, 14-15). However, the question 
remains valid: security against what threats? 

Among the threats to human security we can consider, without being exhaustive, the 
following:  global infectious diseases (HIV/AIDS, tuberculosis, malaria), respectively 
pandemics of respiratory infections (SARS-CoV-2, avian flu - H5N1, swine flu 
- H1N1), but also epidemics of viral hemorrhagic fever (Ebola) (Human Security 
Course); mental disorders, climate change, biodiversity loss and food insecurity 
(United Nation Development Programme 2022, Chapter 6); State vulnerability, 
economic threats (weak economic development limits the resources available to 
build strong political institutions and the ability of government to meet the needs 
and demands of the population is limited by a weak economy), transnational crime, 
environment (biodiversity loss has negative effects on: food security, health, energy 
security, reduced water availability, degradation of social relations and cultural 
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identity - given that many cultures value ecosystems or their components, reduced 
freedom to choose the lifestyle provided by biodiversity, reduction of basic materials), 
terrorism, violent conflict, lack of law and order, weak state authority coupled with 
the absence of key public institutions, illegal migration, human smuggling, drug 
trafficking (Bellamy 2020) and so on. 

Although the problem of conceptual ambiguity of human security is one of the 
frequent criticisms of human security, a simplified table can illustrate, in essence, 
the differences between traditional state-centred and human-centred approaches to 
security.

Source: table taken in full of Shahrbanou Tadjbakhsh, Human Security: Concepts and 
Implications with an Application to Post-Intervention Challenges in Afghanistan, Centre for 
Peace and Conflict Resolution, Sciences Po, 2005, p. 28.

Approaches and debates on human security

As can be seen from the issues outlined above, there is no consensus on threats to 
human security. Although proponents of human security agree that the object of 
reference of security is the individual and the protection of the individual, there is 

TABLE NO. 1

The difference between the traditional state-centred approach 
and human-centred security
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debate as to what this entails. The difference of opinion on human security divides 
proponents of this approach into three schools of thought:

 the minimalist approach argues that “the threat posed by political violence by 
the state or other organized political actor against people must be the primary 
concern of the concept of human security” which means “protecting people 
and communities from internal conflict, war or other forms of violence”, thus 
aiming to maintain conceptual clarity and analytical rigour that does not “fall 
prey” to the over-extension of the security agenda. The minimalist definition 
of human security is succinctly summarized as ‘freedom from fear’, shaped by 
works such as Professor Andrew Mack’s ‘A Signifier of Shared Values’, 2004.
 The maximalist approach opposes the reductionist view of the minimalists, 
arguing that human security must encompass more than ‘freedom from fear’. 
In the maximalist approach, human security must also refer to ‘freedom from 
want’. For Ramesh Thakur, a maximalist, in his book ‘A Political  Worldview’ 
(2004), human security means “protecting people from critical situations, 
from risks and assaults on human life, whether the threats are related to social 
activities or natural calamities, whether the source of these threats is within the 
borders of a state or outside, whether they are direct or structural”.
 the circular approach to human security, which seeks to substantiate an 
analytical framework based on both minimalist and maximalist approaches. 
Thus, this analytical framework “focuses on human insecurity generated 
by political violence and the causes of this state. In social science language, 
human insecurity as political violence (minimalist school) is the dependent 
variable. Included among the many causes of political violence are the 
problems of underdevelopment (characteristics of the maximalist approach), 
and these are independent variables”. One of the proponents of this approach 
is Pauline Kerr, who argues that this framework of analysis has several 
advantages, namely (1) the connection between the two approaches is quite 
clear; (2) causal links can be multi-factor and inter-linked; (3) causality can 
have a circular dynamic; and (4) because it identifies the problem of violence 
and its causes, the approach can provide decision support in the development 
of certain policies (Leucea 2012, 114-119).

Criticisms of the concept of human security are mainly based on the conceptual 
ambiguity of the term, which is caused by the fact that “in trying to be  
all-encompassing, it has come to mean nothing”. To address this problem, authors 
Gary King and Christopher J. L. Murray consider that a useful approach would be 
to include only those domains of well-being that “have been important enough for 
human beings to fight for or put their lives or property at risk” (King and Murray 
2001-2002, 593).

At the same time, critics have argued that “human security lacks sufficient political 
traction” because the approach is far too broad “to serve as a guide for academic 
research or government policymaking” (Stoeva 2020, 3), and the crowded list of 
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threats to human security “makes it impossible to prioritize political action”, thus 
leaving the call for quick military solutions as the only option. Thus, advocates of 
the narrow approach such as S. Neil MacFarlane and Yuen Foong Khong (2006) 
consider that “a definition of human security that includes so many components, 
from the physical to the psychological, without a clearly established hierarchy, presents 
difficulties for policymakers forced to choose between competing objectives and focus 
their resources on specific solutions to immediate problems”. On the other hand, 
proponents of the broad approach to human security, such as Mary Kaldor and 
Shannon Beebe (2008), Lincoln Chen and Vasant Narasimhan (2003), Shahrbanou 
Tadjbakhsh and Anuradha Chenoy (2007) or Caroline Thomas (2001), consider, in 
one form or another, that the approach “does not seek to elevate every possible problem 
to the highest political priority, but merely to set thresholds below which people’s lives 
are endangered and their dignity threatened”, and that the prioritization invoked by 
critics “may be an exercise in futility, since the concept is based on the assumption 
that all threats are interdependent”, in the sense that removing a threat will have little 
effect without “the implementation of comprehensive security that restores the dignity 
of individuals” (Tadjbakhsh 2005, 8).

Last but not least, some of the criticisms of human security are sharpened by a 
number of state actors, such as the G77 group, which comprises mostly developing 
countries and for whom the concept of human security “is still an ethnocentric 
paradigm emphasizing subjective issues and values” representing “yet another 
attempt by the West to impose its liberal values and political institutions on non-
Western societies”, as well as a criterion that challenges “the sovereign role of the state, 
threatening the intervention of the international community on behalf of the people” 
(Tadjbakhsh 2005, 10).

Conclusions

Paradoxically, the conceptual ambiguity and the breadth of the threat agenda, the 
main targets of this concept’s critics, seem to be the de facto main source of its 
strength and attractiveness. 
Beyond considering this concept as a “mature” one in terms of conceptual clarity 
and analytical rigor, the concept of human security has often been attributed to the 
category of normative concepts, its practical usefulness being that of regulating or 
prescribing the ideal behaviour, relationships or processes that the panoply of actors 
on the international relations scene should adopt in order to free individuals from 
fear and wants. 

Starting from here, we consider that the usefulness of the concept of human security 
translates into several strengths, namely: (1) through the magnitude of the threat 
agenda, the concept creates a sense of urgency and collective responsibility to act, an 
aspect that gives the concept a mobilizing role; (2) it contributes to guiding positive 
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analysis by describing facts, processes or relationships without including value 
judgments, through objective approaches based on observations, data and verifiable 
facts; (3) it provides a set of terms and definitions that gives a ‘common voice’ to the 
international community and can also contribute to policy development; and (4) it 
provides a scale for assessing progress and identifying conceptual, procedural and 
action gaps around the issue at hand.

Thus, we believe that the dynamics, flexibility, and adaptability of human security 
should remain one of its “analytical rigors”, as only in this way is the concept able 
to respond to the complex challenges of global human insecurity. Although it is 
criticized for its breadth, the essence of human security is simple: prevention of the 
worst situations that threaten human life and dignity. In this sense, the concept is a 
call for collective reason and responsibility, emphasizing a deep understanding of 
the causes of global human insecurity and the development of effective solutions to 
manage them.
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Impact of equipping with 155 mm 
self-propelled howitzer systems from 
the perspective of combat functions

This article brings into focus a useful way of understanding the impact that 155 mm self-propelled howitzer 
systems in the prospective equipment of national armed forces could have on the conduct of land force operations. 
The operational framework described by the warfighting functions is a useful tool to understand how the force 
commander can capitalize on the available capabilities according to operational needs. In writing this paper,  
I considered the contribution of 155 mm self-propelled howitzer systems to the fulfilment of each warfighting 
function from the perspective of friendly forces but, within each function, I have also considered the potential for 
its disruption, from the enemy’s perspective. In the first part of the article, I briefly presented basic aspects of the 
warfighting functions and then detailed a perspective on the impact that equipping with 155 mm self-propelled 
howitzer systems can have on the conduct of land forces operations. Given that these self-propelled howitzer 
systems employ 155 mm NATO standard ammunition, I have explored in this article the possibility of using the 
full range of such ammunition without limiting myself to those mentioned in the purchase contract with the Korean 
manufacturer. Analyzing in this article the impact of equipping with 155 mm self-propelled howitzer systems 
emphasizes in my view, the usefulness and applicability of the operational framework described by the warfighting 
functions including in analyzing the potential of any existing or prospective capabilities, whether belonging to 
friendly forces, to the enemy or belonging to another actor of interest present in the area of operations.

Abstract

Keywords:
warfighting functions; self-propelled howitzer; fire support; 

operational framework; capability.

*”Carol I” National Defence University, Bucharest
e-mail:  mirea.adrian@yahoo.com 

LTC Adrian MIREA*

https://buletinul.unap.ro/index.php/en/

OF ”Carol I” NATIONAL DEFENCE UNIVERSITY

BULLETIN



170

The integration of the new fire support capabilities that will become part of our 
national land force structures will probably also lead to an in-depth analysis 

of how these capabilities can be exploited to their full potential in operations – 
especially combat operations. Warfighting functions are, in my view, a useful tool 
to understand how the force commander can leverage the available capabilities 
according to operational needs. As the way in which these warfighting functions are 
accomplished can also represent a description of the capabilities available at a given 
moment, this tool can also be exploited to highlight solid arguments to justify the 
need to provide a certain capability to accomplish the force structure given mission.

By exploring how warfighting functions are performed, one can secure a better 
understanding of the capabilities` potential available to force structures and, as a 
logical consequence, can highlight unmet needs that may jeopardize mission success. 
The usefulness of this tool is also applicable in studying the capabilities of a potential 
enemy or another actor of interest at a given moment, which will enable commanders 
and staff members to better understand the confrontation environment and facilitate 
the determination of centres of gravity for their own forces, for the enemy forces or 
any other actor of interest in the area of operations.

I have set out, through this article, to bring to attention a novel and useful way 
of understanding the potential impact on operations of 155 mm self-propelled 
howitzer systems in the prospective equipping of our national land force structures. 
For this purpose, I considered the contribution of 155 mm self-propelled howitzer 
systems, first of all, to the fulfilment of each warfighting function from a friendly 
forces perspective and, secondly, I took into account the possibility of disrupting the 
same warfighting functions from an enemy perspective.

For this paper, I have used the method of documentary analysis as I considered it 
suitable for the systematic selection, review and evaluation of information sources – 
of an unclassified nature only. In substantiating the article, I explored open sources 
of information such as websites and authored works, along with specifications of 
doctrines and field manuals in force at NATO and national levels. Data collection, 
analysis and interpretation were, as I mentioned, systematically carried out based 
on documentary analysis (Okoko, Tunison and Walker 2023, 140), a useful research 
method, but also sufficient in my opinion, for understanding and synthesizing the 
relevant aspects in the field of study for this paper.

The framework described by warfighting
 functions in land forces operations

The warfighting functions are a tool that the commander assisted by his staff has 
at his disposal, to ensure a comprehensive approach to all aspects of land forces 
operations. The importance of warfighting functions also lies in the fact that, by 
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synchronizing the effort of available forces in these directions, courses of action 
and the concept of operation are also developed. Through warfighting functions the 
commander can visualize the specific activities and actions of his structures within 
the existing operational framework and, on this basis, he can also describe the actual 
capabilities of the force. In addition, the warfighting functions assist the commander 
in determining the force requirements for the conduct of the operation (NATO 2022, 
105) and can also argue the modern capability needs of available force structures to 
perform in the current operational environment.

Warfighting functions in land forces operations are derived from joint functions 
which, from a NATO (NATO 2022, 105) as well as a national perspective  
(SMG 2011, 70; SMG 2014, 26), cover manoeuvre, fires, command and control, 
intelligence, force protection, information operations, sustainability and civil-
military cooperation. The actual characteristics of land operations have led to an 
adaptation of the joint functions and, at the national level, according to the Land 
Forces Operations Doctrine F.T.-1 of 2017, which implements the provisions of 
the Allied Joint Doctrine For Land Operations AJP-3.2 of 2015, these functions are  
(SMFT 2017, III-13): 

- Command and control;
- Intelligence;
- Maneuver;
- Fire support;
- Mobility and protection;
- Information Operations;
- Sustainment.

Given the purpose of this paper, to analyze the impact of a new fire support capability 
based on these warfighting functions, I will briefly present their fundamental ideas.

Command and control represents the central warfighting function which involves the 
exercising commander’s authority over available force structures to accomplish the 
established mission. By command, we understand the commander’s authority and the 
art of commanding forces in operation, but the command is also the basic element 
that ensures that the full potential of the available capabilities is explored. Control 
is the process by which the commander, assisted by his staff, organizes, directs and 
coordinates the activities of force structures. Control is exercised by using standard 
operating procedures and operating communications equipment within information 
systems (NATO 2016, 2-16). A key issue, in my view, is the reliance of the command 
and control architecture on visible capabilities in the electromagnetic spectrum, an 
increasingly contested and congested environment in today’s conflicts.

Intelligence is indispensable to a coherent understanding of the operating 
environment and supports decision-making. This warfighting function integrates 
actions and activities conducted at the command level and collection elements to 
elaborate intelligence products resulting from the information cycle. Thus, the data 
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collected is processed and analyzed to generate and disseminate information about 
the enemy, friendly forces, terrain, weather, etc., as directed by the commander’s 
intelligence requirements.

Maneuver as a warfighting function integrates tasks and systems that involve the 
movement and employment of forces to secure an advantageous position over the 
enemy (Department of the Army 2022, 2-2). Through manoeuvre, combat power 
is concentrated where it has a decisive effect on enemy operations by preventing, 
neutralizing, or disrupting them (NATO 2019, 1-21). An important aspect is 
the fact that manoeuvre, although manifested in the physical space, can produce 
psychological effects and influence the enemy’s morale by creating situations of 
uncertainty or confusion.

Fire support as a warfighting function integrates lethal and non-lethal systems fires 
in coordination with manoeuvre forces both to physically destroy available enemy 
capabilities and to neutralize or disrupt enemy actions. In fact, manoeuvre and fire 
support are essential complementary functions to accomplish mission objectives. 
Although engagement by fire can be exploited independently, in combination with 
manoeuvre effects like destroying or neutralizing the enemy’s forces and disrupting 
the enemy’s manoeuvre to facilitate the action of friendly forces are achieved. Similar 
to manoeuvring, engagement with fire can have physical effects such as destruction, 
but also psychological effects as lowering enemy morale.

Mobility and protection as a warfighting function is about ensuring freedom of 
movement and force protection by reducing the vulnerability of military personnel 
and equipment to threats or situations that may jeopardize mission accomplishment. 
Mobility has two components: on the one hand, it involves ensuring favourable 
conditions for the movement of friendly forces in the tactical field through 
specific actions such as ensuring the viability of communication routes, crossing 
or bypassing obstacles, etc., and, on the other hand, it aims to prohibit or limit the 
mobility of enemy forces (countermobility) by exploiting friendly fire support assets, 
by carrying out destruction works, setting up barricades, etc. Force protection is 
the responsibility of commanders and all personnel to eliminate or reduce the risks 
and effects of threats that could diminish combat power, operational effectiveness or 
freedom of action for friendly forces. Specific to force protection are activities such 
as camouflage and force dispersal, engineer support, air defence, CBRN (Chemical, 
Biological, Radiological and Nuclear) or electronic protection.

Information Operations integrate actions and activities aimed at modifying 
information in order to create effects on the enemy’s capabilities, will to fight and 
ability to understand, thus supporting the achievement of friendly forces objectives. 
I would mention as representative in this field misleading, psychological operations 
and the physical destruction of information system elements (SMG 2014, 33).
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Sustainment is the warfighting function responsible for providing required resources 
for the execution of the operation throughout its development. The importance 
of sustainment is obvious in any type of operation since it aims as a warfighting 
function to provide logistical support (supply, maintenance, transportation, etc.), to 
maintain or restore the combat power of force structures and has a direct impact on 
the tempo (rhythm) and intensity of actions.
Any of the available capabilities of the force can be exploited and utilized in one or 
more warfighting functions. The actual way in which forces and assets are combined 
and integrated into warfighting functions is usually detailed in the operation order.

The impact of equipping land forces with 155 mm 
self-propelled howitzer system

According to the national equipment programs, published on the Ministry of 
National Defense website, we have a program in preparation for equipping with a 
Battalion level 155 mm howitzer system in order to provide direct fire support to 
manoeuvre structures (MApN 2024). The nationally agreed version of this capability 
is the K9 Thunder 155 mm self-propelled howitzer of Korean production (Curtifan 
2024a). According to the same source, the contract with Hanwha Aerospace provides 
for the acquisition of 54 K9 howitzers and 36 K10 refuelling vehicles. A notable 
aspect, from my point of view, is the production of such systems including at the 
national level where, according to the same sources, the Korean manufacturer will 
build a specially designed factory.

In analyzing the impact of equipping with this type of self-propelled howitzers, I also 
took into account the components of these systems as described in open sources of 
information. Thus, each of the self-propelled howitzer system has at battalion level, 
the following components (Soare 2024):

 155 mm self-propelled howitzer, tracked (K9) - 18;
 155 mm spare barrel - 9;
 Specialized ammunition carrying and loading machine (K10) - 12;
 Self-propelled artillery observation post - 9;
 Meteorological auto station - 1;
 Technical Evacuation of Damaged Equipment (TEHE-VAC) - 3;
 Acoustic reconnaissance system - 3.

Another important and novel aspect in the realization of this work is the fact that, in 
the impact analysis, I considered all types of ammunition that such a self-propelled 
howitzer system can employ. I have thus ignored the current range of ammunition 
included in the value of the purchase contract which is limited, even elementary in 
my view, including only 155mm explosive, smoke, illumination and inert rounds for 
training. Being a system that can use 155 mm NATO standard ammunition, I have 
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taken into account both the basic explosive ammunition - with a maximum range of 
30 km, as well as other types of 155 mm NATO standard such as the M982 Excalibur 
guided projectiles (Orjanu 2024),  those with DPICM (Dual-Purpose Improved 
Conventional Munition) or RAP (Rocket-Assisted Projectiles) - with a maximum 
range of 40 km (Global Defense News 2024b). According to other sources (European 
Security & Defence 2022), some versions of 155 mm RAP-type munitions can have a 
maximum range of over 50 km.

TABLE NO. 1

SWOT analysis on equipping national land forces with 155 mm 
self-propelled howitzer system
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Given thus the full scope of fire support capability offered by the 155 mm self-
propelled howitzer system I was able to explore how to exploit them according to the 
operational framework described by the warfighting functions. First of all, I found 
it useful to provide a perspective on the equipping of national land forces with such 
systems in the form of a SWOT analysis.

To address the contribution that 155 mm self-propelled howitzer systems can have to 
the warfighting functions, I have also taken into account the possibility of disrupting 
the conduct of the same functions from the enemy’s perspective, realizing, in my 
view, a more comprehensive analysis of the potential within studied capabilities in 
this paper. This approach is based on the elementary role of any fire support system - 
to engage by fire high-value targets in the enemy’s combat formation, with the effect 
of diminishing his possibilities to fulfil warfighting functions.

Command and control

Equipping land force structures with 155 mm self-propelled howitzers comes 
with certain advantages in terms of performing the command and control 
warfighting function. The maximum target engagement rate, in conjunction with 
the performance of the automated fire control systems howitzers have, determines 
superior efficiency in the execution of counter-battery fire, thus providing superior 
protection for the command and control systems of friendly forces. This assertion is 
based mainly on the ability of self-propelled howitzers to effectively combat enemy 
fire support systems since these assets can endanger both command posts and other 
components of information systems or communications centers, involved in the 
command and control of friendly force structures.

Available automated fire control systems alongside the possibility of rapid execution 
of fire missions using self-propelled howitzers, can be exploited more effectively 
in comparison with the towed artillery systems they will replace, particularly in 
engaging targets of opportunity or targets arising in the dynamics of combat actions 
and against targets classified as TST (Time Sensitive Target).

From a different perspective, the increased range, the automated fire control 
system and the specific firing rate of self-propelled howitzers allow friendly forces 
to effectively engage enemy command posts - especially those at the tactical level, 
as well as elements of information systems or communication centres that these 
command posts exploit, thus ensuring the disruption of enemy’s command and 
control warfighting function.

Intelligence

The equipping and combat employment of 155 mm self-propelled howitzers imply 
using available automated fire control systems. Thus, the intelligence warfighting 
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function is assisted by the contribution of the fire command and control subsystems 
to creating the operational picture, exploiting as well the specific data collection 
capabilities, such as the optical and acoustic battle space reconnaissance kits - 
integral components of the 155 mm self-propelled howitzer system. Another 
contribution to the intelligence function is materialized in the form of artillery 
fire for reconnaissance purposes, where the advantages of increased mobility and 
rapid execution of fire missions can be exploited for the timely collection of data 
and information regarding the structure of the enemy’s operation in all its aspects – 
displacement of forces, available fire system or engineer support.

The disruption of the enemy’s intelligence warfighting function is achieved by 
degrading its ability to understand the real operational situation by depriving him of 
information while performing specific lethal tasks with friendly fire support systems. 
Thus, the destructive potential of self-propelled howitzers can be harnessed against 
elements of the enemy’s reconnaissance systems (radars, radiolocation stations, 
observation posts, etc.), against elements of high-precision striking systems (e.g., 
drone launch platforms, laser guidance systems for guided munitions, etc.), as well 
as against the enemy’s electronic warfare assets. Another way to disrupt the enemy’s 
intelligence function is to exploit 155mm self-propelled howitzer systems within the 
framework of deception plans, developed at the task force level, in order to “provide” 
him with information describing an altered operational picture, favourable to the 
actions of friendly forces.

Maneuver

One of the essential roles of any fire support system is to support the maneuver 
of fighting elements, therefore equipping with modern artillery systems will have 
a major impact on the combat power of these forces. The main characteristics of 
the 155 mm self-propelled howitzer system, such as maximum target engagement 
range, firepower or high degree of mobility, determine an increased capability of the 
systems to provide permanent and timely fire support to manoeuvre forces in all 
forms of combat they adopt in the operation.

Another aspect that may influence the manoeuvre warfighting combat is that the 
availability of modern artillery systems, such as the 155 mm self-propelled howitzer 
systems, will also provide, in my opinion, a moral boost for the manoeuvre forces 
that will benefit from the fire support provided by these systems in achieving their 
set objectives.

From the enemy’s point of view, disrupting the manoeuvre warfighting function 
is achieved by prohibiting the concentration of forces, and therefore their effort, 
in certain important directions or on the objectives targeted by friendly forces. 
Manoeuvre disorganization can be facilitated by exploiting the potential of 155 mm 
self-propelled howitzer systems to mass fire rapidly, at considerable distances and 
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with high accuracy on various targets in the tactical depth of the enemy combat 
formation. This highly destructive potential of a 155 mm self-propelled howitzer is 
mainly due to the technical characteristics of the gun and ammunition used, as well 
as the availability of automated fire control systems. The use of these self-propelled 
howitzers will reduce the enemy’s combat potential, both in terms of achieving 
physical effects on military personnel and equipment and achieving psychological 
effects reflecting on the morale of enemy troops.

Fire support

Self-propelled howitzer systems are primarily intended to provide fire support for 
the force structures they will be a part of. They will also form the basis of the strike 
system available to the force, through which it is planned to achieve effects, especially 
lethal, on enemy personnel and fire systems in accordance with friendly forces’ 
operational requirements. The contribution of 155 mm self-propelled howitzers in 
the fire support warfighting function is closely linked to the manoeuvre function as 
the fire support systems available to the force are a power multiplier of manoeuvre 
structures in all types of operations. Whether we talk about fire preparation for the 
attack in an offensive operation, the execution of a defensive fire barrage in front 
of friendly positions or we consider covering fire for a forward base in a stability 
operation, the scheme of manoeuvre at the force level has the fire support system 
as a combat power multiplier, where the superior possibilities of the 155 mm self-
propelled howitzer systems can be timely exploited.

In terms of disrupting the enemy’s fire support warfighting function, the superior 
characteristics of the 155 mm self-propelled howitzer can be used to neutralize 
(destroy) the enemy’s fire support systems throughout the entire operation. Thus, 
the increased mobility of self-propelled howitzers (especially in shoot and scoot) 
and the increased firepower accurately applied to targets at considerable distances, 
in conjunction with automated fire control systems and modern enemy artillery 
detection capabilities (included in the same equipment program or already existing 
at the national level), will allow these systems to be used effectively for counterbattery 
fire. The possibility of executing shoot-and-scoot fire missions provides self-propelled 
artillery systems with a much higher survivability rate compared to towed ones, and 
this is evident even in Ukraine where self-propelled howitzers of an older generation 
- such as the M109 Paladin donated by the USA, successfully provided fire support 
to manoeuvre forces even in close proximity to the frontline (Altman 2023), and 
were very difficult to counter by enemy artillery.

Denying or making ineffective enemy artillery fire (field artillery or anti-aircraft 
artillery) is a major objective in all types of operations, and these effects can be 
achieved by using the full range of 155 mm NATO standard munitions, as counter-
battery fire does not only involve reactive fire against enemy assets in firing position 
but also includes a proactive component aimed at blinding enemy sensors (with 
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smoke or illumination munitions), hitting command points or disrupting the logistic 
support of the enemy fire support system (with incendiary and precision rounds or 
using various submunitions).

Mobility and protection

The contribution of 155 mm self-propelled howitzer systems to the mobility of forces 
consists primarily in diminishing the enemy’s potential to create explosive or non-
explosive obstacles in the area of operations, by destroying/neutralizing specialized 
military equipment or enemy elements specially designed for countermobility. Here 
I have in mind aspects like neutralizing enemy special-purpose detachments - such 
as those intended for destroying infrastructure components in the area of operations, 
the destruction of military equipment intended for creating minefields or those 
generally used to shape the battlespace for countermobility purposes (engineering 
equipment for example). Compared to the classical artillery they will replace, self-
propelled howitzer systems have certain superior technical characteristics which 
will facilitate the surprise engagement of enemy elements mentioned above, at 
considerably greater ranges, with high accuracy and lethality. Another contribution 
in the field of mobility can be the actual destruction by fire of explosive and non-
explosive obstacles, where the diversity and destructive potential of 155 mm NATO 
standard munitions can be exploited.

Regarding the countermobility component of this warfighting function, self-propelled 
howitzer systems will contribute by destroying at long ranges the enemy’s military 
equipment and other elements involved in securing freedom of movement for his 
forces. In this regard, I am considering aspects such as the destruction of mobile 
assault bridges and other specialized enemy capabilities used for gap crossing or the 
restoration (reinforcement) of communication routes in the area of operations. 
Destruction of infrastructure elements (e.g. bridges, roads, railroads, etc.) can also assist 
countermobility, but an important contribution, in my view, of self-propelled howitzer 
systems to countermobility is the use of 155 mm projectiles with submunitions designed 
to create minefields as an obstacle, both for the purpose of protecting friendly forces 
and to deny, channel or delay enemy action on certain directions or in certain areas.

The main contribution of 155 mm self-propelled howitzer systems to force protection 
is their high capability to combat, effectively and from a distance, elements of the 
enemy fire support system. As mentioned above, within the fire support warfighting 
function, disrupting this enemy function constitutes an important contribution 
to eliminating or reducing the risks and effects of threats that could diminish the 
combat power, operational effectiveness or freedom of action of friendly forces. 
Thus, 155 mm self-propelled howitzer systems will be used primarily against the 
enemy’s artillery and ground-based missiles, especially those constituting weapons 
of mass destruction, as well as against enemy high-precision striking systems, which 
in my view includes combating drone launch platforms.
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From a different perspective, being high-performance systems and, as mentioned 
in the SWOT analysis, representing an important capability of land force structures 
in all types of operations, 155 mm self-propelled howitzers will “acquire” the status 
of high value/high pay-off target and the enemy will seek by multiple means to take 
them out of the fight. From this point of view, the impact of equipping with such 
systems on force protection comes in the form of the need to allocate additional 
resources to providing physical protection of self-propelled howitzers in the modern 
confrontation environment, especially against drones or loitering munitions. As an 
argument example, we have the successful use of Lancet drones to hunt down and 
destroy Krab self-propelled howitzers (Technology.org 2024), similar to those in the 
national equipping program.

From the enemy’s perspective, the disruption of the mobility and protection 
warfighting function involves two aspects. First, the above-mentioned aspects of the 
mobility and countermobility of friendly forces can be viewed against the respective 
countermobility and mobility of enemy forces. Second, force protection from the 
enemy’s perspective can be disrupted by the very existence of 155 mm self-propelled 
howitzer systems. This will impose a considerably greater effort on the enemy to 
provide force protection over a significant depth within the area of operations where 
these systems can be employed. From another perspective, the effectiveness of 155 
mm self-propelled howitzer systems in counter-battery fire can be an important 
factor in making enemy manoeuvre forces vulnerable at certain moments of the 
battle, when they have a greater need for fire support - for advancing towards contact, 
attacking defended positions, executing a counterattack, etc. Equipping friendly 
force structures with 155 mm self-propelled howitzer systems will constitute a 
permanent threat to the enemy’s combat power, operational effectiveness or freedom 
of movement of forces, which will have to be countered or mitigated by active and 
passive measures throughout the operation.

Information Operations (INFO OPS)

Equipping force structures with 155 mm self-propelled howitzer systems can 
contribute to the information operations warfighting function in various ways. First, 
the availability of such modern systems can be promoted and exploited to boost the 
morale and combat readiness of friendly forces, aspects with a direct impact on the 
combat power of the force as a whole. Secondly, the presence of such systems in the 
area of operations and their operational effectiveness will be propaganda elements 
to discourage enemy troops or to influence them psychologically and morally. An 
example in this respect is the exploitation of the maximum range at which 155 mm 
self-propelled howitzers can engage targets in the enemy’s combat formation to 
determine deployment of forces or resources concentrations at increased distances 
from the front line, thus producing effects on the morale of enemy forces in the 
contact area of operations. Such a role was played by HIMARS systems in the Russian-
Ukrainian conflict (Kosoy 2024) and, in my view, access to 155 mm munitions 
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with a maximum range of 50 km (European Security & Defence 2022) or 80 km 
(Global Defense News 2024a), will allow even self-propelled howitzers to “push” the 
concentrations of resources needed by the enemy in the contact area of operations.

From a different perspective, the self-propelled howitzers “status” of high value/high 
pay-off target for the enemy could be exploited within the information operations 
function, in order to diminish the enemy’s ability to understand the operational 
environment, stimulating its sensors through specific fire actions and activities, 
indicating multiple firing positions, false attacks or new directions of effort at the 
force level. The superior characteristics of self-propelled howitzers can thus be 
exploited, particularly in the field of mobility and automated fire control. As an 
example of the exploitation of the high value/high pay-off target status for the enemy, 
I may mention the role played by HIMARS systems in misleading the Russian forces 
by concentrating their efforts, initially in the Herson region, followed by a Ukrainian 
counter-offensive in the Kharkov region (Toroi 2024, 34).

In terms of disrupting the information operations warfighting function from the 
enemy’s perspective, self-propelled howitzers can be exploited to combat the 
enemy’s propaganda potential, either by physically destroying components - such 
as communications systems or by anticipating and countering disinformation in 
general that involves 155 mm self-propelled howitzers. The essential element, in 
my view, in disrupting this warfighting function is the awareness of ideas likely to 
be used in enemy propaganda such as the operational inefficiency of 155 mm self-
propelled howitzer systems, their effortless destruction or the wrongful use of such 
systems by friendly forces in a manner inconsistent with the laws of war, the rules of 
international humanitarian law or as intended by false flag operations - carried out 
by the enemy with 155 mm NATO standard munitions. Awareness of these ideas 
at the force structures level will facilitate their counteraction or even exploitation 
within the friendly information operations warfighting function.

Sustainment

The contribution of 155 mm self-propelled howitzer systems to sustainment 
warfighting function is primarily to protect logistic support forces and resource flows 
by countering enemy fire support systems. As mentioned above, the increased mobility 
of self-propelled howitzers (especially in shoot and scoot), the high firepower accurately 
applied to considerable distant targets, the existence of automated fire control systems, 
as well as modern enemy artillery detection capabilities (included in the same 
armament program or already existing at the national level), will allow these systems 
to be used effectively in executing counter-battery fire in order to prohibit striking of 
friendly logistic system elements or the disruption of all type resource flows.

Sustainability is also ensured by the fact that, as mentioned in the SWOT analysis, 
the new 155 mm self-propelled howitzer systems will be produced locally, thus 
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making it possible to maintain their operational status through a purely national 
effort. This aspect is very important and it could be observed also in the Ukrainian 
conflict where the possibility of continuous supply of sub-assemblies or various 
components made the M109 self-propelled howitzers active and exploited in combat 
while other similar more modern systems (PZH 2000 and Caesar) suffered from 
certain shortcomings in maintaining their operational status (Hooper 2023).

From another perspective, given that fire support systems are generally very 
resource-intensive, especially due to heavy and bulky ammunition, the ease in 
supply (resupply) for these systems is beneficial for the entire logistic system of 
force structures. Hence a number of contributions of the new 155 mm self-propelled 
howitzer systems regarding sustainability, consisting of aspects such as:

- automated (robotized) ammunition replenishment thanks to the K10 
systems included in the equipping program (Global Defense News 2024a);
- use of 155 mm NATO standard ammunition, including guided or with 
submunitions, leading to potentially higher target engagement efficiency;
- the ability to execute Multiple Rounds of Simultaneous Impact (MRSI) fire 
missions, which can improve the operational effectiveness of the systems in 
certain situations.

These contributions to the use and resupply of 155 mm munitions facilitate the 
exercise of sustainable warfighting function and, as mentioned above, have the 
potential to influence the rhythm and intensity of action in both self-propelled 
howitzer systems and the manoeuvre forces they will provide fire support for.

In terms of disrupting the enemy’s sustainment warfighting function, the main 
contribution of 155 mm self-propelled howitzer systems consists of “pushing” 
sources of supply and concentrations of resources of all types to greater distances 
from the contact area of operations. Equipping friendly force structures with such 
systems will determine the enemy to deploy certain elements of logistic support 
beyond the howitzer’s range or, alternatively, to take more risks in securing the 
continued sustainability of enemy forces in the contact area of operations.

Conclusions

The operational framework described by the warfighting functions is usually used 
as a tool at the commander’s disposal to fully address the characteristic aspects of 
an operation. Through warfighting functions, it is possible to visualize how the 
available capabilities of the force structures can be leveraged to meet operational 
requirements. At the same time, the warfighting functions can be exploited to 
identify and substantiate new force structure requirements for the accomplishment 
of the assigned mission under the specific conditions of modern confrontations.
The usefulness of this tool is also underlined by the fact that it is also applicable in 
analyzing the capabilities available to a potential enemy or the capabilities existent 
on other actors of interest in the area of operations. This aspect allows commanders 
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and staff to better understand the confrontation environment and will make it easier 
to determine the centres of gravity for their own forces, enemy forces or any other 
actor of interest present in the area of operations.

The ways of performing warfighting functions in an operation describe the 
capabilities available to the force and, moreover, facilitate an understanding of their 
full potential that can be leveraged to accomplish the mission. The perspective on 
the contribution of 155 mm self-propelled howitzer systems presented in this paper 
comes as an exploration of their potential to assist the warfighting functions of 
friendly forces while also considering the potential of these systems to disrupt the 
same functions regarding enemy forces. In the analysis, I considered the 155 mm 
self-propelled howitzer system as a platform to use the full range of 155 mm NATO 
standard munitions, without limiting myself to those types of ammunition included 
in the current contract with the systems manufacturer. I have thus presented some 
arguments on the usefulness of exploring the full potential of these capabilities when 
coupled with modern reconnaissance systems to the extent possible and employing 
high-performance munitions – precision munitions such as the M982Excalibur, 
long-range RAP or DPICM type with submunitions.
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Food security and its impact on Saudi Arabia’s 
national security and gulf security

This study investigates the relationship between food security and national security in Saudi Arabia and 
the Gulf region. It examines the impact of food insecurity on Saudi national security and the broader 
Arabian Gulf security, identifies the major challenges and limitations facing current food security 
policies and programs, and proposes strategic recommendations for enhancing food security. The study 
reveals direct impacts such as social unrest, economic instability, health implications, and migration 
while also highlighting indirect impacts, including political instability, economic consequences, social 
fragmentation, demographic pressures, and regional instability. The identified challenges encompass 
climate change, water scarcity, reliance on food imports, inefficient agricultural practices, socioeconomic 
disparities, and limited technology adoption. To address these challenges, the study recommends 
prioritising comprehensive food security policies, increasing investments in agriculture, research, and 
infrastructure, and fostering collaboration among governments, international organizations, academia, 
and the private sector. The findings underscore the significance of addressing food security to ensure 
national and regional stability and resilience in the face of evolving food security concerns.
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Food security is a significant concern for Saudi Arabia and the Gulf region due to 
their substantial reliance on food imports and susceptibility to environmental 

and economic disruptions (Alrobaish et al. 2021). The Kingdom has several 
difficulties jeopardising food security, such as rapid population increase, acute 
water scarcity, the effects of climate change, and evolving dietary trends (Lambert 
and Hashim 2017). Food insecurity in the region can profoundly affect national and 
regional security, leading to economic instability, social discontent, and political 
turmoil (Haque and Khan 2022). Saudi Arabia, the largest economy in the Gulf 
area and a vital strategic hub, confronts considerable dangers, as any disruption to 
food supplies or escalation in food prices might generate enormous ripple effects 
throughout the region and beyond (Mohieldin et al. 2024). In recent years, Saudi 
Arabia and other countries in the Gulf have initiated various programs and initiatives 
to bolster food security, encompassing investments in advanced agricultural 
technology, aquaculture development, food processing, and policies designed to 
minimise food waste and enhance food safety (Al-Khateeb et al. 2021). Nonetheless, 
much effort is required to tackle the fundamental causes of food insecurity and to 
guarantee the stability and security of the region’s food supply amidst increasing 
demand and climate change.

The security of the countries in the Gulf Cooperation Council (GCC) is increasingly 
endangered by intellectual movements that advocate extremist ideologies, incite 
violence, and destabilise the area. Saudi Arabia, as a member of the GCC, has 
been actively involved in addressing these concerns (Hameed, Quamar and 
Kumaraswamy 2022). However, the ongoing threat posed by extremism continues 
to persist. To address this problem, the study could comprehend the complex 
characteristics of extremist beliefs, the different routes to radicalisation, and how 
extremist organizations manipulate technology and social media platforms. The 
existence of unrest in nearby regions adds complexity to the task of combining 
security measures with concerns about civil liberties. Additionally, the significance 
of international cooperation further complicates attempts to tackle these dangers. 
Evaluating the efficacy of extremism programs is intricate because of their subtle and 
enduring effects. It is crucial to tactfully negotiate cultural and religious sensitivities 
to avoid estranging communities. Adapting policies comprehensively to respond to 
emerging threats is vital for enhancing the security of GCC members and ensuring 
durable regional peace, notwithstanding investments in counterterrorism efforts 
and measures for de-radicalization.

This research aims to examine the relationship between food security and Saudi 
national security, as well as its impact on Gulf security. Therefore, the objectives have 
been established in the following manner: to assess the impact of food insecurity 
on Saudi national security and the Arabian Gulf security; to identify the major 
challenges and limitations facing current policies and programs for enhancing food 
security in Saudi Arabia and the Gulf and evaluate their effectiveness in addressing 
food insecurity.
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The framework shown in  Figure 1  suggests that food security is the independent 
variable that can have an impact on the dependent variables of Saudi national 
security and Gulf security. The control variables of population and climate change 
are likely to influence the relationship between food security and the dependent 
variables, and the intermediate variables of political stability and military capability 
may mediate the relationship.

The proposed relationship suggests that food security, as an independent variable, 
may directly or indirectly influence the dependent variables of Saudi national 
security and Gulf security. The relationship is shaped by control variables such 
as population and climate change, which impact food availability and access. 
Additionally, intermediate variables like political stability and military capability 
affect the Kingdom’s capacity to address food-related challenges and ensure security.
Food security represents a significant challenge in Saudi Arabia and the broader 
Gulf region, attributed to dependence on food imports, susceptibility to external 
influences like climate change, and a rising demand for food. The literature indicates 
a strong correlation between food security and national and regional security, with 
food shortages potentially resulting in social unrest, political instability, and conflict. 

This study investigates the complex relationship between food security and national 
security in Saudi Arabia, with implications for the broader Gulf region. The primary 
goal is to assess the potential threats to Saudi Arabia’s security stemming from 
food insecurity and to explore strategies to mitigate these risks. Key challenges 
encountered in this research include the scarcity and inconsistency of relevant data, 

Figure 1   Conceptual Framework (Souce: Author’s own work)
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the interdisciplinary nature of the topic, the rapidly evolving geopolitical landscape, 
and ethical considerations. To overcome these challenges, a comprehensive literature 
review, data triangulation, expert interviews, case study analysis, and statistical 
analysis were employed. The overarching purpose of this study is to enhance 
understanding of the food security- national security nexus, identify vulnerabilities, 
evaluate policy responses, propose recommendations, and inform decision-making 
for a more secure and sustainable future in Saudi Arabia and the Gulf region.

Research Design: The research will utilize a descriptive research design that aims to 
describe the current state of food security and its impact on Saudi national security 
and Gulf security. Secondary data sources will be used to collect data on food 
security and national security indicators.

Data Sources: Secondary data for this study will be obtained from a variety of 
credible sources, including government reports, academic journals, and research 
publications. Government reports will provide official statistics and insights into 
national policies, food security strategies, and relevant socio-economic factors 
affecting food security in the region. Academic journals and research papers will 
contribute to a deeper understanding of existing literature on food security, including 
findings from studies conducted in similar contexts. These sources will offer valuable 
data on food security patterns, challenges, and responses in the Gulf region and 
neighbouring countries. Additionally, international organizations and agencies, such 
as the World Food Programme (WFP) and the Food and Agriculture Organization 
(FAO), will serve as reliable secondary data sources to assess global trends and best 
practices in addressing food insecurity. 

Data Collection: Data will be collected by conducting a comprehensive review of 
the existing literature on food security, national security, and their relationship in 
Saudi Arabia and the Gulf region. The review will include a qualitative synthesis of 
the findings, and the main themes and patterns will be identified. 

Data Analysis: The data collected through the literature review will be analysed using 
a thematic analysis approach. The themes and patterns identified in the literature 
will be categorized into different groups and subgroups. The findings will then be 
presented in a descriptive format, highlighting the relationships and interactions 
between food security and national security in Saudi Arabia and the Gulf region.

Evaluating Success and Target Audience

The target audience for this study encompasses a diverse group, including 
policymakers, government officials, researchers, academics, international 
organizations, private sector entities, and civil society organizations. To evaluate 
the success of the activities, several key metrics can be employed. These include the 
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rigor of methodology and data analysis, the originality of insights, peer review and 
publication in reputable journals, the adoption of research findings by policymakers, 
the implementation of evidence-based policies, improvements in food security 
indicators, the dissemination of research findings through various channels, public 
awareness and engagement, and international collaboration. By assessing these 
factors, the overall impact of the study and its contribution to addressing food 
security and national security challenges can be effectively evaluated.

Results and Discussion

Food Security Categories

Chronic and Transient Food Insecurity in Gulf Countries:
Food security in the Gulf region, including Saudi Arabia, is a multifaceted issue 
that encompasses chronic and transient food insecurity. Chronic food insecurity 
refers to long-term, persistent food shortages, often caused by structural issues 
such as poverty, lack of local agricultural capacity, and economic inequality. In 
Gulf countries like Saudi Arabia, chronic food insecurity is not widespread but 
can still affect marginalized populations, particularly lower-income groups. These 
communities are vulnerable to global market fluctuations and economic shocks, 
which can affect their ability to access sufficient and nutritious food. Although the 
governments in the Gulf region have implemented social safety nets and subsidies 
to mitigate the effects of chronic food insecurity, this problem persists for certain 
segments of the population who face barriers such as high food costs and limited 
access to nutritious options. Furthermore, the reliance on food imports makes these 
nations susceptible to fluctuations in global food prices, which can exacerbate food 
insecurity for the vulnerable.

On the other hand, transient food insecurity is often temporary and caused by 
short-term disruptions. This may be due to factors like natural disasters, geopolitical 
instability, or sudden spikes in global food prices. In Saudi Arabia, transient food 
insecurity can occur when international trade disruptions affect the country’s food 
supply or when extreme weather events (such as flooding) affect local production. 
These short-term food security challenges are often managed through emergency 
relief programs, including food aid and subsidies. However, they highlight the 
vulnerability of Gulf nations to global food supply chains and the importance of 
diversifying food sources and developing resilient domestic production systems.

Food Security in Neighbouring Countries:
When examining food security in neighbouring countries in the Middle East 
and South Asia, the situation varies widely due to differences in local agricultural 
practices, economic structures, and political stability.
United Arab Emirates (UAE): The UAE faces similar food security challenges to Saudi 
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Arabia. It is highly reliant on food imports to meet the needs of its population, as it 
has limited arable land and water resources. The UAE’s food security is generally 
categorized as relative, as the country ensures access to food through strategic 
imports, but it remains vulnerable to fluctuations in global supply chains. Chronic 
food insecurity is not widespread, but transient food insecurity could arise in 
times of crisis, such as the COVID-19 pandemic, when global food supply chains 
were disrupted. The UAE has responded by investing in innovative agricultural 
technologies, such as vertical farming and hydroponics, to improve food production 
domestically.

Oman: Oman faces both chronic and transient food insecurity challenges. While 
the country does not experience widespread chronic food insecurity, lower-
income groups in rural areas may struggle to access sufficient food due to limited 
infrastructure and high food prices. Transient food insecurity in Oman can occur 
due to temporary disruptions, such as seasonal price hikes or natural disasters like 
cyclones, which affect local food production. However, Oman has made strides in 
improving its food security by implementing policies aimed at diversifying food 
sources and investing in agricultural research.

Yemen: Yemen faces extreme levels of chronic food insecurity. A combination 
of conflict, economic instability, and poor agricultural infrastructure has led to 
widespread food shortages and severe malnutrition. The country relies heavily on 
food imports, but ongoing conflict has disrupted supply chains, exacerbating the 
problem. Yemen has one of the highest rates of food insecurity in the Middle East, 
with millions of people unable to meet their daily food requirements. Humanitarian 
aid plays a critical role in addressing food insecurity in Yemen, though the situation 
remains dire and long-term solutions are needed to stabilize the country’s food 
systems.

Kuwait: Similar to its Gulf neighbours, Kuwait is heavily dependent on food imports 
due to its arid climate and lack of agricultural resources. Chronic food insecurity is 
not a significant issue, but there are concerns about transient food insecurity during 
periods of economic downturn or global price hikes. Kuwait has implemented 
measures to enhance food security, such as establishing food reserves and 
promoting research into sustainable agricultural practices, but it remains vulnerable 
to fluctuations in the international food market.

Iran: Iran experiences a mix of chronic and transient food insecurity. Chronic 
food insecurity is prevalent in rural areas, where poverty, limited access to land, 
and agricultural inefficiency affect food access. The country’s reliance on domestic 
production and its challenges in importing food due to international sanctions have 
led to instability in food availability and access. Transient food insecurity in Iran 
is also a concern, particularly during times of economic sanctions or geopolitical 
tensions, which disrupt supply chains and inflate food prices. Iran has made efforts 
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to increase domestic food production, but these challenges continue to affect food 
security in the country.

Overall, the food security situation in the Gulf and its neighbouring countries 
highlights the complexities of managing food availability, access, and stability in a 
region that faces both chronic and transient food insecurity. While Gulf countries 
like Saudi Arabia and the UAE are generally able to maintain relative food security 
through imports and strategic policies, they remain vulnerable to global food market 
fluctuations and short-term disruptions. In contrast, countries like Yemen face more 
severe challenges, with widespread chronic food insecurity driven by conflict and 
economic instability. Efforts to improve food security in the region will require a 
combination of short-term solutions, such as food aid and subsidies, as well as long-
term strategies focused on sustainable agricultural practices, diversification of food 
sources, and enhanced resilience to global disruptions.

Absolute Food Security in the Gulf and Saudi Arabia: Absolute food security in the 
context of the Gulf countries, including Saudi Arabia, would mean that these nations 
could meet their food demand entirely through domestic production, without 
relying on imports. However, this is a challenging goal given the harsh desert climate, 
limited arable land, and water scarcity in the region. Despite this, there have been 
efforts to increase agricultural production, particularly through the use of advanced 
technology such as hydroponics, desalinated water for irrigation, and investment in 
agricultural innovation. Saudi Arabia, in particular, has been exploring sustainable 
farming practices to boost local food production, but achieving absolute self-
sufficiency remains an aspiration rather than a reality.

Figure 2   Food Security Categories Diagram (Souce: Author’s own work)
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Relative Food Security in the Gulf and Saudi Arabia: Saudi Arabia, and the Gulf 
region more broadly, falls under the category of relative food security. These 
countries do not rely solely on domestic food production but have systems in 
place to ensure regular food access, often through strategic imports. Saudi Arabia 
imports a significant portion of its food, especially staples like grains, meat, and 
vegetables. The government has developed policies and established partnerships 
with countries around the world to secure reliable and diverse sources of food. 
Through strategic investments in agricultural projects abroad and partnerships with 
global food suppliers, Saudi Arabia maintains a steady food supply and ensures that 
its population has access to adequate food.

Apparent or Virtual Food Security in the Gulf and Saudi Arabia: While Saudi Arabia 
may appear to have robust food security, producing a significant amount of some 
food items, such as wheat or dates, much of the agricultural input comes from 
imports. For example, Saudi Arabia imports the majority of its fertilizers, seeds, and 
technology for crop production. In the case of wheat, although Saudi Arabia once 
produced a substantial portion of its wheat, it has reduced domestic production in 
favour of importing it due to water scarcity and other environmental constraints. 
As a result, while domestic production figures may look positive, the country is 
still heavily reliant on external resources, which means its food security could be 
vulnerable in the event of global supply chain disruptions.

Sustainable Food Security in the Gulf and Saudi Arabia: Saudi Arabia has recognized 
the importance of sustainable food security and has started focusing on long-
term strategies to enhance agricultural productivity while preserving natural 
resources. For instance, the country is investing in water-efficient technologies like 
drip irrigation and desalination, as well as improving soil management practices. 
Moreover, there is an emphasis on increasing the sustainability of food production 
systems by supporting the development of aquaculture, greenhouse farming, and 
vertical farming. Saudi Arabia’s Vision 2030 plan highlights sustainable agriculture 
as a key component in reducing dependence on food imports and improving food 
security for future generations.

Chronic Food Insecurity in the Gulf and Saudi Arabia: Although Saudi Arabia is 
generally considered to have adequate food security, chronic food insecurity can 
still affect certain vulnerable populations, particularly those who are economically 
disadvantaged or live in rural areas. Due to the country’s reliance on imports and the 
fluctuating prices in global markets, some segments of the population may struggle with 
consistent access to food. Chronic food insecurity in Saudi Arabia is not widespread, 
but it is a concern for lower-income groups who are affected by global economic factors, 
such as rising food prices or regional conflicts that may disrupt supply chains.

Transient Food Insecurity in the Gulf and Saudi Arabia: Transient food insecurity 
is more likely to occur in Saudi Arabia and other Gulf countries due to short-term 
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events like fluctuations in global food prices, natural disasters (such as flooding), 
or temporary disruptions in the food supply chain. For instance, disruptions in 
food imports due to global crises, such as the COVID-19 pandemic or geopolitical 
tensions, may temporarily cause shortages or price hikes, affecting the availability 
and accessibility of food. In such cases, emergency measures like food aid or 
government subsidies can help mitigate the short-term effects and restore stability.

Dimensions of Food Security in Gulf and Saudi Arabia: In the Gulf region, food 
security is heavily influenced by the dimensions of availability (access to sufficient 
food through imports and local production), access (economic and physical access 
to food despite reliance on imports), utilization (the nutritional value and safety of 
food), and stability (ensuring consistent food access despite external factors like 
price volatility or geopolitical instability). Saudi Arabia, for example, has invested in 
international food security partnerships and technologies to improve food availability 
and ensure that food meets the nutritional needs of its population. Furthermore, the 
government focuses on stabilizing food prices and creating mechanisms to address 
potential disruptions in the food supply, ensuring that citizens have access to food 
consistently.

The first dimension of food security is availability, which refers to the physical presence 
of food in sufficient quantities at national, regional, and local levels (Figure 3). 
Availability involves the production, storage, and distribution of food. A country with 
a high level of agricultural production and adequate storage facilities can ensure the 
availability of food. For example, Saudi Arabia has invested significantly in agricultural 
technology and storage infrastructure to enhance food availability (El-Dukheri 2024).

Figure 3   Dimensions of Food Security diagram (Souce: Author’s own work)
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The second dimension of food security is accessibility, which refers to the ability 
of individuals and households to obtain food through markets, trade, and social 
safety nets. Accessibility involves economic, social, and physical access to food. For 
example, Saudi Arabia has implemented various social welfare programs to ensure 
food accessibility for vulnerable populations (Alrobaish et al. 2021).

The third dimension of food security is utilization, which refers to the ability of 
individuals and households to consume food that meets their dietary needs and 
preferences. Utilization involves the quality and safety of food, as well as knowledge 
and behaviours related to food preparation and consumption. For example, Saudi 
Arabia has implemented comprehensive food safety regulations and nutritional 
education programs (Ayad et al. 2022).

The fourth dimension of food security is stability, which refers to the ability of 
individuals and households to maintain food security over time, even in the face of 
shocks and stresses such as natural disasters, economic downturns, or conflicts. For 
example, Saudi Arabia has established strategic food reserves and diversified its food 
import sources to ensure stability (Elrasheed 2024).

Food insecurity poses significant challenges to national security in both Saudi Arabia 
and the Gulf region. Direct impacts include social unrest, economic instability, 
dependency on imports, health implications, and migration and displacement. 
Social unrest arises from inadequate access to food, leading to public dissatisfaction, 
protests, and potential violence, particularly in densely populated urban areas of 
the Kingdom. Economic instability occurs due to decreased productivity, increased 
healthcare costs, disruptions in agriculture, and supply chain disruptions, with Saudi 
Arabia spending approximately SAR 87 billion annually on food imports (Alderiny 
et al. 2020). Dependency on imports exposes the Kingdom to fluctuations in global 
food prices and supply disruptions, with over 80% of food requirements being 
imported. Health implications include malnutrition, weakened immune systems, 
and increased vulnerability to diseases, affecting approximately 12% of the Saudi 
population (Bin Sunaid et al. 2021). Migration and displacement occur as people, 
particularly from rural agricultural areas, are compelled to search for better access 
to food and economic opportunities in urban centres, straining resources and 
potentially causing conflicts.

The indirect impacts of food insecurity encompass political instability, economic 
consequences, social fragmentation, demographic pressures, and regional instability. 
Political instability arises from discontent, protests, and challenges to government 
authority, affecting national security, particularly in regions with high unemployment 
rates (Albejaidi and Nair 2021). Economic consequences include hindered 
economic growth, decreased productivity, and limited resources for addressing 
security challenges, with an estimated annual economic impact of SAR 23 billion  
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(Alharbi et al. 2021). Social fragmentation arises from divisions due to competition 
for resources, deepening inequalities, and social unrest, which is particularly 
evident in the Kingdom’s rapidly urbanizing areas. Demographic pressures arise 
from increased poverty, unemployment, and migrations driven by food insecurity, 
straining resources and contributing to social tensions, especially given Saudi 
Arabia’s 1.7% annual population growth rate. Regional instability emerges when 
neighbouring countries face food insecurity, leading to resource conflicts and 
regional tensions impacting national security, which is particularly relevant given 
the Kingdom’s strategic position in the Gulf region.

Current policies and programs for enhancing food security in Saudi Arabia and the 
Gulf face significant challenges and limitations. Climate change, water scarcity, and 
limited arable land pose major obstacles to agricultural production and food self-
sufficiency, with only 1.6% of the Kingdom’s land being arable (Al Naimi 2022). The 
reliance on food imports makes the region vulnerable to global price fluctuations 
and supply disruptions. Inefficient water management practices and unsustainable 
agricultural methods further exacerbate the problem, with agriculture consuming 
approximately 84% of Saudi Arabia’s water resources (Alrwis et al. 2021). Additionally, 
socio-economic disparities, lack of access to resources for small-scale farmers, and 
limited technology adoption hinder progress. While efforts have been made to enhance 
food security through investment in agricultural infrastructure, technology adoption, 
and diversification of food sources, the effectiveness of these policies and programs in 
fully addressing food insecurity remains a continuous challenge.

This study indicates that food insecurity substantially affects security at both national 
and regional levels via various pathways. The study illustrates that food insecurity 
can significantly weaken political systems, provoke social unrest, and jeopardise 
economic stability. Limited food access and rising prices can lead to public 
dissatisfaction, which may manifest as protests that have the potential to escalate 
into more severe conflicts. The data indicates that food insecurity exacerbates social 
inequalities and economic vulnerabilities, creating further security challenges. 
Food-related hardships often lead to population displacement and migration 
as communities pursue improved opportunities, thereby straining resources in 
destination areas and increasing social tensions. The health consequences of food 
insecurity, notably prevalent malnutrition and heightened vulnerability to diseases, 
exacerbate security issues by undermining community resilience.

This study concludes, based on comprehensive data analysis and contextual 
examination, that a significant correlation exists between food insecurity and 
security threats in KSA and the Arabian Gulf region. The empirical evidence robustly 
corroborates our initial hypothesis, illustrating the complex relationship between 
food security and regional stability.
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Conclusion

This study has identified multiple effective strategies to tackle the intricate challenges 
confronting Oman and the Arabian Gulf region in achieving food security. Our 
findings highlight the essential need for a comprehensive and cohesive strategic 
framework. A comprehensive framework should include various interconnected 
aspects of food security, such as improved agricultural productivity, effective water 
resource management, reinforced climate resilience strategies, and streamlined 
trade networks. The research underscores the importance of ongoing investment in 
research and development, systematic capacity-building initiatives, strategic land 
use planning, comprehensive waste reduction programs, and robust social safety net 
mechanisms. The study concludes that adopting sustainable agricultural practices, 
fostering technological innovation, and cultivating solid collaborative relationships 
among key stakeholders in both the public and private sectors are fundamentally 
important. Moreover, these initiatives require robust policy frameworks and 
governance structures to guarantee their sustainability and effectiveness in meeting 
regional food security goals. This comprehensive strategy, underpinned by evidence-
based policymaking and intersectoral collaboration, signifies the region’s most 
effective route to achieving sustainable food security.

Recommendations

The Saudi government must give top priority to the development and implementation 
of comprehensive food security policies to address these pressing issues. These 
policies must incorporate the following identified strategies and methods:
The government should prioritize the creation and implementation of comprehensive 
food security policies that align with Vision 2030’s goals, incorporating modern 
agricultural technologies and sustainable practices. This includes expanding the 
current SAR 5 billion agricultural technology investment program to cover 75% of 
the Kingdom’s farming operations by 2026 (Bin Sunaid et al. 2021). It is essential to 
increase investments in agriculture, research and development, and infrastructure to 
facilitate the transition to more sustainable and resilient food systems. Collaboration 
between Saudi government entities, international organizations, the academic 
community, and the private sector is essential for knowledge sharing, technology 
transfer, and coordinated efforts to address food security issues. Food security 
strategies should prioritize the incorporation of climate change adaptation and 
mitigation measures, particularly given Saudi Arabia’s vulnerability to rising 
temperatures and water scarcity. To promote sustainable consumption patterns, 
reduce food waste (currently at 33%), and increase nutritional awareness, public 
awareness campaigns and educational programs should be initiated through a 
coordinated national strategy. Strengthening social safety nets, targeting vulnerable 
populations and ensuring their access to adequate and nutritious food should 
be a priority. To assess the efficacy of implemented strategies and make necessary 
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adjustments, continuous monitoring, evaluation, and adaptive management 
techniques should be utilized through the newly established National Food Security 
Monitoring Centre.

Future Work
To increase our comprehension of regional dynamics and develop context-specific 
solutions for Saudi Arabia, additional research is required in the following areas: 
economic viability studies of implementing proposed strategies and policies, 
particularly focusing on the cost-effectiveness of water conservation technologies 
and desert agriculture; evaluation of social and environmental impacts of 
agricultural interventions in the Kingdom’s different ecological zones; investigation 
of potential implementation barriers, especially regarding technology adoption 
among small-scale farmers; research on the role of technology, digitalization, and 
precision agriculture in enhancing food security in Saudi Arabia, with particular 
emphasis on artificial intelligence and IoT applications; studies on the integration 
of traditional knowledge with modern agricultural practices in the Saudi context; 
analysis of climate change impacts on future food security scenarios specific to 
Saudi Arabia’s geographical conditions; assessment of the effectiveness of regional 
cooperation mechanisms in enhancing food security; investigation of innovative 
financing mechanisms for food security projects in the Kingdom. This research 
agenda should be pursued through collaborative efforts between Saudi research 
institutions, international partners, and the private sector, with adequate funding 
and support from relevant government agencies.

Research Limitations
During the conducting of this thesis and the analysis of the necessary files and books, 
the researcher revealed some of the determinants, which are as follows: Limited 
Data Availability: Due to the sensitive nature of national security issues, challenge in 
accessing reliable and comprehensive data, which can limit the scope of study. Lack 
of Empirical Studies: While there are many theoretical and conceptual studies on the 
link between food security and national security, there is a lack of empirical research 
that examines the causal relationships between these variables. Lack of Longitudinal 
Studies: Few studies have examined the long-term trends in food security and its 
impact on national security in the region, which can limit our understanding of how 
these issues are evolving over time. Methodological Limitations: Different studies 
use different methods and definitions of food security, making it difficult to compare 
results across studies and draw firm conclusions.

Assessing Goal Achievement
The success of the study’s goals can be evaluated by assessing the quality and 
sufficiency of data collection and analysis, the impact of research findings on policy 
decisions, the effectiveness in raising public awareness, the contribution to academic 
discourse through publications and citations, and the strength of international 
collaborations.
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Future Plans
Building upon the initial research, future plans may involve in-depth exploration of 
specific subtopics, active engagement with policymakers to advocate for evidence-
based policies, capacity-building initiatives for stakeholders, strengthening 
international collaborations, and establishing a robust monitoring and evaluation 
system to track the impact of implemented policies and strategies.
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