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Abstract

This paper analyses the key aspects of successfully preparing cybersecurity project proposals to secure
EU funding. It is structured around three major topics: (1) Global cybersecurity challenges, highlighting
advanced cyber threats; (2) EU policies and funding mechanisms, analysing key regulations such as NIS2
Directive, the Cyber Resilience Act, and funding programs like Horizon Europe, Digital Europe, and
CEF Digital, which support research, innovation, and digital security infrastructure; (3) Best practices for
developing successful EU-funded projects, focusing on aligning proposals with EU priorities, building
strong consortia, demonstrating impact, and avoiding common mistakes.

By integrating strategic alignment, policy frameworks, and effective project planning, this study
provides actionable recommendations for governments, organizations, and cybersecurity professionals
aiming to enhance digital resilience through EU-funded initiatives. The findings contribute to a better
understanding of the complexities related to securing EU grants and developing sustainable cybersecurity
solutions across Europe.
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As digital technologies become more and more deeply integrated into every segment
of our society, cyber security is an increasingly critical concern worldwide, playing a
central role in the smooth functioning of modern society.

In recent years, the European Unions (EU) increasing dependence on digital
technologies has led to growing concerns about cyber security risks. Given the
cyber challenges facing states, organizations, and citizens today, cyber security is no
longer a matter of choice but a fundamental necessity to ensure the protection and
resilience of EU societies and economies.

As a component of national security, the importance of cybersecurity cannot be
underestimated (Romanian Government 2021). With the rapidly evolving digital
landscape, a large number of states have become increasingly exposed to a wide
range of cyber challenges targeting critical information infrastructures, disrupting
key services and sectors such as finance, healthcare, transportation, energy,
communication networks, and supply chains, all of which pose significant risks to
national and international security, but also to economic, political, social stability,
democracy and society at large. Such malicious activities can be used by state or
non-state threat actors to conduct or support hybrid campaigns or activities specific
to Foreign Intelligence Manipulation and Interference (FIMI).

Cyber resilience has become a cornerstone of the EU Cyber Security Strategy for
the Digital Decade (European Commission 2020b). These are the EU’s overarching
cybersecurity objectives for critical information infrastructure and a secure digital
future, with the European Union focusing on building a robust framework that can
withstand and recover quickly from cyber incidents. Cyber resilience goes beyond
simply preventing cyber attacks, as it involves preparing for potential disruptions,
minimizing their impact, and restoring normal operations as quickly as possible.

Cyber issues and digital resilience are also key topics for the EUs Union Security
Strategy (European Commission 2020a). The EU has prioritized the protection of its
digital infrastructure (a critical area where cybersecurity plays a vital role), including
energy networks, communications, supply chains, and financial systems, which are
increasingly dependent on interconnected technologies.

Cyber security is essential for maintaining public trust in digital services and
preventing unauthorized access to sensitive information. Privacy is another
significant concern in the EU’s cybersecurity framework. The European Union is a
world leader in privacy protection, with a specific legal framework - the General
Data Protection Regulation (GDPR) of 2016 (EUR-Lex 2016), which sets high
standards for data security. The GDPR imposes strict rules for handling personal
data, requiring organizations to implement robust cybersecurity measures to protect
citizens’ privacy. Breaching this law can lead to heavy fines and reputational damage.
As more and more personal data is generated and stored digitally, ensuring the
security of this data has become more important than ever.
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It can be seen that the EU has put in place several strategies, regulations, policies, and
legal frameworks to strengthen its cyber security. These focus on setting objectives to
protect critical information infrastructures, create a secure digital space, strengthen
cooperation between Member States, adopt stringent cybersecurity management
standards in key sectors, or establish a framework for European cybersecurity
certification schemes for ICT products, processes, and services. These efforts reflect
the EU’s commitment to building a united and secure digital ecosystem and further
demonstrate the EU’s proactive approach to cyber security.

In order to lay the foundations for a secure and prosperous digital future, in
addition to existing cyber strategies, regulations, policies, and legal frameworks,
submitting project proposals for EU grants can benefit research, innovation,
digital infrastructure development, capacity building in the cyber security
sector, security of networks and information systems, international cooperation,
exchange of information and experience, etc.

Thus, the European Union has established several funding programs that align with
its cybersecurity strategies, policies, and regulations to ensure a coordinated and
strategic approach to cyber resilience, thus reinforcing the objectives outlined in the
EU Cybersecurity Strategy for the Digital Decade and the EU Strategy on the Security
of the Union.

Key funding instruments include the Horizon Europe Programme (European
Commission 2021c), which prioritizes cybersecurity research and innovation,
supporting projects that develop cutting-edge security technologies, and encouraging
collaboration between academia, industry, and government agencies. Another
important program, the Digital Europe Programme (European Commission
2021d), focuses on building digital capabilities, including cybersecurity resilience,
through large-scale deployment projects and promoting digital skills training. In
addition, the Connecting Europe Facility - CEF Digital (European Commission
2021a) is a key EU funding instrument to promote competitiveness, growth, and jobs
through targeted infrastructure investments across the Union. It aims to stimulate
public and private investment in digital connectivity infrastructures of common
interest to the EU. In addition, the EU Funding & Tenders Portal (European
Commission 2021b) is a key tool providing centralized and up-to-date information
on available grants, eligibility requirements, and application procedures.

Developing and submitting a proposal for a cyber security grant project is a
complex exercise that requires the strategic integration of European, national, and
organizational priorities. Such alignment not only demonstrates the relevance of the
project but also ensures that it responds to the real needs identified at all levels.

The current work will analyze the importance of cybersecurity proposals for ensuring
the protection and resilience of EU societies and economies, as well as the key
aspects of successfully developing cybersecurity project proposals for EU funding.
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This research is relevant for national governments, the cybersecurity industry,
academia, civil society, the legislature, as well as the EU institutions, as it identifies the
specific challenges, lessons learned, best practices, success factors, and complexities
involved in the successful development of EU cybersecurity project proposals.

The methodology used and research hypotheses

The study adopts an analytical and exploratory methodology, based on the
following components: (1) Desk review: examining relevant EU directives
and regulations, such as the NIS2 Directive, the Cyber Resilience Act, Horizon
Europe, Digital Europe, and CEF Digital, which set the cybersecurity framework
and requirements for obtaining EU funding; (2) Benchmarking: comparing EU
strategies and policies with the requirements and challenges of funding applicants, to
identify discrepancies and key success factors; (3) Best practice review: Identifying
factors that have contributed to the success of previous project proposals in the field
of cybersecurity and extracting lessons learned to optimize the application process;
(4) Actionable recommendations: formulating concrete suggestions for effectively
aligning projects with EU requirements, thus maximizing the chances of obtaining
funding and successfully implementing cybersecurity projects.

The presented methodology provides a practical and grounded insight into
the complexities of the funding application process, supporting stakeholders in
improving their chances of success and contributing to the development of a robust
framework for cybersecurity projects in Europe.

This article explores how cybersecurity projects can be optimized to obtain funding
and contribute to the EU’ digital resilience. The research aims to highlight the
critical factors influencing the success of these initiatives, with a focus on compliance
with European strategies and regulations, as well as the effectiveness of consortia
and implementation mechanisms.

The study is based on the following research hypotheses:
1. Alignment with EU, national and organizational strategies, compliance
with the legal framework, and prioritization of EU funding issues are key
factors of the success of cybersecurity projects in obtaining funding and
their contribution to strengthening digital resilience and critical information
infrastructure protection;
2. A strategic and well-informed approach to cyber issues and project
development ensures long-term sustainability and relevance;
3. Building strong consortia and demonstrating the impact of projects are
key factors for the successful acceptance and implementation of cybersecurity
project proposals.
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Challenges related to cyber security, hybrid warfare,
and FIMI around the world

According to the present research, the major challenges existing in the cyber security

domain across the globe are currently related to:

140

- The expanding range of IT devices, and the increasing sophistication
of cyber attacks (Spencer 2024), including state-sponsored, ransomware,
phishing, advanced persistent threats, data breaches, terrorism, and cyber
espionage attacks. They are harder to detect, harder to counter, increasing
in frequency and sophistication. Such malicious activities can also be used
by state or non-state threat actors to conduct or facilitate hybrid campaigns
(European Union 2023) and specific FIMI activities.

- FIMI: One of its most damaging effects is the erosion of public trust in
democracy and democratic institutions. At the same time, misinformation,
fake news, and hate speech, including against ethnic, religious, and sexual
minorities, widen social divisions in democratic states, lead to increased
discrimination and violence, and fuel political and cultural polarization.
Trust in institutions and traditional media is also being eroded, leading to
increased scepticism and difficulties in distinguishing between real and false
information (Maftei and Bogdan-Duica 2024).

- Malicious actors (especially non-state actors) conduct hybrid warfare-
specific operations, including by exploiting vulnerabilities of social media
platforms or using cyber-attacks, thus affecting children, girls, women,
citizens, societies, economies, critical services, democracy, and national
security (Maftei and Bogdan-Duica 2024). Researchers have observed the
steady evolution of Russian information warfare doctrine, which has deep
roots in Soviet practice (Giles 2016; Snegovaya 2015). Recent Russian military
thinking emphasizes hybrid warfare as a new persistent reality, with the
”information sphere” and “information warfare” as a critical battlespace.

- Cybersecurity governance and coordination, appropriate strategies,
policies, and legal frameworks on cyber issues are lacking or
underdeveloped. Several countries are faced with fragmented cybersecurity
systems, where national efforts are not coordinated, and policies can differ
widely. This can lead to ineffective responses against national and cross-
border cyber threats, which requires better international cooperation and
standardized approaches to cybersecurity.

- Lack of implementation of national strategies, policies, and legal
framework on cyber issues. Although existing strategies, policies, and
legal frameworks are well drafted, in some countries they are not properly
implemented. The reasons could range from political interests to financial or
human resources issues.

- A low level of cybersecurity and cyberspace hygiene.

- Low level of cybersecurity education and culture and lack of adequate
training of network and information systems operators (Maftei 2024). Lack of
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digital literacy and education on cyber issues leads to human errors that make
IT systems and networks vulnerable (European Commission 2023).

- Lack of qualified cybersecurity professionals. The demand for qualified
cyber experts outstrips the supply, making it difficult for organizations
to effectively defend against attacks. This shortage of experts hinders the
coagulation of a sufficiently qualified cyber security workforce (Maftei 2024).
However, the EU is working hard to raise public and business awareness of
cybersecurity risks and best practices. Educational programs and certifications
are also being developed to close the cybersecurity skills gap in both EU
institutions and private organizations.

- Retention of human resources. Governments, critical and important
entities, or operators of critical information infrastructures face difficulties
in retaining cybersecurity experts, who often leave the organization for
better salaries. However, several states have identified ways to address such
challenges. For example, in Romania, the National Cyber Security Directorate
- DNSC - a specialized body of the central public administration, under the
authority of the Government, responsible for ensuring the cyber security of
national civilian cyberspace (DNSC 2022), has managed to multiply four (4)
times the favourable conditions necessary for retaining cyber professionals
within the organization: 1) by hiring the experts as contracted staff; 2) due
to this type of contract, by allowing part-time work for other organizations
(of course, the conflict of interest must be absent); 3) also, by allowing part-
time work in externally funded cyber security projects; 4) by amending the
legal framework necessary to increase the salaries of staff employed as cyber
security experts.

- Cyber resilience is often weak, with some countries lacking the necessary
cyber resilience capabilities. Cyber resilience refers to the ability to anticipate,
respond and recover from cyber attacks. The ability to quickly restore
operations after a cyber incident is critical to mitigating long-term damage
and many states around the world have underdeveloped recovery plans or
vulnerable cybersecurity infrastructures (CISCO 2025).

- Privacy concerns are a challenge as more and more personal and sensitive
data is stored and shared digitally. Balancing the need for security with
protecting citizens’ privacy remains a delicate task, especially as laws and
regulations such as the GDPR put pressure on organizations to comply with
strict privacy standards.

- National, regional, and international cooperation is not sufficiently
developed. Old mindsets and silo thinking (Gleeson 2013) still exist within
some organizations. This has a particularly high negative impact on increasing
trust between partners, the level of cooperation, information sharing and
countering cyber incidents or other security challenges.

- Public/private partnerships should be developed. Only a few countries
in the world could be presented as examples of this type of partnership. For
example, in Romania, one of the five main objectives of the Cyber Security
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Strategy for the period 2022-2027 is the Pragmatic Public Private Partnership.
A pragmatic public-private partnership between public authorities, private
entities, academia, research and citizens is a necessity, given that cyber-attacks
target a large number and broad spectrum of networks and information
systems” (Romanian Government 2022). This demonstrates the government’s
focus on public/private partnerships.

- Cyber incidents are underreported by citizens, private businesses,
critical information infrastructure operators, supply chain members or
even state institutions, and the reasons can be different: lack of awareness
or understanding; lack of clear regulations for incident reporting; fear of
reputational damage; legal and financial consequences; fear of escalation
of attacker threats; disruption of operations; government and regulatory
pressure; internal divergences; cost and resource constraints, etc. (Maftei
2025). Improved cyber incident reporting enables governments to take
informed, initiative-taking actions that protect national security, support
economic stability, strengthen economic resilience, and contribute to the
development of policies and regulations needed to improve cybersecurity in
general.

- Emerging trends in cybersecurity. Today, there is an increasing use of
artificial intelligence and machine learning both by cyber professionals
seeking to identify and mitigate cyber threats faster and more effectively,
and by malicious actors using increasingly complex techniques to carry out
attacks. Such emerging technologies, including quantum computing, could
rapidly change the cybersecurity landscape, and the EU must be ready for
such advances (Apriorit 2025).

ok

The aforementioned challenges highlight the need to adopt and implement

comprehensive cybersecurity strategies, policies, legal frameworks, education,

cooperation, and investments in both technology and human resources to address

the growing cyber challenges. Given these challenges, cyber security is no longer

an option but a fundamental necessity to ensure the protection and resilience of EU

societies and economies.

Essential components of a cybersecurity project proposal

for successful EU grants

Developing and submitting a proposal for a cyber security grant project is a

complex exercise that requires the strategic integration of European, national, and

organizational priorities. Such alignment not only demonstrates the relevance of the

project, but also ensures that it responds to the real needs identified at all levels.
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How can European, national, and organizational strategies be aligned?
One of the most important challenges is to demonstrate the alignment
of the project proposal with the priorities set at European, national, and
organizational levels. This requires a well-defined process based on thorough
analysis, integration, and justification. Understanding the strategic context,
making direct links between the project objectives and the proposed
solutions, and justifying the intended impact are essential steps. These are
only the first steps.

EU legal framework on cyber issues to consider...

The European Union has put in place several strategies, regulations, policies,
and a legal framework to strengthen its cybersecurity. Thus, according to
key documents such as the EU Cybersecurity Strategy for the Digital Decade,
the EU considers cybersecurity as a major strategic priority. This document
demonstrates the EU’s proactive approach to cybersecurity and sets clear
objectives for protecting critical information infrastructures, creating a
secure digital space, and strengthening cooperation between Member States.
These objectives are essential for any project that aims to contribute to
strengthening the EU cyber security framework.

Another key document is the NIS2 Directive (Network and Information
Systems Directive) (EUR-Lex 2022a), which sets stringent standards for
cybersecurity management in key sectors such as health, transport and
energy. Compliance with the requirements of the Directive is essential to
demonstrate that the project aligns with European priorities. The NIS2
Directive is linked to the Critical Entity Resilience Directive (EUR-Lex 2022b).

Regulation 881/2019, known as the EU Cybersecurity Act (EUR-Lex 2019),
strengthens the role of the European Union Agency for Cyber Security
(ENISA 2025) and establishes a Cybersecurity Certification Framework for
ICT products, services and processes. The Regulation also aims to ensure
the smooth functioning of the internal market and to achieve a high level of
cybersecurity, resilience, and trust within the EU. On the other hand, ENISA
produces a large number of reports on EU projects and comprehensive
analyses of the EU cybersecurity landscape.

The Regulation on Cyber Resilience - Regulation (EU) 2024/2847'
(EUR-Lex 2024) provides EU-wide minimum cybersecurity standards for
digital products and software connected to the internet, setting a high level
of technological excellence. This regulation will improve the overall security
of society, with increasingly secure electronic devices available on the market
as designs with ICT components must clearly demonstrate how they meet or
exceed the set standards.

! The Regulation is also
known as the Cyber
Resilience Act.
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Response Team.
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There are, of course, other sectoral directives and regulations that form part of
the legal framework on cyber issues. All these, together with the new European
Cyber Security Competence Center (ECCC 2025), the EU’s innovation hub
for advancing cybersecurity technologies, reflect the commitment of the EU
and its Member States to build a united and secure digital ecosystem.

Alignment with national strategies...

At the national level, each EU Member State has its own cybersecurity strategy,
adapting European priorities into measures specific to the national context.
These strategies often emphasize CERT? capacity building and securing
critical information infrastructures. At the same time, national recovery
and resilience plans include strategic investments in digital transformation,
creating opportunities for projects focused on building digital resilience.

A well-founded project should clearly demonstrate how it addresses the
priorities outlined in these national strategies. For example, a project focused
on securing the digital infrastructure of hospitals should align with national
digital health strategies and specific measures specified in the implementing
legislation of the NIS2 Directive and also with additional sector-specific
measures.

Integrating organizational strategy...

In addition to being aligned with European and national priorities, the
project proposal should also reflect the mission, vision and strategy of the
organization developing it. This integration demonstrates that the project
is not just a response to a funding application, but is part of a broader,
well-articulated plan that reflects the values and strategic direction of the
organization.

For example, if an organization’s mission is to increase the digital resilience
of the public sector, the proposal should outline how the proposed solutions
contribute to this mission. Similarly, the organization’s long-term vision, such
as becoming a regional leader in cybersecurity solutions, should be supported
by the project’s ambitious goals.

A project aligned with the organization’ strategy is more likely to benefit from
its resources and expertise. For example, if the organization’s strategy includes
securing critical information infrastructures, the proposal should highlight its
continuity with previous initiatives and demonstrate how it adds value. Such
alignment can be argued through concrete examples of the organization’s
experience, such as the successful implementation of similar projects. This
demonstrates a deep understanding of the domain and the ability to deliver
tangible results.

... And the objectives of open calls - “call-fiche”
Another key aspect of developing a proposal is to explicitly align it with the
objectives of the open calls for proposals. These calls set out specific priorities,
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expected results and eligibility criteria that the proposal must address.

For example, if a funding request focuses on increasing the digital resilience of critical
information infrastructures, the proposal must articulate how the proposed solution
directly addresses this objective. This may include presenting a detailed technical
solution that addresses the problems outlined in the request, demonstrating
its alignment with strategic priorities such as interoperability, innovation, or
sustainability, and defining clear performance indicators such as, for example,
reducing response time to cyber incidents or improving data protection.

Open calls may also specify additional requirements, such as cross-border collaboration
or private-sector involvement. The proposal should address these requirements
explicitly, detailing how the project contributes to the objectives pursued.

Justifying the impact and establishing a solid implementation plan...

A well-structured proposal includes a clear section justifying the impact of the
project, supported by measurable objectives and performance indicators. For
example, a monitoring system that reduces the response time to cyber-attacks from
24 hours to 2 hours should be explicitly presented in the proposal. Such results can
be backed up with relevant statistics and reports, such as those from ENISA.

The proposal should also contain a detailed implementation plan, including the
resources available, the team involved and the project milestones. These elements
create an overall picture that gives confidence to the evaluators.

Who said it was easy?

Developing a proposal for a cybersecurity project is an achievable process when it
is approached systematically, following steps of thorough documentation, strategic
alignment, and detailed justification. By integrating EU, national and organizational
strategies, as well as the objectives of open calls for funding, the proposal proves its
relevance, feasibility, and value. In this way, the proposed project becomes more than
just an idea; it emerges as a solid solution that contributes to increasing cybersecurity
resilience at all levels.

Challenges, lessons learned, good practices,
and success factors for successful application to EU-funded
cybersecurity programs

Applying for EU-funded cybersecurity programs can be a complex but rewarding
process. Such activity presents several challenges, which can be both complex
and time-consuming. Based on experiences from previous applications, some key
challenges, lessons learned, and good practices related to funded programs dealing
with cybersecurity have been revealed, such as:

Understanding program objectives, priorities, and requirements. Not all EU
programs are similar. Each program has its own specific goals, objectives, and
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priorities. Many applicants fail to align their project proposals with the main
objectives of the program, leading to rejection. Please carefully read the call for
proposals, work programs and any related documentation. The project must align
perfectly with the objectives presented. Priority needs to be given to addressing EU-
wide challenges such as critical infrastructure protection, cross-border cyber threats,
or resilience to cyber attacks. It is particularly important that the technical, legal,
and financial aspects required in proposals for EU-funded projects should be well
understood and respected.

Focus on innovation and impact. EU funding tends to favour innovative, scalable,
and impactful cybersecurity projects. Proposals with vague objectives or low impact
often fail to stand out, with limited chances of winning. The project must provide
a clear innovative solution to urgent cyber security challenges. Measurable results
such as strengthening cyber security capabilities, improving threat detection, or
developing cross-border collaboration need to be demonstrated.

Strict compliance with EU policies and the legal framework to be followed
(regulations, financial management directives, eligibility criteria, funding limits,
evaluation criteria, reporting, data protection, state aid law, sustainability objectives
and any other sector specific legal requirements). Applicants must ensure compliance
with these rules and failure to do so may lead to disqualification of the project or
rejection of funding. This can be particularly difficult for organizations that are
unfamiliar with specific EU rules or that operate in multiple jurisdictions.
Applicants should invest time and effort to understand the policies and legal
framework relevant to the projects. In parallel, it is essential to involve legal or
financial experts who are familiar with EU compliance and funding requirements.

Highly competitive environment. Many EU funding programs, particularly in the
area of cybersecurity, are highly competitive because of the fairly large number of
applicants and the low proportion of proposals that could receive funding. A strong
record in cybersecurity or EU-funded projects, development of a highly innovative
and impactful project that directly addresses EU cybersecurity priorities, strong
partnerships and clear alignment with EU objectives can significantly increase the
chances of success.

Complex application processes and procedures. The application process for EU-
funded programs is often complex and requires extensive documentation. It involves
several steps (proposal writing, budgeting, partner agreements, compliance checks,
etc.). The complexity of the application may be a barrier for smaller organizations
or those with limited experience in EU funding. Incomplete or inaccurate proposals
may result in disqualification. This is why applicants should devote sufficient time
and resources to understand the requirements of the application and to ensure that all
conditions are correctly fulfilled. Career guidance or consultants can also be helpful.



BULLETIN

OF "CAROL I" NATIONAL DEFENCE UNIVERSITY

Difficulty in creating the right consortium. Collaboration is often key to the success
of proposals. Many EU-funded cybersecurity programs require the involvement of
multiple partners, including government bodies, research entities, academia, private
companies, and NGOs. Weak or insufficient partnerships can lead to the failure of a
funding application. Identifying suitable, reliable partners to commit to the project
can be a challenge and an incomplete or weak consortium can undermine the quality
and chances of the proposal, making it difficult to meet the program requirements.
In addition, inter-partner dynamics, different organizational cultures and unclear
roles can affect project implementation. Experts with complementary skills should be
recruited and all partners must be fully engaged and contribute equally to the project.
Establishing a strong consortium requires careful planning, and clear and transparent
communication from the outset about roles and responsibilities is essential. On
the other hand, applicants should partner with trusted organizations that bring
complementary skills and resources. It is clear that the EU’s international initiatives
in the field of cybersecurity should be further explored, including cooperation with
NATO, the UN, and non-EU states in addressing global cyber threats.

Budgeting and financial planning. Poorly prepared financial plans, unrealistic
budgets or administrative errors are often found in submitted proposals. Insufficient
clarity or transparency can also lead to doubts about project feasibility. Projects have
to adhere to specific rules on eligible costs, co-financing and reporting requirements,
and there is often a detailed breakdown of how the funds will be allocated. A lack
of clarity or inaccurate financial planning may lead to the rejection of the proposal.
In addition, financial complexity may discourage small businesses or research
institutions without in-house financial expertise. Applicants should carefully follow
the program’s financial guidelines. A detailed and realistic budget and transparency
in the allocation of funds are essential. Consultation with financial experts can
ensure compliance with EU rules. Applicants must be clear about how the funds will
be allocated and ensure compliance with EU financial rules. It is also necessary that
the programme guidelines are followed and that the administrative documents are
complete and accurate.

Risk of blocking activities and limited reporting. After receiving funding,
beneficiaries must report regularly on progress, results, and financial management.
This can be time-consuming and failure to comply with reporting requirements can
lead to sanctions or loss of funds. Applicants may underestimate the effort required
for post-grant activities (e.g. progress monitoring and reporting), which may result
in delays, mismanagement or even project failure.

In order to avoid such problems and to ensure good project management, applicants
should prepare a robust monitoring and evaluation framework to track project
milestones, outputs and expenditure incurred, as well as allocate the necessary
resources for regular reporting and internal audits.
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Risk management. Cybersecurity projects face numerous risks, including delays,
technical challenges, and potential collaborative failures. Underestimating risks
or providing weak mitigation strategies can lead to poor evaluation scores. A
comprehensive risk management plan outlining potential risks (technical, financial,
operational) and mitigation strategies should be developed. Being proactive in
addressing risks increases confidence in project execution.

Holding discussions with EU officials and other entities involved. Many applicants
fail to make timely contact with EU officials or other involved entities with an
important role in cybersecurity. This may limit the understanding of the program
priorities, leading to poorly aligned proposals. Active participation in information
days, networking events and webinars organized by the EU or funding bodies could
be a huge asset. In the meantime, engagement with relevant stakeholders and officials
early in the process to clarify any questions and refine the project, as well as getting
feedback from EU bodies, is important.

Sustainability. To be successful, projects need to consider long-term sustainability, as
EU funds are interested in supporting projects that have a lasting impact beyond the
funding period. Applicants need to clearly articulate how the project will be sustained
beyond the end of funding, conditions which would require establishing self-financing
models, partnerships with industry actors or ensuring that the results will be adopted
by end-users, including government bodies, businesses, and the public sector.

Communication and reporting. To avoid creating confusion and undermining
confidence in the project, a transparent, clear, and concise communication plan
should be developed, including measurable results, timelines, and regular reporting.
All stakeholders should be kept regularly informed of project developments.

Long and uncertain deadlines. Applications for EU funding usually involve long
preparation times and a delayed funding approval process. The assessment, selection
and funding agreement phases can take months or even longer. Prolonged timelines
can create uncertainty for organizations, especially if they need immediate funding
to start cybersecurity projects. Delays in receiving funding can also affect the project
implementation timetable. Applicants should plan ahead and be prepared for
possible delays. It is useful to have alternative funding sources or backup measures
in place to fill gaps during waiting periods.

Managing cross-border collaboration. Many EU cybersecurity programs involve
international collaboration, which means different partners in different EU Member
States need to work together. Cultural differences, different regulatory environments
and different legal systems can complicate the coordination process. Managing a
multinational project requires effective communication, understanding of different
laws and a harmonized approach to project objectives. These challenges can lead to
misunderstandings, delays, or inefficiencies.
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Clear governance structures, well-defined roles and regular communication are
essential for successful international collaborations. It is important that all partners
understand the project objectives and are committed to the common vision.

Limited knowledge of cybersecurity needs. Applicants may have difficulties in fully
understanding or addressing the specific cybersecurity challenges highlighted by the
EU. As the cybersecurity landscape is constantly evolving, it is essential to be well
versed in new types of threats, trends and emerging technologies through briefings
and consultation of EU publications, research papers, as well as participation in
relevant EU events addressing cybersecurity issues. The project proposal should also
be aligned with the latest EU cyber security strategies.

Proposals that do not adequately address current or future threats to cybersecurity
are unlikely to be accepted. In addition, misalignment of the project with EU
priorities or failure to demonstrate the relevance of the project to the European
cybersecurity agenda may affect the application.

Lack of post-project sustainability. EU funding often requires projects to
demonstrate how the results will be sustained and scaled up after the end of the
funding period. Many applicants strive to provide a clear roadmap for the long-term
sustainability of their projects, as those who fail to demonstrate clear sustainability
after the EU funding period risk being rejected. Funders want to ensure that
projects create a lasting impact and do not rely solely on continued EU funding.
A sustainability plan should be developed outlining how the project will continue
to operate, whether through commercialization, government support, industry
partnerships or other means.

Intellectual property and data sharing. In EU-funded collaborative projects,
intellectual property and data-sharing issues can be controversial. Some rights
disputes may also arise, especially when partners have different national or
institutional policies. To avoid friction between partners, delayed projects, legal
problems or funding sanctions, attention should be paid to the mismanagement
of intellectual property and non-compliance with data protection legislation.
Intellectual property, data-sharing agreements and confidentiality clauses should be
defined in advance. All partners need to be aligned on these issues and comply with
EU data protection and intellectual property legislation.

Preparing applications in advance. As the proposal development process often
requires significant time and effort, work should start early, allowing time for
drafting, review, refinement, and revisions.

%%

By applying these best practices and learning from previous experiences,
organizations can increase their chances of success when applying for EU-funded
cybersecurity programmes.
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Conclusion

Looking ahead, it can be concluded that the continued evolution of cyber threats
and the increasing dependence on digital technologies require sustained investment,
innovation, research, and development of digital infrastructure while increasing the
level of security of networks and information systems, capacity building in the cyber
security sector, exchange of information and experience, and better collaboration in
the field of cyber security. Strengthening international cooperation, fostering public-
private partnerships and improving cyber security education will also be essential
to ensure a secure digital future in the EU and the world, to ensure the protection
of privacy, the resilience of EU societies and economies, stability, national and
international security, the security of critical information infrastructure assets, as
well as democracy and the functioning of democratic institutions.

This paper has analysed the importance of cyber security project proposals for
ensuring the protection and resilience of EU societies and economies.

The scientific research, based on an analytical and exploratory methodology, validates
the research hypotheses and confirms that the success of cybersecurity project
proposals is conditioned by their alignment with EU strategies, compliance with the
legal framework and effective integration of European funding requirements. The
literature review of relevant directives and regulations, such as the NIS2 Directive,
the Cyber Resilience Act and the Horizon Europe, Digital Europe and CEF Digital
funding programs, highlights the importance of projects’ compliance with the
objectives set by the European Union for cybersecurity and digital resilience.

Comparing EU strategies and policies with the needs and challenges of applicants
reveals that differences between European requirements and the ability of
organizations to meet them can influence the chances of success of proposals. Thus,
strategic and documented alignment of projects not only demonstrates their relevance
but also ensures better integration into the European digital security ecosystem. The
research also confirms that a systematic approach to project development, including
a clear justification of their impact and long-term sustainability, is essential for the
success of applicants.

Analysis of good practice from previous successful proposals shows that a key
determinant is the formation of strong, interdisciplinary, and international consortia,
where partnerships between government institutions, private companies and
academic entities contribute to increasing innovation capacity and demonstrating
project impact. In this context, impact assessment and the definition of measurable
objectives are critical to validate the relevance of proposals.

Research also underlines the importance of effective risk management and
compliance with EU requirements. The implementation of a detailed risk
management plan, including clear mitigation strategies and robust monitoring
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mechanisms, contributes to optimizing the implementation process and avoiding
administrative obstacles. Therefore, projects that demonstrate rigorous planning,
clear integration into EU strategies and a sustainable approach are the most likely to
get funding and contribute to strengthening the EU’s digital resilience.

By recognizing and proactively addressing the challenges identified, while applying
the good practices presented and learning from past experiences, applicants/
stakeholders can increase their chances of success in securing EU funding when
applying for cyber security programmes.

Identifying the strategies and key components of successful proposals, examining
best practices, relevant case studies and lessons learned from previous EU
cybersecurity proposals could be vital factors for writing effective applications.

The current scientific research contributes to a better understanding of the specific
complexities of obtaining EU grants and developing sustainable cybersecurity solutions
in the EU and EU Member States and could have a direct impact on EU policies on
cybersecurity project proposals or the effectiveness of specific funding programs.

The study is of importance for national governments, the cyber security industry,
academia, civil society, legislators, and the EU institutions as it identifies the
specific challenges, lessons learned, best practices, success factors and difficulties in
preparing successful cyber security project proposals within the European Union.

At the same time, this work may be of relevance to cybersecurity professionals,
organizations, and policymakers in the EU. The material also provides concrete
recommendations for organizations wishing to submit successful cybersecurity
project proposals in the EU context.
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