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Abstract

This paper addresses the critical need to bolster Counterterrorism (CT) strategies in the Shipping industry, which
is responsible for the vast majority of global goods transportation. The objective is to advocate for the integration
of Competitive Intelligence (CI) into CT planning to address current security deficiencies. Key threats such as
piracy in Somalia and the Gulf of Guinea, ship-borne terrorism, and attacks on ports are examined, highlighting
the limitations of existing measures like the International Ship and Port Facility Security (ISPS) Code.

The first chapter delves into primary threats, including hijacking, piracy, ship-borne terrorism, and port
attacks, providing an in-depth analysis of their implications and necessary countermeasures. The second
chapter explores current CT measures, focusing on the role of the International Maritime Organization (IMO)
and the effectiveness of the ISPS Code, while identifying the reactive nature of existing strategies. The third
chapter proposes a strategic CI framework, emphasizing comprehensive data collection, advanced analysis,
threat identification, and proactive strategy development. Each component is detailed to illustrate how CI can
transform CT planning, making it more anticipatory and effective.

The authors anticipate that using CI will help stakeholders, including policymakers, Shipping companies,
and security agencies, adopt more proactive and effective measures against emerging threats. The proposed
framework emphasizes the importance of stakeholder collaboration, public-private partnerships, and
international cooperation. This study aims to enhance maritime security, ensure global trade’s safe and efficient
operation, and improve global maritime resilience, offering valuable insights for all industry stakeholders.
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he Shipping industry plays a pivotal role in global trade, handling the vast

majority of the world’s goods transportation (Grammenos 2010). However,
its crucial function makes it a prime target for terrorist groups seeking to disrupt
economic stability and create fear. Recent increases in maritime terrorism, piracy,
and other illicit activities highlight the urgent need for stronger Counterterrorism
(CT) strategies in the sector (Mohsendokht et al. 2024). Traditionally focused on
safety and accident prevention, the industry has overlooked CT planning, leaving it
vulnerable to complex terrorist threats. This paper proposes integrating Competitive
Intelligence (CI) into CT strategies to enhance maritime security.

The objective is to offer a comprehensive framework for incorporating CI into security
measures, empowering stakeholders - including governments, Shipping companies,
and international organizations - to proactively identify and mitigate potential terrorist
threats. The authors expect that adopting CI will improve risk anticipation, leading
to more effective and preventive measures. This study is intended for policymakers,
maritime security experts, and industry stakeholders, aiming to strengthen global
maritime resilience and safeguard the international supply chain.

Key Threats to the Shipping Industry

The present chapter delves into the primary threats facing the Shipping industry,
focusing on hijacking and piracy, ship-borne terrorism, and attacks on ports and
infrastructure. Each section aims to provide an in-depth analysis of these threats,
highlighting their implications and the measures needed to counteract them. The
objective is to offer a comprehensive understanding of how these threats disrupt
global trade and what can be done to mitigate their impact.

Initially, piracy, particularly off the coast of Somalia and in the Gulf of Guinea,
remains a significant threat to global Shipping. Piracy off the coast of Somalia, driven
by financial motives, has led to increased Shipping costs, disrupted trade routes, and
heightened security concerns. The collapse of Somalia’s central government in the
early 2000s created a lawless environment, enabling pirates to hijack commercial
vessels for ransom (Stanley and Uwizeyimana 2023). Pirates typically use small,
fast boats to overtake larger vessels, demanding substantial ransoms for the release
of ships and their crews. Despite international efforts to curb these activities, the
financial incentives from ransoms have perpetuated the cycle of piracy (Molina et al.
2024). The persistence of Somali piracy underscores the need for robust international
collaboration and sustainable solutions to address the underlying political and
economic instability in the region. Continued efforts to enhance maritime security
and develop local economies are crucial to mitigating this threat.

Moreover, piracy in the Gulf of Guinea is characterized by more violent and
organized attacks, often involving cargo theft, kidnapping of crew members, and
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armed robbery. This region, rich in oil, is a lucrative target for pirates who frequently
attack oil tankers and vessels involved in the petroleum industry (Schandorf 2024).
Unlike Somali piracy, which primarily involves hijacking for ransom, piracy in the
Gulf of Guinea focuses on stealing cargo, particularly oil, and kidnapping crew
members for ransom. The pirates in this region are highly organized, sometimes
with connections to onshore criminal networks (Ahorsu et al. 2024). Further, the
piracy situation in the Gulf of Guinea highlights the need for enhanced regional
cooperation and stronger security measures. Addressing the socio-economic factors
that fuel piracy and improving the capacity of local enforcement agencies are
essential steps towards reducing this threat.

Subsequently, there is increasing concern that terrorist organizations might leverage
hijacking and piracy to fund their operations or carry out ideologically driven attacks.
In Somalia, the extremist group Al-Shabaab has reportedly explored maritime piracy
as a revenue stream to support its insurgency efforts (Levy and Yusuf 2019). Similarly,
in the Gulf of Guinea, militant groups involved in the Niger Delta conflict might turn
to piracy to advance their political agendas. The potential for terrorist groups to exploit
piracy for funding and operational purposes necessitates a multifaceted approach
that includes CT strategies and strengthened maritime security protocols. Vigilant
monitoring and international cooperation are critical to preventing such exploitation.

Furthermore, Ship-borne terrorism represents an evolving threat as terrorists
increasingly consider using commercial vessels to transport weapons, explosives, or
personnel. Terrorists could use the anonymity of the Shipping industry to smuggle
weapons, including conventional arms, explosives, and weapons of mass destruction
(WMDs), posing severe risks to coastal cities and critical infrastructure (Bueger and
Edmunds 2024). Additionally, commercial ships may be used to transport personnel,
including operatives planning attacks in other countries. The global nature of the
Shipping industry provides cover for the movement of individuals across borders
without attracting attention (McNicholas 2016; Romero 2021). The threat of
ship-borne terrorism underscores the need for comprehensive security protocols
and international cooperation to monitor and secure Shipping routes. Enhanced
inspection procedures and intelligence sharing are vital in mitigating this risk.

Thereafter, ports serve as vital nodes in the global supply chain, making them prime
targets for terrorist attacks. Attacks on major ports could have devastating economic
consequences, disrupting global trade and triggering cascading effects throughout
supply chains (Raymond 2006). The complexity of port operations, involving various
stakeholders and handling vast amounts of cargo, presents numerous vulnerabilities
that terrorists could exploit. Additionally, ports often house large quantities of
hazardous materials, which can amplify the impact of an attack (Gordon et al. 2005).
Cyber-attacks pose a significant threat to port operations, capable of disrupting
logistics, sabotaging equipment, and compromising critical data (Kanellopoulos 2024b).
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Increasing reliance on digital systems for managing logistics and coordinating vessel
movements has heightened the risk of cyber-attacks. Terrorists could exploit these
weaknesses to cause operational paralysis and financial losses (Kanellopoulos and
Ioannidis 2024). The vulnerability of ports to physical and cyber-attacks highlights
the need for comprehensive security measures and robust cybersecurity protocols.
Investing in advanced security technologies and fostering international cooperation
are essential to safeguarding port infrastructure.

Eventually, the Shipping industry faces numerous threats, including hijacking and
piracy, ship-borne terrorism, and attacks on ports and infrastructure. Addressing
these threats requires a multifaceted approach involving international cooperation,
enhanced security measures, and addressing the underlying socio-economic factors
that contribute to these risks.

Current Counterterrorism Measures in the Shipping Industry

This chapter explores the critical role of the International Maritime Organization
(IMO) in enhancing maritime security and the measures taken by Shipping
companies to protect vessels, crews, and cargoes from evolving threats. The focus
is on the implementation and impact of the International Ship and Port Facility
Security (ISPS) Code, the response to maritime terrorism, and the need for more
proactive and intelligence-driven security strategies. The objective is to provide a
comprehensive understanding of the current security landscape and the necessary
steps to bolster maritime security globally.

The International Maritime Organization (IMO) has played a crucial role in
implementing regulations designed to enhance maritime security on a global scale.
Among the most significant of these is the International Ship and Port Facility Security
(ISPS) Code, established as part of the broader International Convention for the Safety of
Life at Sea (SOLAS) following the events of September 11, 2001. The ISPS Code provides
a standardized framework for assessing and managing security risks in ports and on
ships, outlining mandatory measures for governments, Shipping companies, and port
authorities (Lloyd’s Register 2024). This framework aims to deter and prevent acts of
terrorism and other unlawful acts against ships and port facilities by mandating security
assessments, the development of security plans, and the appointment of designated
security officers. Moreover, the ISPS Code emphasizes the importance of international
cooperation, requiring member states to share information and collaborate on security-
related issues to protect the global maritime transportation system.

In response to the growing threat of maritime terrorism, Shipping companies have
implemented various security measures aimed at protecting their vessels, crews, and
cargoes (Osaloni 2023). These initiatives include the deployment of armed guards on
board vessels, particularly when transiting through high-risk areas such as the Gulf
of Aden and the Gulf of Guinea. Additionally, companies have adopted advanced
vessel tracking systems that allow for real-time monitoring of ship movements,
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enabling faster responses to potential security incidents. Crew training programs
have also been enhanced, focusing on raising awareness of security threats,
improving emergency preparedness, and ensuring that crew members are equipped
to respond effectively in the event of an attack (Kanellopoulos 2024a, 2024c).

Despite these efforts, many of these measures are reactive in nature, primarily
designed to respond to incidents after they occur rather than to prevent them.
The reactive nature of many security measures limits their effectiveness, as they
are often implemented after a threat has been identified or an attack has occurred.
This underscores the need for more proactive and intelligence-driven approaches to
maritime security (Peisl ef al. 2021). By integrating CI and other advanced analytical
tools, the industry can enhance its ability to anticipate and mitigate potential threats
before they materialize. Such strategies would involve continuous monitoring of
threat landscapes, sharing of intelligence across borders, and the development of
predictive models that can identify potential risks in advance (Rasool et al. 2022).

While the existing international regulations and industry initiatives provide a
foundational level of security within the maritime sector, they are often insufficient to
address the increasingly sophisticated and evolving nature of terrorist threats. Current
strategies tend to focus on compliance with regulations and the implementation
of defensive measures, such as armed security and tracking systems (Okafor-
Yarwood and Onuoha 2023). However, these approaches may not be adequate in a
landscape where terrorist tactics are becoming more complex and unpredictable.
This underscores the need for more proactive and intelligence-driven approaches to
maritime security (Peisl et al. 2021). By integrating CI and other advanced analytical
tools, the industry can enhance its ability to anticipate and mitigate potential threats
before they materialize. Such strategies would involve continuous monitoring of threat
landscapes, sharing of intelligence across borders, and the development of predictive
models that can identify potential risks in advance (Rasool et al. 2022).

Ultimately, closing the gaps in current CT strategies requires a shift from reactive to
proactive security measures, ensuring that the maritime industry is better equipped
to prevent terrorist attacks and protect global trade. By implementing comprehensive
strategies that include advanced analytics, intelligence sharing, and continuous
threat monitoring, the maritime industry can enhance its resilience against evolving
threats and ensure the safety and security of global maritime operations.

Integrating Competitive Intelligence
into Counterterrorism Planning

This chapter delineates a strategic framework for integrating CI into CT planning
within the Shipping industry. Structured around several critical steps, this framework
aims to enhance the industry’s capacity to detect, assess, and respond to potential
terrorist threats, thereby improving the security of global maritime operations. This

81



A.N. Kenellopoulos; A. Ioannidis
No.4/2024 (vol. 13)

https://doi.org/10.53477/2284-9378-24-50

introduction sets the stage for a detailed exploration of each framework component,

emphasizing the importance of CI in maintaining a secure maritime environment.

» Data Collection: The initial step involves comprehensive data collection, which is

>

>

82

foundational to the framework. The quality and breadth of data gathered directly
impact the effectiveness of subsequent analysis and decision-making processes.
To ensure a well-rounded understanding of potential threats, data should be
sourced from diverse channels, including public records, intelligence reports,
satellite imagery, and social media platforms (Raptis, Katsini, and Alexakos 2021).
Each data stream offers unique insights, contributing to a multi-dimensional
view of the threat environment. The primary objective here is to amass pertinent
information to lay the groundwork for a detailed and accurate threat assessment
(Klemmer et al. 2023; Rodriguez-Ibaiez et al. 2023).
Data Analysis: Following data collection, rigorous analysis is crucial
(Morgenthaler 2009). This process transforms raw data into actionable
intelligence through advanced analytical tools and techniques such as data
mining, machine learning algorithms, and predictive analytics. Each method
provides unique capabilities in identifying potential security risks, thereby
enhancing the ability to detect and address threats effectively.
Big Data Analytics: In the CT context, big data analytics plays a pivotal
role. The Shipping industry generates extensive data daily due to its vast and
interconnected nature. Big data analytics enables the efficient processing
and examination of this voluminous information (Saxena and Lamest 2018;
Barnea 2021). Specifically, it allows for the monitoring of Shipping routes,
tracking vessel movements, and analyzing communication patterns, which
are crucial for identifying potential threats that might not be immediately
apparent through traditional analysis methods.
Threat Identification and Prioritization: Upon completing data analysis,
the next step is to identify and prioritize potential threats systematically. This
phase involves evaluating each identified threats likelihood and potential
impact on the Shipping industry (Yang et al. 2023). Prioritization is essential
for efficient resource allocation, ensuring that the most significant threats
receive immediate attention. By categorizing threats based on severity and
probability, stakeholders can focus on mitigating the most pressing risks, thus
enhancing overall security.
Strategy Development: Based on the identified and prioritized threats,
developing a targeted CT strategy is the subsequent step. This comprehensive
strategy should incorporate measures designed to mitigate or neutralize
identified threats, including implementing new security protocols, deploying
additional resources to high-risk areas, and developing contingency plans
for potential emergencies. The strategy must be adaptable, allowing for
adjustments as new threats emerge or as the security environment evolves
(Cavallo et al. 2020; Garcia-Madurga and Esteban-Navarro 2020).
Collaboration Among Stakeholders: Effective CT planning within
the Shipping industry necessitates collaboration among a wide array of



BULLETIN

OF "CAROL I" NATIONAL DEFENCE UNIVERSITY

stakeholders (Parker et al. 2017). This includes not only Shipping companies
but also government agencies, intelligence organizations, and international
bodies. CI serves as a critical enabler of this collaboration by providing
a shared framework for threat identification, assessment, and response.
Through CI, stakeholders can align their efforts, share valuable information,
and coordinate their actions to enhance collective security.

> Public-Private Partnerships: Public-private partnerships (PPPs) are particularly
vital in CT planning. The Shipping industry, primarily composed of private
entities, must work closely with governmental bodies to effectively counter CT
threats. PPPs facilitate the sharing of information, resources, and expertise
between the public and private sectors. CI plays a central role in these partnerships
by providing a common platform for data sharing and analysis, ensuring both
sectors are well-informed and capable of joint action in the face of threats.

> International Cooperation: Given the global nature of the Shipping industry,
international cooperation is indispensable for effective CT planning. This
cooperation extends beyond national borders, encompassing collaboration
with international organizations and regional security alliances (Seiglie
and Matelly 2011). CI enhances international cooperation by offering a
standardized approach to threat identification and assessment, facilitating
the seamless exchange of intelligence across countries, and helping build a
cohesive global response to maritime terrorism.

» Implementation and Monitoring: The final stage of the CI-driven CT
framework involves implementing and continuously monitoring the developed
strategy (Muramudalige et al. 2023). This requires deploying necessary
resources, training personnel on new security protocols, and establishing
monitoring systems to track the strategy’s effectiveness (Gancher et al.
2023). Continuous monitoring is critical to ensure that the strategy remains
responsive to evolving threats. This phase involves regular assessments and
adjustments to the strategy as needed, ensuring its effectiveness in mitigating
risks and protecting the Shipping industry from potential terrorist activities
(Yang et al. 2023). By embedding CI into ongoing operational processes,
stakeholders can maintain a dynamic and resilient CT posture capable of
addressing current and emerging challenges.

In due course, integrating CI into CT planning within the Shipping industry
represents a significant advancement in maritime security. By following a structured
framework that includes comprehensive data collection, advanced data analysis, and
proactive threat identification and prioritization, the industry can enhance its ability
to anticipate and mitigate potential threats. Collaboration among stakeholders, public-
private partnerships, and international cooperation further strengthen the industry’s
CT capabilities. Continuous implementation and monitoring ensure that strategies
remain effective and adaptable to evolving threats. This proactive and intelligence-
driven approach is essential for safeguarding global maritime operations and ensuring
the security of international trade.
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Conclusions

The present research leads to several key conclusions about the integration of CI into
CT strategies in the Shipping industry.

Firstly, the study identifies critical threats to the industry, including piracy and
hijacking, ship-borne terrorism, and attacks on ports and infrastructure. Piracy,
particularly off the coast of Somalia and in the Gulf of Guinea, remains a significant
threat, disrupting global trade and posing serious risks. The persistence of piracy
in these regions underscores the need for enhanced international collaboration and
sustainable solutions to address the underlying socio-economic issues that fuel such
activities. Ship-borne terrorism, where terrorists use commercial vessels to transport
weapons and personnel, presents an evolving threat that requires stringent security
protocols and international cooperation to monitor and secure Shipping routes.
Additionally, ports, as critical nodes in the global supply chain, are vulnerable to
both physical and cyber-attacks. Comprehensive security measures and robust
cybersecurity protocols are essential to safeguard these vital infrastructures.

Evaluating current CT measures reveals that while the ISPS Code provides a
foundational security framework, its reactive nature limits its effectiveness. Similarly,
industry initiatives such as deploying armed guards, implementing advanced
tracking systems, and enhancing crew training programs are crucial but need to be
complemented by predictive intelligence and continuous monitoring to preempt
threats more effectively.

Moreover, the proposed integration of CI into CT planning involves several critical
steps. Comprehensive data collection from diverse sources, followed by rigorous
analysis using advanced tools, is essential for transforming raw data into actionable
intelligence. Utilizing big data analytics to monitor Shipping routes, track vessel
movements, and analyze communication patterns significantly enhances threat
detection capabilities. Systematic identification and prioritization of threats ensure
that resources are allocated efficiently to address the most significant risks.

Subsequently, developing proactive strategies involves collaboration among
stakeholders, including Shipping companies, government agencies, and international
bodies. CI facilitates this collaboration by providing a shared framework for threat
assessment and response. Strengthening public-private partnerships and enhancing
international cooperation are crucial for sharing information, resources, and
expertise to counter CT threats effectively.

Furthermore, implementation and continuous monitoring of the developed CT
strategies are vital. This requires deploying necessary resources, training personnel
on new security protocols, and establishing monitoring systems to track the strategy’s
effectiveness. Regular assessments and adjustments are necessary to maintain the
effectiveness of security measures. Continuous integration of CI into operational
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processes ensures a dynamic and resilient CT posture, capable of addressing both
current and emerging challenges in maritime security.

Summing up, integrating CI into CT strategies provides a robust framework for
enhancing maritime security. By adopting a proactive, intelligence-driven approach,
stakeholders can significantly improve their ability to anticipate and mitigate threats,
thereby ensuring the safe and efficient operation of global trade.
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