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Abstract

This article addressed general issues regarding the Chinese legislative framework, competent
authorities, China’s strategic objectives and the challenges in terms of international cooperation
in the field of cybersecurity. The main objective of the research is to identify the actors involved
in ensuring China’s cybersecurity, describe their responsibilities and correlate them with Chinese
cyber-security legislation and China Cyber Security Cooperation Strategy. This study traces
preliminary considerations for future in-depth analyses of the impact of China’s actions in the
field of international cybersecurity.

Among the main findings of the study the aspects briefly identified were related to the influences
of the policies and narratives of the Chinese Communist Party presented in China’s International
Cyber Security Cooperation Strategy, as well as to the fact that, despite China’s intention to become
a cyber power, open to cooperation, international reactions are quite reluctant due to allegations of
cyber espionage and domestic surveillance problems existing at the national level, among others.
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ybersecurity has become an essential part of states’ foreign and security policy,
due to accelerated globalisation and digitalisation. As one of the world’s largest
economies and technological powers, China has created a comprehensive strategy
for international cooperation in cybersecurity. In recent years, China has stepped
up its efforts to participate in global discussions and partnerships, multilateral
cooperation being the key to addressing international cyber challenges.
In the reviewed literature some studies approach the Chinese legislative framework
regarding cyber security historically and others analytically from the perspective of
international cooperation.
Thus, relevant studies on the evolution of cybersecurity legislation in China
include Rogier Creemerss study which provides an in-depth analysis of Chinese
cybersecurity legislation.

Since the late 1990s, China has adopted a policy of “informatization” - or {5 5.t
(xin x1 hua), which includes the use of digital technology in economic, social and
governmental activities. This policy evolved with the establishment in 2014 of the
Central Leading Group for Cybersecurity and Informatisation, chaired by President
Xi Jinping. Following this step, during the Xi administration, the "Cyber Power
Strategy" or "PX %o [E KRB " (Wangluo gidnggudé zhanliie) was developed, with
the primary aim to improve China’s technological capabilities and modernize state
governance, including projects such as judicial informatization and the social credit
system (Creemers 2023).

Another landmark study in the reviewed literature is Meirong Guos “Chinas
Cybersecurity Laws, Their Relevance to Critical Infrastructures and the Challenges
They Face”. His study brings a new interpretation to the Cybersecurity Law adopted
in 2016, which from his perspective was not effectively implemented because
cybersecurity was integrated into several laws, or administrative regulations already
in place at the departmental level and the law lost consistency. Guo also points
out that the People’s Republic of China did not have specific legal regulations for
cybersecurity before the adoption of the Cybersecurity Law in 2016; nevertheless,
he stresses the importance of China’s participation in international cooperation in
cybersecurity to formulate international technical standards and deal with global
cyber threats (Guo 2018).

In this context, China is committed to building extensive cooperative partnerships
with all participants of the international community, developing dialogue platforms,
and promoting a fair cybersecurity framework for all (MFA CN 2017). China has
adopted this approach in its cooperation with ASEAN and the Shanghai Cooperation
Organization on network and information security emergency response.

In all normative papers and Chinese leaders’ speeches, China declares itself
open to cybersecurity cooperation, demonstrating this interest through active
participation in World Summits on Information Society and other international or
regional cybersecurity-related conferences. China hosted the first World Summit
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on Cybersecurity, which was organised by the EastWest Institute in Dallas.
This event is mentioned by Chinese leaders in all cybersecurity-related
public presentations to position China as a leader in the field and one of
the initiators of international cybersecurity dialogue (Chinese Embassy in
the UK 2011). China also states that it supports a multilateral, democratic
and transparent global internet governance system (MFA CN 2023) and
includes supporting the United Nations in its leadership role in global digital
governance and rulemaking, stressing the need for an open and fair approach
to cyber governance.

Another pillar of China’s strategy is cooperation in research and development
to enhance cybersecurity through industrial and academic partnerships. This
includes collaborating with international research institutions and universities
(Zhang, et al. 2022). In this context, China announced, in 2017, a project
to 4 to 6 world-renowned cyber security institutes by 2027. These institutes
will have the main objectives of training professionals in network security,
conducting relevant academic research and cooperation with companies and
governmental departments. One of the major objectives of these institutes
is international cooperation, which includes the training of key academic
staff abroad and the development of academic research collaboration within
international consortia (Chinese Ministry of Education 2017).

According to the study published in 2021 by the Center for Security and
Emerging Technologies, China established the National Cyber Security
Center (NCC) in Wuhan!, which includes seven research, talent development
and entrepreneurship centres. NCC is home to two laboratories focused on
governmental cybersecurity research and an incubator to support innovation
in the private sector. (Fig.1.) This centre is supported from the highest levels
by the Chinese Communist Party (CCP) and aims to reduce dependence on
foreign technologies and promote national innovation (Cary 2021).

Talent Exhibition Commercial

Authentication | Evaluation & Big Data Programs Center Center

Center Center Center

Figure No. 1 National Centre for Security and Emergent Technologies (Cary 2021)

! Video about NCC in
Chinese language : https://
www.bilibili.com/video/
BV1Vz41127gT/%t=
0hOm54s
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Price Waterhouse Cooper (PWC) notes in a report published in 2023 that, despite
public openness to cybersecurity cooperation, international cooperation norms are
affecting China’s domestic cybersecurity policy, forcing Beijing to implement strict
regulations and laws to manage data flows and protect critical infrastructure (PwC
Indonesia 2023).

Despite its efforts to become a cyber superpower, China faces significant challenges,
such as accusations of cyber espionage and concerns about its domestic methods of
surveillance and information control (Julian 2021).

Given China’s legislative developments in cybersecurity but also its strategic goal of
becoming a cyber superpower during the Xi administration, an introductory study
on China’s current legislative outlook on cybersecurity was deemed appropriate. The
research will include a brief overview of the structures that ensure cybersecurity
at the national level given that these were not identified in a unified way in the
literature reviewed, but only in the text of the Chinese Cybersecurity Law. Finally,
the perspective of the cyber security cooperation strategy and the challenges in
implementing the objectives will be briefly analysed.

Methodology and Research Limitations

This study aims to identify the preliminary considerations regarding China’s legislation
and strategy in cybersecurity and their effects on international cooperation on
cybersecurity. This research hypothesises that China’s desire to protect its cyber
sovereignty and strengthen its position as a cyber superpower has a significant impact
on international cybersecurity cooperation. Thus, the following research question
emerges: How does China’s cybersecurity legislation affect cooperation with other states?
In the testing of the hypothesis, quantitative methods were used for data collection
and analysis: secondary data analysis (for literature) and content analysis (for
legislative texts). Secondary data analysis involves finding answers to new research
questions using data that has already been collected from other studies (Fulton
Library n.d.).

The article is a brief introduction to Chinas cybersecurity, which is limited to
presenting the most important aspects, from the author’s perspective, of the China
Cyber Security Act, but also of the Chinese International Cooperation Strategy,
as well as identifying some of the challenges that the Chinese Government has in
achieving its objectives of international cooperation in the field of cyber security.
These preliminary considerations will also refer to the main tasks of the competent
authorities dealing with the implementation of the action plan of the cybersecurity
strategy according to the law.

All these might open new research opportunities in the field, by in-depth studies
using other research methods, which due to the constraint of time, could not be
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developed in this article. The elements presented in the study can thus be
used as a reference or starting point for future in-depth analyses conducted
by researchers interested in the topic, as well as by experts in policy and
strategy development in China’s international cybersecurity cooperation.

The article is structured into two main sections preceded by a short
introduction and this methodology is accompanied by the limits of research.
At the end, there are underlined a series of conclusions. The first section is
devoted to a brief presentation of the structure of the state apparatus dealing
with cybersecurity in the People’s Republic of China and the legislative
framework on cyber security. As far as the legislative framework is concerned,
only China’s Cyber Security Act has been examined.

The second section of the article is an introduction to the Strategy of the
People’s Republic of China for International Cooperation in the field of
cybersecurity and the challenges in achieving the objectives set out in the
strategy. Regarding China’s challenges in achieving the objectives set out
in the strategy of international cooperation, three cases of Chinese cyber-
spying-related groups were analysed: APT10, APT 31 and APT41.

The findings of the study highlight the importance of the topic and the
need to conduct more studies in the field of cybersecurity, especially on
the perspectives that come from China for a better understanding of the
prospects of international cooperation in cyberspace security.

Brief Overview of the Structure of the State Apparatus
in Charge of Cybersecurity in the People’s Republic of

China and the Legislative Framework for Cybersecurity . "~~~
. . € law wi € analyse
in China (gov.cn): as a whole.

To understand the structure of the state apparatus in charge of cyber security
in China, it is necessary to remember that in an autocratic state like China,
no governmental structure is independent or functions on its own without
the impact of the strategies and narratives of the Chinese Communist Party
and its leaders.

So, given this pyramidal structure, the Central Commission for Cyberspace
Affairs (CCCA) of the Central Committee of the Communist Party of China
is the main body responsible for implementing cyber security policies,
founded in 2018 following the 2014 efforts initiated by the Cyber Security
and Information Security Working Group. The CCAC is responsible for
coordinating the activities of the following subordinate agencies and
entities, which communicate and collaborate: Cyberspace Administration
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(CAC), Public Opinion Information Center, China DNS Registry managed
by China Internet Network Information Center (CNNIC), CNCERT
(National Cybersecurity Incident Response Center), TC260- China National
Information Security Standardization Technical Committee, and China
Cybersecurity Association. The effective coordination of these agencies and
entities is essential for implementing cybersecurity policies and promoting
integrated cyberspace governance in China. Reflecting the strategic
importance that the Communist Party of China gives to cyber control and
cybersecurity, Xi Jinping, together with Li Qiang and Cai Qi, chairs the CCAC.

Cyber Space
Administration (CAC)

‘Commission for
Affairs (CCAC)

Central Committee of the
Communist Party of China

ion.
National Information
Security of China
(TC260)

Figure No. 2 Structure of the state apparatus in terms
of cyberspace and cybersecurity in China?

The following diagram, designed by the author, presents the structure of
the state apparatus in charge of cyberspace and thus cybersecurity in China
for a more precise understanding of the above. After the presentation of the
diagram, a brief overview of the tasks of each institution will follow.

The Cyberspace Administration (CAC) is Chinas national cyber regulation
agency. In addition to national cyber regulation, the CAC also deals with
cyber censorship and sets specific policies. This entity is vital to China’s
cyber governance system as it is responsible for overseeing and controlling
the internet to ensure that all content published on the internet meets the
requirements of the Communist Party of China (CCP). The CAC, through
its cyberspace management responsibilities, also sets rules for technology
companies and monitors online communication to prevent the spread of
information deemed dangerous or destabilizing to the state (CAC n.d.).

In 2019, CAClaunched a project to eliminate pornography, violence, gambling,
fraud, superstition, parody, threats and the spread of “inappropriate lifestyles”
and “bad popular culture” that imposed a high level of online content control,
favouring the online positive image of the CCP (Xinhua 2019).

In the same year, CAC issued a regulation stipulating that any behaviour
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deemed to be considered a cybercrime will be added to the social credit system -
the cyber criminals’ punishment being the impossibility of accessing bank credits or
other citizen facilities (Dandong 2019).

Another important institution of the state apparatus in the field of cybersecurity is
the Public Opinion Information Centre, which brings together government efforts
of censorship and surveillance of information on the internet, and monitors, and
analyses public opinions on the internet. There are references to this centre, only in
the text of the law. The study has so far not yet identified any other sources to present
or discuss the activities of the Centre.

The structure responsible for managing the DNS Registry of China is the China
Internet Network Information Centre (CNNIC). Regarding the management and
operation of the top-level domain (TLD), CNNIC is responsible for the “cn”
domains. This includes overseeing domain entries and ensuring that the DNS
infrastructure associated with these domains works well. On the other hand, CNNIC
has an important responsibility in protecting personal data and cybersecurity:
ensuring the security of the DNS infrastructure and protecting users’ data. This
includes establishing security rules to prevent abuse and cyber-attacks, as well
as managing WHOIS data, which contains information about domain owners.
To comply with international standards in domain name management, CNNIC
works with ICANN and other international internet management organizations.
This includes active involvement in global policy processes and implementation of
international decisions in China’s domain system. Finally, CNNIC encourages the
creation and use of internationalized domain names (IDNs), which allow the use of
Chinese characters in the domain name. This would facilitate internet access in the
native language of Chinese speakers (CNNIC n.d.).

CNCERT (National Cybersecurity Incident Response Center) oversees cyber threat
prevention efforts, anticipating and blocking potential attacks before they affect
national networks or critical infrastructure, and ensures the fullest and fastest
possible recovery after handling an incident, thus restoring affected services
and systems. CNCERT works with similar teams in other countries and with
international organisations to manage cybersecurity incidents that may affect various
countries. CNCERT is a member of the Forum of Security Incident Response Teams
(FIRST) and one of the founders of the Asia Pacific Computer Security Incident
Response Group (APCERT). CNCERT informs the public and organizations about
cybersecurity risks and best practices for protection and collects and distributes data
about security vulnerabilities through the China National Vulnerability Database
(CNCERT/CC n.d.).

The main objective of China’s Technical Committee for National Information Security
Standardization (TC260) is to create national standards for cybersecurity. This
committee is responsible for the establishment and maintenance framework of
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standards governing various aspects of cybersecurity in China, such as network
products and service security, critical information infrastructure protection
and cybersecurity incident management. TC260 works with other government
entities and private sector organizations to ensure that cybersecurity standards are
consistent and effective. This involves non-government legal entities such as national
and international companies’ contributions. According to public data published
on the organization’s official website, TC260 has published about 300 technical
cybersecurity standards so far and continues to improve them to meet the ever-
changing needs in cybersecurity (TC260 n.d.).

The Cybersecurity Association of China (CSAC) coordinates public-private policies
between the private, public and academic sectors. CSAC influences Chinese
cybersecurity legislation through its activities. This includes promoting industry best
practices and security standards. CSAC argues that the Chinese origins of goods and
services improve the country’s security, so it recommends using goods and services
offered by Chinese companies over foreign competitors. The association works to
promote and defend China’s cybersecurity interests internationally by participating
in discussions and negotiations on international cybersecurity standards and
legislation (Cyber Security Association of China (CSAC) n.d.).

Chinas Cyber Security Act (gov.cn 2016), approved in its first format on
7 November 2016 and entered into force on 1 June 2017, constitutes the legislative
frame for cyber security in China. The general objective of the law is to ensure
network security, cybersecurity, national security and public interests, protect the
rights and legitimate interests of citizens, and promote healthy economic and social
digitalisation. The state provides measures to monitor, defend and manage network
security risks and threats coming from within and outside China’s borders, protects
critical infrastructures from potential attacks and menaces, provides penalties for
cybercrimes, and is meant to assure order and security in cyberspace. Another
important aspect mentioned in the law concerns data localization. In China, the law
requires essential personal data and other personal data collected from cyberspace to
be stored within the country. Critical infrastructure operators are required to ensure
this by law. Article 2, Chapter 1 states:

This Law shall apply to data processing activities, security supervision and regulation of
such activities within the territory of the People’s Republic of China. If data processing
outside the territory of the People’s Republic of China harms national security, public
interests or the legal rights and interests of persons or organizations in the People’s
Republic of China, legal liability shall be investigated in accordance with the law.
(NPC.GOV.CN 2021)

In addition to the Cybersecurity Law, the Data Security Law was published (2021)
that imposes new rules for enterprises interacting with Chinese citizens both at home
and abroad, and the influence of domestic legislation migrating to foreign space with
implications for China’s international cybersecurity cooperation is observed.
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China’s cybersecurity law also provides perspectives on international cooperation,
governance of cyberspace, research in network technology and setting standards
for combating cybercrime. It also stresses China’s commitment to building a secure
and open cyberspace as secure that reflects the values of transparent, democratic
and multilateral governance, as stipulated in the text of the law (gov.cn 2016). In
addition, the Chinese Government is encouraging the adoption of various skills
training policies in the field of cybersecurity, encourages international talent
exchanges and supports companies and research institutions to participate actively
in the national network security standards’ design. Regarding this process, the
China Cyber Space Administration (CAC) is responsible for authorizing and testing
all network products before they are marketed, ensuring that they meet the strict
security standards imposed nationally (Cyberspace Administration of China 2017).

On 12 September 2022, major amendments to the China Cyber Security Act were
introduced. These amendments introduced new fines and penalties for breaches
of general network security rules. In addition, the administrative penalties for
cybercrimes committed by critical infrastructure operators have been reviewed and
several administrative sanctions and prohibitions for other illegal acts not mentioned
in the previous administrative legislation have been added. The amendments to the
Cyber Security Act underline China’s commitment to strengthening cybersecurity
and responding dynamically to emerging challenges in the field (gov.cn 2016).

Thus, the cybersecurity legislative framework as well as the CACC’s objectives,
through all subordinate agencies and entities, are meant to strengthen China’s
ability to control and regulate the national cyberspace. These structures not only
enforce policy but also influence the cyber landscape, targeting both domestic and
international audiences. It is important to reflect on the role these structures play
in promoting cyber security as well as censoring online content, with a significant
impact on freedom of expression and human rights in the digital age, especially when
references are made to China’s international cooperation in the field of cyber security.
The following section will discuss some relevant introductory issues and themes,
from the author’s perspective, on Chinas strategy for international cybersecurity
cooperation.

People’s Republic of China’s Strategy for International
Cybersecurity Cooperation — Short Presentation of the Key
Points and Challenges in Achieving the Strategy’s Goals

China’s Strategy for International Cooperation in Cyberspace (launched in 2015 but
updated on a regular basis - last update: 2022) (Xinhua News Agency 2017) is in line
with President Xi Jinping’s belief that countries are interconnected, have common
interests and must cooperate to achieve common goals of maintaining peace and
security. Therefore, promoting openness and cooperation in cyberspace are common
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interests, but also responsibilities of the entire international community.

The Chinese model of international cooperation (as it appears, officially, in all
normative acts and especially in the speeches of Chinese leaders) is the promotion
of a new kind of cooperation in international relations: win-win. This model is also
present in the Chinese strategy for international cooperation in cyberspace.

In the text of the strategy, the phrase M%% 5% [E (wdngluo gidnggud) is frequently
found, which can be interpreted as an expression of the main objective of the
strategy: the Chinese pathway to become a "cyber superpower” or "a national
power in cyberspace", and among the secondary objectives of the strategy there
is identified the need for a state to control and govern its own cyberspace (Xinhua
News Agency 2017).

There are six objectives of the Chinese Strategy for International Cybersecurity
Cooperation:
1. Defending national sovereignty and security in cyberspace.
2. Developing a system of new international rules and norms for cyberspace.
3. Promoting fair Internet governance: it advocates for fair and equitable
international Internet governance.
4. Protecting the legitimate rights and interests of citizens: it focuses on
protecting the rights and interests of individuals in cyberspace.
5. Promoting cooperation in the digital economy: it aims to strengthen
cooperation in the digital economy at the international level.
6. Building relevant platforms for cultural cyberspace exchange: it emphasizes
the importance of cultural exchanges in cyberspace (Xinhua News Agency
2017).

The strategy states that the Chinese state promotes international cooperation based
on the principles stipulated in the UN World Summit on Information Society
(WSIS) format: building an inclusive, people-centred and development-oriented
information society (Sustainable Development 2016).

China’s concrete initiatives in international cooperation in cyberspace, according to
the strategy’s action plan, include (Xinhua News Agency 2017):
e Promoting fair Internet governance: China has advocated for fair and
equitable international Internet governance.
e Deepening cyber cooperation with other countries: China has worked
to deepen cyber cooperation with the UN, US, Russia and the EU (joint
activities, expert-level meetings and development of cooperation projects
through digital economy initiatives).
e Cyberspace trade rule formulation and policy coordination: China has
expressed support for the formulation of cyberspace trade rules and effective
policy coordination between states.
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e Enforcement of international law in cyberspace: China aims to enforce
international law in cyberspace to strengthen its position in the global digital
order.

o China will continue to organise the annual Wuzhen Summit (World Internet
Conference) and other international conferences and forums: the Conference
on Interaction and Confidence Building Measures in Asia (CICA), the Forum
on China-Africa Cooperation (FOCAC), the China-Arab States Cooperation
Forum, the Forum of China and the Community of Latin American and
Caribbean States and the Asian-African Legal Consultative Organization.

e Discussions and consultations in the China-Japan-Korea format, ASEAN
Regional Forum and Boao Forum on cyber policies will continue.

e China is promoting cooperation on cybersecurity within the Shanghai
Cooperation Organization (SCO) and BRICS.

Nevertheless, in terms of advanced technologies, China aims to become a world
leader in the field. This goal has a significant impact on global cyberspace. The article
will further highlight China’s strategic goals in the development of processors and
other high technologies, as well as their effects on global cyberspace. To become a
world leader in advanced technologies, China is advancing in reducing dependence
on foreign technology products, especially those coming from the United States
and other Western countries. This refers to the creation of domestic software and
processors to replace imported products. So, an important step in this endeavour
was to ban the use of Intel and AMD processors on government computers and
servers (Zulhusni n.d.).

The Chinese government is investing substantially in emerging technologies such
as artificial intelligence (AI), and quantum computing, among others. For example,
China began building open-source RISC-V processors and launched quantum
communications satellites. These processors are used in various industries, such as
autonomous vehicles and artificial intelligence (Goswami 2023; Cheung 2023).

By exporting technology, its own standards, and promoting cyber sovereignty,
China is seeking to increase its global influence. This also includes promoting the
standards that support China’s Internet governance model and active involvement in
international standardisation organizations (Cary 2023). Thus, integrating Chinese
technology into the vital infrastructures of other states can cause vulnerabilities,
which can later lead to cyber espionage activities (Pleil 2023).

China’s international cybersecurity cooperation strategy promotes the establishment
of a world order in cyberspace, based on rules agreed upon by all members of
the international community, highlights the need for expanded partnerships in
cyberspace, supports international cooperation in combating cyber terrorism and
cybercrime, and promotes reform of the global governance system of the internet.
(Xinhua News Agency 2017).
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Within the text of the strategy, special attention is attributed to public opinion and
its presence in the online space. It is considered that the online presence of public
opinion has become the most important task of Chinese propaganda, and as such,
the need to maintain a “positive energy” online and offline is emphasized to “keep
things under control” as mentioned in the text strategy (Xinhua News Agency 2017).
Positive online advertising must be stronger than ever so that the Party’s ideas always
become the strongest voice in cyberspace. An important feature of China’s cyber
security is the Chinese government’s strict control and supervision of the internet, as
reflected also in Art.12, Chapter 1 of the PRC Cyber Security Law:

Any person and organization using the internet must comply with the Constitution and
laws of the country, respect public order and social morality; must not jeopardize cyber
security and may not use the internet to engage in activities that endanger national
security, national honour and national interests; must not undermine national
sovereignty, overthrow the socialist system, incite separatism, break national unity,
support terrorism or extremism, promote ethnic hatred and ethnic discrimination,
disseminate violent, obscene or sexual information, create or circulate false information
to disrupt economic or social order or information that violates the reputation,
confidentiality, intellectual property or other legitimate rights and interests of others
and other such acts.

To ensure the successful implementation of Art.12, Chapter 1 cited above, China
has developed the control and monitoring system known as the “Great Firewall”
It involves monitoring users’ online activity and blocking access to numerous
international websites. By preventing the spread of information considered
subversive or harmful, this centralised and comprehensive method seeks to maintain
political and social stability. China monitors and censors the content that appears
on the internet: it blocks or censors sensitive information about the government or
human rights, users are monitored in detail for all their online activities, including
browsing history, messages and posts on social networks; personal information
such as phone numbers or identity cards are collected by internet service providers;
Chinese websites are obliged to censor content deemed inappropriate, as well as to
collaborate with authorities to track and report suspicious activities (Stanford n.d.).

Regarding international cooperation with other regions, China uses the BRICS
platform (Brazil, Russia, India, China and South Africa, Iran, Egypt, Ethiopia and
the United Arab Emirates) to promote cooperation in the field of cybersecurity.
China has sought within this group to collaborate on joint projects to combat
cybercrime and improve information security. In a broader approach, these efforts
are part of a goal linked to building a network of alliances with developing countries
and counterbalancing Western influence on global internet governance (Li 2018).

China has also made significant steps in cybersecurity cooperation with Thailand
to create a safer cyberspace and protect citizens from malicious activities. This
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collaboration includes information sharing, best practices and technological
innovations to combat cyber threats (Saffa 2024).

In East Asia, countries such as India, Vietnam, Japan and South Korea consider
China an aggressive cyber power, despite China’s efforts to position itself as a
leader in cyber cooperation through BRICS. These nations are concerned about
China’s ability to exploit cyber power for surveillance and espionage purposes, a
situation that has generated regional tensions and spurred initiatives to strengthen
cybersecurity (Wagner 2019).

Following this context, Vietnam and Japan have signed a cybersecurity agreement
to combat China’s aggressive cyber-attacks. This agreement is a consequence of
both countries’ concerns about China’s cyber activities in the Indo-Pacific area
(Yamaguchi 2021). Nonetheless, in January 2024, Vietnam discovered that China-
supported advanced persistent threat groups (APTs), such as APT31, APT41,
Grayling, Mustang Panda and SharpPanda, were involved in cyber espionage
activities on Vietnamese governmental agencies. Japan has also intensified cyber
defence cooperation with the United States, Australia and others, participating in
NATO cyber exercises and signing cyber security agreements, in addition to that
with Vietnam Singapore and Indonesia. Japan has regularly protested the presence
of the Chinese Coast Guard near the Japan-controlled, but China-claimed Senkaku
Islands, indicating a constant concern about China’s cyber and military activities in
the region (Truong 2024).

Unlike East Asian states, which are reluctant to cooperate on cybersecurity with the
PRC, the Russian Federation and the Solomon Islands, as well as Thailand, are open
to cooperation with China and have already taken steps in this direction.

As for the relationship with the Russian Federation, since 2017, the Chinese Cyber
Space Administration (CAC) has been working with Roskomnadzor, the Russian
internet regulatory and censorship authority. This cooperation demonstrates that the
two states share similar views on internet control and surveillance. It is also part of a
broader effort to promote cyber sovereignty and counter Western influence in terms
of governance of international cyberspace (Kremlin 2017).

In 2023, China and the Solomon Islands signed a cooperation agreement in the
fields of cybersecurity and police. This agreement is part of China’s efforts to expand
its influence in the South Pacific by providing technical assistance and training in
cybersecurity (Smith 2023).

Regarding cooperation in the field of cybersecurity between China and the EU,
although there have been several discussions on cooperation on cyberspace between
the EU and China, so far, there is still no real cooperation between the Union and
China. In the negotiating process on cooperation, efforts have been for cooperation
in the digital field, including the development of a common framework for the
governance of electronic data (EIAS 2023). These efforts are the result of mutual
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recognition of the potential benefits of collaborating in combating cybercrime,
promoting digital commerce and protecting critical infrastructures (European
Commission 2019).

The difficulty of China-EU cooperation is also caused by China’s malicious cyber
activities, carried out by state actors against the EU, which will be detailed further in
this section. As a result of these incidents, the EU has asked China in 2021 to take
adequate measures to stop these activities. (European Council 2021).

Although in 2015, during the Obama administration, the US and China reached
an important agreement by which they pledged to refrain from cyber economic
espionage in both states (The White House 2015), China is still involved in
numerous cases of cyber espionage targeting government and private companies.
The APT10, APT31 and APT41 groups are recognized for their complex attacks on
critical infrastructure and theft of intellectual property in the US and Europe. The
following are some cases of Chinese cyber espionage that have a major impact on
China’s international cooperation in the field of cyber security and represent another
facet of the challenges China faces in international cybersecurity cooperation.

The Chinese state-sponsored cyber espionage group, APT10, also known as Cicada
or Stone Panda, has been active for over a decade, with the main objective of spying
on technology and defence companies in the US and Europe. The “Operation
Cloud Hopper” (2014-2018) campaign is an example of this regard, targeting the
Managed Service Providers (MSPs) in several countries, such as the United States,
Japan, Canada and Australia. APT10 penetrated MSP customer networks and stole
technology and business secrets (CY WARE 2022; Vijayan 2017).

Several cyber security reports and official sources have confirmed the link between
China’s State Security Ministry and the APT10 cyber-attack group. The first report
was made in 2018 by an anonymous group of researchers named Intrusion Truth
who published a report about Zhu Hua and Zhang Shilong as members of the APT10
group and linked to China’s State Security Ministry. Nevertheless, cybersecurity
company CrowdStrike has confirmed this fact, too (O’Donnell 2018). The U.S.
government subsequently accused this group of infiltrating the networks of more
than 45 US technology companies and government agencies and stealing private
data, including information about U.S. Navy personnel (Office of Public Affairs
2018). In December 2018, the United Kingdom and its allies publicly revealed that
the APT10 group acted on behalf of China’s State Security Ministry (MSS) to launch
large-scale cyber campaigns targeting intellectual property and commercial sensitive
data in Europe, Asia and the United States (National Cyber Security Centre 2018).

Besides APT10, other hacking groups are believed to be linked to China’s Ministry of
State Security, such as APT31 and APT41.

APT31 (Zirconium, Judgment Panda, Bronze Vinewood, Red Keres) is a hacking
group notorious for stealing sensitive data and intellectual property. This group
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has been involved in cyber-attacks targeting journalists, politicians, academics and
governmental institutions, as well as security companies and public institutions.
The US and UK have claimed that APT31 is a weapon of China’s Ministry of State
Security - used by the Security Department of Hubei Province, Wuhan and was
developed to detain critics of the Chinese regime and compromise government
institutions (gov.uk 2024; US Department of the Treasury 2024).

In 2021, APT31 attacked the UK Electoral Commissions systems, obtaining the
personal data of around 40 million voters (Yerushalmy 2024) and was involved in
attacks on critical US infrastructure (defence and energy). APT31 was accused, also
of hacking Microsoft Exchange email server software and the personal emails of
campaign staft working for Joe Biden in 2020 (Office of Public Affairs 2024).

As aresult of these attacks, the US and UK governments have sanctioned individuals
and organizations related to the APT31 group, including Wuhan Xiaoruizhi Science
and Technology Company Limited, which facilitated the MSS cyber operations (UK
GOV 2024; US Department of the Treasury 2024).

Another Chinese cyber-espionage group, APT41, also known as Double Dragon,
combines state-sponsored espionage with cybercrime for financial purposes. This
group has worked in many industries such as telecommunications, high technology
and health (Fraser, et al. 2019).

A high-profile case of APT41’s actions is the attack that targeted the software company
NetSarang in 2017. Back then, the group injected malicious code into a software
update package that was signed with a legitimate NetSarang certificate. Hundreds of
businesses around the world were affected by the attack (Mandiant 2022).

The United States Department of Justice filed charges against seven APT41 members
in 2020 for cyber-attacks targeting technology, telecommunications and health
companies, as well as for theft of intellectual property and sensitive data (Office of
Public Affairs 2020). Nonetheless, in March 2021, in the case of the cyber-attack
that targeted Microsoft’s email software, attackers used a previously undetected
vulnerability to gain remote access to email boxes. NATO, the European Union,
Australia, New Zealand and Japan have officially attributed the attack to state-
sponsored Chinese actors, the group known as Hafnium (GMF 2021).

Given the above, one can see the complexity of assuming the fulfilment of all the
objectives set out in China’s strategy for international cooperation in the field of
cybersecurity. China claims that every nation has the right to have control over its
national cyberspace and uses this discourse internationally intending to protect
national interests and the state from external influence, due to geopolitical conflicts
with the United States and other Western countries (Shen 2016). At the opposite
pole, to ensure an open and free cyberspace, the European Union is advocating a
multi-stakeholder cyber governance model, such as public-private cooperation with
NGOs and international academic institutions.
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Conclusions

The study responded to the research question launched following the hypothesis and
shows that China’s desire to protect its cyber sovereignty and to strengthen its super
cyber power position, as well as domestic legislation based on both internal and
external monitoring of databases belonging to Chinese citizens, have a major impact
on the strategy of international cyber security cooperation. Nonetheless, challenges
arise in meeting the objectives proposed in the strategy of international cooperation in
the field of cybersecurity, such as cyber espionage carried out by Chinese state actors.

Chinas goal of protecting critical infrastructures and personal data of Chinese
citizens is highlighted by the China Cyber Security Act, the Personal Data Protection
Act and the recent amendments to the two laws. Although these acts were essential to
creating an atmosphere of international collaboration, along with the International
Cyber Security Cooperation Strategy, some countries in East Asia, the US and
Europe have expressed concern about China’s objectives, accusing China of cyber
espionage and excessive surveillance.

China’s desire to protect its cyber sovereignty is a key component of its international
cyber security cooperation strategy. China is seeking to strengthen its position as
a cyber superpower and to protect its interests by implementing a transparent and
multilateral Internet governance system. Contrary to China’s desire, many states and
international organizations do not trust Chinas efforts to build a global Internet
governance system. Accusations of using technology for internal surveillance,
regularly conducting cyber-attacks as a state actor or concerns about domestic
intelligence monitoring and control practices have affected Chinas objectives in
international cybersecurity cooperation, as potential partners are reluctant to the
Chinese government’s intention of openness and sincere collaboration.

In this brief introductory study, in addition to references to the legislative
framework on cybersecurity in China, a presentation was made of the governmental
structures dealing with cyberspace security in China. The study concluded that all
those structures are interdependent and coordinated hierarchically by the Central
Commission for Cyber Space Affairs (CCAC) of the Communist Party of China.
Therefore, the CCP committee governs the activities of cyber-related agencies and
entities (CAC, CNNIC, CNCERT, TC260 and CSAC) and traces the priority lines for
the implementation of strategies in the field.

This hierarchical structure influenced by the CCP has also caused the reluctance of
foreign countries to identify increasing threats from Chinese state-controlled groups,
such as APT10, APT31 or APT41, which mainly aim at cyber espionage of critical
and national-interest infrastructures in areas such as military, telecommunications,
health or energy, according to the cyber security reports mentioned throughout the
article.
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In conclusion, China is in an extensive process of demonstrating its cyber
superpower capacity, to contribute to the creation of a safer cyberspace, but with the
clear objective at the same time of maintaining a secure cyberspace at the national
level that positively reflects all the actions of the CCP.
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