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Abstract

This paper examines the critical role of profiling screening in countering security threats
within the maritime industry, focusing on crew management and recruitment processes.
In light of the industry’s susceptibility to espionage, terrorism, and sabotage, effective
counterintelligence measures are imperative. By scrutinizing the vulnerabilities and best
practices associated with profiling screening, shipping companies can fortify their security
defenses, mitigate insider threats, and ensure the safety of their assets and personnel.
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his research embarks on a comprehensive literature review to explore the

effectiveness and suitability of Counterintelligence (CI) profiling and screening
processes within the realm of shipping companies. The primary objective of this
study is to delve into various methodologies and best practices, aiming to assess
their potential applicability within the unique operational landscape of shipping
companies. CI processes serve as crucial components of security frameworks,
especially in industries where there is a substantial risk of compromising sensitive
information and assets. This significance is particularly pronounced in the maritime
sector, characterized by its dynamic and often hazardous operating environment.
Given the nature of maritime operations, which involve the transportation of
valuable goods across international waters, the implementation of robust CI measures
becomes imperative to safeguard the integrity and security of shipping operations.
Consequently, this research seeks to scrutinize existing literature to identify key
strategies, challenges, and best practices associated with CI profiling and screening,
focusing specifically on their relevance and effectiveness within the maritime domain.
By examining scholarly works and practical case studies, this study aims to offer
valuable insights and recommendations to inform decision-making processes within
shipping companies regarding the adoption and implementation of CI profiling
and screening procedures. In doing so, this research endeavors to contribute to the
enhancement of security protocols within the maritime industry, thereby ensuring
the protection of vital assets and the mitigation of potential security risks.

General Crew Management and Recruitment Risks

Crew management within the realm of shipping companies entails the holistic
supervision of seafarers across the entirety of their employment trajectory, spanning
from initial recruitment to eventual retirement. This multifaceted endeavor involves
the comprehensive administration of various facets of seafarers’ employment,
including but not limited to recruitment procedures, training initiatives, scheduling
arrangements, welfare provisions, performance evaluations, and career advancement
opportunities (Caesar and Fei 2018). Central to the mandate of shipping companies
is the assurance that seafarers possess requisite qualifications, certifications, and
competencies essential for the safe and proficient execution of their duties aboard
vessels (Grammenos 2010). Furthermore, shipping companies shoulder the
responsibility of addressing the distinctive exigencies and adversities encountered
by seafarers, such as protracted periods of separation from familial environments,
isolation, and exposure to potentially perilous working conditions (Auster and Choo
1994; Grammenos 2010; Giannakopoulou, Thalassinos and Stamatopoulos 2016).

Recruitment Risks: Recruitment risks within the maritime sector present formidable
obstacles for shipping companies in their quest to identify and recruit qualified
seafaring personnel. Among these challenges, one of the most prominent is the
restricted availability of suitably qualified candidates for specific roles, stemming from
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a confluence of factors including demographic shifts, skill scarcities, and evolving job
specifications (Caesar and Fei 2018). Furthermore, the endeavor to entice proficient
seafarers is compounded by heightened competition from alternative industries
that offer enticing incentives and promising career pathways. Complicating matters
further, inadequate recruitment channels exacerbate the situation, as shipping
enterprises may encounter difficulties in effectively reaching potential candidates.
Additionally, the constrained access to diverse talent pools inhibits endeavors
to assemble inclusive and adaptable crews capable of fulfilling the multifaceted
demands of the maritime sector. Another significant risk lies in the accuracy and
completeness of the information furnished by candidates during the sourcing phase.
Erroneous or incomplete data may lead to incongruities between job prerequisites
and candidate proficiencies, ultimately impinging upon the caliber of hires and the
overarching efficacy of crew management initiatives. Mitigating these recruitment
risks necessitates the implementation of proactive strategies by shipping companies,
including the diversification of recruitment channels, the augmentation of outreach
endeavors, the refinement of candidate screening mechanisms, and the allocation of
resources toward talent development programs. These measures are indispensable for
facilitating the effective attraction, retention, and integration of proficient seafaring
personnel within shipping enterprises (Barnea and Meshulach 2020).

Training and Familiarization Risks: Training and familiarization risks represent
pivotal concerns within the maritime industry, exerting profound implications
on the safety, efficacy, and proficiency of crew operations conducted aboard
vessels. Among these risks, a noteworthy challenge arises from the provision of
inadequate training and preparation for newly recruited crew members, a deficiency
often attributed to constraints such as time limitations, resource constraints,
or deficiencies in training curricula. Such inadequacies may render recruits ill-
prepared to navigate the demands inherent to their roles, thereby compromising
their safety and impeding the collective performance of the crew. Additionally,
the dearth of familiarity with vessel-specific procedures and equipment poses
further obstacles, potentially impeding crew members’ adeptness in maneuvering
onboard systems and adhering to established protocols (Estay 2020). Furthermore,
deficient knowledge regarding safety protocols and emergency response procedures
exacerbates these risks, potentially undermining the crew’s capacity to effectively
address emergent or perilous scenarios. Another salient concern pertains to
the crew’s challenges in assimilating novel technologies or systems onboard,
which may encumber operational efficiency and productivity. Finally, deficient
communication and coordination amongst crew members pose consequential risks,
engendering instances of miscommunication, errors, and operational inefficiencies.
To mitigate these training and familiarization risks, shipping companies must
accord precedence to comprehensive training initiatives, allocate resources towards
advanced simulation and training infrastructures, cultivate a culture of safety and
perpetual learning, and foster effective communication and collaboration amongst
crew members (Georgiadou, Mouzakitis and Askounis 2021). Through proactive
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risk management endeavors, shipping companies can enhance crew preparedness,
alleviate operational disruptions, and uphold unwavering standards of safety and
operational excellence aboard their vessels (Cho and Lee 2016).

Retention Targets Risks: Retention targets risks in the maritime industry present
notable obstacles for shipping companies, impeding their capacity to retain
competent and seasoned seafarers. A primary concern lies in the challenge of meeting
retention objectives due to substandard working conditions experienced onboard
vessels. Factors such as prolonged periods away from home, demanding work
environments, and limited access to amenities contribute to seafarer discontentment
and heightened turnover rates. Furthermore, the dearth of opportunities for
career advancement and progression pathways poses a substantial risk, compelling
seafarers to seek employment elsewhere in pursuit of professional growth and
personal development. Inadequate acknowledgment and rewards for high-
performing seafarers exacerbate the retention predicament, fostering sentiments
of undervaluation and unappreciation among crew members. Moreover, deficient
feedback mechanisms and performance evaluation systems impede the company’s
ability to preemptively identify and rectify issues, engendering diminished morale
and motivation within the crew. A notable risk factor pertains to the imbalance
between work and personal life, with prolonged durations at sea exacting tolls on
seafarers’ mental and physical well-being, precipitating burnout and dwindling
job satisfaction levels. To mitigate retention target risks, shipping companies must
accord primacy to seafarer welfare, furnish competitive remuneration and benefits
schemes, offer avenues for professional advancement and skill enrichment, institute
robust performance assessment frameworks, and advocate for a harmonious
work-life equilibrium. Through these concerted efforts, companies can ameliorate
seafarer retention rates, bolster crew morale and efficiency, and fortify the enduring
prosperity and viability of their endeavors (Cho and Lee 2016).

Counterintelligence Risks

The intersection of CI risks with the overarching complexities inherent in crew
management and recruitment exacerbates the intricacies of security challenges
encountered by shipping companies (Grammenos 2010; Cho and Lee 2016). This
amalgamation encompasses a spectrum of threats stemming from state-sponsored
espionage, activities of non-state actors, and the potential of insider threats, thereby
presenting formidable hurdles to the organization’s security infrastructure (Greene
1966; Wettering 2000; Johnson 2010; Alcaide and Llave 2020). Effectively addressing
these risks necessitates a holistic comprehension of the landscape coupled with
strategic mitigation measures, which take into account factors such as the constrained
availability of suitable candidates, deficiencies in training protocols, obstacles in
retention initiatives, and vulnerabilities within recruitment channels (Johnson
2010; Duvenage and Solms 2014; Caesar and Fei 2018; Kanellopoulos 2023).
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By acknowledging the interconnected nature of these risks, shipping companies
can bolster their defensive mechanisms, thereby safeguarding the integrity of their
operations and assets (Catrantzos 2023).

State and Non-State Actor Threats

State-sponsored espionage poses a significant and tangible threat to the maritime
industry, as evidenced by numerous real-life incidents. For example, the “Cloud
Hopper” operation, attributed to China’s Ministry of State Security, targeted managed
service providers (MSPs) to access the networks of their clients, including shipping
companies. This extensive cyber espionage campaign aimed to steal sensitive data,
intellectual property, and trade secrets from various industries, including maritime.
By compromising MSPs” networks, the Chinese government gained access to a vast
array of companies, allowing them to gather valuable intelligence on maritime trade
routes, cargo shipments, and port operations (Cybersecurity and Infrastructure
Security Agency 2017).

In addition to state-sponsored espionage, non-state actors also pose a significant
threat to the maritime industry, exploiting vulnerabilities within crew management
and recruitment processes for illicit activities (Caesar and Fei 2018). For instance,
criminal syndicates engage in drug smuggling operations, targeting shipping
vessels by coercing or bribing crew members to facilitate the transportation of
illegal narcotics across international borders. An example of this is the discovery of
large quantities of drugs hidden aboard a container ship, revealing a sophisticated
smuggling operation orchestrated by a criminal organization. Such incidents
underscore the vulnerabilities within crew management systems and highlight the
need for enhanced security measures to prevent criminal exploitation of maritime
personnel (Europol 2023).

Moreover, terrorist organizations have shown their intent to exploit weaknesses
in the maritime sector for strategic and ideological purposes. For example, the
Somali-based terrorist group Al-Shabaab has targeted commercial Shipping vessels
in piracy-prone regions like the Gulf of Aden and the Indian Ocean. The hijacking
of MV Maersk Alabama by Somali pirates in 2009 highlighted the security risks
faced by shipping companies operating in these areas (Kantharia 2019). Although
piracy incidents have decreased in recent years due to improved maritime security
measures, the threat of terrorist attacks or hijackings persists, necessitating ongoing
vigilance and collaboration among industry stakeholders to effectively mitigate risks
(Cho and Lee 2016).

Insider Threats

Malicious insiders and negligent insiders pose significant risks to shipping companies,
often leading to substantial financial losses, reputational harm, and compromised
security (BIMCO, et al. 2021; Gelles 2021; Kanellopoulos 2024). Real-life incidents
provide concrete evidence of the severity of these threats and underscore the
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necessity for robust countermeasures (Johnson 2010; Clark and Mitchell 2019). In
2016, a disgruntled IT contractor at Maersk Line, one of the world’s largest shipping
companies, orchestrated a devastating cyberattack that disrupted global operations
and incurred substantial financial losses. The contractor, employed to manage
Maersk’s shipping systems, utilized his privileged access to implant the NotPetya
malware into the company’s network. This malicious act quickly spread across
MaersK’s infrastructure, bringing down essential systems worldwide. As a result of
this cyberattack, Maersk was forced to shut down key operations, including container
terminals, booking systems, and email communications, severely impacting global
supply chains. The financial toll was immense, with Maersk estimating losses of
over $300 million due to halted operations and recovery costs (Leovy 2017). The
examples vividly illustrate how malicious insiders, motivated by personal grievances
or financial incentives, can exploit their insider status to inflict significant harm on
shipping companies (Catrantzos 2023).

Furthermore, negligent insiders, while not acting with malicious intent, can still
pose serious security risks to organizations through their careless actions or failure
to adhere to security protocols (Catrantzos 2023). In 2017, a significant data breach
occurred at FedEx due to the negligent actions of an employee, highlighting the
serious security risks posed by careless insiders. An employee at FedEx Office,
the company’s retail arm, inadvertently left unsecured customer information in a
publicly accessible location. This information included scanned passports, driver’s
licenses, and other sensitive documents that customers had submitted for printing
or copying services. The exposed documents were discovered by a customer
who notified the media and raised concerns about the potential for identity theft
and fraud. The incident attracted widespread attention and scrutiny, leading to
investigations by regulatory authorities and damaging FedEx’s reputation for data
security. Upon investigation, it was revealed that the employee had failed to follow
proper procedures for handling sensitive customer data, including securely storing
and disposing of documents (Shaikh 2018). This oversight resulted in a breach
of customer confidentiality and exposed individuals to significant privacy risks.
This instance demonstrates how negligent insiders, due to their lack of awareness
or disregard for security practices, can inadvertently create vulnerabilities that
malicious actors exploit for nefarious purposes (BIMCO, et al. 2021; Gelles 2021;
Catrantzos 2023; Kanellopoulos 2024).

Methods of Exploitation

The issue of falsified credentials poses a significant challenge in crew management and
recruitment within shipping companies, where individuals may resort to deceptive
practices to enhance their qualifications or experiences to secure employment (Clark
and Mitchell 2019). This deception spans a spectrum from minor embellishments
on resumes to outright fabrications of certifications or educational backgrounds. For
example, an applicant might falsely claim to possess specialized maritime licenses or
certifications crucial for certain roles, thereby misleading recruiters and potentially
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jeopardizing the safety and security of operations (Estay 2020). In extreme cases,
individuals with malicious intentions may resort to identity theft or the production
of counterfeit documents to substantiate their false claims (Clark and Mitchell 2019).

Similarly, undisclosed affiliations present a notable risk factor as applicants may
intentionally withhold information about their connections to external entities
that could pose a threat to the organization (Cho and Lee 2016). For instance, an
individual with affiliations to a foreign government, extremist group, or organized
crime syndicate might conceal these associations during the recruitment process to
avoid scrutiny or suspicion (ENISA 2024). However, such undisclosed affiliations
could leave the company vulnerable to exploitation, as these individuals may be
susceptible to coercion, blackmail, or recruitment by external actors seeking to
exploit their insider status for espionage or sabotage purposes (Greene 1966; Gelles
2021; Catrantzos 2023).

Furthermore, social engineering tactics represent a sophisticated and covert threat
to the security defenses of shipping companies. By leveraging human psychology
and interpersonal relationships, threat actors can manipulate employees or
recruiters into disclosing sensitive information, granting unauthorized access to
systems, or unwittingly executing malicious actions (Clark and Mitchell 2019). For
instance, attackers might impersonate trusted colleagues or authority figures to
deceive employees into revealing login credentials, providing access to confidential
databases, or initiating unauthorized transactions. Additionally, phishing attacks,
characterized by deceptive emails or messages aimed at tricking recipients into
divulging sensitive information or clicking on malicious links, remain a pervasive
threat in the maritime industry (Clark and Mitchell 2019). These social engineering
tactics underscore the imperative for robust cybersecurity measures, comprehensive
employee training programs, and vigilant monitoring to detect and thwart potential
threats before they manifest into actual harm (Duvenage, Jaquire and Solms 2018;
Alcaide and Llave 2020; Ball 2021; Akpan, et al. 2022).

Counterintelligence Profiling and Screening
in shipping companies

CI profiling and screening procedures within shipping companies represent a critical
endeavor aimed at identifying and mitigating potential security risks (Cho and Lee
2016). This comprehensive approach involves a series of meticulously designed
steps intended to scrutinize individuals’ backgrounds, behaviors, and affiliations to
enhance security measures effectively. The subsequent discussion will outline the
essential steps involved in this profiling screening process (Prunckun 2019).

Information Gathering: The foundational stage of the profiling screening process
entails comprehensive information gathering, which is fundamental for shipping
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companies to develop a comprehensive understanding of potential candidates. This
phase involves a systematic and exhaustive examination of various facets of the
applicants’ backgrounds and credentials. Personal history scrutiny encompasses a
detailed review of past addresses, familial connections, and significant life events to
glean insights into the individual’s character and integrity (Clark and Mitchell 2019).
Verification of educational background entails thorough validation of academic
credentials, degrees earned, and institutions attended to ensure the authenticity
of claimed qualifications. Scrutiny of employment records involves a meticulous
assessment of past work experiences, job roles, and performance evaluations
to gauge the candidates’ professional competence and suitability for maritime
positions. Furthermore, evaluating references provides valuable perspectives on the
candidates’ character, work ethic, and interpersonal capabilities, offering valuable
insights into their past behavior and reliability. Through rigorous documentation and
verification protocols, shipping companies aim to construct a comprehensive profile
of each candidate, facilitating informed evaluations of their potential contributions
to the organization and their alignment with the company’s values and objectives
(Grammenos 2010).

Background Checks: Background checks constitute a fundamental component of
the screening process, serving as a critical mechanism for validating the accuracy
and integrity of the information provided by applicants. Through rigorous scrutiny
and verification procedures, shipping companies aim to corroborate the veracity
of candidates’ credentials and assertions, thereby ensuring transparency and
reliability in the recruitment process (Caesar and Fei 2018). In alignment with
principles from Occupational Psychology, the verification of credentials involves a
comprehensive examination of academic qualifications, professional certifications,
and licenses, thereby confirming the candidates’ eligibility and proficiency for the
roles they aspire to fulfill (Barrick and Mount 1991). This process aligns with the
concept of the psychological profile of the job, which emphasizes the importance
of matching the psychological requirements specific to a job with the qualifications
and attributes of the applicants. Furthermore, scrutinizing employment history
entails validating the accuracy of past job titles, responsibilities assumed, and
duration of employment with previous employers, enabling shipping companies to
evaluate the candidates’ relevant experience and suitability for maritime positions
(Morgeson and Humphrey 2006). This aspect corresponds to the Individual
psychological profile of the person, which encompasses various psychological
characteristics of the individual being assessed, including their work history and
experiences (Judge and Bono 2001). Additionally, the investigation of any criminal
records or legal issues serves to uncover potential red flags or inconsistencies in the
candidates’ background, thereby mitigating risks associated with the recruitment of
individuals with a history of misconduct or legal entanglements (Cho and Lee 2016).
Understanding the psychological aspects of such records can provide insights into
an individual’s propensity for ethical behavior and compliance with organizational
norms, aligning with the principles of Occupational Psychology. Eventually, by
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conducting thorough and diligent background checks informed by principles from
Occupational Psychology, shipping companies can uphold the highest standards of
integrity and diligence in their recruitment processes, thereby safeguarding against
potential liabilities and preserving the security and reputation of the organization
(Clark and Mitchell 2019; Gelles 2021).

Risk Assessment: Upon the conclusion of background checks, shipping companies
undertake a comprehensive risk assessment aimed at systematically evaluating the
potential security threats and vulnerabilities associated with each applicant (Cho
and Lee 2016). This rigorous evaluation process involves a meticulous examination
of various factors, including but not limited to, past behavior, affiliations, and any
indicators of concern identified during the background verification process (BIMCO,
et al. 2021). Through a thorough analysis of the applicant’s historical conduct and
associations, shipping companies endeavor to discern any discernible patterns or
inclinations that may suggest a propensity toward unethical, illegal, or malicious
behavior (Barnea and Meshulach 2020). Moreover, the assessment considers any
affiliations or connections the individual may possess with entities or organizations
that could pose a potential security risk to the shipping company’s operations or
assets (ENISA 2024). Additionally, the risk assessment scrutinizes any red flags or
warning signs identified during the background check phase, such as discrepancies
in the applicant’s employment history or unresolved legal issues, to assess the severity
of potential risks posed by the individual (Clark and Mitchell 2019). Through the
implementation of this comprehensive risk assessment process, shipping companies
can effectively identify and mitigate potential security threats, thereby bolstering the
integrity and security of their crew management and recruitment practices (Caesar
and Fei 2018).

Behavioral Analysis: Integrating behavioral analysis into profiling screening
protocols constitutes a pivotal element in discerning potential security threats
inherent in the recruitment processes of shipping companies. This facet of screening
aligns with principles from Occupational Psychology, emphasizing the importance
of understanding human behavior in organizational settings (Spector and Jex 1998).
Through the lens of the psychological profile of the job, shipping companies aim
to identify the psychological requirements specific to maritime roles and assess
applicants’ suitability based on their behavioral traits and characteristics (Barrick
and Mount 1991). During this phase, a comprehensive evaluation is undertaken,
encompassing both verbal and non-verbal cues exhibited by applicants throughout
the recruitment process. Verbal cues may entail scrutinizing the language used, tone
of voice, and responsiveness during interviews, while non-verbal cues encompass
aspects such as body language, facial expressions, and overall demeanor (Morgeson
& Humphrey, 2006). This aligns with the concept of the Individual psychological
profile of the person, which emphasizes the assessment of various psychological
characteristics, including communication styles and interpersonal behaviors
(Ones, Viswesvaran and Dilchert 2005). Furthermore, written communication,
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including application materials and correspondence, undergoes scrutiny to discern
any inconsistencies, discrepancies, or red flags that may signify potential security
risks (Cho and Lee 2016). By leveraging behavioral analysis techniques informed
by principles from Occupational Psychology, shipping companies can effectively
identify subtle indicators of deception or malicious intent, thereby augmenting the
reliability and integrity of their crew management and recruitment processes (Clark
and Mitchell 2019; Gelles 2021).

Affiliation Verification: Affiliation verification represents a critical phase in the
profiling screening process, designed to uphold the integrity and security of crew
management and recruitment practices within shipping companies (Caesar and
Fei 2018). This facet involves meticulous scrutiny and validation of applicants’
associations with external entities, encompassing foreign governments, extremist
organizations, or criminal networks. By rigorously assessing applicants’ affiliations,
shipping companies can evaluate the potential for loyalty conflicts or security threats
that may jeopardize organizational interests or operations (Clark and Mitchell
2019). This verification process entails comprehensive inquiries, leveraging diverse
sources of information, and scrutinizing applicants’ backgrounds to accurately
ascertain the nature and scope of their affiliations. Additionally, employing
specialized investigative techniques and methodologies may be necessary to uncover
any undisclosed or concealed connections that could pose security risks (ENISA
2024). Through diligent verification of applicants’ affiliations, shipping companies
can enhance their resilience against potential insider threats or external influences,
thereby fostering a secure and conducive environment for crew management and
recruitment activities (Gelles 2021; Catrantzos 2023).

Security Clearance Checks: Security clearance checks play a pivotal role in the
profiling screening process, especially for positions requiring access to sensitive
information or involvement in critical operations within shipping companies
(Auster and Choo 1994). This rigorous procedure involves assessing individuals’
eligibility to access classified data or engage in confidential activities based on a
thorough evaluation of their background, trustworthiness, and allegiance to the
organization (Barnea 2019). By subjecting applicants to comprehensive security
clearance checks, shipping companies can determine the suitability and reliability
of candidates for roles with heightened security responsibilities (ENISA 2024). This
assessment delves into various aspects of the applicant’s personal and professional
history, including past affiliations, criminal records, financial stability, and overall
integrity (Clark and Mitchell 2019). Additionally, security clearance checks may
entail extensive interviews, background investigations, reference verifications, and
character assessments to ascertain candidates’ adherence to ethical standards and
their ability to maintain confidentiality (ENISA 2024). Through meticulous scrutiny
and adherence to established security protocols, shipping companies can effectively
mitigate the risks associated with unauthorized access to sensitive information or
potential breaches of security protocols (BIMCO, et al. 2021). By ensuring that
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only individuals possessing the necessary qualifications, integrity, and loyalty are
granted security clearances, organizations can enhance their resilience against
internal threats and safeguard their critical assets from unauthorized disclosure or
exploitation (Gelles 2021).

Continuous Monitoring: Continuous monitoring is an essential aspect of profiling
screening, extending scrutiny beyond the initial hiring phase to encompass ongoing
surveillance of employees’ behavior and circumstances within shipping companies
(Clark and Mitchell 2019). In line with principles from Occupational Psychology,
this proactive approach acknowledges the dynamic nature of human behavior in
organizational settings and emphasizes the importance of continuous assessment
and adaptation (Spector and Jex 1998). Through systematic and vigilant monitoring
mechanisms, such as surveillance systems, digital monitoring software, and periodic
assessments, shipping companies can surveil employees’ activities, communications,
and interactions within the workplace environment (BIMCO, et al. 2021). This
aligns with the concept of the psychological profile of the job, which emphasizes the
identification of psychological requirements specific to maritime roles and the ongoing
assessment of employees’ alignment with these requirements (Morgeson and Humphrey
2006). Regular assessments and audits help identify potential red flags indicative of
security vulnerabilities, such as sudden changes in behavior patterns, unauthorized
access attempts, or suspicious communications (Gelles 2021). This corresponds
to the Individual psychological profile of the person, which encompasses various
psychological characteristics, including behavioral tendencies and communication
styles (Ones, Viswesvaran and Dilchert 2005). Additionally, continuous monitoring
facilitates the prompt identification and response to any deviations from established
security protocols or compliance requirements, allowing organizations to intervene
swiftly and mitigate potential threats before they escalate (ENISA 2024). By maintaining
a vigilant stance and staying attuned to evolving security dynamics, shipping companies
can bolster their resilience against internal threats and uphold the integrity and security
of their operations and assets over the long term (Ball 2021).

Training and Awareness: Training and awareness initiatives are pivotal components
in cultivating a culture of security and vigilance within shipping companies
(Georgiadou, Mouzakitis and Askounis 2021). Through comprehensive training
programs, employees acquire a deeper understanding of the importance of adhering
to security protocols and remain alert to potential threats (ENISA 2024). These
initiatives aim to equip staff with the requisite knowledge and skills to identify and
respond effectively to suspicious activities or behaviors that could compromise
the organizations security. Interactive workshops, seminars, and online modules
are utilized to guide recognizing common indicators of security threats, such
as anomalies in behavior patterns, unauthorized access attempts, or suspicious
communications. Furthermore, training sessions offer practical advice on promptly
and accurately reporting such incidents to designated authorities or security
personnel for further investigation (ENISA 2024). By fostering a sense of ownership
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and accountability for security among employees, these initiatives establish a
robust frontline defense against both internal and external threats. Additionally,
ongoing awareness campaigns and communication channels serve to reinforce
key security messages and keep employees abreast of emerging risks or evolving
security protocols. Through the cultivation of a culture of security consciousness
and empowerment, shipping companies can bolster their resilience against potential
threats and effectively safeguard their operations and assets (BIMCO, et al. 2021);
(Georgiadou, Mouzakitis and Askounis 2021).

Adherence to Regulations: Ensuring adherence to regulations is fundamental
to establishing robust security and CI practices within shipping companies.
Organizations must rigorously comply with pertinent laws, regulations, and industry
standards governing security protocols to uphold the integrity and credibility
of their operations (Giannakopoulou, Thalassinos and Stamatopoulos 2016). By
aligning profiling screening procedures with legal requirements and industry best
practices, shipping companies manifest their dedication to maintaining security
standards and mitigating potential risks proficiently (Cho and Lee 2016). This
necessitates a comprehensive understanding and implementation of regulations such
as the International Ship and Port Facility Security (ISPS) Code, which mandates
stringent security measures for ships and port facilities globally (BIMCO, et al.
2021). Moreover, compliance with data protection regulations, such as the General
Data Protection Regulation (GDPR), ensures the lawful and ethical handling of
sensitive information collected during screening processes (Auster and Choo 1994;
Ronn 2016; Barnea 2019). shipping companies must also remain vigilant regarding
evolving regulatory landscapes and adapt their security practices accordingly to
effectively address emerging threats and regulatory modifications (ENISA 2024). By
prioritizing compliance and regulatory adherence, organizations underscore their
commitment to upholding the highest standards of security and integrity, thereby
fostering trust and confidence among stakeholders and safeguarding the safety and
security of maritime operations (Gelles 2021).

In conclusion, CI profiling and screening procedures in shipping companies
encompass a thorough and methodical process aimed at evaluating the backgrounds,
behaviors, and affiliations of individuals to mitigate security risks proficiently.
Through adherence to these steps and the incorporation of robust security protocols,
shipping companies can fortify their defenses against potential threats, thereby
ensuring the protection of their operations and assets.

Potential Vulnerabilities in Counterintelligence
Profiling and Screening

CI profiling and screening procedures in shipping companies are susceptible to
significant vulnerabilities that necessitate careful attention and mitigation strategies.
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A notable vulnerability arises from the reliance on potentially incomplete or
inaccurate information during the screening process, which can lead to misguided
assessments and compromise the overall efficacy of screening procedures
(Kanellopoulos 2022). Additionally, biases present within the screening process
pose another substantial vulnerability, as they may influence decision-making and
result in unfair treatment or the overlooking of critical information (Lowenthal
2009); (Giannakopoulou, Thalassinos and Stamatopoulos 2016). Furthermore, the
insufficient training of personnel responsible for conducting screenings constitutes
another vulnerability, as it can diminish their proficiency and lead to oversight of
crucial indicators or the failure to detect red flags effectively.

To address these vulnerabilities, the implementation of best practices in profiling
screening is imperative. Leveraging multiple data sources for verification is
paramount to enhance the accuracy and reliability of screening outcomes
(Lowenthal 2009); (Barnea 2019). Cross-referencing information from various
sources enables companies to validate applicant credentials more effectively and
identify discrepancies (Auster and Choo 1994). Moreover, regular training and
certification programs for screening personnel are essential to maintain competence
and professionalism. Ongoing training ensures that personnel possess the requisite
skills and knowledge to perform screenings accurately and impartially. Continuous
evaluation and refinement of screening protocols are also crucial to address evolving
threats and lessons learned from past experiences. Regular reviews and updates to
screening procedures enable companies to adapt to emerging risks and bolster the
effectiveness of their CI efforts (Clark and Mitchell 2019).

By prioritizing these best practices, shipping companies can mitigate vulnerabilities
within their profiling screening processes and uphold the integrity and reliability of
their security protocols. This proactive approach not only enhances the screening
process’s effectiveness but also contributes to overall organizational resilience against
security threats in the maritime industry.

Conclusions

In summary, although CI profiling and screening procedures significantly contribute
to enhancing security measures within shipping companies, they are susceptible
to vulnerabilities that demand attention. Drawing from insights in Occupational
Psychology, it is imperative to address challenges such as reliance on potentially
inaccurate or incomplete information, biases in the screening process, and
inadequate training of personnel to bolster the efficacy of these procedures.

By aligning with the psychological profile of the job, shipping companies can
refine their screening processes by identifying and prioritizing the psychological
requirements specific to maritime roles. This includes assessing the cognitive,
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emotional, and behavioral attributes necessary for effective security screening
(Barrick and Mount 1991).

Similarly, the individual psychological profile of the person plays a crucial role in
ensuring the suitability of screening personnel. By considering factors such as
personality traits, communication skills, and decision-making abilities, companies
can select and train personnel who are well-equipped to handle the complexities of
profiling screening (Judge and Bono 2001).

Nevertheless, by adopting best practices such as leveraging multiple data sources
for verification, providing regular training and certification programs for screening
personnel, and continuously evaluating and refining screening protocols, shipping
companies can effectively mitigate these vulnerabilities (Barnea 2019).

Companies must remain vigilant and adaptable in the face of evolving threats,
ensuring that their CI efforts remain robust and reliable (Kanellopoulos 2022).
Through a proactive and comprehensive approach to profiling screening, shipping
companies can fortify their security posture and mitigate potential breaches, thereby
contributing to the overall safety and integrity of maritime operations.
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