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SSSCIP’s Perspective on the cyber-attacks unfolded 
in the context of the military conflict between 

Russia and Ukraine (January 2022 – January 2024)

This paper evaluates the reports of the SSSCIP regarding cyber-attacks carried out against Ukraine from 
January 2022 to January 2024. From the exploitation of the CaddyWiper malware, attributed by SSSCIP 
to APT SANDWORM, to the sophisticated campaigns of the FSB and the cyber-attack on Kyivstar, the 
paper provides an insight into Russian-origin cyber-attacks against Ukraine, as reported by the main 
Ukrainian authority in the field, SSSCIP.
The purpose of the article is to identify how SSSCIP reported cyber-attacks on Ukrainian IT&C 
infrastructures, the completeness of the published data, and the way the campaigns are presented. To 
achieve this goal, all SSSCIP reports from the reference period were evaluated, and only those that 
materialized and affected IT&C infrastructures were included in the study. In conclusion, the paper 
will primarily highlight the limitations of SSSCIP reports and, secondarily, SSSCIP’s perspective on the 
domains most frequently targeted by cyber-attacks and the capabilities of Russian actors.
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Over the past decades, the continuous evolution of technology and the 
significant expansion of digitization processes at the state and private 

company levels have led to a constant increase in the importance of the 
field of cybersecurity. This growth has brought about substantial changes in 
the most crucial sectors of society, particularly in political, economic, and 
military domains. Simultaneously, cyber threats have become more complex, 
with a broader range of targets, offering financial, political, and military 
opportunities upon compromise (Furstenau, Sott et al. 2020).

In the political context, cyber-attacks have emerged as a primary concern 
for states and international organizations, given that compromising 
IT&C infrastructures can lead to strategic disadvantages. Aspects such 
as influencing electoral processes, manipulating political decisions, and 
undermining the stability of governmental institutions have evolved into 
threats to the political domain. The use of cyber-attacks has been solidified 
as a strategic means to achieve geopolitical objectives, both for state and 
non-state actors (Visvizi and Lytras 2020). An example in this regard is the 
cyber actor APT28, which, according to reports from cybersecurity industry 
companies, operates to support the interests of the Russian Federation 
(RUS). It has successfully compromised strategic targets in various states 
(such as Georgia, Poland, and Hungary) and organizations (including NATO 
and OSCE) (Mcwhorter 2014).

In the economic sphere, extensive business digitization has inherently 
introduced cyber threats affecting not only information confidentiality but 
also financial integrity and organizational reputation. Data theft, industrial 
espionage, and various forms of cyber extortion pose risks to both public 
and private sectors, impacting the smooth functioning of economic entities 
(Hernandez-Castro and Cartwright 2020). Prominent incidents, such as 
the WannaCry1 cyber campaign, have illustrated the destructive potential 
of cyber threats, directly impacting economic and industrial sectors 
(Hernandez-Castro, Cartwright and Stepanova 2017).

The military sphere, reliant on advanced information systems, faces 
significant cybersecurity risks due to increased interconnectivity between 
communication and control systems. Modern military operations’ 
complexity has heightened vulnerabilities to cyberattacks, often employed as 
instruments in state conflicts, such as the ongoing conflict between RUS and 
Ukraine (UA) since February 2022. Existing literature offers specific analyses 
of cyberattacks in certain domains, yet comprehensive assessments of major 
cyber campaigns against UA, irrespective of their targets, starting from 2022, 
remain scarce. In this context, the purpose of this study is to analyze the 
official reports issued by Ukrainian authorities regarding the most significant 

1 WannaCry represented 
a ransomware cyber 

campaign that occurred 
in May 2017. Upon 
infecting a system, 

WannaCry encrypted 
user files and demanded 

payment in the virtual 
currency Bitcoin for 

their release. The 
attack had a global 

impact, affecting major 
organizations, including 

the healthcare system 
in the United Kingdom 

and companies in the 
energy and financial 
sectors, highlighting 

the relevance of 
vulnerabilities in critical 
infrastructures to cyber 

threats. (Mohurle and 
Patil 2017).
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cyberattacks spanning from January 2022 to January 2024, impacting 
various sectors. Following this analysis, conclusions will be drawn, primarily 
focusing on the reporting practices of SSSCIP and, secondarily, on SSSCIP 
view of cyberattacks during the conflict between RUS and UA.

For the conduct of this study, particular emphasis will be placed on the 
reports issued by SSSCIP UA2, the primary Ukrainian cyber security service 
under the control of the President. This agency is engaged in activities related 
to policy formulation in the field of safeguarding IT&C infrastructures, 
including classified networks within UA (Cyber Security Intelligence 2022). 
Additionally, it engages in interventions in the event of cyber-attacks, 
conducted through CERT-UA (Temple-Raston 2023). 

It is important to underline the fact that the cyberattacks included in 
SSSCIP’s reports are characterized by different levels of complexity and 
relevance, from two perspectives: (1) the impact that these attacks produced 
against the targeted infrastructures and (2) the level of technical capabilities 
of the attackers (Agrafiotis et al. 2018). Therefore, it is relevant that one of 
the most common types of cyberattacks is based on phishing, a technique 
grounded in social engineering which aims to persuade the target into 
accessing the malicious attachment (Khonji, Iraqi and Jones 2013). Most of 
the phishing attempts are unsuccessful, an outcome determined by multiple 
factors such as the lack of capabilities of the attackers, the use of phishing 
attempts insufficiently documented or easily detected by cybersecurity 
software (Patil et al. 2022). Thus, from a methodological point of view, in 
order for this paper to be more relevant, it will not take into consideration 
the SSSCIP reports focused only on unsuccessful phishing campaigns, 
without a real impact on the targeted infrastructures. Furthermore, it is 
relevant that between January 2022 and January 2024, SSSCIP published 435 
reports. Still, after conducting an initial analysis, it has been concluded that 
394 of these were strictly focused on phishing campaigns, without having 
a real impact against the Ukrainian infrastructures. Taking these facts into 
consideration, 41 articles have been selected, which will be presented and 
evaluated with the aim of underlining some conclusions regarding the 
cybersecurity component as a part of the conflict between RUS and UA.

Literature review

Regarding the analysis of cyber-attacks in the context of the conflict between 
RUS and UA, existing works focus on the impact of attacks on specific 
sectors or in short time frames. Davydiuk and Zubok evaluate the resilience 
of UA’s energy sector to cyber-attacks and the potential for cascading effects 
on other industries, providing insights into the disadvantages faced by UA 
in the conflict (Davydiuk and Zubok 2023). Similar analyses have been 

2  Державна служба 
спеціального зв’язку 
та захисту інформації 
України – The State 
Service of Special 
Communications 
and Information 
Protection.
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published, including on Ukraine’s financial sector, focusing on the characteristics of 
cyber-attacks and cyber threats in the context of the RUS-UA conflict. The studies 
delve into the trends of cyber-attacks targeting the financial industry, highlighting 
the active use of SMS messages and emails containing links or malware codes (Kloba 
and Kloba 2022). CERT-EU has consistently released assessments on cyber-attacks 
conducted against UA, identified by various public and private entities (CERT-EU 
2023). However, these works adopt a perspective focused solely on specific sectors 
(such as those centered on the energy and financial sectors) or aim for an assessment 
from the viewpoint of external entities in the conflict. In comparison, this study 
exclusively focuses on the reports made by UA through its competent institution.

Marcus Willet published an analysis on the possibility of escalating the conflict 
between RUS and UA at the international level, involving NATO (based on 
international law), as a result of broader cyber-attacks (Willett 2022). The evolution 
of the conflict from the perspective of cybersecurity is analyzed, taking into account 
the involvement of unexpected non-state actors in February 2022, which played a 
significant role (Lonergan, Smith and Mueller 2023). Wilson and Fitz suggest in their 
work the possibility that cyber-attacks in the context of the RUS-UA conflict could 
lead to the triggering of events of a nuclear nature, either intentionally or incidentally 
(Wilson and Fitz 2023). There are also works that have attempted to construct a 
cybersecurity strategy to ensure resilience, concluding that the improvement of the 
UA cybersecurity system is in its early stages (Tarasenko, et al. 2022).

The literature includes several works regarding the involvement of non-state entities 
in the conflict between RUS and UA, particularly the entity named Ukraine IT Army, 
created by the authorities in Kiev to gather experts regardless of their location to 
help UA combat cyber-attacks (Soesanto 2023). Similarly, Smith and Dean evaluate 
the effectiveness of the Ukraine IT Army and its ability to manage around 200,000 
volunteer experts who have chosen to join the entity (Smith and Dean 2023). There 
are works that assess the involvement of external entities in supporting UA, such as 
major technology companies (e.g., Google, Microsoft, Meta, Apple, and Amazon), and 
the impact generated by this aspect (Matania and Sommer 2023). Alongside private 
companies, there have also been states or international organizations (such as the EU) 
that have sent teams to support UA in ensuring cybersecurity (Sullivan 2023).

The cyber-attacks reported by SSSCIP through the year 2022

Throughout 2022, a significant number of cybersecurity attacks targeted the IT&C 
infrastructure within UA, with the most notable incidents including:

 On the night of January 13-14, 2022, several public organizations’ websites 
in UA were targeted in a cyber-attack. According to SSSCIP, the attack 
involved in some cases the display of provocative images and data encryption 
or deletion. (SSSCIP 2022a). The attack was considered to be premeditated 
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and involved various types of malware, including a destructive one named 
WhisperKill, aiming to incapacitate infrastructures (CERT-UA 2022a). 
SSSCIP did not provide data regarding the potential attribution of the attack 
campaign to a state or non-state entity. According to Microsoft, the targets 
included both governmental and non-governmental organizations, among 
which private companies (Microsoft 2022).
 On February 15, 2022, a significant Distributed Denial of Service (DDoS) 
attack aimed to compromise IT&C infrastructures belonging to both public 
organizations (including the Ministry of Defense and the Armed Forces 
websites) and private entities (such as Privatbank and Oschadbank, both 
of which were compromised) (SSSCIP 2022e). According to Ukrainian 
authorities, the same cyber-attack campaign was identified on the evening 
of February 23, 2022, one day before the RUS invasion of UA. This time, the 
cyber-attacks intensified, targeting the websites of the Cabinet of Ministers, 
Verkhovna Rada (the Ukrainian Parliament), the Ministry of Foreign Affairs, 
and the Security Service. On the same day, SSSCIP reported an escalation 
in malware distribution campaigns, attempts to penetrate public and private 
IT&C infrastructures, and data destruction attempts. This time, SSSCIP 
specified that it is clear these campaigns are carried out by the “aggressor state” 
(SSSCIP 2022r).
The relevance in this context lies in the synchronization of the intensified 
cyber-attacks with the onset of the conflict, creating the conditions for 
coordinated actions by the RUS against UA (Lewis 2022).
 On March 6, 2022, SSSCIP released statistics announcing a record number 
of cyber-attacks, reaching 2800. Additionally, a record number of 271 DDoS 
attacks within 24 hours were recorded. These actions are attributed entirely 
to the RUS, with the Ukrainian authority asserting that they complement 
attacks from air, water, and land (SSSCIP 2022q). Furthermore, on March 
25, SSSCIP announced that in the week of March 15-22 alone, it recorded  
60 cyber-attacks, including 11 targeting local and central authorities, 8 against 
the defense sector, 6 on the financial sector, 6 on commercial organizations,  
4 on the telecommunications sector, 2 on the energy sector, and the remaining 
attacks targeted other public and private entities (SSSCIP 2022p).
 On March 15, 2022, SSSCIP released information about a new malware, 
known in the industry as CaddyWiper, designed to erase data from 
compromised systems. It is noteworthy that this is the first instance where 
SSSCIP cites two private companies, Eset and Microsoft, regarding the 
identification of this malware (SSSCIP 2022b). The campaign targeted entities 
in the energy sector with the objective of disrupting the electricity supply in 
UA, and it has been attributed to the Russian cyber actor APT SANDWORM 
(CERT-UA 2022b).
It is noteworthy that APT SANDWORM was the attributed attacker in the 
2015 cyber campaign targeting UA, specifically aimed at the national energy 
grid (Paverman 2019).
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 On April 6, 2022, SSSCIP reported a cyber-attack targeting the 
infrastructure of UKRTELECOM, Ukraine’s largest mobile phone company. 
The attack, characterized by a high level of complexity, originated from 
territories occupied by RUS at that time, aiming to take control of the 
communication infrastructure. UKRTELECOM had to reduce infrastructure 
capacity to 13% to prevent the attackers’ intentions. Restoration efforts were 
successful, though attribution to a specific attacker remains inconclusive 
according to UKRTELECOM and SSSCIP (SSSCIP 2022c).
 On April 11, 2022, an announcement highlighted challenges in maintaining 
mobile communications in UA. SSSCIP consistently worked to sustain 
Internet and telecommunication providers, such as Vodafone. At that time, 
only 65% of the telecom infrastructure remained operational, impacting 
citizens’ communication capabilities within UA (SSSCIP 2022i).
 On April 12, 2022, SSSCIP announced efforts to prevent a new cyber 
campaign by APT SANDWORM, targeting the disruption of electricity supply 
in UA by compromising network equipment used by private enterprises. 
Similar to the March 15, 2022 incident, SSSCIP reported collaboration 
with ESET and MICROSOFT to prevent the cyber-attack. UA maintained 
cooperation with European states, exchanging information on this cyber 
threat. However, SSSCIP emphasized that the goal of cooperation was to 
identify any other compromised energy infrastructure within UA by APT 
SANDWORM (SSSCIP 2022h).
 The following day, on April 13, 2022, SSSCIP reported receiving 
information from international partners regarding the compromise of an 
electricity distribution company by the Russian actor APT SANDWORM. 
The objective was to disrupt the electricity supply for a significant portion 
of UA. At the time of the intervention, the cyber-attack was underway, 
successfully compromising some resources but without achieving its final 
intent. Furthermore, SSSCIP announced a continued increase in the number 
of cyber-attacks, especially DDoS attacks, with approximately 25 times more 
incidents identified compared to the entire previous year (SSSCIP 2022l).
 Subsequently, on April 16, 2022, SSSCIP reported a new DDoS cyber-
attack campaign targeting the websites of public authorities, resulting in their 
temporary unavailability. Following technical interventions, the websites were 
restored to operation (SSSCIP 2022n).
 Throughout May 2022, attempts to disrupt communications persisted, 
with attackers successfully permanently disabling them in the Kherson 
region, occupied by RUS. Residents lost access to mobile and internet 
communications, and SSSCIP announced its inability to intervene due to 
military occupation and controlled equipment. Simultaneously, Ukrainian 
authorities reported that in the absence of communication means, RUS 
soldiers patrolled and transmitted propagandistic news through audio 
systems to influence citizens without communication access outside the area. 
Furthermore, SSSCIP estimated that citizens in the Kherson region would be 
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granted access to RUS’s state-controlled telecom network (SSSCIP 2022m). 
At the end of the year, in November 2022, SSSCIP announced the successful 
restoration of access to Ukrainian television and radio stations in Kherson 
with the assistance of the Polish company Emitel SA (SSSCIP 2022t).
 On June 6, 2022, SSSCIP reported an ongoing cyber campaign accompanied 
by propaganda actions, resulting in the compromise of Ukraine’s major 
television networks. During this incident, Russian news was broadcast while 
Ukrainian television was airing the national football team’s World Cup 
qualification match. The attackers likely gained access to a TV communication 
node, enabling the transmission of altered content (SSSCIP 2022j).

By the end of 2022, SSSCIP had not reported additional cyberattacks, although 
private industry sources, such as MANDIANT, disclosed campaigns, including 
power outages during October 10-12, 2022 (Proska et al. 2023). Furthermore, 
SSSCIP did not release a report regarding the campaign against VIASAT KA-band 
satellite modems, which were rendered inoperable in Ukraine and several European 
countries, including Poland, the UK, and France, as a secondary effect (Boschetti, 
Gordon and Falco 2022). Nevertheless, multiple European states attributed this 
cyber campaign to RUS throughout the year 2022 (Steinbrecher 2022). The only 
mention of this campaign by SSSCIP was on July 2, 2022, when it stated that UA 
utilizes the STARLINK satellite infrastructure provided by Elon Musk to ensure 
backup communications in the event of a cyber-attack on the main infrastructure 
(SSSCIP 2022o).

Throughout 2022, there were additional statistical reports on the intensity of cyber-
attacks, which were three times higher than the previous year (SSSCIP 2022u). The 
targeted sectors were primarily telecommunications, medical, and governmental 
(SSSCIP 2022g), with attackers consisting mainly of ideologically motivated groups 
and state actors (SSSCIP 2022d). However, an interesting aspect is a report from May 
1, 2022, when SSSCIP announced that existing indicators suggested that the intensity 
of Russian cyber-attacks against UA had reached a maximum level. The Ukrainian 
service estimated that there would be no stronger cyber operations (SSSCIP 2022k). 
This aspect may indicate an attempt to increase social confidence and maintain an 
offensive attitude towards RUS at a high level, similar to the period preceding the 
military conflict (Paniotto 2020). On the other hand, it is possible that UA may have 
acted to promote a strong image against the aggressor state, aiming to weaken the 
support of the Russian population for the military actions conducted by RUS, which 
was at 60% in 2022 (Kizilova 2022). The initiative was supported two months later 
when SSSCIP announced that the intensity of cyber-attacks continued to remain at 
the same high level, but their quality was on a declining trend (SSSCIP 2022f).

Another aspect indicating a distinct approach from SSSCIP is revealed in a statement 
from May 1, 2022, in which Ukraine states that Russian cyber-attacks directed 
against its infrastructure are also a potential attack on other partner states. As an 
example, SSSCIP mentions that in 2014, Ukrainian elections were targeted by cyber-
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attacks of Russian origin, and two years later, the same modus operandi was 
observed in the electoral processes in the United States (SSSCIP 2022s). 
Thus, considering the precedents in terms of cyber security, UA indirectly 
reiterates the need for support throughout the conflict, emphasizing that it is 
not only of interest to the two participating states (Ratten 2022).

The cyber-attacks reported by SSSCIP 
through the year 2023

During the year 2023, SSSCIP published a reduced number of statements 
regarding cyber-attacks against its own networks and information systems. 
The most notable ones include:

 On January 1, 2023, a statement was released attributing the cyber-
attacks carried out through the CaddyWiper malware in January 
2022 to the Russian cyber actor APT SANDWORM (SSSCIP 2023l), 
publicly attributed towards the RUS military intelligence service 
(Akimenko and Giles 2020). 
 On January 18, 2023, SSSCIP published an analysis regarding a cyber 
campaign targeting the compromise of media entities, particularly 
the news agency UKRINFORM. The statement emphasized Russia’s 
attempts to compromise information sources for the population, with 
the main goal being the disinformation of citizens and subsequent 
influence (SSSCIP 2023a).
 On February 1, 2023, a series of technical investigations were 
published concerning cyber campaigns carried out by the Russian FSB 
against information infrastructures within Ukraine. It was specified 
that the activity is conducted through cyber-attacks with a high level 
of complexity and precision, in contrast to DDoS attack campaigns. 
Furthermore, SSSCIP stated that these types of operations conducted 
by the FSB represent the most significant cyber threat identified 
during the military conflict (SSSCIP 2023k).
 One day later, SSSCIP released information about a watering hole 
cyber-attack3, which involved creating a website using the image of 
the Ukrainian Ministry of Foreign Affairs to give the appearance of a 
legitimate site. Once accessed, the website offered visitors a program 
to be downloaded, disguised as an application that could identify 
whether the user’s system was compromised. However, the application 
contained malware that would infect the visitor’s computer if installed 
(SSSCIP 2023f). The campaign is the only one of its kind reported by 
SSSCIP and was based on exploiting citizens’ desire to be informed 
about the status of the conflict, using a trusted government source.
 On July 1, 2023, an analysis was published regarding the increase in 
the number of cyber-attacks targeting companies in the IT&C sector 

3  Watering hole –  
A cyber-attack that relies 

on identifying websites 
frequently used by the 

target group and cloning 
or modifying them to 

compromise visitors to 
that domain  

(Krithika 2017).

M. Olteanu
No.1/2024 (vol. 13)
https://doi.org/10.53477/2284-9378-24-04



71

OF ”Carol I” NATIONAL DEFENCE UNIVERSITY

BULLETIN

in UA. The stated purpose of these attacks was to compromise these companies 
to gain control over the software products sold in Ukraine and, subsequently, 
over the users of these solutions. Additionally, SSSCIP mentions that the 
private sector assesses its ability to handle this type of threat independently, 
but recent examples indicate that major companies in the field have been 
compromised (SSSCIP 2023c).
 On July 5, 2023, SSSCIP reported on a cyber campaign that successfully 
compromised the Facebook page used by the National Statistics Service 
of Ukraine. Attackers posted on this page claiming that the institution’s 
infrastructure had also been compromised, thereby disrupting access to 
economic and social statistical data. According to SSSCIP, the attackers only 
managed to compromise the Facebook page without gaining access to the 
National Statistics Service’s infrastructure, and the message posted in the 
institution’s name was false (SSSCIP 2023e). It is possible that the purpose of 
these actions was to destabilize public trust in the official statistics published 
by UA. Such propaganda actions have been consistently carried out by RUS 
throughout the conflict with UA, aiming to reduce society’s trust in the 
governmental authorities (Geissler et al. 2023).
 On July 19, 2023, SSSCIP published a technical investigation into two highly 
sophisticated malware applications named CAPIBAR and KAZUAR. These 
were utilized by APT TURLA, attributed to the FSB intelligence service of 
the Russian Federation. The purpose of these applications was to compromise 
targets within Ukraine. SSSCIP highlighted that it shared all technical 
investigation results, including with the private sector in the cybersecurity 
industry (SSSCIP 2023j).
 On December 13, 2023, SSSCIP reported that the IT&C infrastructure of 
the telecommunications operator Kyivstar was compromised the day before, 
leading to the disruption of specific services for approximately 24 million 
customers for several days (Balmforth 2024). In order to successfully restore 
the operator’s functionality, SSSCIP recommended temporarily suspending 
the provision of roaming services, resulting in customers being unable to 
communicate outside Ukrainian territory for a limited period (SSSCIP 
2023d). It is relevant to note that SSSCIP did not announce the impact of the 
cyber-attack on the official website. However, additional statements provided 
by the director of the institution to European publications revealed that the 
IT&C infrastructure of Kyivstar was fully affected, with the malware used 
successfully deleting most of the data (Gatlan 2024), while the cyber-attack 
was being characterized as the greatest in the history of telecom (Sapuppo 
2023).
 The latest cyber-attack published by SSSCIP during the reference period 
involves a campaign conducted by the Russian cyber actor APT28. This 
campaign targeted not only entities within Ukraine but also networks and 
information systems in Poland. SSSCIP thus conveys the message that cyber-
attacks on UA are not geographically isolated incidents but can also impact 
member states of the EU or NATO (SSSCIP 2023i).
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It is noteworthy that, throughout 2023, SSSCIP has had a series of statistical 
reports regarding the most targeted domains by cyber attackers, thus listing 
commercial organizations, the telecom industry, software developers, government 
institutions, the industry and defense sector, as well as local authorities (SSSCIP 
2023h). Furthermore, SSSCIP specifies that, starting from September 2022, it 
has been monitoring at least seven cyber actors consistently targeting Ukrainian 
infrastructures, all of them being associated with the Russian government (SSSCIP 
2023g), as well as 23 groups known as hacktivists (SSSCIP 2023b).
Additionally, it is important to note that until the end of January 2024, no new 
reports have been published regarding other cyber-attacks targeting the IT&C 
infrastructure in UA.

Conclusions

From a methodological standpoint, this article initially aimed to select and present 
the 41 reports issued by SSSCIP between January 2022 and January 2024 concerning 
cyberattacks of high complexity levels that managed to impact Ukrainian IT&C 
infrastructures, thereby excluding phishing cyber campaigns. After the presentation 
of the reports by SSSCIP, several noteworthy aspects emerge regarding the 
functioning of the institution, its reporting on cyber-attacks against Ukrainian IT&C 
infrastructure, and the operating methods of Russian cyber actors.

First and foremost, it is notable that the most targeted sectors in cyber campaigns 
were those related to communications and energy. This can be explained by the 
fact that the energy sector is a critical resource for both the attacked state, ensuring 
its basic functioning (Kozak, Klaban and Šlajs 2023), and for the aggressor state, 
representing a factor that can induce panic among the population once compromised 
(Lee 2022). As for the telecommunications sector, its main roles are determined by 
informing the population about the conflict’s status (especially through TV and radio 
stations) and enabling citizens to communicate with each other for safety reasons 
or to reach individuals outside the state (Bratich 2020). The impact is particularly 
noticeable in the Kherson region, where Russian forces have acted to restrict access 
to Ukrainian information and the ability to communicate with individuals outside 
the area. Regarding hacktivist groups, their goal was to compromise the websites of 
public authorities, both to decrease trust in public institutions and to create a sense 
of panic among civilians who, even if not directly involved in the conflict, could 
realize its effects (Hupperich 2023). An example highlighted in this regard is the 
compromise of the Facebook page of the National Statistics Service of Ukraine, an 
action that, although not affecting the institution’s data, aimed to decrease public 
trust in the information published by the agency.
Regarding the capabilities of Russian-origin cyber actors, it is noteworthy that they 
exhibited a wide range, ranging from destructive attacks, such as the one carried out 
through the CaddyWiper malware, to DDoS cyber campaigns aimed at temporary 
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resource unavailability (Liedekerke and Frankenthal 2023). According to SSSCIP reports, 
the identified Russian services were primarily the FSB and GRU, with the cyber actor 
APT SANDWORM being highlighted, attributed to the military intelligence service 
(McFail, Hanna and Rebori-Carretero 2021). Additionally, a level of synchronization 
between military forces and cyber capabilities can be noted, considering the SSSCIP 
report that announced a cyber campaign a day before the invasion of Ukraine, likely 
aimed at supporting the military forces of RUS in the upcoming conflict (Radu 
2022). Furthermore, it is noteworthy the significant increase in the number of cyber-
attacks, leading to the conclusion that the cyber segment played a significant role in 
the unfolding of the conflict from January 2022 through January 2024. Regarding the 
functioning of SSSCIP and the institution’s reporting on cyber campaigns, it is notable 
that initially, cyber-attacks were not attributed with a high degree of confidence to the 
RUS, a situation that changed over time. However, SSSCIP did not publish sufficient 
technical data to prove these public attribution actions, suggesting that the reports 
had strategic political foundations rather than technical ones. Thus, the rhetoric in the 
reports shifted towards expressions emphasizing that the aggressor state undoubtedly 
carried out the attacks. Furthermore, over time, SSSCIP increasingly emphasized in its 
reports that the level of cooperation with the private sector in the IT&C field is high, 
specifically naming companies such as ESET and MICROSOFT. This aspect could aim 
to highlight the existence of developed cooperation that supports UA in preventing and 
countering cyber-attacks (Lilly et al. 2023). Another aspect repeatedly emphasized by 
SSSCIP is that the impact of offensive cyber actions is not only felt within UA but also 
affects partners, regardless of their location. Thus, it is possible that SSSCIP aimed to 
increase solidarity with UA in the conflict with RUS.

Another important aspect to note is that in the two years of analysis, no cyber-attacks 
were presented as being associated or attributed to entities other than Russian. SSSCIP 
did not report cyber-attacks of Chinese, Iranian, or North Korean origin, even though 
cyber actors associated with these states typically exhibit a high level of activity 
(Assoudeh 2020). Thus, a hypothesis in this regard could be that SSSCIP aimed to 
construct a rhetoric focused entirely on RUS (rather than on the authentic presentation 
of facts), in which case it avoided publishing reports that would have shown that there 
are other entities seeking to compromise networks and systems in UA.

Finally, it is necessary to emphasize that SSSCIP reports have proven in some 
instances to be incomplete or lacking. A relevant example in this regard is the cyber 
campaign against the VIASAT satellite infrastructure, not fully reported by SSSCIP, 
especially from a technical standpoint. Another example is related to the report 
dated December 13, 2023, regarding the cyber-attack on the Kyivstar operator, which 
did not specify the extent of the impact of the cyber-attack on UA infrastructure. 
These aspects lead to two possible conclusions: (1) the decision to report incidents 
incompletely or not at all was a strategic one to avoid a decrease in public trust, or 
(2) the high rate of cyber-attacks generated communication errors, and SSSCIP was 
unable to maintain the reporting pace aligned with the number of cyber-attacks.
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