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BLOCKCHAIN TECHNOLOGY, AN ALTERNATIVE
TO THE TRADITIONAL BANKING SYSTEM

Bianca-Ioana NICOLAE, Student*

With the advent of new technologies and the rising trend of digitalization, the financial sector is being reshaped, evolv-
ing, and adapting to improve its efficiency and keep pace with people’s needs. One of the most current technologies that has
the potential to develop the financial sector is Blockchain technology. The main idea of this technology is that it is based on
a decentralized public registry, which allows transactions to be performed in a secure, efficient way and has several advan-
tages that are not found in the traditional banking system we know. Blockchain and cryptocurrencies could become one of
the most important innovations in the financial sector, capable of creating a digital economy, based on decentralization, since
they have features that optimize and simplify transactions, without the need for an intermediary, compared to the traditional

banking system.
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Introduction

In the scientific field, Blockchain technology is
an important technological innovation, considered
a technology that has the potential to significantly
change the financial sector, which is undergoing
more and more transformations.

The technological era and the current context
of the Covid pandemicl9 require the financial
sector to adapt and adopt new digital technologies
designed to reshape payment systems, insurance,
and focus on reducing fraud. (Erik, et al. 2021, 53)

Today, the digital economy is based on
the reliance on a trusted authority, both at the
transaction level and at the relational level, of a
third party, such as banks, to ensure the security
(Dragomir, Alexandrescu and Postolache 2018,
34-38) and confidentiality of our accounts.
The problem with these entities is that they are
vulnerable to attack and can be compromised at
any time (Laerte, et al. 2011, 186), and Blockchain
is a solution.

Blockchain technology and cryptocurrencies
are considered to be revolutionary inventions,
as is the advent of the Internet. These could have
a major impact on the financial sector, due to the
advantages it offers in terms of transactions, such as
lower costs, much faster transaction execution, and
transparency (Michael, et al. 2016, 19), compared
to the traditional banking system, which does
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not have these benefits. As for cryptocurrencies,
they are perceived as investments, digital assets,
without a central authority, and despite their high
volatility (Christian, Anessa, and Eric 2020, 218),
some of them have higher economic capital than
some banks. This shows that people are confident
in investing. Moreover, people who invest in
cryptocurrencies prove to be young, educated,
passionate about technology, and prefer to invest
in the long run, not speculate (Auer, and Tercero-
Lucas 2021). .

Socio-economic changes and the challenges
of the future will make money the destiny of
becoming digital (Miller, Michalski and Stevens
2002, 11). As reality shows, the popularity of
cryptocurrencies has increased significantly lately,
and the most powerful virtual currency is called
Bitcoin. It is the first currency to be perceived as
being successfully implemented, as it can make
large amount transfers in a very short time and is
expected to be associated as a form of digital gold in
the future (Ammous 2018). It has several properties
such as decentralization, security, transparency and
is a tool for fraud prevention (Nakamoto, n.d.), as
any transaction is visible and verifiable.

Therefore, we can say that a new door
is opening for the development of a digital
economy, based on decentralization, which creates
extraordinary opportunities and a revolution of
the economic space (Dragomir, Dumitriu, and
Barbulescu 2021, 1-4). However, concerning
Blockchain technology, there are two hypotheses,
that the adoption of the technology will become an

3 I,  June, 2022
\/



alternative to the banking system, and on the other
hand that banking institutions will take advantage
of it to take steps towards evolution. To date, there
is no clear picture of the implications of blockchain
for banks (Martino 2021, 4).

Therefore, the paper addresses how
blockchain technology and cryptocurrencies could
be an alternative to the traditional banking system
and how they can be considered a competitor to
banks rather than a step towards their evolution.

Bitcoin

Blockchain technology was originally support
for Bitcoin virtual currency. The context that
favored the emergence of this currency was the
global financial crisis, since 2008. At that time,
many considered that the whole financial system
would collapse, and the reaction of governments
and central banks can be considered dramatic, by
the attitude they had, in the sense that they printed
money on an unprecedented scale in all of human
history (Frisby 2014, xxiii).

This behavior clearly shows us that the way
money is created, whether it is euro, dollar, lei,
gives banks and governments immense power
over the financial system. While the population is
losing, they are taking advantage of their status,
which leads to inequality between the two actors.

The global crisis also had a positive effect,
namely an opportunity for Satoshi Nakamoto,
which gave rise to an electronic payment system
based on decentralization, which differs from a
centralized system in that there is no authority,
and any participant in the network has access to
transactions, which is a great benefit.

The specialized works do not present Satoshi
Nakamoto in all his economic development, and at
the moment his identity has remained completely
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unknown (Frisby 2014, 2).

The main feature behind the electronic
payment system created by Satoshi is the Peer-to-
Peer system, which allows online payments to be
made from one user to another, without the need
for processing by a banking institution (Frisby
2014, 2), in which the devices participating in the
network are called peers and have the same rights
and responsibilities (Antonopolous 2017, 93)

The key innovation of this electronic payment
system is called Proof of Work. This is an algorithm
used by Bitcoin miners to verify transactions,
ensure security, and add new blocks to the
Blockchain network (Antonopolous 2017, 231).
The process consists of using processing units and
electronic circuits to solve complex mathematical
puzzles, and also prevents the modification of a
block in the network (Nakamoto, n.d., 3), providing
the quality of immutability.

Blockchain

The entire trading system is based on
Blockchain technology. The blockchain register
stores all transactions performed, where a number
of transactions form a unit of the database called
”block”, and each of them contains data about the
previous block, and hash”, a unique fingerprint
that has the role of identifying a block and its
contents. Once a block appears in the chain, its
hash is calculated, and once the first transaction
takes place inside the block, the hash change takes
place (Antonopolous 2017, 195).

Thus, in the Bitcoin system, transactions are
linked in blocks, and then they are interconnected
through what we call Blockchain. All blocks are
arranged in chronological order, and as can be seen
in the figure below, each block contains the hash
assigned to the previous block.

“Thursday” “Fingerprint”

Previous Hash: 000000000

Prewous Hash: 0234ABED4

Prevnous Hash: A4CE23847

(Hash: 0234ABED4 | +~ Hash:

A4CE23847 « Hash: F2384?DE6

Figure 1 Blockchain system based on cryptographic hash
Source: https://medium.com/swlh/blockchain-characteristics-and-its-suitability-as-a-technical-solution-bd65fc2cladl,
accesed on 25.11.2021.
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The science behind  blockchain s
cryptography. The blocks formed in the chain are
linked and secured by cryptography, and to trade
securely on this system (F. L. Dragomir 2016,
235-242), users use public and a private key.

Cryptography ensures security and allows
communication between two people, where a third
party does not need to have access. (Stinson 2005, 1)
For example, the information that Andrei wants to
pass on to Alexandru can be a text, numerical data,
or any other nature. In this case, the text encrypted
by Andrei can be viewed by Alexandru, only with
the decryption key. If a third party named Adrian
wants to view the text, it will be impossible because
it does not have the decryption key.

There is a private and a public key to blockchain
transactions. We can associate the public key with
the bank account number (IBAN) and the private key
with the PIN code that gives us access to that bank
account. (Antonopolous 2017, 56) Thus, the public
key, in this case, allows the receipt of amounts, and
the private key is used to confirm transactions and to
send amounts to other users.

Each user has a digital wallet. The digital
wallet was created to avoid the many problems
that a physical one has, such as the fact that it can
be lost or stolen. It also provides greater security
because the data is encrypted and there is a backup
option (Balan and Ramasubbu 2009, 100-102).

The wallet allows the management of keys
and addresses, offers the possibility of tracking,
signing, and creating transactions. According to
Andreas M. Antonopolous from a programmer’s
perspective, the digital wallet “refers to the data
structure used to store and manage a user’s keys”.
(Antonopolous 2017, 93)

Users have a digital wallet, an address of
letters and numbers and a QR code as shown in the
figure 2.

Blockchain, an alternative to the

traditional banking system

First of all, Blockchain technology was
created precisely to eliminate the need for “trusted
parties”. Until its inception, payment systems relied
on people’s trust in intermediaries, but Satoshi
Nakamoto created this electronic payment system
based on cryptography to facilitate transactions
between two parties without the intervention of an
intermediary.
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Figure 2 Digital Wallet
Source: https://bitcoin.org/ro/intrebari-frecventetcat-de-
dificil-este-sa-facem-plati-cu-bitcoin, accesed on 25.11.2021.

Secondly, transactions on this system are
much faster than traditional ones and require much
less effort compared to the traditional system where
SWIFT codes, IBANs, BIC codes are required to
transfer money today. Customers pay significant
fees, and geographical location or time zone
differences may increase the transfer time.

The popularity of Blockchain technology is
due to the many benefits it offers as compared to
the traditional system. Among the most important
are the following:

Decentralization

In the traditional financial sector,
intermediaries play an important role in validating
transactions. Blockchain eliminates the need for
intermediaries and makes a transaction between
two parties possible securely and efficiently.

t—m- 0

Intermediary
(Bank) ‘

Figure 3 Transaction based on traditional banking system
Source: Author conception
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Figure 4 Transaction based on Blockchain
Source: Author conception
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Security

In a centralized system, such as the traditional
banking system, security depends on access control
and continuous checks to keep bad actors out of the
system. In the case of a decentralized system, such
as bitcoin, the responsibility and control depend
on its users (Antonopolous 2017, 269). Thus, users
must comply with certain security policies, including
choosing a secure digital wallet, encrypting the wallet
with solid passwords, signing offline transactions,
and regular backups (Bitcoin.org, n.d.).

Regular payment systems also contain the
user’s credentials, such as their credit card number
(Antonopolous 2017, 270). A malicious actor may
access the system and compromise a transaction,
steal the card data, and make payments on behalf
of the user whenever he wants.

From this point of view, bitcoin is completely
different. A transaction with bitcoin authorizes a
single value to a certain recipient, and the transaction
once registered cannot be modified. Also, the
system does not disclose private information such
as the identities of the sender and the recipient, and
cannot be used to authorize other payments. This
system leaves security in the hands of the user, and
the biggest responsibility is to protect the keys of
his wallet (Antonopolous 2017, 270).

Traditional Privacy Model
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Table no. 1
DURATION OF TRANSACTION PROCESSING

1-2 days

Instantly, but takes 2 days to withdraw the money
Instantly, only cash

Up to 3 days

0-60 minutes

(The data in the table were extracted from the official
websites, on 28.11.2021.)

anywhere in the world, without being conditioned
by the banks’ schedule, geographical position, or
time zone differences.

Privacy

One of the biggest benefits of this system is
privacy. At present, online commerce depends
exclusively on financial institutions, which serve
as third parties to validate transactions. Blockchain
technology is revolutionary in this regard, as it
completely replaces the need for third parties,
offering in return, the guarantee of the transaction
by cryptographic methods.

Transparency
There has been speculation that Bitcoin
could be a good means of payment for terrorists

‘ Identities |—| Transactions }—D

Trusted -
Third Party

P Counterparty Public

MNew Privacy Model

| Transactions l—b

‘ Identities |

Public

Figure 5 Comparison between Traditional Privacy Model and New Privacy Model
Source: Satoshi Nakamoto, Bitcoin: A Peer-to-Peer Electronic Cash System, The Bitcoin Whitepaper, p.6.

Rapidity

In the following table, a comparison was made
between PayPal, Western Union, SEPA, Banca
Transilvania, and Bitcoin, in terms of transaction
processing.

Therefore, the electronic payment system
created by Satoshi Nakamoto is much more
efficient in terms of the speed of processing
transactions, compared to banking institutions or
other payment systems. We can send any amount
of money instantly, at any time of the day or night,

or criminals, and this has remained in people’s
minds (Stein 2017). But the reality is completely
different because the transactions registered on the
blockchain are immutable and accessible.

The transactions made can be verified at any
time because they are on an open-source system,
and all their data can be viewed if we enter the
transaction number or the recipient id on the
website https.://www.blockchain.com/explorer.

Once an address is assigned an identity,
all transactions associated with it are easily
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identifiable. The bitcoin system has allowed the
identification and arrest of many drug dealers who
have used it as a means of payment, as they have
relied on the fact that bitcoin helps them remain
anonymous (Ammous 2018, 239).

So people’s trust in this system comes from
the fact that it is open-source and decentralized.
Anyone who wants to check how the system works
can access the source code and all transactions can
be viewed in real-time by anyone.

Also, all payments can be made without the
need for third parties, and the entire system is
based on cryptographic algorithms that secure the
network, and no organization or individual can
control bitcoin. Control is in the hands of users.

The impact of cryptocurrencies

At this moment, cryptocurrencies have a
capital of over 3 trillion dollars (Osigner 2021),
surpassing some of the most important banking
institutions (Cuthbertson 2021), which shows
that people trust this system and feel the need for
decentralization, the need for a financial system
without the involvement of central institutions
(Chen and Bellavitis 2019, 5).

There is a possibility that Bitcoin is the future
of our payments, or as an investment because it is
perceived as a form of digital gold.

El Salvador is the first country in the world
to adopt Bitcoin as a legal tender. The Bitcoin law,
adopted on September 7, 2021, was a great success,
voted with 62 of the 84 votes available in Parliament
(Renteria, Wilson and Strohecker 2021).

Citizens of El Salvador now own a digital
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