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Current and anticipated developments in logistics focus on implementing a
range of emerging technologies that promise substantial economic, social, and
environmental advantages. However, these technological innovations also give
rise to cyber vulnerabilities that pose significant risk of disruption within supply
chains, in the context of a low level of awareness. This study addresses this research
problem by investigating such vulnerabilities within the specific context of logistics
as a domain shared between civilian and military sectors. The article’s research
niche lies in its examination of cybersecurity risks at the intersection of civil and
military logistics, aiming to identify opportunities for cooperation to mitigate these
threats. The study employs a literature review methodology to achieve its objectives.
By analysing the cybersecurity implications for civilian logistics and supply
chain management first, and then examining the most vulnerable functional and
related areas of military logistics, the study adopts a complementary perspective
that integrates logistics and cybersecurity. The findings highlight ten key areas of
civil-military collaboration, underlining the necessity of a paradigm shift in the
delivery of logistic support to military forces, especially in military procurement
and operational planning processes.
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Introduction

The logistics sector is progressively adopting digital solutions to enhance
operational efficiency. In 2020, the World Economic Forum projected that digitization
could contribute up to $1.5 trillion for the sector by 2025. Among the innovations
driving this transformation are technologies such as warehouse robotics, electro-
mobility, artificial intelligence/Al, Blockchain, predictive maintenance, and drone
supervision. While these technologies offer considerable benefits, these also produce
vast quantities of data, thereby increasing the sector’s exposure to cybersecurity
threats — a risk exacerbated by a persistent deficit in cybersecurity awareness
(Prabhughate 2020, 3-4). Prior research indicates that the willingness of logistics
managers to implement cyber resilience strategies is significantly influenced by their
perception of cyber risks (Gaudenzi and Baldi 2024, 99-122), thereby underscoring
the imperative for increased awareness and an integrated focus on both physical and
cybersecurity dimensions (Chan and Choi 2023, 1-18).

Military logistics faces similar threats, with China investing in targeting US
civilian and military logistics. Such actions pose a significant risk to the operational
readiness andresponsiveness of NATO forces However, therapid pace oftechnological
advancement also presents opportunities to develop effective countermeasures.
(US Army Futures Command n.d., 8-12). Therefore, identifying cyber threats and
fostering military-civil cooperation is critical to enhancing cybersecurity resilience
across both sectors.

More than 20 emerging and disruptive technologies have been identified as
influencing military cybersecurity, including Al, machine learning/ML, advanced
materials, and quantum technologies (NATO Science & Technology Organization
2020, 41-111). Additional relevant technologies include data storage systems, 5G
networks, and advanced sensor systems, etc. (Bellasio and Silfversten 2020, 88-108).
By 2030, NATO member states are expected to implement private and hybrid 5G
networks to support logistics operations in areas such as maintenance, transportation,
and training (Pernik 2022, 67). Given this technological landscape, it is imperative
for military logisticians to remain informed about developments in both logistics
and cyber domains, as cyber threats have the potential to disrupt supply chains and
undermine the sustainability of military operations. Within this context, the study
addresses the following research problem: a low level of awareness regarding cyber
threats and their potential to disrupt supply chain, thereby jeopardizing the continuity
and effectiveness of military operations.

Logistics functions differ significantly between civilian and military contexts.
In the civilian sector, logistics primarily encompasses transportation, warehousing,
and distribution, while Supply Chain Management/SCM include activities such as
procurement, production planning, and demand management (Mentzer, Stank and
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Esper2008, 32-35). In contrast, military logistics is considerably broader, comprising
six functional areas: the supply of various categories of goods, materiel life-cycle
support, equipment maintenance, movement and transportation, general support
services (including catering, accommodation, warehousing, laundry and sanitation,
postal and courier services, equipment recovery, etc.), as well as medical and veterinary
support. Additionally, six related areas are being added, namely: budget and finance,
military engineering, mortuary affairs, contractor support to operations, civil-military
cooperation and military police functions (NATO Standardization Office 2018, 5 1-
6_5). This broader scope highlights that military logistics not only incorporates but
extends beyond the functions of civilian logistics and SCM. Accordingly, the objective
of this study is to identify and pinpoint potential areas for civil-military collaboration
aimed at mitigating cyber risks and improve the sustainability of military operations.

1. Literature Review

The existing body of research on cyberattacks within the logistics sector do not
differentiate between civilian and military actors. For instance, Microsoft reported
a ransomware attack, allegedly orchestrated by the Russian military operatives,
targeting Ukrainian and Polish logistics organizations supporting frontline operations
(Lyngaas 2022). Despite the significant impact, limited information was made public,
resulting in significant awareness gaps. Consequently, cyber threats to logistics have
not been prioritized as a key research area by military logistics experts in at least one
of the affected countries over the next five-year period (Jatowiec and Grala 2022, 8-12).

Additionally, research combining cybersecurity and logistics is limited,
possibly due to insufficient data highlighting its importance, as most studies address
cybersecurity within the broader context of Supply Chain Management (SCM), often
overlooking the distinct challenges faced by logistics operations (Cheung, Bell and
Bhattacharjya 2021, 1-12). At the same time, logistics often falls under SCM, where
continuity of supplies is a key focus (Dymyt, Wincewicz-Bosy and Skubisz 2024,
187), attracting more research interest.

Cybersecurity within logistics and SCM encompasses a broad spectrum of
domains, including management, engineering, and operations (Cheung, Bell and
Bhattacharjya 2021, 2), rarely considering military contributions. Therefore, military
logistics studies often lack detailed analyses of cyber vulnerabilities, missing
opportunities to address these through civil-military collaboration. Similarly,
civilian-focused research overlooks the potential for military contributions. As a
result, military managers lack insights into leveraging civilian expertise to enhance
cybersecurity, and civilian sectors miss opportunities for military support. This study
aims to bridge this gap by exploring joint civil-military initiatives to bolster logistics
cybersecurity in both domains.
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2. Research methodology

To achieve the stated objective, the research employs a qualitative strategy
grounded in a literature review approach, using the military logistics functional
and related areas framework to identify key stakeholders and potential cooperation
opportunities. This qualitative method is particularly appropriate as it covers an
interdisciplinary topic, enabling preliminary exploration within the intersecting
fields of cybersecurity and logistics. Through its characteristics, this strategy allows
the applicability of “understanding as a discovery principle” and “the construction
of reality as a basis” (Kuckartz and Rédiker 2023, 5).

Moreover, the qualitative strategy aligns well with the exploratory focus of the
research goal, which does not aim to test hypotheses (Creswell J.W. and Creswell
J.D. 2018, 40, 192). The study adopts an interpretive stance (Denzin and Lincoln
1994, 2), exploring cybersecurity in civilian logistics and SCM, and using a deductive
approach to pinpoint areas where military expertise can enhance civilian operations.
Furthermore, it analyses military logistics through a comparative approach,
highlighting best practices and potential contributions to civilian efforts. As a result,
the research offers a holistic view on the issue by analysing various components of
military logistics (Creswell J. W. 1998, 15).

3. Cybersecurity Implications for Civilian Logistics
and Supply Chain Management

Addressing cybersecurity threats in civilian logistics and SCM is increasingly
critical, particularly in the context of Industry 4.0 developments. Emerging
technologies such as Blockchain play a key role in safeguarding data generated in
logistics by other technologies (Boyson 2014, 2) while also fostering innovation
(Tang and Veelenturf 2019, 1-11). Cyber-physical systems/CPS, data science
applications (Muhuri, Shukla and Abraham 2019), drones and robots further
optimize logistics operations (Cheung, Bell and Bhattacharjya 2021, 13). Despite
these benefits, such technologies also increase vulnerability to a range of risks:
physical disruptions (e.g., accidents or natural disasters) and cyberattacks, leading to
both tangible consequences (reduced production, labour disruptions) and intangible
damages, including loss of consumer trust or reputational harm (Chen and Chang
2021, 2-13).

Implementing precautionary measures 1is essential, beginning with the
identification of system vulnerabilities and involving the Chief Information Officer
(CIO) to mitigate risks in both information technology/IT and supply chain operations
(Cheung, Bell and Bhattacharjya 2021, 5-7). High-profile cyberattacks, such as the
attacks on Colonial Pipeline and SolarWinds — underscore the CIO’s dual role in
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ensuring cybersecurity across a broad spectrum of logistics activities, ranging from
the supply of everyday products to the acquisition of advanced assets like fighter
aircrafts (Dury and O’Meara 2021). Effective measures include implementing
blockchain technology, multi-factor authentication (Zhang et al. 2020, 1187-91),
installation of secure firewalls and gateways (Hutchins et al. 2015), conducting
supplier audits, training personnel (Cheung, Bell and Bhattacharjya 2021, 7-8), and
implementing safeguards against counterfeit products (Eggers 2020, 880-5).

Experts highlight that civil-military teams can coordinate three key real-time
recovery measures: componentrecovery, systemisolation, and continuous monitoring
(Cheung, Bell and Bhattacharjya 2021, 8). In the event of a cyberattack, recovery
efforts may also require engaging managers responsible for logistics, procurement,
and customer service (Chopra 2018, 1-528).

Aftermath measures often involve CIO-led teams and include behavioural
analysis and feedback loops (Sepulveda and Khan 2017, 1293-5), data backups,
recovery planning, resilient system design (Colicchia, Creazza and Menachof 2019,
215-40), forensic investigations (Tuptuk and Hailes 2018, 93-106), and system
restoration activities (Heath, Mitchell and Sharkey 2020, 5-19). Collaborative
recovery strategies often require coordination with supply chain partners (Colicchia,
Creazza and Menachof 2019, 221) and insurance providers (Boyson 2014, 9).
Additionally, if military supply chains are affected or contractual agreements are in
place, military experts may be called upon to support recovery efforts.

Integration sustainability specific to sustainable development in logistics
requires strong cybersecurity measures to prevent supply chain disruptions. While
technologies such as Blockchain, Al, the Internet of Things (IoT), and Big Data
Analytics support this integration, they also heighten vulnerability to cyber threats.
Mitigation strategies include the use of Machine Learning (ML) and Cyber Threat
Intelligence, while effective implementation requires coordinated efforts among
decision-makers, governmental bodies, industry stakeholders, academic institutions,
and specialized military personnel in logistics, cybersecurity, and intelligence
(Layode et al. 2024, 1954-73).

Maritime logistics, in particular, also presents significant risks, with ports
targeted for espionage, terrorism, and cyber warfare, threatening both civilian
and military operations. Recommended countermeasures include training, IT
infrastructure upgrades, and cooperation with government and international entities
(Senarak 2021, 20-36).

Emerging technologies such as Cyber-Physical System (CPS) and Complex
Event Processing are increasingly bridging logistics and cybersecurity by enabling
real-time data analysis and threat detection (Alias et al. 2018, 1-4). Military logistics
could benefit from adopting these innovationss through enhanced cooperation with
private companies and the development of smart logistics solutions, addressing
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risks across personnel, operational processes, and technologies. Recommended
measures include network segmentation, rigorous device testing, and Al-based threat
monitoring, paired with encryption and employee cybersecurity training programs
(Prabhughate 2020, 4-6).

This analysis highlights opportunities for military engagement in addressing
logistics cybersecurity, setting the stage for tailored strategies to military operational
frameworks.

4. Cybersecurity Implications for Military Logistics

Military logistics is a cornerstone of the broader logistics sector, defined by key
domains outlined in NATO standards. These include functional areas such as supply,
materiel life cycle support, equipment maintenance, transportation, and medical
support, alongside logistics related areas such as finance, engineering, contractor
support to operations, and civil-military cooperation (NATO Standardization Office
2018,5 1-A_1). Additionally, some researchers further emphasize the importance of
operational processes, stocks, and technical components, particularly within supply,
transport, and services (Brzezinski 2024, 144).

Given the susceptibility of military logistics to cyberattacks, this section
explores threats across these domains and explore collaborative countermeasures
involving both military and civilian actors. This approach is vital as supply chains
underpinning military and civilian logistics share a common structure based on
four lines of logistical support. The fourth tier -which includes national depots,
contractors, and industrial partners - serves as the strategic foundation for the
others (NATO Standardization Office 2018, 1_8). Therefore, cyber threats aiming at
civilian logistics can have cascading effects on military supply chains, which may
themselves become direct targets.

Research highlights specific vulnerabilities within military supply chains,
especially concerning weapon systems, which function as intricate systems-
of-systems. These systems are prone to cyberattacks, partly due to flaws in their
integrated circuits (Koch and Golling 2016, 192). Additionally, the outsourcing
of production to Asia for cost-efficiency has introduced additional risks, such as
unauthorized access via backdoors and kill switches in externally manufactured
chips, compromising highly classified systems (Adee 2008, 34-9).

Furthermore, cyber risks in military logistics remain persistent due to issues like
counterfeit components in naval assets (United States Government Accountability Office
2016, 11-12) and challenges maintaining supply sources for aging weapon platforms.
Additionally, the use of commercial off-the-shelf products introduces cyber vulnerabilities,
while the integration of legacy systems with modern technologies can create weak points
capable of compromising entire military operations (Koch and Golling 2016, 193-5).
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Researchers stress that effective cybersecurity begins with the assumption that
systems may already be compromised. This requires identifying critical components
and implementing risk management practices guided by international standards
such as ISO 31000 and IEC 31010 (Koch and Golling 2016, 198). To reduce
risks, military logisticians must adopt advanced technologies within their supply
chains, develop reliable methods to detect counterfeit parts, and create migration
strategies for bridging incompatible systems, with input from civilian and military
cybersecurity experts. In parallel, strengthening chip production and supporting
EU industrial alliances in semiconductor technologies development are also key
priorities (European Commission 2021, 14).

Cyberattacks on civilian supply chains, such as those impacting Colonial
Pipeline and JBS Foods, highlight vulnerabilities that could also jeopardize military
operations, especially when contractors are involved. Medical support systems face
similar threats; for instance, cyberattacks on civilian hospitals as seen in Ireland
can hinder healthcare services for both civilian and military patients due to the
interconnected nature of their medical infrastructures (NATO 2019, 1 19-1 22).
To address these risks, military logisticians should diversify contractors for critical
supplies, ensure timely software updates, and foster collaboration between military
and civilian sectors. Coordinated efforts are essential to strengthen logistical resilience
against cyber threats (NATO Cooperative Cyber Defence Centre of Excellence
2022, 2-4). Furthermore, cybersecurity responsibilities must be clearly assigned
across the supply chain, especially for manufacturers, distributors, and importers
of digitally integrated products, particularly in information and communication
technology. These actors must proactively assess cyber risks, mitigate threats, and
comply with conformity assessment procedures to reinforce overall supply chain
security (European Commission 2022, 1-17).

In the domains of equipment maintenance and materiel life-cycle support,
cybersecurity risks are closely linked to Additive Manufacturing technology. Already
adopted by the U.S. military, it enables on-site production of parts, thereby reducing
logistical strain and advancing sustainability objectives (Hrab and Minculete
2023, 130). Addressing these risks requires coordinated efforts among 3D printer
manufacturers, software developers, equipment suppliers, procurement teams, and
military maintenance units.

Similarly, the movement and transportation of military assets are also vulnerable
to cyber threats. The U.S. Transportation Command depends heavily on commercial
transportation providers and civilian infrastructure - including roads, ports, railways,
and electrical grids - to deploy approximately 90% of its troops and equipment.
However, these systems lack military protection, leaving critical deployment
capabilities exposed to cyber risks (The Brookings Institution 2023, 3-7).
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Enhanced military involvement is essential to safeguard critical networks
from cyberattacks and economic coercion. For example, China’s integrated digital
platform for military and civilian entities, connecting 70 ports and more than ten
airports, enables coordinated cyber operations. This raises significant concerns about
national sovereignty, as controlling and monitoring port data, including entries and
departures, may lead to the unintended transfer of operational authority in exchange
for assured access (The Brookings Institution 2023, 8).

Furthermore, the military’s growing interest in using drones to transport essential
supplies, such as petroleum, highlights the need for strong cybersecurity. These
autonomous systems require robust cybersecurity to prevent malicious interference.
Onepotential threatscenario involves cyberattacks rerouting autonomous commercial
vessels, causing maritime congestion that could obstruct naval operations (U.S.
Army Futures Command n.d., 8-9). As adoption of autonomous systems in military
mobility depends on IT Systems, smart railroads, and harbours, which heavily rely
on GPS (Pernik 2022, 74), the cybersecurity dimension becomes essential.

The EU and NATO acknowledge the critical role of cybersecurity in ensuring
effective military mobility. A project under the Permanent Structured Cooperation
(PESCO) framework highlights mitigating cyber threats through collaboration between
public and private sectors during deployment phases. Key logistical factors, include
port accessibility, bridge load capacity, and tunnel dimensions for transporting heavy
equipment, and are central to these efforts (Beckvard and Zotz 2021, 1).

Essential for logistic support, critical infrastructure also relies on technology
systems, ensuring cybersecurity is imperative. Military logistics platforms, including
LOGFAS and warehouse management tools, must also be secured. As a proactive
measure, mapping the interdependencies between civilian and military systems is
a crucial precautionary step (Beckvard and Zotz 2021, 2). Planners should focus
on identifying critical infrastructure and information systems for each operation,
and evaluating the risk of potential cyberattack disruptions in both departure and
host nations. Additionally, building partnerships to enhance cybersecurity and using
Information Sharing and Analysis Centres can foster cooperation and trust. Within
the Mission Assurance Process, adopting cybersecurity standards such as ISO/IEC
27001 or the U.S. NIST Cybersecurity Framework is key to establishing a secure
operational environment (Beckvard and Zotz 2021, 2-4).

Warehousing is another area vulnerable to cyber threats. Cyberattacks, such
as denial-of-service/DoS or database manipulation can disrupt storage facilities by
altering product data, especially when systems like Radio Frequency Identification or
cellular data are used. Man-in-the-middle attacks pose additional risks by potentially
exposing sensitive logistical data to unauthorized entities. Mitigation strategies
include securing automated systems, maintaing regular backups, performing routine
audits, and providing comprehensive staff training (Beckvard and Zotz 2021, 4).
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In the domain of movement and transportation, several aspects need to be
thoroughly addressed. First, heavy equipment transport often relies on sea routes
using private contracted ships, which are susceptible to cyber disruptions via internet-
connected systems. Such cyber threats can delay or obstruct essential deliveries.
According to researchers, military planners should engage private companies
early in the planning process and mandate adherence to the International Maritime
Organization’s guidelines on maritime cyber risk management (Beckvard and Zotz
2021, 4). They also stress the need for a robust international legal framework to more
effectively address these threats (Al Ali, Chebotareva and Chebotarev 2021, 248).

Secondly, inland waterway transport is exposed to cybersecurity risks similar
to those facing maritime transport, River Information Systems and IT infrastructure
making these networks attractive targets for cyberattacks (Benga, et al. 2019, 248-
50). Any disruption to traffic control could cause cascading effects, such as waterway
congestion and broader supply chain interruptions (Beckvard and Zotz 2021, 6).

Thirdly, air transport also faces substantial cyber risks. Military aircraft,
much like their civilian counterparts, depend on navigation and air traffic control
management systems that ae vulnerable to cyberattacks, including potential breaches
in Air Traffic Management systems. Mitigation strategies include establishing
alternative flight routes, protection via Military Computer Emergency Response
Teams, and coordinating closely with civilian aviation authorities (Beckvard and
Zotz 2021, 5-7).

Fourthly, rail transportation is at risk due to its increasing reliance on
digital systems like Advanced Train Control Systems, which are susceptible to
eavesdropping, spoofing, and denial-of-service (DoS) attacks (Xiang et al. 2020,
46). Addressing these vulnerabilities requires thorough risk assessment during
operational planning process/OPP (Beckvard and Zotz 2021, 8).

Seaport cybersecurity plays a vital role in military operations, as ports are
integral components to the Joint Logistic Support Network/JLSN, alongside airports
and rail ports (NATO Standardization Office 2018, 1 _6). Vulnerabilities in systems
such as Vessel Traffic Services and cargo handling processes require the deployment
of rapid response teams of military personnel, port authorities, and contractor
representatives, with joint training and awareness efforts such as infographics
and pocket guides. Military mobility, reliant on aerial assets, requires civilian and
military cooperation to adopt such measures and embed them within the Operational
Planning Process (OPP) (Beckvard and Zotz 2021, 5).

Last but not least, road transportation is essential for military exercises and
operations, yet it remains susceptible to threats like attacks on traffic light systems,
which can cause congestion that disrupts deployments (Zhiyi et al. 2016, 60-68).
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Cities, as part of the JLSN, host key facilities such as hospitals, depots, and
convoy support centres (NATO Standardization Office 2018, 1_6). However, the
advent of smart cities — where technology is embedded into infrastructure, such as
traffic management, energy grids, and healthcare systems — introduces new cyber
vulnerabilities. Such threats could disrupt military planning and logistics, highlighting
the need for strong collaboration between military leaders and city administrations
to implement “security by design” principles into public procurement processes
(Bellasio and Silfversten 2020, 111-120).

In this complex landscape, national regulations often fall short in addressing
cross-border cyber threats. Effective solutions include mapping vulnerabilities,
updating policies and legal frameworks, implementing standards, and fostering
agreements among stakeholders to ensure a secure cyber environment (Beckvard
and Zotz 2021, 8-9).

Another key area of military logistics highly vulnerable to cyberattacks is
contractor support for operations. When responsibilities are outsourced, cybersecurity
risks shift to private entities; nonetheless, military logisticians must ensure these
risks are effectively addressed. For example, in Japan, defence procurement entities
require cyber risk assessments and supplier to comply with cybersecurity standards,
including audits and secure supply chains (4dpud Kono and De Tomas Colatin
2023, 15-16).

In the United Kingdom, Ministry of Defence contractors are required to adhere
to the Cyber Security Model, including risk assessments, questionnaires, and
evaluations applied to both contracts and subcontracts. However, many contractors
face challenges with cloud service and software providers due to the lack of
certification and audit standards, underscoring the need for government action and a
stronger regulatory framework (UK Government 2021, 3).

The USA has taken a stricter approach, banning high-risk equipment and
services from companies such as Huawei, Kaspersky, and ZTE in military contracts,
along with restrictions on import and export activities (Federal Communications
Commission 2024). Experts advocate for proactive international regulatory
frameworks to strenghten supply chain cybersecurity before attacks can occur (Kono
and De Tomas Colatin 2023).

5. Main Findings
The analysis highlights key logistics activities across military and civilian

domains vulnerable to cyber threats, emphasizing the need for strong collaboration.
It also outlines practical solutions achievable through joint efforts involving both
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logisticians and cybersecurity experts. As a result, ten collaboration areas between
military and civilian stakeholders have been identified and are illustrated in
Figure no. 1.

Public e
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Figure no. 1: Areas of civilian-military cooperation
for cybersecurity in logistics

Conclusions

The current landscape in both military and civilian logistics is increasingly
complex and exposed to significant cyber vulnerabilities. Although these sectors
are interconnected, the military sector demonstrates a higher level of dependency
on secure and resilient logistics. However, logisticians alone cannot address the
challenges posed by technology integration and cyber threats to logistic support.
Therefore, in the military sector, the success of operations and missions hinges on
the establishment of interdisciplinary teams. These teams should include civilian
and military logisticians, IT and cyber experts, representatives from producers,
contractors, intelligence agencies personnel, administrative authorities, academic
researchers, and other key stakeholders to effectively address cyber vulnerabilities
across the ten identified areas of collaboration.

Within these interdisciplinary teams, logisticians play a critical role by
deconstructing logistics processes into detailed components, enabling the
identification of key actors and potential cyber threats. Nonetheless, the input of
other team members is essential to ensure, for instance, that procurement processes
and operational planning effectively mitigate a wide range of threats that could
compromise the supply chain. This approach applies to all functional and related
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areas of military logistics, whether addressing the need for daily consumables or
essential military equipment on the battlefield. Overlooking these considerations,
particularly in procurement and operational planning, could render a military force
unable to mobilize or sustain operations effectively.

From a procurement standpoint, military structures must expand their focus
beyond standard product specifications, delivery terms, and payment conditions.
Additional considerations, such as demand forecasting, the creation of a vetted and
certified pool of national suppliers subject to military audits and oversight, securing
multiple sources for critical products and service, imposing restrictions on the import
and export of certain types or components of essential military equipment, and
assigning clear cyber responsibilities to contractors, are already proving a significant
impact on military procurement practices. Their effectiveness depends on the
establishment of a robust legal framework, which can be developed collaboratively
and supported through agreements among all relevant stakeholders. Furthermore,
a cultural shift within military institutions may be necessary, such as fostering
openness and transparency, as these are essential for successful collaboration with
third parties.

Incorporating cybersecurity considerations into the operational planning process
requires a fundamental shift in perspective, as emphasized in this study. To facilitate
this change, several key actions should be prioritized during peacetime and validated
through military exercises. These include: integrating cybersecurity into the design,
monitoring, protection, and management of public infrastructure; active involvement
from private and public sectors; focus on identifying interdependencies across
systems; and establishing rapid-response teams to address cyberattacks effectively.

In addition to involving external parties into logistics-related military activities,
military actors can also enhance engagement with the civilian sector through
initiatives such as: cooperating with local authorities, identifying critical information
infrastructure, protecting critical logistic infrastructure, promoting cybersecurity
awareness, and providing education and training for both civilian and military
logisticians. Additionally, offering cyber expertise to key stakeholders. In fact,
education and training in cybersecurity for logistic processes to key stakeholders
remains a valuable option. Notably, joint education and training in cybersecurity for
logistics represents a strategic priority that can be significantly advanced through
military-civilian collaboration.

While the ten areas of civil-military cooperation identified in this study
encompass various distinct yet interconnected activities, the effectiveness of
cybersecurity in logistics can be achieved through a coordinated and integrated
implementation of these actions. Since they are interlinked, failure in one area could
have a cascading negative impact on others, underscoring the need for a strategic
approach.
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Drawing on the insights presented, this study also identifies practical ways to
implement cybersecurity measures into logistic practices. One of the most achievable
steps is to raise awareness among logisticians, encouraging them to look beyond the
traditional characteristics of military products and conventional logistics processes.
To this end, logisticians should have access to updated training programs that not
only address logistics but also highlight the cyber risks associated with its proper
functioning. Furthermore, they should be equipped to understand how emerging
technologies support logistics operations while simultaneously introducing cyber
threats that could compromise military missions and operations.

Another approach to implementing cybersecurity measures in logistics is to
establish an organizational habit of consulting cybersecurity experts prior to the
procurement of military equipment. These experts can better assess the cybersecurity
implications and contribute to refining operational requirements so that technical
specifications explicitly address cybersecurity vulnerabilities. It is increasingly
clear that merely acquiring equipment is not sufficient to safeguard against supply
chain disruptions caused by cyberattacks. While this approach could be formalized
through military directives and regulations, its success depends on decision-makers
recognizing the negative consequences of maintaining the current modus operandi.

As the defence industry continues to evolve, a third approach to integrate
cybersecurity into logistics practices involves engaging interdisciplinary teams —
bringing together civilians and military personnel, logisticians and cyber experts,
as well as producers and end-users — during the early stages of product design. To
support this collaborative effort, a dedicated legal framework should be developed
to clearly outline the scope and limits of cooperation between military procurement
authorities and industry partners, aligned with the nation’s economic capabilities
and strategic priorities.

Lastly, military exercises designed to evaluate the resilience of both civilian and
military logistics support lines against cyberattacks should be routinely conducted.
These exercises can help assess the scale of the problem and identify practical entry
points for mitigation, especially given the diversity of equipment and systems used
by various armed forces. For nations engaged in military alliances and partnerships,
interoperability presents an additional layer of complexity. Therefore, procurement
decisions made by one country should be carefully considered by partner nations,
and multinational, interdisciplinary teams should be involved to develop the most
effective and coordinated responses.

In addition to identifying important areas of civil-military cooperation to
address cybersecurity threats to logistic operations and exploring practical ways
to implement cybersecurity measures into practice, this article highlights another
critical aspect: the need for a comprehensive, in-depth approach when identifying
such cooperation opportunities. As such, future studies should focus on identifying
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common ground in civil-military relations and further exploring potential avenues
for joint actions to counter cyber threats.
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