DEFENCE AND SECURITY CONCEPTS

DOI: 10.53477/1842-9904-24-7

ATHEORETICAL ANALYSIS
OF THE ART OF DECEPTION
FROM THE 2022 KHARKIV
COUNTEROFFENSIVE

George-Ion TOROI, PhD*

The use of deception in military operations has been a key tactic throughout
history, and the 2022 Kharkiv counteroffensive provides a fascinating case study in
the art of deception in warfare. This essay delivers an in-depth analysis of the various
deceptive tactics employed during the counteroffensive, including concealment of
troop maneuvers, misinformation campaigns, and feint attacks. By examining these
tactics in detail, the study aims to shed light on the effectiveness of deception in current
military operations and to draw lessons for future operations planning. The approach of
the case study presented facilitated a comprehensive understanding of how deception was
used in the 2022 Kharkiv counteroffensive, while also facilitating the identification and
confirmation of key enduring principles, types, and methods of deception employed by
the military forces involved. The essay also sets the stage for discussing the particularities
of military deception from a theoretical point of view and how it was employed in the
operation, but also its impact on the outcome of the Kharkiv campaign.
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Introduction
Deception, particularly in the realm of information operations, is a multifaceted
phenomenon that involves the intentional creation of misperceptions to achieve

specific goals. The art of deception has been a crucial element in military strategy
throughout history, allowing commanders to deceive their enemies and gain the upper
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hand. However, considering the technological evolution of the intelligence collection
sensors nowadays, there are voices that question the effectiveness deception tactics.
Regardless of becoming more challenging and complex, The Russian-Ukrainian
conflict has demonstrated in numerous instances that this is not the case (Russian
War Against Ukraine. Lessons Learned Curriculum Guide 2023, 27). Deception has
been a longstanding tactic used by both sides throughout the entire conflict so far.

The human mind is the target of deception and regardless of technology it
remains susceptible to deception (Michael Bennett 2007, 12). Deception operates
on the fundamental principle that humans can be influenced by false information
or manipulated through psychological tactics exploiting their vulnerabilities and
cognitive biases.

The 2022 Kharkiv counteroffensive was a significant military operation focused
on regaining some of the Russian occupied territories in the Kharkiv region, inflicting
heavy casualties on the enemy and boosting the Ukrainian morale. The operation
involved a complex array of tactics and strategies, some considering it a German
blitzkrieg reminiscent (Shandra 2022). The operation was also characterized by a
high level of deception, which played a vital role in shaping the outcome of the
military campaign. The remarkable success of the Ukrainian operation emphasizes
the fact that “deception must be an integral part of all operations” (Planning and
Execution Handbook 2018, 6-2). By analyzing the tactics and techniques used
during this counteroffensive, we can gain valuable insights into the effectiveness of
deception in warfare.

After the failed Russian invasion at the beginning of the conflict, the fighting
along the front has largely degenerated into a grinding war of attrition. However,
on September 6™, 2022, Ukrainian forces launched a bold counteroffensive in the
vicinity of Kharkiv that swiftly turned into an astounding triumph. In only six days,
Ukrainian forces recaptured an area of about 6,000 square kilometers and advanced up
to 70 kilometers into Russian-held territory, posing a threat of encirclement, driving
Russian forces from the area, and seizing a sizable quantity of Russian military
munitions and equipment (Ryan 2022). Balakliya, Izium, or Kupiansk, among others
have all been recaptured as a consequence of this counteroffensive. However, this
could not have been possible without the coordinated efforts of Ukrainian military
leaders and the effective use of deception tactics to surprise the Russian forces and
gain a strategic advantage.

The 2022 Kharkiv counteroffensive serves as a prime example of deception
operation; therefore, we consider it is crucial to delve into the various strategies
and tactics employed in support of its objectives to understand the art of deception
in contemporary warfare. To this end, the paper analyzes the theory of deception
and its application in the context of the counteroffensive. The article serves as an
entry point for outlining the perpetual nature of deception and its impact on military
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operations. It also highlights the necessity of understanding deception in modern
warfare considering its importance and relevance regardless of the modern transparent
battlefield. Moreover, it offers a theoretical analysis that examines various tactics
and techniques employed, shedding light on the intricacies of deception in warfare.

Problem statement and aim of the study

Regardless of its strategic importance, the 2022 Kharkiv Counteroffensive
remains an understudied subject. Many of the available sources primarily focus on the
military aspects of the operation, leaving the art of deception largely unexplored. For
this reason, the lack of comprehensive analysis on the tactics and psychological
aspects of deception used during the counteroffensive represents a significant gap
in current military studies. Consequently, it is imperative to conduct a thorough
examination of the deceptive strategies employed to gain a deeper understanding
of the complexities involved. As such, the aim of this paper was to address this gap
by providing a theoretical analysis of the art of deception from the 2022 Kharkiv
Counteroffensive.

Methodology

To fulfil this aim, we have conducted a qualitative analysis to better understand
the intricacies of deception used in the Kharkiv Counteroffensive, the findings of
this analysis having the potential to provide valuable insights into the strategic use
of deception in current military operations. In accordance with this approach, we
have used an inductive reasoning in order to generate valid and reliable conclusions
based on the data collected (Lisa M. Given, 2008, p. 429). It is recon that most of the
qualitative studies make use of an inductive reasoning process (John W. Creswell,
2023, p. 276). As a consequence, it was not a hypothesis testing study, but rather a
research question driven. Consequently, the main research question that guided the
study was: How did the 2022 Kharkiv counteroffensive use the theory of deception
to achieve its objectives?

In line with the methodological options previously presented, we have employed
a case study strategy to investigate the art of deception employed during the 2022
Kharkiv Counteroffensive. Due to the limitations of an ongoing conflict, we have
only employed secondary data from various sources that monitors the evolution
of the conflict. However, their importance in research is well acknowledged in
the academic community (Walliman, 2022, p. 102). We have adopted a historical
approach analyzing the chronological events that led to the surprising Ukrainian
counter offensive on September 6™, 2022. Further-on, we have interpreted all these
from a deception theory perspective, identifying key deception indicators and events,
but also specific tactics and procedures the Ukrainians employed.
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The potential value of the study and its target

Theresults of the study can have multiple benefits: enhancing military knowledge
on a subject critical to the operational success in today’s confrontations, ensuring a
deeper historical documentation, but also providing an educational tool that could
be used in training and educational programs, to mention just a few of the potential
impacts of this analysis that highlights its value. As such, the target audience of the
article can be military commanders and planners, but also academic institutions and
researchers interested in the art of deception and its impact on military strategies.

Paper structure

To address the main research question and fulfil the aim of the study we have
structured this paper in three main parts. The first part provides a theoretical analysis
of deception operations, the second part examines the historical context of the 2022
Kharkiv Counteroftensive and the third part offers an analysis of this operation from
a theoretical deception perspective.

1. A Short Theory of Deception

“No major operations should be undertaken without planning and executing
appropriate deceptive measures” (AFM 2018, 3A-1). Thus, understanding the
intricacies of the art of deception in warfare is crucial for maximizing the success of
military operations. As such, the aim of this section is to provide a brief overview of
the key concepts and principles of deception in warfare.

As previously mentioned, deception has been a part of military strategy for
centuries and a key component in achieving victory on the battlefield (Friedman
2017, 73). The numerous advantages it can provide for military commanders make
it an indispensable tool for achieving victory on the battlefield. Reducing casualties,
providing freedom of movement, and enabling surprise attacks are just a few of
the benefits deception offers that may increase operational success during military
endeavors (Robert M. Clark 2019, 36) (Lyndon Benke 2021, 76).

Deception implies the deliberate act of misleading or tricking targeted enemy
decision-makers into believing something that is not true and behave in a way that is
contrary to their best interests, in support of the deceiver objectives. The purpose of
deception is to mislead the adversary and cause them to misinterpret the operational
situation by creating confusion and uncertainty. Moreover, deception operations
should have a clearly defined target, which is the adversary’s decision-making body
that has the appropriate power to generate intended enemy behavioral change. The
outcome of this change should facilitate a favorable position for the deceiver, by
portraying operational advantages on the battlefield in their favour.

The success of deception hinges on the ability to manipulate information
and perceptions to induce a desired response from the target audience. Deception
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operations should also be planned and executed in a way that exploits the adversary’s
cognitive biases and decision-making processes. When properly employed, deception
can be a powerful tool in military strategy. It may be used to influence the enemy
OODA loop (Observation, Orientation, Decision, Action) in order to slow down the
enemy and disrupt their decision-making process, ultimately creating opportunities
for exploitation. Figure no. 1 illustrates key common themes within the deception
literature with respect to its definition.

The first step in incorporating deception in the overall concept of operations is
to define its potential goals and objectives. The goals are those intended operational
effects that deception can achieve in support of the military operation, and may
include diverting enemy attention, concealing true intentions, achieving surprise,
ensuring freedom of action or inducing the enemy to make incorrect assumptions
about friendly forces by creating confusion among its forces. It is also important
to note that the goals of deception can vary depending on the specific operational
circumstances, but they are always designed to support the friendly operation in
some way.

Deception objectives, on the other hand, focus on the external conditions. They
reflect the enemy intended reaction to the false indicators portrayed by the deceiver.
In other words, the objectives reflect what the enemy needs to do in order for the
deception goals to be fulfilled. For example, if the enemy needs to redirect their
forces to a specific location, the deception goals would be to make them believe that
the main attack is coming from that direction.

Moreover, one should carefully consider the employment of deception. It
is essential to understand the potential impact on both the enemy’s and our own
operation. A risk analysis process should also be conducted to identify potential
vulnerabilities and mitigate them before they can be exploited by the enemy. If
deception is not suitable in the respective operational circumstances, or is too risky
and the benefits are few, it may be more advantageous to disregard its employment.
In such cases, alternative strategies should be considered to achieve the desired
operational outcomes. However, if it is assessed that deception is suitable, then a
detailed plan for implementing it must be developed. This should start with designing
achievable goals and objectives for the deceptive operation, which represent the
bedrock for any deception plan, ensuring that they align with the overall strategy
and are realistic given the resources available.

After this step is paramount that a desired enemy perception is set. This concept
plays a crucial role in the art of deception as it represents a fundamental aspect of
manipulating the target audience’s beliefs and actions, thus allowing the objectives
to be achieved. This enemy false representation of reality is what shapes their choices
and actions. One can notice the crucial role that the enemy’s desired perception
plays in achieving the deception objective.
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This concept is closely related to the target of deception. It aims to create a
desired perception in the target’s mind. The art of deception is used to manipulate
the target’s understanding of the situation. It can shape the desired perception and
lead to certain actions or inactions. This perception can be influenced by various
factors such as the information presented, the communicator’s (channel) credibility,
or the emotional appeal of the message. Personal experiences and biases, but also
societal and cultural norms can also play a significant role in shaping the desired
perception. All these factors can greatly influence the way individuals perceive and
interpret information; thus, a proper analysis of the target is very important in the
deception process.

Once the goals, objectives and desired perception of the enemy have been
established the next step is to devise a strategy to shape the narrative. It is the time
to properly select the most effective techniques, methods, types, tactics and means
of conveying the desired message in order to mislead or confuse the enemy.

According to the literature, the two types of deception are: A-type and M-type,
both make use of one of the key enduring features of the nature of warfare,
uncertainty. A-type, or ambiguity producing deception focuses on creating confusion
by increasing uncertainty and doubt in the enemy’s mind by overloading the enemy
intelligence process with information or by employing conflicting information to
make it difficult for them to make accurate decisions. Creating multiple plausible
scenarios for the enemy to consider and react to, A-type deception is used to sow
seeds of doubt and hesitation. On the other hand, M-type deception, also known as
misdirection deception, aims to lead the enemy into believing a certain reality that
is actually false. It involves planting false information or using dummy equipment,
but also creating diversions to distract the enemy attention, determining them to act
in a way that benefits the deceiving party. These diversions can take many forms,
such as feigning an attack or spreading disinformation through various channels, as
we shall see, happened in the 2022 Kharkiv counteroffensive (Bouwmeester 2021,
425-426).

Furthermore, there are two main methods of deception: simulation and
dissimulation. Simulation involves creating a false appearance, while dissimulation
involves concealing the truth. Both methods are used in military tactics to mislead
and confuse the enemy. The goal of simulation is to create a false impression of
the size, strength, position of forces, or timings of friendly actions, that the enemy
will act upon, leading to operational advantages for the deceiving force. Similarly,
dissimulation involves actively concealing the true nature of one’s actions or
intentions, leading the enemy to make incorrect assumptions. Each of the two,
according to some specialists, have three sub-methods. As such, simulation can be
achieved through masking (concealing the true nature of an object), repackaging
(altering the appearance of an object), and dazzling (obscuring the true nature of an
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object), while dissimulation can be accomplished by mimicking (imitating another
object), inventing (creating a false appearance) and decoying (creating a false target).
All of these methods of deception are crucial in military strategy and have been used
throughout history to mislead and confuse enemies.

In addition to these methods, there are several specific tactics appropriate to
each of the two big methods that can be employed for deception in warfare (George-
Ion TOROI 2023, 27). As simulation involves creating fake or false information to
mislead the enemy, display, feint, demonstration or disinformation are commonly
used tactics. On the other hand, dissimulation involves hiding true intentions or
capabilities through camouflage and concealment, but also denial. All these tactics
are critical to the success of military operations and can be seen throughout history
in various battles and campaigns. It is worth noticing that using it in combination can
increase the effectiveness of the deception tactics employed. The use of simulation
and dissimulation together can enhance the effectiveness of the deception tactics
employed.

Moreover, several recognized techniques present how deception can be utilized
to manipulate the adversary’s perception of reality and create the desired operational
advantage on the battlefield. Some examples include presenting to the enemy an
obvious solution that they believe to be true and reinforcing their false perception,
conditioning them to expect a certain response by repeatedly demonstrating a
pattern of behavior that lulls the enemy into a false sense of security, suppressing
the force signature in order to confuse the enemy regarding the size, location and
future actions of friendly forces, or to lure the enemy in what they believe to be the
proper reaction.

The means of deception represent specific resources used to execute the
deceptive actions that convey the message to the enemy. These are either physical,
technical or administrative. Physical means include tangible resources such as
camouflage or dummy equipment. Technical means involve the use of technology for
communication, interception and creating false electronic signals. These can include
cyber-attacks, electronic warfare, and signal jamming. Administrative means imply
spreading false information or using forged documents to mislead the enemy.

Once the proper type, methods, tactics, technics and means have been carefully
selected, the art of deception can be effectively employed to achieve the desired
outcome. To this end, a specific deception story that incorporates multiple events to
convey the deceptive message to the enemy collection assets must be constructed
with precision and executed with utmost care and attention to details. Creating
a convincing narrative and controlling the flow of information is essential for
successful deception operations. This requires a deep understanding of the enemy’s
cognitive biases and current situational awareness, but also a thorough analysis of
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its intelligence capabilities and the likely responses to minimize any risk. When
developing the entire scenario, it is recommended to consider the principles of
deception. These will help structure deception story to maximize effectiveness
and minimize the risk of detection. Understanding the principles of deception is
essential in effectively implementing strategic tactics and achieving success in
military operations.

An important concept in this respect is selecting the proper deception channels.
These represent the specific pathways through which the enemy receives the false
information. Considering the features of the current information environment,
social-media has become a significant channel of deception, allowing for the spread
of misinformation and propaganda at an unprecedented rate. This has led to a blurring
line between truth and fiction, making it difficult for the public to discern what is
real and what is not. Moreover, this channel can have far-reaching consequences,
shaping public opinion and influencing political decisions.

History has demonstrated that deceptive tactics can be employed through
various channels of communication such as double agents or diplomatic assets,
but the most important one is the enemy intelligence collection sensors. NATO
recognizes six intelligence disciplines (AJP-2 Allied Joint Doctrine for Intelligence,
Counter-Intelligence and Security 2020, 3-1 - 3-2) all of which playing a crucial role
in delivering the intended message. These include ACINT (Acoustic intelligence),
HUMINT (Human intelligence), IMINT (Imagery intelligence), MASINT
(Measurement and signature intelligence), OSINT (Open-source intelligence) and
SIGINT (Signals intelligence). Each discipline provides unique opportunities for
deception and can be employed in different ways to mislead the enemy.

When selecting the channels of deception, it is crucial to understand that time
is an important factor. It is of utmost importance to deliver a message in a form that
the enemy can decipher, but also at a moment when its collection asset is likely to
detect it. Moreover, in order to increase the chances of the deception success, the
deceiver must carefully exploit any potential weaknesses in the enemy’s intelligence
network. It is also advisable to synchronize the deceptive message across multiple
channels of communication.

To sum up, the entire theoretical model presented in this section provides a
sound framework for analyzing and understanding the art of deception in the context
of the 2022 Kharkiv counteroffensive. However, in order to fully comprehend the
intricacies of deception employed during the operation, one should first consider the
operational context up to and during the counteroffensive, which we will present in
the next section. This will provide a comprehensive understanding of the strategic
and tactical elements at play.
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2. The 2022 Kharkiv Counteroffensive: Overview

The Russian invasion of Ukraine started on February 24", 2022, has transformed
into a full-scale military conflict which has been going on for several years now.
What should have been a three-day engagement (N. R. Jack Watling 2022, 1) has
turned into a prolonged and devastating war of attrition, resulting in significant loss
of lives and widespread destruction, without a foreseeable end. “It is the largest
conventional armed conflict in Europe since World War II”” (Koffman 2024, 99).

Multiple inaccurate planning assumptions, bad tactical coordination and logistic
support, but also undermining the Ukrainian response led to significant setbacks for
the Russian forces during the initial phase of the conflict. As a result, the Russian
forces faced unexpected resistance and suffered heavy casualties. It is acknowledged
that “soldiers defending their own homes and families are far more motivated than
invaders” (David Petracus 2023, 334). Counting on the support of international allies,
the Ukrainian military successfully repelled the Russian advance from seizing the
two big cities in the country, Kiev and Kharkiv, and ruined Russian plans to quickly
overthrow the Ukrainian government. The successful defence was a turning point in
the conflict, demonstrating the resilience and determination of the Ukrainian forces.
Russians were forced to retreat by the end of March from Kyiv, Sumy and Chernihiv
regions (Nathan Hodge 2022), and by May they were pushed back to the border, in
Kharkiv (Ukrainian forces in Kharkiv reach Russian border 2022) (Ryan 2022).

After these setbacks, Russia shifted its focus towards Donbas (Mykhaylo
Zabrodskyi 2022, 34-43) (Koftman 2024, 111), making up for a manpower shortfall
with a 12:1 superiority in artillery fire. During this time, they shot almost 20,000 rounds
on average every day (Franz-Stefan Gady 2024). A grinding war of attrition and massive
artillery duels characterized this period of the conflict (Koffman 2024, 99). The constant
bombardment took a toll on both the soldiers and the civilian population.

As Ukrainian forces were outgunned and out of ammunition, the number of
casualties increased. Western support became essential at this point. The Ukrainian
forces were in desperate need of assistance. And starting with April 2022 it came,
especially in the form of precision-guided missiles and long-range artillery. This
allowed the Ukrainian forces to disrupt Russian supply lines and communications,
weakening the enemy’s ability to coordinate and sustain their operations, and
ultimately helping to stabilize the front lines.

Regardless of some advancements in the East Front, Russian forces continued
to face heavy resistance from Ukrainian defenders and were halted in their attempts
to make significant progress in the Donbas region (O. V. Jack Watling 2024, 7),
being forced to resort increasingly to defensive actions (Dmytro Kruhliak 2023).
The Ukrainian defenders, despite being outnumbered and outgunned, displayed
remarkable resilience and determination.
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A critical detail in the development of the conflict was the arrival of the rocket
artillery system (HIMARS) (Porter 2022) in late June 2022, which provided the
Ukrainian forces with increased firepower and strategic advantage. This allowed
for an extension of the operations in the south, in Kherson, adding pressure on the
Russian forces, which was an essential element in support of constructing later-on
the deception story for the Kharkiv counteroffensive.

However, both Kharkiv and Kherson were of critical importance to Ukraine.
It was never a question of choosing between them, but rather how to exploit
Russian vulnerabilities into regaining them both. Kherson was never of secondary
importance to Kharkiv for the Ukrainians (Freedman 2022). The city’s strategic
location and importance in the region made it a key target for both sides. For the
Ukrainians, getting it back was crucial in order to regain control of the region and
stop Russians’ advancement towards Odessa. Moreover, the region could become
a strategic foothold from which to launch further offensives against the Russian
forces in order to recapture Crimea, which was annexed by Russia in 2014 (Ryan
2022). Moreover, the region’s economic importance and geographic position cannot
be overstated. The Russian perception on the location of the next Ukrainian main
effort was greatly influenced by these factors.

The plan for the counteroffensive was quite simple. Make the enemy believe
that Kherson will be the location for the attack, thus determining them to reinforce
this defensive position, while leaving Karkiv less defendable, where the actual
offensive will take place. This strategic deception was a key element in the success
of the Kharkiv counteroftensive, as it allowed for the element of surprise and caught
the Russians off guard.

After many prior events to make the Russian believe Kherson will be the
counteroffensive location, on August 29", President Zelenski actually announced
this southern operation, contributing to the reinforcement of the Russian perception.
The Ukrainian forces used various tactics and strategies to achieve this, all of which
will be analyzed in the next section of the paper.

As a consequence of this shaping operations the Russian forces moved many
of their experienced units to deal with the threat posed by the Ukrainian forces in
Kherson, leaving the defence of the north-eastern areas weakened (Freedman 2022)
(Russia’s War in Ukraine: Military and Intelligence Aspects 2022, 22). This led to
a significant shift in the balance of power in the Kharkiv region and set the stage
for the subsequent events of the counteroffensive, which started on September 6™
(Ukraine’s southern offensive ‘was designed to trick Russia’ 2022). The Ukrainian
forces launched a coordinated attack against the Russian invaders, resulting in a rapid
advancement of the Ukrainian forces, being able to recapture Balaklia, Kupyansk
and Izium in just a couple of days. The success of the counteroffensive was largely
attributed to the strategic deception employed by the Ukrainian military. The surprise
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attacks caught Russian forces off guard and inflicted significant casualties, allowing
the Ukrainian troops to gain significant ground as it can be seen in the Figure no 1.
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Figure no 1: Operational situation after the Kharkiv counteroffensive
(Seth G. Jones 2023, 19)

The counteroffensive has proven to be a turning point in the conflict, with
significant implications for its future, some calling it the masterpiece of Ukrainian
military actions (Ionita 2023, 43). Deception has been an essential element in
recapturing Kharkiv and subsequently Kherson (Nagl 2024, 51), the surprise being
one of the main factors of success (Dmytro Kruhliak 2023). Moreover, it is said that
the surprise attack was planned in the same simulation center as the 2003 invasion
of Iraq, in Germany (David Petraecus 2023, 368).

The main consequences of this magnificent operation demonstrate the high
level of success of the Ukrainian 2022 Kharkiv counteroffensive. Regaining some
lost territory, bolstering the Ukrainian morale (Freedman 2022), consolidating
international support (Isabelle Khurshudyan 2022) are only a few of them. As for the
Russians, beside losing the momentum on the battlefield for the rest of the year, after
this embarrassing retreat, Putin declared partial mobilization acknowledging the
personnel shortcomings and seeking ways to regain the initiative on the battlefield
(Ryan 2022). Also, on October 8", Putin designated general Sergei Surovikin the
first sole commander to lead Russia’s war across the entire theater.
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To sum up, it is evident that the use of deception played a crucial role in the
success of the 2022 Kharkiv counteroffensive. In the next section, we will do a
theoretical analysis of the events that shaped the success of the counteroffensive.

3. Main Results of the Theoretical Analysis of Deception in Support
of the 2022 Kharkiv Counteroffensive

The art of deception has been a significant strategy in warfare throughout
history, and the 2022 Kharkiv counteroffensive provides a compelling case study
for understanding its theoretical underpinnings. The Ukrainian operation has
demonstrated that “the more successful the deception in support of a plan, the
greater the chance the plan will be successful” (Robert M. Clark 2019, 35). This
was a strategic deception planned and coordinated at the highest levels of military
command and approved by the president himself, according to a report written after
interviewing most of the military commanders involved, including the mastermind
of the operation, Colonel General Oleksandr Syrskyi (Isabelle Khurshudyan 2022).

In this section, we will analyze the theoretical concepts presented in the first
section of this article in the context of the deception operation in support of the
Kharkiv counteroffensive. First of all, it is important to understand whether this
was indeed a deception. In this respect, after analyzing the theoretical definition and
comparing it to the events of the 2022 Kharkiv counteroffensive, we have come up
with the following results:

— the events prior to the Kharkiv counteroftensive had the purpose to mislead the
Russians making them misinterpret the situation. Moving many of their assets in the
southern front to respond to the fictious threat created by the Ukrainians there, thus
weakening their positions in the north-east is a clear indicator of the effectiveness of
the Ukrainian strategic deception;

—the primary target of the operation was the Russian military-political leadership
(Kharuk 2023);

— believing the threat in the south and acting upon it means that the events prior
to the counteroffensive have created a behavioral change for the Russians;

— the outcomes of this events have created operational advantages for the
initiator which resulted in significant territorial gains.

After this analysis, we can definitely conclude that the events prior to the
2022 Kharkiv counteroffensive were part of an elaborate and sophisticated plan to
deceive and mislead the opposing forces, thus ensuring a strategic advantage for the
Ukrainians.

Further-on, we will do an analysis of the deception story that had unfolded
before the 2022 Kharkiv counteroffensive. As previously mentioned, the story was
quite simple. Make the Russians believe that the Ukrainian counteroffensive will
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come from the south, in the Kherson region, act upon it, and then launch the actual
offensive from the north-east, in Kharkiv region, catching them off guard (Freedman
2022). As such, the most likely goal of deception was to regain the initiative
and surprise the Russian forces in the north-east front, thus ensuring freedom of
action for the Ukrainian forces in their offensive operation to regain control over
the territory in this area, lost during the initial stages of the conflict. Subsequent
deception objectives in achieving this goal included:

— Russian forces will redeploy forces and equipment to reinforce their positions
along the southern front;

—Russian forces will redeploy their forces and equipment from the north-east or
nearby locations that could have affected the Ukrainian counteroffensive in Kharkiv,
leaving the area vulnerable to attacks;

— Russian forces will ignore Ukrainian offensive preparation in the Kharkiv
region.

Inorderto accomplish these objectives, the Ukrainians had to create the following
desired enemy perception: there will be one single Ukrainian counteroffensive in the
near future, in Kherson area, while, at the same time, there is no imminent threat in
the Kharkiv region.

In table no. 1 we have summarized the key deceptive events that led to the
success of the 2022 Kharkiv counteroffensive. In the same table, where needed, we
have also offered interpretations in accordance with the theory of deception.

As part of the deception story, in order to make the enemy believe that there
was no real threat coming on the Kharkiev front, the Ukrainians took some effective
measures to conceal their true intentions and hide their actual preparations for the
counteroffensive. According to a military source with knowledge of the operation, an
essential part of it comprised locating informants in Kharkiv areas under Ukrainian
control to prevent them from providing the Russians with information on Ukraine’s
preparations (Ukraine’s southern offensive ‘was designed to trick Russia’ 2022).
Furthermore, The Ukrainian reconnaissance started to collect information in the
area that helped them better prepare the attack, whilst, at the same time, did some
counter-reconnaissance missions to deny the Russian access to real information that
would have compromised the counteroffensive preparation (Ryan 2022) (Strachan
2022). This was a success as “the local Russian command failed to pick up any signs
of the impending assault” (Freedman 2022). Figure no. 2 highlights how successful
the Ukrainians were in hiding their troops. It is a representation of the forces display
in the Kharkiv region before and right after the counteroffensive started. One can
easily notice that there were no indicators of an imminent attack in the region,
Ukrainian forces being perfectly concealed.
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Table no 1 Key deceptive events that led to the success
of the 2022 Kharkiv counteroffensive

Date Event Interpretation
Sfaternent made by Inyma Versshcohuk, Ukzaine’s Depoty | - wiing the media and
Prime Minizter in charge of temporarily seized territories, | diplomatic chanmel of
Juiy 0%, urging the residemt: to leave Eherson and Zaporizhia | commumication
2012 provinces. Thiz commumnication raised concerns about an
imminent milstary operation i the region. (Plokdry 2003, 211
Olekzii Femikov, the Ulmamian Defense Dblinister | - wsing the media and
announced m media the coming counteroffenzive: “The | diplomatic chanmel of
July I8, president haz given the order to the supreme military | commumication
2622 chief to draw up plans (Zelensky ordered to reconguer
the south of Ukraine - Femtkoy 2022
In Melitopol, 2 major ramsportztion hub on the left bank | - positive feedback on creating
July 13, of the Dmieper, witnessa: saw column: of Fusszian | the desired perception for the
533 vehicle: moving towards Kherson. (Fooszian Offenszive | Russians.
Campaign Assessment, Tuly 12 2021
The Fus:an military sfarted fortifying the routes leading | - positive feedback on creating
op to the Antonivka hiskway bridze, east of Eherson | the desired perception for the
July I3, city. Adéitionally, they increased the quantity of pasrols | Russians,
22 im KEherson area (Fussian Offensive Campaipn
Assazzment, Toky 13 20123
Ukrainian attacks on the three bridgs: over Dmisper in | - creating the false threat
Eherson area started {the milway and highway bridges at
Amntonivika, located north of Eherson, and the bridge that
links Mova Eakhovka with the Beryslav region near the
Eakhovka Diam).
Using HIMARS the Ulzairian delivered the first sisnificant
July 18, aftack on the Antomivka higfoway bridgs, devastating both
633 the smoctaore amd the nearhy fortifications (Fussizn
O fensive Campaize Aszeszment, July 19 1013}
A lenpthy essay in  the English-lampuage Eyiv
Independsnt sugzestad that the two Aptonivka bridees —
the highway and raibway bridges, 2@ well a3 the
Eakhovka Dam Eridege had to be destroved in order for a
counterefferzive to be successful (Ponomarenke 2027
Sergei Lawrov, Fussian Foreigm Minister, Pzsued a | - positive feedback on creating
July 24, statement declarmz that his country’s ambition iz mo | the desired perception for the
533 longer limited to Luogan:k and Downets, bot extends to | Fussians.
Eherson and Faporizhia as well. (Trevelyan 1021
Mew HIMAFS attack: on the bridse, remdaring heavy | - conditioning enemy
machinery unzuitable to croes it (Video from Antonivka | perceptien towards the falze
Foad Bridge in Eberson shows extensive damage 20170, | location of the attack;
Juiy 26, The Fussians trizd initially to repair it but, 2fter another | - the installation of the peatoon
2022 hit in Angu=t, decided to matall 2 pontoon brides, which | bridge wa: a feedback indicator
was alzo tn.rzeted by the Ukrainians. {Axe, The Bridge | of the swoosssfol deception
Eattle In Soutkern Ukraine Is Ezcalating 2021 shary 2o far.
Olekzii Danilow, the secretary of the Ukrainian Defence | - reinforce the enemy
Council, revealed that the Fussian froops had | perception that its responss is
sipmificantly repositensd te the south, :pecifically | goed:;
July 27, towwards Eherzon, and he speculated that this may be to | - u:ing the media and
2012 halt the Ukrzinian counteroffensive. (In the Eherson | diplomatic chanmel of
direction began “very powsrful™ movement of Fussian | commumication
troops - Danileyr 20227
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Tuly 30,
2022

Ukranian: hit the Antenivka raibway bridse over the
Dnipra 2t Eherson, making Fuzsian forces onable to
resupply, by rail, their pozitions on the west bank of the mver.
(Foazsian Offenzive Campaipn Aszessment, Tuby 30 2022)

- reinforcing the false threat.

Angues 01,
2932

Russiz is transferring forces from the east {3lovyansk) to
reinforce the southern effort and prepare the defence far
the Tkrairian amnownced counteroffensive  (Fussian
Offensive Campaizn Aszessment, August | 2022)

- posttive feedback on creating
the desirad perception for the
Russiams.

Angnsr 02,
2022

Fussia contizmzes to redeploy forces to Kherzon (airborme
troops fom Donet:k}. (Pussian Offenzive Campalgn
Aszszzment, Augnet 2 2022

Russian forces continued, throushout August, to transfer
forces amd esquipment to coumteract the Ukraimian
announced countercifenzive in Eherson

- positive feadback on creating
the desired perception for the
Fussizns.

Angnss 09,
2022

Russizn airhase clese to Baki, im Crimea, was struck by
Ukraimian misziles. Ten Fuszzian planes, the backbone of
the air force of the FRussiam Black Sea Flest, were
destroyed az a result of the sirike, which also blew a
weapons :orage on the airpost. (Ukrzine claims respomsibilioy
for Crimea attacks 3002 (Plody 2023, 116)

Dlespite assertions by Westem seurce: of a planned
Ukrainian coumteraffensive in Eharkiv area, the
Ukrainian General Staff did mot mention anything of the
subject in it: ewening report. (Fussian  Offensive
Campaien Assessment, August 2 20100

- reinforcing the false threat.

- dissimulation effort on the
Ukrainian sids.

Angusr 11,
2032

Ukraimian striker Fussian commard pestz 2nd alzo
ammumition depets in the Sowtherm area (Fussian
Offenspee Campaizy Assessment, Anzust 11 2022

- reinforcing the falze threat

Angnsr 17,
2022

Western sources record that Fussian mass redeployment
af weops and equipment fom Donbas and Crimea to Eherzon
in preparation for the Ulraimian counteroffersive. It d:
2szeszpd that Fuossia has 30 BTG on the miver's right bank
(Ukraime Saategy Tarpets Fuossian Army's Lifelines @
Eherson 1011 Comnsequently, concems were raised by
Thrainian officials rezarding the decision to ammomce the
counterofensive

- positive feedback on creating
the desired parception for the
Bussizns.

- reinforcing enemy falzs
perception

Anguss 24,
2032

Ukraimians contiruwe to strike epemy  posibons and
ammumition depoets in Eherzon (Fussian Offensive
Campaien Asseszment, Auzust 20 20220

- reinforcing the false threat.

August 23 - 26,
2022

Ukrainians contimpe to dismupt enemyy activities in
Ehersen region by tergsting GLOCs (ground lme: of
commumication).  (Fusyan  Offensive Campaipn
Aszezzment, August 24 2022

- reinforcing the false threat.

Angust 19,
2032

President Zelemzki ammounced the beginming of the
countereffenzive in Eherzon. (President of Ukraine 2022)
Other  officials  reinforce  the location for  the
counteratfack, but al:o the full commitment of the
Ukraimian pzople. (Ukraimian adwvizsr warns progress will
e zlow as southern counterattack begins 2022)

The media arpund the world reiterated the beginming of
the counteroffemzive in Eherson coniributing to the
enhancement of the dizinformation campaign. (Ukraine’s

souwthern offensive “was designed to trick Russia" 10210

- reinforcing the falze threat.

- wzing the media and
diplomatic channsl of
commmication
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Zerget Shoign, Pussian Defence Minister, stated that | - positive feedback om creating
“thiz action was planned by Zelensky's office with one | the desired perception for the
Sepeember 02, | smgle goal—to give their Western sponzors the illusion | Russians.

g2 of the Ukrainian Armed Forces™ capacity to manage an
azsault™ (Shoizu annpunced the attempts of the AP to
the Mikolaev-Eryvorazhsky and other directions 2021)
Seprember 03, | The Eakhovka dam bridze was zeversly damaped by the | - reinforcing the false threat.

2012 Ukrairians, a great part of it collapsing imta water
Ukrainians made some local gain: Tom the start of the
Seprember 04, | coumteroffenzive, tarpeting Bussiam command pests,

2032 GLOCs or logistic depets. (Fussizn Ofensive Campaien
Aszezzment, September 4 2012
Russians redeployed forces from morth-zast to reinforce | - positive feedback om creating
the defenzive line in Eherzon, formations from one of its | the desired perception for the
best army's umit, the l:t Guard: Tamk Army (GTA), | Fussians,
being spotted in the area (Axe, Fuszian Troops are
Dashing around Ukraine Trying to Block Ukrainian
Counterattacks. 2027
Only Fuzzian volunteer forces amd activated resenvists
from the "peopls’s republics” of Luhansk and Donetsk
marned the PFuszam positions in Eharkiv region.
(Trofimow 2024, 268). Based on American imtellipence,
the Ukrairian found owt that only half of the Fussian
units were still sationed in that arsa 2z opposzed to a

Sﬁmﬂi? 96, | month before. (Isabelle Ehnrshodyan 2022

At the zame time, Ukrainian: lzunched the real
counteroffensive in Kharkiv region

The five brizades conducting the attack were reinforced
with some of the bt Western weapons’ systems. This
was 2 concealed operation that had happensd across the
previcus weeks  (Ukrzine's zouthern offensive 'was | - positive fesdback on the
desipmed to trick Foauszia® 1022} (Isabelle Ehurshudyan | success of the deception story.
2022

Ukraimian forces advanced very easily becanse of the
effectz of surprize en the Fussizns and the lack of 2
coardinated re:ponze on their side

From the course of the events presented, it is obvious that the Ukrainians
pulled an M-type deception, in order to mislead the Russians into believing that the
counteroffensive will take place in the Kherson area. This strategic move allowed
the Ukrainian forces to successfully execute their planned counteroffensive.

As for the deception methods, one can notice that the Ukrainians employed
both simulation and dissimulation in order to mislead the enemy forces. It is a fact
proven by history that the use of simulation and dissimulation combined can be
extremely effective in military operations. Simulation involves creating a false
appearance, which the Ukrainians did with the false counteroffensive in Kherson,
while dissimulation involves concealing true intentions or capabilities as they did in
Kharkiv region prior to the real attack. This employment of both these methods was
highly effective allowing the Ukrainian forces to gain a strategic advantage over the
Russian forces.

In accordance with these methods, several tactics were employed:

Display. Portraying more troops in the Kherson area to distract Ukrainian forces
and draw attention away from the real target in Kharkiv.
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September 07, 2022

Figure no 2: Force disposition in Kharkiev region (Kharkiv Front 2024)

Feint. The Ukrainians have conducted multiple attacks in the southern area
to create the illusion of a major offensive as it can be noticed in Figure no. 3 that
depicts offensive operations conducted by the Ukrainians in Kherson area.

Figure no. 3: Feint attacks in Kherson area (Kherson Front 2024)
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Disinformation. Disinformation has played a significant role in shaping Russian
perception with respect to the location of the counteroffensive. In this respect, media
has been used to reinforce enemy’s perception on the false attack.

Camouflage. Ukraine has kept a low profile for the accumulation of forces
in Kharkiv area in order to make the Russians believe that there are no imminent
Ukrainians attacks in this area.

Denial. Denning Russians reconnaissance ability to collect relevant information
that might have disclose real intentions of the Ukrainians through counter-
reconnaissance missions as previously presented.

Furthermore, Ukrainian forces have made use of two main deception techniques.
The obvious solution, making the Russians believe that Kherson will be the next
logical move and then reinforcing that perception regarding the location of the
counteroffensive. In the same time, Ukrainians have taken measures to suppress the
signature of their force’s accumulation in the north-east front, thus contributing to
surprising the Russians on September 6, the beginning of the real offensive.

Moreover, it is worth noting that various channels of communication, such as
media outlets and diplomatic channels, have played a significant role in shaping
Russians’ response to the deceptive observables that have been portrayed in Kherson.
These platforms have proven to be instrumental in disseminating information
and influencing their perception. While it is undeniable that Russian intelligence
collection assets have served as a pivotal channel in this regard, it is important to
acknowledge that the analysis at hand solely relies on open-source information, thus
we cannot provide concrete evidence regarding their usage.

Feedback, one of the key principles of deception, was critical to the incremental
success of the operation. Based on the indicators that we have highlighted in Table
no 1, the Ukrainians had the opportunity to assess the progress of their operation,
adapt it and optimize it in order to create the desired perception for the Russians
and achieve the deception objectives. In this way, they made the story as credible,
consistent, verifiable and executable as possible, which is actually another important
principle of deception. Reinforcing the enemy beliefs through exploitation of their
confirmation bias, also represented a key component of the Ukrainian deception plan.

Conclusions

Since ancient times, deception has been a vital component of military
strategy, and its value cannot be overstated. The 2022 Kharkiv counteroffensive
was no exception. This operation shows how important deceptive tactics can be
to military strategy even today, as modern technology continues to advance. The
use of disinformation and feigned movements allowed the Ukrainian forces to
gain a strategic advantage. Furthermore, this operation demonstrated that modern

42 STRATEGIC IMPACT No. 2/2024



DEFENCE AND SECURITY CONCEPTS

transparent battlefield is an illusion. Exploiting the fog of war, but also the enemy’s
preconceptions can significantly contribute to the success of military operations.
Deception, as demonstrated again by the Ukrainians in the recent Kursk intervention
is as relevant as ever. As such, it must be carefully studied and understood in order
to be effectively employed by military forces.

The current study has done just that, offering a theoretical framework of deception
analysis in the context of the 2022 Kharkiv counteroffensive. The analysis was
focused on identifying key concepts specific to deception operation and reconstruct
the Ukrainians approach on the counteroftfensive. The value of this work lies in its
potential to inform future military strategists and tacticians. Furthermore, the study
might offer insights into the psychological aspects of deception in modern warfare and
emphasize the importance of maintaining the element of surprise. Additionally, the
paper highlighted the importance of media as a key channel of deception in the current
operating environment, in addition to disinformation as a critical tactic of deception.

In conclusion, the 2022 Kharkiv counteroffensive demonstrated that deception
is as viable today as it was more than 2000 years ago, when Sun Tzu stated that all warfare
is based on deception, surprise still being possible in this “transparent battlefield”.
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