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Ransomware attacks continue to pose a significant threat to organizations 
and individuals worldwide. The attackers’ ability to constantly evolve and adapt 
their tactics challenges traditional cybersecurity approaches to keep pace. 
Ransomware attacks targeting the healthcare industry accounted for 45% of all 
reported cyberattacks. The nature and scale of attacks and the increasing healthcare 
technology adoption will continue to pose ransomware attack risks. However, 
by collecting and analyzing large volumes of data and applying soft computing 
techniques, cybersecurity experts can improve their ability to detect and prevent 
ransomware attacks. As a result, soft computing offers options for detecting and 
preventing malware attacks. Using methods from the field of soft computing, such as 
fuzzy logic, neural networks, and genetic algorithms, makes it possible to conduct a 
thorough analysis of large data sets. These can yield insightful information that can 
help recognize and react to ransomware attacks. These techniques can also help to 
decrypt files that have been encrypted using ransomware. 

Keywords: soft computing; cybersecurity; ransomware; healthcare; detection; 
fuzzy logic; genetic algorithm; neural network.

Introduction

In the last few years, we have witnessed increased concerns from the media, 
governments, and private sector players regarding the potential damage attributed 
to cyberattacks. Cyberattacks have continued to develop, taking different forms, 
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such as installing spyware in personal computers, spreading worms or viruses, and 
attempting to destroy a country’s critical infrastructures (Christiansen and Piekarz 
2019). Computers and other digital devices worldwide are now more susceptible to 
attacks from different malware. Some of the most common attacks include denial-of-
service (DOS), Trojan horses, viruses, worms, blended threats, backdoors, rootkits, 
email bombs, zombies, and ransomware. 

However, ransomware has been the most prevalent malware in the healthcare 
industry over the past years. Ransomware holds the target data “hostage” for some 
ransom (Mookherjee et al. 2020). The main focus of ransomware attacks is data 
availability. Due to the significant impacts of ransomware, recent studies have 
focused on its growing intensity and threats. Projections now indicate that costs 
attributed to ransomware attacks will hit over $11.5 billion annually (Hassan 2019). 
Ransomware attacks will continue to grow up to 350% annually, making the attacks 
a significant source of threats to critical infrastructures such as healthcare systems. 
In response, the focus is shifting to the potential use of soft computing to fight 
ransomware attacks. 

For the last three decades, the subject of soft computing has been the focus of 
substantial scientific investigation. As a result, various soft computing models have 
found applications in diverse fields, such as agriculture, biological engineering, 
and information security systems (Mishra, Satapathy, and Chatterjee 2022, 2). The 
diversity of soft computing models makes soft computing techniques a reliable 
strategy for solving complex problems. Significantly, over the last few decades, there 
has been a constant increase in the usage of soft computing to combat cyberattacks 
in the field of information security. The paper reviews the literature on large-scale 
ransomware attacks and the use of soft computing in the fight against cyberattacks. 

Methodology

The paper adopts a qualitative case study approach to review, synthesize, 
and make study recommendations. Qualitative research methodology focuses on 
understanding a humanistic query as an idealistic approach (Pathak, Kalra, and Jena 
2013). The authors reiterate that the qualitative method is reliable due to its basis 
on numeric and strategies that other researchers can use and propagate objectively. 
Conversely, the qualitative case study technique investigates and analyses single or 
collective cases to reflect the intricate nature of the research target (Hyett, Kenny, 
and Dickson-Swift 2014, 2). In this respect, a case is an object under study based on 
a particular or peculiar reason. In addition, the classification and selection of cases 
help to clarify the study topic and design the study strategy. As a result, there are 
three study cases and study design frameworks. The case study frameworks are the 
intrinsic case, the instrumental case, and the collective instrumental case (Rubin and 
Babbie. 2016). 
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The objective of the intrinsic case, as opposed to understanding the function 
of a case, is to gain insight into the particulars of a single item. (Hyett, Kenny, and 
Dickson-Swift 2014, 2). An instrumental case is employed to elucidate an issue 
under study or refine a particular theory. Such a case study is adopted to promote a 
better comprehension of an object of interest. A collective case study, on the other 
hand, is an instrumental study that makes use of numerous nested cases. This paper 
adopts a collective qualitative case study focusing on the objects of ransomware and 
software computing. The qualitative approach was chosen owing to the numerous 
benefits associated with the methodology. Because the researcher had access to the 
most recent, high-quality data, qualitative research technique offers a thorough grasp 
of a studied subject or area (Pathak, Kalra, and Jena 2013, 46). 

Hypothesis

The paper is intended to test the following hypothesis: “If soft computing 
models can imitate human brains, can soft computing help fight against the 
threats of ransomware”? Besides, the paper hypothesizes that combining vast data 
samples and soft computing techniques can enhance ransomware detection and 
prevention. Consequently, the paper collects and assesses large data samples based 
on ransomware attacks while using soft computing literature to test the hypothesis. 
When large ransomware data samples and soft computing strategies are combined, 
the result can enhance overall cybersecurity, leading to effective detection, quicker 
reaction times, and less downtime.  

Moreover, gathering large data samples on ransomware attacks can make it 
possible to develop more efficient machine-learning models, resulting in increased 
detection skills. By combining these strategies, businesses can strengthen their 
defence against ransomware attacks, minimizing the damage caused by successful 
attacks and reducing future assaults. According to the paper, preventing ransomware 
attacks will require a combination of the accumulation and analysis of large data 
samples and the application of soft computing techniques.

Literature Review

Initially, scholars and practitioners believed that ransomware originated in 
Russia. However, Information Resources Management Association (2021) outlines 
the explosion of cyberattacks in the past 12 years that demystified the myth (see 
Figure no. 1 for timeline). A review of historical cases of attacks proved that 
ransomware existed in other parts of the world, including North America and Asia. 

Besenyő et al. (2021, 2-3, 24) has analyzed terrorism targeting healthcare 
facilities and workers since the 9/11 attacks. Their study highlights the vulnerability 
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of healthcare systems to various threats. This research underscores the importance 
of enhancing security measures within the healthcare sector, including detecting 
and preventing attacks. By examining the multiple challenges healthcare facilities 
face in dealing with terrorism and other threats, this study provides valuable context 
for understanding the broader implications of attacks and the need for effective 
countermeasures.

The history of malware can date back to 1970s, when the first malicious 
programs gained popularity in entertainment (Abaimov and Martellini 2022). Since 
then, malware has evolved, with the first ransomware detected in 1989 introduced as 
“AIDS Trojan”. The Trojan tricked PC users leading them to encrypt and hide files 
on a computer drive, which required the owner to pay some ransom for decrypting 
the files (Kumar et al. 2021, 380). The explosion of the attacks remains the subject 
of great scrutiny in cybercrime. Research indicates that if unchecked, ransomware 
will implode and reach levels that could create devastating impacts. As a result, 
there has been increasing interest in and use of various soft computing techniques 
(Dawn et al. 2020, 924). 

Figure no. 1: The Ransomware Timeline
(Source: Information Resources Management Association 2021)

Researchers believe that traditional methods in the fight against ransomware 
must be improved (Information Resources Management Association 2021, 1087) to 
better understand its impacts and advance better prevention and control strategies.  

To situate ransomware in the context of malware, it can also be described as 
a fundamental explanation that ransomware is a malicious malware that conceals 
files on a target computer or network and demands payment for the decryption 
key required to release the contents (Abaimov and Martellini 2022). The attackers 
typically require payment in a cryptocurrency such as Bitcoin, making it difficult 
to trace the money and the attackers themselves. Ransomware has increased in the 
scale of attacks, affecting different countries and sectors (see Appendix 1). 
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Researchers classify ransomware attacks into several categories. According 
to Fields (2018), ransomware attacks comprise five main categories based on 
target platforms. Ransomware can take different forms and infect either a personal 
computer, mobile device, cloud storage, servers, and smart TV sets (Hassan 2019). 
Regardless of the ransomware category, the authors note that its attacks continue 
to produce adverse consequences for individuals and organizations. However, 
ransomware attacks on organizations are typically large-scale and specialized in 
targeting specific organizations to achieve certain goals. 

There are various ways in which ransomware attacks can take place. Fields 
(2018) states that ransomware attacks can occur through email attachments, 
malicious links, and software vulnerabilities. In addition, some ransomware appears 
in lock screen attacks, such as CovidLock, which rely on the user’s input to execute a 
code (Modlin, Amber and Gregory, Andrew and Odebode, Iyanuoluwa and Hodson, 
Douglas and Grimaila, Michael. 2021, 33). After the virus installs on a device, it 
typically begins encrypting data and presenting a message to the user demanding 
money in return for the decryption key (Kovács 2022, 98, 100). Once this process is 
complete, the malware will typically remove itself.

1. Incidences of Ransomware Attacks

Review cyberattacks indicate that ransomware attacks remain challenging for 
many organizations and sectors. Alqahtani and Sheldon (2022) note that ransomware 
attacks affect critical cyber-physical systems and continue to attack many users. In 
an empirical study involving 50 organizations in the UK and North America, Yuryna 
Connolly et al. (2020, 2) found that private sectors have faced severe effects of 
crypto-ransomware attacks. Also, the authors noted that the organization’s size was 
not a factor in ransomware attacks. Ransomware attacks are becoming increasingly 
common and are a significant threat to sectors that provide critical services. These 
sectors include healthcare, finance, energy, transportation, and government agencies. 
These industries are particularly vulnerable because they handle sensitive data and 
provide essential services that are crucial to the functioning of society.

The healthcare industry is disproportionately affected by ransomware attacks, 
despite the fact that they affect all enterprises. In the healthcare sector, ransomware 
attacks continue to be the most common type of cybercrime that is recorded 
(Mookherjee et al. 2020, 581). During the course of eight years starting from early 
2010, the number of ransomware attacks in the healthcare sector has increased by 
more than 125 percent (Abraham, Chatterjee, and Sims 2019, 547-48). Ransomware 
is a malicious malware that conceals files on a target computer or network, while 
demanding for payment to gain access to a decryption key needed to unlock the 
files. As the healthcare sector expands and transitions digitally, it becomes more 
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vulnerable, accounting for at least 45% of all cyberattacks (Thamer and Alubady 
2021, 213-215). During the COVID-19 pandemic, the US Department of Health 
Services reports that at least four states fell victim to ransomware, while another 400 
hospitals were reportedly on the target list (Dullea, Budke, and Enko 2020, 534). 
One of the renowned ransomware attacks targeting numerous healthcare systems 
is the WannaCry, which affected Britain’s National Health Services (NHS) (Fields 
2018, 85). The WannaCry attack paralyzed operations in over 80 hospitals for four 
days, leading to delays in clinical appointments and scheduled surgeries (Tully et 
al. 2020, 229). The other notable ransomware attacks in the healthcare sector are 
the 2016 Hollywood Presbyterian Hospital in California, which held the hospital’s 
data hostage for ten days until it paid a ransom of $17,000 in bitcoin (Gagneja 
2017,1-5). Hospitals are now the primary target for ransomware attacks due to the 
increasing storage of patient information in digital systems and security holes in 
hospital information technology systems (see Appendix 2). 

Ransomware attacks in the healthcare industry come in different mechanisms. 
Table no. 1 indicates that cyberattacks targeting the healthcare industry come in 
nine forms (Alvarez 2017). Notwithstanding the forms of attacks, the incidences of 
ransomware targeting hospitals rose in 2015 (Nikki et al. 2018, 1, 21-22). A review 
of reported cases of ransomware indicates that its impacts spread worldwide, with 
the US being the most affected country (see Appendix 1). Most ransomware attacks 
affect developed countries, where digital medical information is more valuable to 
cybercriminals. Similarly, in developed countries, ransomware attacks affect critical 
national sectors such as transport, healthcare, government agencies, commercial 
facilities, and energy (Moallem 2020). 

Table no. 1: Common Mechanisms 
of Attacks in Healthcare
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Attacks within healthcare severely affect individuals and organizations, 
causing data loss, financial harm, and reputational damage (Fields 2018; The DoD 
Cyber Exchange 2020). For instance, in 2016 alone, over 73 million ransomware 
attacks were detected within the healthcare industry (Slayton 2018, 287-288, 293). 
Of the reported events, nearly 1,500 attacks occurred, and a record of 300 serious 
incidences. With projections indicating that ransomware attacks may quadruple by 
2023, there is a need for preventive strategies. Maintaining up-to-date software, 
using strong passwords, and exercising caution while reading emails or clicking 
on links from unfamiliar sources are crucial to avoid ransomware attacks. It is 
essential to perform frequent data backups to protect against data loss in case of 
an attack (Singh and Sittig 2016). Government agencies, cybersecurity institutions 
such as the Cybersecurity and Infrastructure Security Agency (CISA), and private 
sector recommends strategies such as planning, joint partnerships, preparation, and 
information sharing (King 2022). However, the evolution in soft computing might 
provide a timely strategy to avert the impacts of ransomware attacks. 

2. Soft Computing

Slayton (2018, 295) outlines that ransomware attacks stood at over 70 million 
in 2016. Given that the ransomware attacks could rise to numbers that might be 
complex to manage, research point to the ineffectiveness of conventional approaches 
(Information Resources Management Association 2021, 1087). The authors attribute 
the ineffectiveness of conventional methods to the widening cyberspace and 
increasing numbers of malware. Effective intelligent systems based on challenges 
under focus and combining appropriate soft computing techniques can be adapted to 
solve problems. Soft computing is critical in designing intelligent systems that can 
predict and help solve threats attributed to complex problems.  

Soft computing continues to gain relevance in the fight against ransomware. 
Ransomware attacks continue to rise worldwide, devastatingly impacting critical 
infrastructures. However, the advanced artificial intelligence (AI) in soft computing 
has led to advances that can be employed to solve complex ransomware challenges 
(Shin and Xu 2017, 1). Soft computing is a subfield of Artificial Intelligence (AI) 
that focuses on creating intelligent algorithms and methods to cope with uncertainty, 
imprecision, and partial truth in data. AI in soft computing is gaining application in 
the fight against malware in computing systems and other digital devices. 

Research shows that soft computing applications can be applied to detect and 
prevent ransomware in Android devices. For example, Zhang et al. (2021) found 
TC-Droid, an automatic threat detection framework for Android, to be effective 
in malware detection. Similarly, Grini, Shalaginov, and Franke (2018, 337-338) 
outline the importance of soft computing in overcoming the complexities of modern 
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ransomware. This paper outlines the importance of soft computing in addressing 
the complexities of modern ransomware. It demonstrates the effectiveness of 
using static features extracted from PE32 files and applying Bayesian networks for 
large-scale malware detection. Using static features extracted from PE32 to study 
large-scale malware detection, the authors found Bayes Network compelling. In a 
comprehensive study by Filiz et al. (2021), the authors tested 78 antimalware tools 
against a sample of 61 ransomware variants. Their findings revealed that the tested 
tools had minimal impact in effectively combating these ransomware threats. As a 
result, the authors recommended the adoption of soft computing techniques as more 
effective alternatives in dealing with ransomware attacks. This study supports the 
hypothesis that soft computing can enhance ransomware detection and prevention, 
offering a more robust approach compared to traditional antimalware tools.

Furthermore, Dutta et al. (2021) consent that the best way to combat malware 
is to use reverse engineering and machine learning. Mohammad (2020) suggests 
pursuing artificial intelligence in the fight against ransomware in addition to preventive 
strategies. Sharma et al. (2019, 323-324, 337-338) acknowledge that the complexity 
of ransomware threats and the data scale requires suitable countermeasures such as 
fuzzy logic. Similarly, Dovom et al. (2019,2) note that fuzzy logic and fast fuzzy pattern 
trees provide robust and powerful malware detection. These studies recommend 
soft computing techniques such as machine learning and artificial intelligence over 
traditional strategies. Thus, the future in the fight against ransomware might be the 
application of soft computing strategies. Understanding soft computing techniques 
is critical in their application against ransomware threats. 

Since ransomware is a computer program, soft computing techniques provide 
a way of analyzing, detecting, and preventing attacks. Soft computing aims to 
imitate the human brain’s capacity to reason and solve issues while operating in an 
unpredictable and imprecise environment, unlike conventional computer approaches, 
which depend on specific rules and deterministic models (Shin and Xu 2017). The 
following are the three primary components of soft computing:

− Fuzzy logic: a mathematical framework that addresses questions of ambiguity 
and imprecision in data (Dovom et al. 2019,3). Fuzzy logic makes it possible to 
represent and manipulate nebulous or ambiguous ideas, such as “warm” or “tall,” 
which are complex to describe using typical binary logic;

− Neural or artificial neural networks: computer systems designed to replicate 
the structure and function of the human brain (Gupta 2021). The networks can learn 
from data, spot patterns, and make predictions based on information that may be 
noisy or inadequate;

− Evolutionary computation: refers to a group of optimization algorithms 
modeled after the processes that occur during biological evolution (Khoda et al. 
2021). These algorithms use several strategies to find optimum solutions in spaces 
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with large dimensions and complicated structures, such as mutation, crossover, and 
selection.

Research continues to gain momentum in intrusion detection within computer 
and network security (Sathesh 2019, 72). Techniques from the realm of soft computing 
are increasingly finding applications in various domains, including control systems, image 
processing, data mining, pattern recognition, and decision-making systems (Abbasi et al. 
2022). Researchers are now proposing different models to detect and prevent malware 
in Internet of Things (IoT) devices (Khoda et al. 2021). Soft computing models and 
theories developed to fight ransomware include fuzzy set theory, novel loss function, 
and particle swarm optimization. These strategies are incredibly effective when working 
with real-world situations that are complex to solve using typical computer approaches. 
Soft computing techniques have several applications in cybersecurity (Shin and Xu 
2017). Some of the soft computing applications in cybersecurity are:

− Intrusion detection: soft computing strategies such as fuzzy logic and neural 
networks facilitate detecting network intrusions by analyzing traffic and identifying 
suspicious activities (Gupta 2021);

− Malware detection: soft computing techniques such as genetic algorithms 
help detect new and unknown malware by analyzing the behavior of programs and 
identifying patterns that indicate malicious activity (Lee, Lee, and Yim 2023, 15);

− Spam filtering: soft computing techniques such as neural networks and fuzzy 
logic apply in filtering spam emails by analyzing the content and identifying patterns 
that indicate spam (Ahmed et al. 2022, 4);

− Password cracking: soft computing techniques such as genetic algorithms are 
critical in cracking passwords by generating and testing many possible passwords 
until it finds the correct one (Shin and Xu 2017);

− Network security: soft computing techniques continue to find applications in 
optimizing network security by identifying vulnerabilities and developing strategies 
for mitigating the risk of attacks (Shin and Xu 2017);

− Overall, soft computing techniques have proven helpful in enhancing 
cybersecurity by providing practical solutions to cybersecurity challenges.

3. Soft Computing in Ransomware Protection

Techniques that make use of soft computing have the potential to play a key 
role in strengthening the security of healthcare information technology systems 
(Tully et al. 2020, 230). Healthcare IT security is critical due to the sensitive nature 
of patient data, including personal information and medical records. Soft computing 
can improve healthcare IT and security in more ways than one.

Soft computing plays a critical role in anomaly detection. The principles of soft 
computing help construct intelligent systems capable of recognizing user behavior 
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patterns and detecting abnormalities that suggest a ransomware attack (Shin and Xu 
2017). Soft computing intelligent systems may assist in preventing the ransomware 
from carrying out its intended function and encrypting the victim’s data. In addition, 
soft computing help analyze the danger of a ransomware attack and uncover 
weaknesses in the victim’s system (Yuryna, Connolly et al. 2020, 7). Furthermore, 
soft computing approaches may also help avoid ransomware attacks by identifying 
malicious software or abnormalities, evaluating risk, and building reaction plans 
(Yuryna Connolly et al. 2020, 17). 

Victims can lower the danger of ransomware attacks and keep their data 
from being encrypted and held for ransom if they combine these approaches with 
other cybersecurity measures. Moreover, soft computing plays a significant role in 
intrusion detection. According to Sharma et al. (2019, 336-337), neural networks 
and fuzzy logic in soft computing find applications in detecting network intrusions 
by monitoring network traffic and recognizing patterns that suggest suspicious 
behavior, which can prevent access to medical records. Risk assessment may aid the 
victim in developing effective security methods and allocating resources. In case 
a ransomware attack occurs, response plans, such as backup and recovery plans, 
incident response plans, and communication plans, may be developed using soft 
computing approaches. Incident response plans can assist the victim in responding 
swiftly and efficiently to a ransomware attack, reducing the damage and swift 
recovery of the impacted systems.

Similarly, soft computing methods are beneficial in analyzing the risk of 
cyberattacks and finding vulnerabilities in healthcare IT systems. Risk assessment 
is essential to vulnerability analysis against cybersecurity threats attributed to 
ransomware. Vulnerability analysis in healthcare is critical in developing successful 
security measures and the proper allocation of resources. Research also points to 
the effectiveness of soft computing strategies in malware detection (Dovom et al. 
2019, 7). Soft computing methods such as genetic algorithms help discover new and 
unknown malware by monitoring the behavior of programs and detecting patterns 
that signal harmful activity. It also aids in behavior monitoring through behavioral 
analysis. Thus, the latter is critical in the protection of patients’ data against malicious 
software.

Finally, soft computing strategies help develop effective access control. 
Soft computing techniques improve access control mechanisms by developing 
intelligent systems that recognize user behavior patterns and detect anomalies that 
indicate unauthorized access. Access control helps prevent data breaches, ensuring 
only authorized people can access patient information. In general, the security of 
healthcare information technology systems might be significantly enhanced with the 
application of soft computing techniques.
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Large Sample Data Collection is Essential in Cybersecurity for Several 
Reasons:

− Improving accuracy: large sample data collection allows for more accurate 
analysis and prediction of cybersecurity threats (Aurangzeb et al. 2022). A more 
extensive data set helps identify patterns and trends that may slip through with a 
smaller sample size;

− Identifying new threats: large sample data collection can help identify new, 
emerging, less visible threats (Aurangzeb et al. 2022). By analyzing a large volume 
of data, cybersecurity experts can detect patterns that indicate the presence of new 
types of malware or cyberattacks;

− Enhancing machine learning: machine learning algorithms require large data 
sets to be trained effectively (Aurangzeb et al. 2022). With more data, the algorithms 
can effectively and accurately detect cybersecurity threats;

− Supporting incident response: large sample data collection can provide 
valuable insights into how cyberattacks occur and how they can be prevented 
or mitigated (Aurangzeb et al. 2022). New insights are invaluable in developing 
incident response plans that are more effective against cyberattacks;

− Enabling threat intelligence sharing: large sample data collection can support 
sharing threat intelligence information between organizations (Aurangzeb et al. 2022). 

Organizations can better prepare and defend against cyberattacks by sharing 
information on cybersecurity threats. Hence, Aurangzeb et al. (2022) reiterate that 
extensive sample data collection is essential in cybersecurity. It allows for more 
accurate analysis, identification of new threats, enhanced machine learning, improved 
incident response, and better threat intelligence sharing. Thus, cybersecurity experts 
can stay ahead of evolving threats and protect organizations from cyberattacks.

4. Summary – Potential Application

Soft computing techniques have the potential to contribute to preventing 
ransomware attacks in the following ways:

− Malware detection: soft computing techniques such as genetic algorithms 
and neural networks can detect new and unknown malware by analyzing programs 
behavior and identifying patterns that indicate malicious activity. Detection is critical 
in preventing ransomware’s spread and protecting the victim’s data.

− Anomaly detection: soft computing techniques find use in intelligent systems 
that can recognize user behavior patterns and anomalies that indicate a ransomware 
attack. Intelligent systems can help prevent ransomware from executing and 
encrypting the victim’s data.

− Risk assessment: soft computing techniques are critical in assessing the risk of a 
ransomware attack and identifying vulnerabilities in the victim’s system. Risk assessment 
helps in developing effective security strategies and appropriate resource allocation.
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− Response planning: soft computing techniques help respond to ransomware 
attacks through backup and recovery plans, incident response plans, and 
communication plans. Response plans are critical in minimizing the damage and 
restoring the affected systems as soon as possible.

Conclusion

There is a growing adoption of technology across all sectors of national 
economies worldwide. While technology adoption increases workplace efficiency, 
they are prone to attacks. Cybersecurity has emerged as one of the greatest challenges 
facing governments and private sectors worldwide. The critical infrastructure 
such as the healthcare sector, is becoming the main target of cyberthreats such as 
ransomware attacks owing to the sensitive information in such sectors. Attacks on 
critical infrastructure can cripple essential services such as healthcare services, water 
provision, and electricity supply. Such attacks can be catastrophic to the society and 
may pose a threat to the national security. However, using large data samples, it is 
now possible to collect data on ransomware attacks and employ soft computing 
techniques such as fuzzy logic to detect and assess risks, and develop response plans 
to prevent ransomware attacks and its impacts. 
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