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The increased level of integration of electrical and electronic-based devices and
systems in the military field has led to the development of better methods of using
information in real time, but at the same time has introduced new vulnerabilities to
exploit, degrade and deny the information flow between military units and/or different
types of weapon systems. The purpose of this paper is to identify key concepts and
methods of using information warfare, specifically, CEMA (Cyber Electromagnetic
Activities) operations by the armed forces of various nations (the United States of
America, People’s Republic of China and Israel) and to formulate several potential
developments with regards to the future of information operations.
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Introduction

Basically, information warfare is a concept that has been used for centuries,
in order to discredit or deceive an adversary’s forces or population (Nick-Brunetti-
Lihach 2018). However, with the acceleration of technological progress that
characterizes the 20™ and 21* centuries, information warfare has been expanded in
order to integrate new methods, based on electronic or electromechanical devices.
The first types of these devices were computers based on vacuum tubes, such as
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Colossus (Crypto Museum n.d.), based on electrical circuits (Ellsbury 1998). Thus,
it can be argued that from its very inception, the cybernetics domain has intertwined
with the electrical domain, the research and development (R&D) efforts being poured
into one of those having a considerable amount of importance on the R&D efforts of
the other. One of the things that needs to be clarified is that the aforementioned device
was used by organisations focused on military intelligence processing (in this case,
the Government Code and Cypher School(GC&CS ) (Marsh 2019), the military being
thus the primary customer of electronics-based information processing technology.

The development of the transistor has given ways for electronics to become
miniaturized, cheaper, more energy-efficient, more modular, and most importantly,
able to transmit, receive and manage a growing level of data, in a multitude of
formats. Some of the well-known transistor-based innovations in the electronics
domain that were and still are important in the cyber domain, are the integrated
circuit and the programmable logic device (Dobriceanu 2012), the development
of the information-based society being impossible without multiple principles
developed in electrical engineering.

The proliferation of integrated circuits has led to their integration in security
and military oriented organisations, these types of institutions often being at the
forefront of technological development in electronics. This integration manifested
itself in many ways, from computers to satellite-based systems. One of the common
traits in the adoption of these devices in the military field, irrelevant of their type, is
the measure-countermeasure cycle, the military of one nation introducing precision
guided munitions, while the armed services of another developing and implementing
principles and methods for degrading the efficiency of, or completely disabling, the
aforementioned type of weapon systems. It should be noted that, although largely
overlooked, computer networks are also a type of weapon systems, even though
their effects could be interpreted mostly as non-kinetic. Thus, the information field
started being acknowledged as an equal part of military operations (Kozloski 2009).
Information operations are an evolving type of concepts, with different armed
services having different interpretations of these actions.

The methodology used has been that of researching the development of cyber
and electromagnetic capabilities of three case studies (US military forces, Iran and
Israel), and the development of prospective studies, with regards to countering the mass
usage of these capabilities, in the case of a large scale conflict between superpowers.

1. United States Armed Forces
Some of the first armed forces to take the lead in information warfare are those

of the United States. By itself, this is an unsurprising fact, considering:
- that most of the innovations described in this paper were developed in the U.S.;
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-one of the agencies of the U.S. Department of Defense, the Advanded Research
Projects Agency, developed the first type of computer network in the world and
proceeded to integrate it into the armed services (Norman n.d.).

The United States Armed Services are the first to introduce the concept of
information operations, being mentioned in JP 3-13, as the “integrated employment
of electronic warfare, computer network operations, psychological operations,
military deception and operations security” (Joint Chiefs of Staft 2006). For the
purpose of this paper, emphasis will be placed on the first two types of actions.

According to JP 3-12, cyber operations consist of three main categories (Joint
Chiefs of Staff 2018):

-offensive (OCO);

-defensive (DCO);

-administrative (DODIN).

Firstly, the US Armed Forces, in contrast with the other examples in this
paper, postulate the fact that cyber administrative duties, related to the processing
of information into data and data dissemination is a type of action different from
defensive actions.

Secondly, the reason for such a difference in this military system must be
considered. Some of the first orders regarding the organizing of the military structure
responsible with conducting cyber operations may present a valuable clue. Thus,
military cyber offensive capabilities and DoD networks defence capabilities were
allocated to the U.S. Cyber Command (United States Strategic Command 2018),
cyber and signals intelligence operations, cryptographic activities and national
cyber defensive actions were delegated to the National Security Agency (National
Security Agency Central Security Service n.d.), whilst maintaining the developing
DoD information processing and communications infrastructure remained under
the leadership of the Defense Information Systems Agency (Defense Information
Systems Agency n.d.).

Offensive cyber operations carried out by the US Armed Forces, or as they
are more commonly known computer network operations, are conducted through
multiple organisations, the most important of which is the US Cyber Command.
This Command, although designated as a unified combat command (United States
Cyber Command 2018), is actually composed of the cyber command of each
service (United States Cyber Command n.d.), being responsible for creating the
framework and distributing resources for the subordinate commands to execute
specific operations. For the purpose of this paper, it should be mentioned the
fact that although mostly known for the strategic level, offensive actions taken
against various non-state actors, US Cyber Command has also the mission, per
USCYBERCOM Announcement Message to “planning Operational Preparation of
the Environment (OPE), and as directed, executing OPE or synchronizing execution
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of OPE in coordination with the Geographic Combatant Commanders (GCC).”
(National Security Agency Central Security Service n.d.). As such, the US Cyber
Command is tasked with executing military, tactical and operational level cyber
offensive operations against designated targets, in close coordination with kinetic,
military operations conducted during a war.

It should be noted that, although at the level of the GCC and the armed services,
cyber and electronic operations are to be employed in an unified manner (Joint
Chiefs of Staff 2006), the organizational chart of the organizations supporting joint
electronic warfare from JP 3-13.1 (Joint Chiefs of Staff 2006) or through that of the
US Cyber Command (United States Cyber Command n.d.) shows the fact that these
types of operations are not to be conducted from the same military unit or agency of
the DoD, thus raising questions regarding the level of coordination that these types
of operations would be characterized of, during an interstate, declared conflict.

Electronic warfare is one of the oldest types of electronics based military actions,
its foundation being laid in the Second World War, with the development of radar
type systems and of electronic countermeasures in order to degrade the capabilities
of these weapons. As described in ATP 3-36, electronic warfare “involves the use
of electromagnetic and directed energy to control the electromagnetic spectrum or
to attack the enemy” (Headquarters, Department of the Army 2014). As already
mentioned, EW is associated with two other types of operations, “cyberspace
operations and spectrum management operations” (Headquarters, Department
of the Army 2014), forming a distinct type of operations being known as “cyber
electromagnetic activities.” (Headquarters, Department of the Army 2014). In one
other publication, FM 3-12, the U.S. Army reinforces the degree of connectivity
between electronic and cyber types of operations, cyberspace being defined as a
multitude of “networks that make information globally available through wired
and wireless connections” (Headquarters, Department of the Army 2017), whilst
electronic warfare being described as having “effects by affecting devices that
operate in and through wired and wireless” (Headquarters, Department of the Army
2017), both of these types of actions operating, thus, through the same media.
From these examples, it can be concluded that there is a consensus, at least among
United States Army senior command staff, on the integrated usage of cyber warfare,
electronic warfare, and spectrum management types of actions. The United States
Armed Forces can be considered the first to realize the potential of bringing together
cyber and electronic warfare operations into a single, general operational domain.

In contrast with the conduct of cyber operations, electronic warfare operations
are not employed by a single command or military unit, being distributed across
the United States Armed Forces. Also to be noted is the fact that most electronic
operations conducted by these armed services were mainly directed towards degrading
or denying adversary forces of communication and coordination, electronic defence
measures are mainly composed of encrypted communications.
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The platforms used by the US military for conducting information operations,
in general, and CEMA type of operations, in particular, are varied, ranging from
air assets such as EC-130 or EA-18G to land based forces such as Terrestrial
Layer System. One fact to be taken into consideration is that whilst the first two
types of platforms are used mainly in electronic warfare and signals intelligence
(SIGINT) type of operations, the latter, composed of two distinct subsystems, the
TLS-EAB and TLS-BCT, is created with the main purpose of integrating cyber and
electronic operations. Thus, the stated objectives of the TLS system-of-systems
are the provision of “defensive electronic attack” (Pomerleau 2020) and of “radio
frequency-delivered cyber effects” (Pomerleau 2020), representing, in itself, the
integration of principles in the aforementioned publications, bringing the first such
merger of cyber and electronic warfare actions at the operational level. To be noted
that the two aforementioned types of operations could be used to infiltrate, degrade
or destroy the components of an adversary’s weapon systems’, ranging from avionics
to electronic fuse.

One of the earliest implementations of CEMA-type operations took place during
the 1991 Desert Storm and Desert Shield operations. Even though the airstrikes
conducted during this campaigns remained representative of US involvement in
the Gulf, they were preceded by a significant level of electronic warfare actions
directed against Iraq’s air defence systems (Mann 1994), thus diminishing their
level of effectiveness in the early hours of military operations. One of the key issues,
overlooked by CEMA operations was the usage of the BLU-114/B bomb by the
United States Armed Forces in order to destroy Iraq’s electrical power grid (BBC
News 2003). The usage of a weapon of this sort, in conjunction with the use of
electromagnetic pulses, would most likely affect a future adversary’s capability to
wage war.

However, the cyber component of the US Armed Forces was not used until
recently during a military conflict or in conjunction with kinetic military operations
against another state. Thus, in 2019, with an increased level of tension between
the United States and Iran, President Donald Trump ordered the armed forces to
conduct cyber operations against a series of Iranian military and paramilitary targets
(Hanna 2019). Although it is one of the first direct examples of a state using cyber
weapons in order to destroy targets of another state, it was conducted as a stand-
alone measure.

As a conclusion, the United States has a capable military system that could
execute CEMA activities in order to degrade or destroy an adversary’s military
capabilities. Although employed, at the time of writing this paper, as stand-alone
measures, electronic and cyber operations conducted by the US Armed Forces have
proven to be effective, integration of these methods being planned for the near
future.
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2. People Liberation’s Army

The “Shock and awe” campaign led by the coalition forces in the First Gulf War
had a long-lasting effect on the military and political elites in the People’s Republic
of China, leading to emphasis being placed on “informatizing” the formations of the
People’s Liberation Army. The military and, overall, the national strategy used in the
last 20 years, is available to be discovered through informal publications, such as
Unrestricted Warfare, by colonels Qiao Liang and Wang Xiangsui, or the “Challenge
of Information Warfare”, by Major General Wang Pufeng. The overarching theme of
these papers is the fact the PRC does not necessarily make a clear distinction between
tactical, operational and strategic use of information warfare, thus continuing the
concept of “people’s war”, developed by Mao Zedong. However, in both of these
papers there are elements that show a logical evolution of the comprehension of
“information warfare” as a concept.

First of all, general Pufeng sees Information Warfare as “offensive” (Pufeng
1995) and “defensive” (Pufeng 1995). In the first category, he places actions that could
be regarded, in our time, as non-kinetic elements of C4 ISTAR such as “information
reconnaissance” (Pufeng 1995) or “electronic interference” (Pufeng 1995), or as
kinetic ones, such as “information suppression by using counter radiation guided
missiles to destroy air defence radar stations” (Pufeng 1995) or “information attack
by using precision guided-warheads to attack pre-set targets” (Pufeng 1995). While
the first and second type of actions could be presented as elements of information
warfare, the third and fourth are mainly kinetic actions which do not, by themselves,
constitute parts of information warfare, precision-guided munitions being a part of
warfare since, at least, World War I. With regards to defensive information warfare,
the general uses actions such as “counter reconnaissance” (Pufeng 1995), “multiple-
communication methods” (Pufeng 1995), “resist viruses” (Pufeng 1995) in order to
describe IW, elements that could be classified as part of modern-day information
operations, together with the more ambiguously termed “information counterattack”
(Pufeng 1995). One of the facts that should be remembered is that this paper was
published in 1995, four years after the US-led Coalition removed the Iraqi Armed
Forces from Kuwait, this period of time being a possible reason for why the PLA did
not have a clearly defined concept regarding information warfare.

A remarkable leap forward is represented by “Unrestricted Warfare”, published
in 1999. This paper shows a clear cognitive evolution, presenting “weapons” that are
nowadays associated with information operations such as “computer logic bombs,
network viruses, or media weapons” (Liang and Xiangsui n.d.) as information
weapons. Even more interesting is the fact that it acknowledges the importance of
CEMA operations, regarding “the network space” (Liang and Xianqsui n.d.) as being
formed from “‘electronics technology, information technology and the application of
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specific designs.” (Liang and Xiangsui n.d.). Another aspect of this paper is that it
illustrates the willingness of the PLA, at the turn of the century, to combine various
types of warfare in order to achieve the CCP’s and its goals, acknowledging the
fact that every one of these combinations are “all determined based upon a specific
target” (Liang and Xianqsui n.d.). This last quote is particularly important because
it illustrates modern Chinese military thinking. Thus, in sharp contrast with NATO
and US military thinking, in which almost every crisis is met with a mixture of
information warfare and, accordingly, precision strikes, the PLA understands the
fact that in every situation, whether considering, for example, the South China Sea
or Central Asia, it deals with a different type of opponent, with a different set of
tools and, ultimately, mentality to counteract. In essence, this approach represents
the most capable and adaptable implementation of information warfare, using all
available systems to disrupt, degrade or destroy an opponent’s information and
decision-making cycle.

One of the most important contributions to the development of information
warfare in the PRC was that of Major General Dai Qingmin, who introduced the
concept of Integrated Network Electronic Warfare. By itself, INEW can be perceived
as the Chinese equivalent of CEMA activities, the differentiating factor between the
two being the fact that whilst the second one ensured a balanced approach with regards
to the conduct of military operations, the first one places emphasis on offensive
actions (Krekel, Bakos and Barnet 2009). INEW must, at the same time, be seen
in context. Western military thinking since the early 2000s has attached increasing
importance towards the development and deployment of network centric warfare
doctrines, systems and tactics. As such, Chinese military thinkers acknowledged
this fact and, besides applying the concept for their own forces, developed possible
avenues in order to counteract its advantages. NCW is built around the concept
of shooters and sensors (Thales Group n.d.), the information and data from each
platform being shared amongst the other deployed troops. In order to ensure its proper
usage, the military force that uses this kind of doctrine has to ensure the security and
integrity of its information sharing and processing capabilities, the Chinese thus,
correctly, observing the fact that the most efficient method of countering this type
of actions is by using CEMA activities, such as intercepting and jamming data links
and exploiting any kind of vulnerabilities in the information security architecture of
the adversaries’ systems.

One of the turning points of recent Chinese military and strategic history is,
without a doubt, the ascension of Xi Jinping to power. Whether considering the
purges in the ranks of the PLA that took place under his leadership (BBC News 2017),
the replacement of Jiang Zemin’s Three Represents with his Four Comprehensives
policy (Reuters 2015) and by placing his thought in the PRC Constitution, amongst
the line of thought of other important Chinese autocrats, such as Mao Zedong and
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Deng Xiaoping (Phillips 2017), Xi Jinping’s ultimate goal is to ensure both his status
as China’s leader and the country recognition as a great power. In order to achieve
both of this tasks, Xi Jinping recognized the importance of reforming the armed
forces, initiating a purge in the ranks of military officers perceived as affiliated with
the Jiang Zemin group and modifying the structural organization of the PLA.

Relevant to the subject of this paper, is the 2015 integration of the PLA’s cyber,
space and electronic warfare capabilities under the control of one organisation, the
PLA Strategic Support Force (Ni and Gill 2019). The PLASSF has been created with
regards to PLA’s continued efforts to create a “smart force”, but, in the same time,
its potential could be more than that. One answer regarding its purpose could be by
observing the basis and development of a similar organisation from abroad, in this
case, the US STRATCOM. Until 2009, STRATCOM was the functional combatant
command tasked with maintaining the US’s main capabilities of strategic deterrence,
the nuclear triad, the cyber capabilities and the space warfare capabilities. PLASSF
is responsible for the main PLA units focused on cyber warfare, space warfare and
electronic warfare, being the nucleus of a possible counterpart of the 2000-level
STRATCOM, focused on providing an adequate level of deterrence for the PRC.

The PLASSF branch responsible for conducting cyber and electronic warfare
capabilities is the Network Systems Department (Niand Gill 2019), thus representing
the importance granted by the PLA leadership towards creating a synergy of the
service’s CEMA capabilities.

PRC’s alleged hacking actions were largely directed towards acquiring
classified military and industrial secrets from foreign computer networks. The fact
that the PLA has not taken part, recently, in any military conflicts abroad presents
researchers of the topic with the open question of assessing this organization’s cyber
warfare capabilities during an open conflict, against another state’s army.

While the military cyber capabilities of the PRC have been more documented,
so far less emphasis has been placed on PLA’s electronic warfare capabilities. One
of the things to be noted is the fact that also, in this area, China’s possible strategy
closely matches US’ doctrine and developments, with emphasis being placed on
China’s geographical location. Electronic warfare variants of JH-7 and J-16 aircraft
platforms have been developed and could emphasise that the PLA plans to use EW
capabilities in a tactical, potentially limited, role in a future, regional conflict.

3. Israel Defense Forces

Israel’s approach to information warfare has to be seen in the light of its
geopolitical situation. Israel has two types of opponents:

— state-based, with no direct border with Israel, such as Iran and Turkey;

— hybrid organisations that occupy territories directly bordering Israel, such as
Hamas and Hezbollah.
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After years of civil warfare, Syrian territory hosts Russian and Iranian military
units. Also, in Syria, a significant number of Turkish and American military assets
regularly conduct military operations. In the South and East, Egypt and Jordan have
a balanced approach with regards to Israel, maintaining cooperation with the Jewish
state on security related issues.

Other two important sources of instability are represented by the presence of
Hamas and other militias on Palestinian Administration’s territory and by the fact that
the militant Shiite group Hezbollah continues to maintain its stronghold in Lebanon.
The potential for cooperation between these two groups has increased recently, with
cooperation ranging from political statements (Al Jazeera 2008) to sharing military
equipment in order to test and degrade Israel’s national security (Ahronheim 2018).

Although well known for their missile attacks towards Israeli territory, in recent
years, both groups have diversified their methods of action, mainly in the information
field. Both Hamas and Hezbollah have official, active cyber methods of promoting
their causes among their members and possible adherents, mobilizing groups (Keyser
2018) (Martinez 2019) in different countries in order to attack Israel’s perceived
aggression against their interests. Information operations conducted by both these
groups, in the past, have had two types of goals:

- extracting information, either from human or technical sources, through either
infiltrating social media profiles or groups of interest (Perper 2018) or hacking into
the live feeds of various information systems used by the Israeli government (The
Times Of Israel 2016);

- manipulating Israeli public perception, conducted through defacing
cyberattacks, DDoS, Zero-day or viruses (Shamah 2015).

One of the most notable characteristics of the actions of these groups is
represented by the fact that, they have so far not used electronic warfare against
Israeli targets or Israeli society. One possible explanation is that an electronic
operation is much harder to conceal than a cyber-operation, IDF having the ability
to trace back and destroy an EW target with a dedicated anti-radiation missile, a type
of weapon that does not have an equivalent for a cybernetic target, the IDF having
to use joint operations in order to track in real time and hit an opponent’s cyber
formations (Groll 2019).

On the other hand, Israel’s strategic conflict with Iran (and, in the future, with
Turkey) is largely limited, based on proxy forces and information operations. Iran has
been the alleged source of a growing number of cyber operations against the Israeli
society (AFP 2021) (Deutsche Welle 2022). Israel is also alleged to have deployed cyber
weapons on multiple occasions, such as Stuxnet (The Times of Israel 2020) and the 2020
explosions which took place in Iranian strategic targets (The Times of Israel 2020).

The Israeli military-political leadership has used a different approach than
the United States with regards to information warfare, establishing information
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warfare, in particular, CEMA capabilities, both in the combat support forces and
the intelligence services of the IDF. However, Israel has chosen to place emphasis
on the development of cyber warfare and signal intelligence capabilities, with less
information available to its electronic warfare capabilities.

The offensive cyber capabilities of the IDF have been placed within the
competence of the Intelligence Corps (Stavridis 2019), its most well-documented
unit being Unit 8200 (Stavridis 2019). Publicly available data on Unit 8200 presents
the fact that, besides conducting cyberattacks, it also conducts signal intelligence
tasks (spacewatch.global 2017), collecting data about the electronic communications
and electronic signatures of potentially hostile Armed Forces, the unit being oriented
towards employing CEMA capabilities in the case of a conflict.

The organisation tasked with the cyber-defence of the IDF is the Cyber Defense
Directorate (Israel Defence Forces n.d.).

Conclusions and potential developments

All of the countries that were part of the case studies of this paper have developed
their capabilities to a considerable level, where these can be used effectively both
during peace and wartime. At the same time, the methods these countries have
used for the development of their CEMA-centric information operations have been
different, the US, China and Israel developing institutional frameworks in order to
sustain and develop separately these capabilities.

The increased level of integration of electronic equipment in the military will
increase exponentially in the coming years, and its effects on information warfare
couldbe classified in the short-term, with an emphasis on the integration of EW, EMSO
and cyber operations in order to gather intelligence or conduct remote hacking of an
adversary’s systems; increased use of cell phone simulators in information attacks
targeting military and paramilitary personnel, in order to obtain intelligence or cause
them to question orders; the continued pace of adapting existing weapon systems to,
together with the design and use of new weapon systems focused around, concepts
such as data/information exchange, will lead to vulnerabilities in the electronic field,
more specifically, a system’s ability to perceive the battlefield and share data with
other platforms will be severely diminished, in case of a joint, sustained CEMA
attack; in the medium term, the increased level of importance granted to EW and
EMSO wartfare will, most likely, determine either a communication “arms race”,
based on A.I., or the reintroduction of traditional methods of war communications,
such as couriers, in case of long-term, strategic-level military operations; further
research and development where the focus will be placed on the production,
(wireless) distribution and storage of electricity, in order to combat the effects of an
adversary’s usage of electromagnetic impulse-effect or BLU-114/B type weapons.
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